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Abst ract

The default method for | Pv6 address generation uses an

Organi zationally Unique Identifier (OU) assigned by the | EEE

St andards Associ ation and an Extension ldentifier assigned to the

har dware manufacturer [1] (section 2.5.1 RFC-4291) [ RFC4291]. This
means that a node will always have the sanme Interface ID (I11D)
whenever it connects to a new network. Since the node’'s |P address
does not change, the node is vulnerable to privacy rel ated attacks.
To address this problemthere are currently two mechani snms bei ng used
to random ze the 11D that do not use the MAC address or other unique
values in the 11D generation; Cryptographically Generated Addresses
(CGA) [RFC3972] and Privacy Extension [ RFC4941]. The problemwith the
former approach is the conputational cost involved for the IID
generation and verification. The problemwith the latter approach is
that it |lacks the necessary security and provides the node with only
partial protection against privacy related attacks. This docunent
proposes the use of a new algorithmfor use in the generation of the
1D while, at the same tinme, securing the node agai nst sone types of
attack, like | P spoofing. These attacks are prevented with the
addition of a signature to the nessages sent over the network and by
direct use of a public key in the |IP address.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nay al so distribute working
docunents as Internet-Drafts. The list of current Internet-Drafts is
at http://datatracker.ietf.org/drafts/current.

Internet-Drafts are draft docunents valid for a nmaxi mum of six nonths

and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
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material or to cite themother than as "work in progress.”

This Internet-Draft will expire on June 21, 2013.

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
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BCP 78 and the | ETF Trust’'s Legal Provisions Relating to | ETF

Docunents (http://trustee.ietf.org/license-info)

in effect on the
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I ntroduction

| Pv6 addresses consist of two parts; the subnet prefix, which is the
64 leftnost bits of the I1Pv6 address, and the Interface ID (11D),
which is the 64 rightnost bits of the | Pv6 address. The | EEE

St andards Association [1] (section 2.5.1 RFC-4291) [ RFC4291] offered
a standard for the generation of the IPv6 Interface IDs (I1D) which
it called the Extended Unique Identifier (EU -64). EU -64s are
generated by the concatenation of an Organizationally Unique
Identifier (QU ) assigned by the | EEE Registration Authority (IEEE
RA) with the Extension Identifier assigned by the hardware

manuf acturer. For exanple, if a manufacturer’s QU -36 hexadeci nal

val ue i s 00-5A-D1-02-3, and the manufacture hexadeci nal val ue, for
the Extension ldentifier for a given conponent, is 4-42-61-71, then
the EUl -64 val ue generated fromthese two nunbers will be

00- 5A- D1- 02- 34-42-61-71. If the QU is 24 bits and the extension
identifier is also 24 bits (this constitutes the MAC address), then
to formthe 64-bit EU address, the QU portion of the MAC address is
inserted into the leftnost 24 bits of the EU -64 8 byte field and the
Extension Identifier is inserted into the rightnost 24 bits of the
EU -64 8 byte field, and then a value of OXFFFE is inserted between
these two 24-bit itens. | EEE has chosen OxFFFE as a reserved val ue
whi ch can only appear in an EU -64 generated from an EUl -48 MAC
address. Then bit 7 (u bit) in the QU portion of the address should
be set. G obally unique addresses assigned by the | EEE set this bit
to zero by default indicating global uniqueness.This bit will be set
to 1 for locally created addresses, such as those used for virtua
interfaces or a MAC address nmanual |y configured by an admi ni strator

There are two nechani sns used to generate a randomized I1D that do
not make use of a MAC address; CGA [ RFC3972] and Privacy Extension

[ RFC4941]. In this docunent we discuss the probleminherent with
usi ng the current mechani snms and then we explain our solution to the
problem which is to random ze the 11D and observing privacy, while,
at the sane tine, providing security to Nei ghbor Di scovery Protoco
(NDP) nessages, for nodes, in the IP layer. DHCPv6 [ RFC3315] can al so
benefit fromthis approach for the generation of a randomI|ID or for
aut henti cati on purposes.

1. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [ RFC2119].

In this docunment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying RFC 2119 significance.

In this docunent the use of || indicates the concatenation of the
val ues on either side of the sign

Rafiee, et al. Expi res August 25, 2013 [ Page 3]



| NTERNET DRAFT SSAS for Autoconfiguration February 25, 2013

2

Pr obl em St at enent

The drawback to using IIDs that do not change over tine is one of
privacy. The node will generate the same || D whenever it joins a new
network thus making it easy for an attacker to track that node when
it moves to different networks.

The main problemw th the privacy extension nechani sm when using the
first approach as explained in section 3.2.1 RFC 4941 [ RFC4941],
i.e., using stable storage, is the lack of a provision for the use of
a security mechanism The Privacy Extension RFC can partly prevent
attacks related to privacy issues, but it cannot prevent attacks
related to security issues. For instance, it cannot prevent |IP
spoofing attacks and it cannot provide proof of the |IP address
ownership of a node. If one wants to use a secure nmethod, with the
privacy extension, then one needs to use CGA. The problemw th using
CGA is in the conmputational overhead necessary to conpute it when a
hi gher sec value is used and the tinme that is needed in the
verification process. This tine is based on the reverse of the steps
required to regenerate CGA during the verification process, in
addition to the signature verification.

What is clear here is that it is not possible to generate the CGA
offline or before hand. This is because the subnet prefix (router
prefix) is one of the inputs to the SHAl al gorithm The other problem
with CGA is the apparent |ack of a defense against Denial of Service
(DoS) types of attack against verifier nodes. In the CGA RFC, there
is no explanation as to how to prevent these types of attacks. This
means that an attacker can overwhel mthe verifier node with fal se CGA
val ues thus rendering it unable to process further messages. This
docunent al so proposes a solution for this type of attack

To overcone the problemw th using the other nechanisns the tine
needed for | P address generation and verification needs to be
reduced. W propose the use of the SSAS algorithm along with the
SSAS signature, to provide a node with the protection it needs to
protect it against |IP spoofing and spoofing types of attack in the IP
| ayer. Qur experinental results [2] showthat SSAS is 5 tinmes faster
than CGA, when using a sec value of ,0 and 600 tines faster than CGA
when using the sec value of 1. This will be the sane when, in the
future, we have faster CPUs because SSAS will also benefit fromthe
future technol ogies. Currently the generation time for SSAS is |ess
than 1 millisecond so with future new technologies it will be even

| ess.

Note: It is not the intent of this document to obsolete CGA but to
propose a sinpler and a faster addressing mechanismto use in the
randoni zation of the 11D and the for the protection of nodes agai nst
the attacks expl ai ned bel ow.
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2.1. SSAS Applications

2.1.1. Preventing Attacks

The follow ng sections detail sone of the attacks that SSAS can
prevent.

2.1.1.1. Replay attack

In this type of attack, an attacker m ght sniff the Nei ghbor

Di scovery Protocol enabl ed networks (NDP) nessages and try to copy
the legitimate signature and public key to his NDP nessage and then
send this to the sender. But by using the SSAS algorithm this is
prevented with the addition of a tinmestanp to the NDP nessage and
also with inclusion of this tinestanp in the signature. The use of
the tinestanp works because the tinmestanp will be valid for a short
period of tinme. (this accounts for clock skews.)

2.1.1.2. 1P spoofing

This is a well-known type of attack in NDP. This type of attack is
used to attack the Duplicate Address Detection process. In this
attack, when a node joins the network and generates a new | P address,
the node sends a Nei ghbor Solicitation (NS) nmessage to check for
address collisions in the network. The attacker, in this scenario,
spoofs the I P address and responds back to the node with a Nei ghbor
Advertisenent (NA) nessage claimng ownership of this |IP address. The
SSAS algorithmallows this node to verify other nodes in the network.
An attacker does not have the private key for this node, which is
needed to generate a SSAS signature, so the verification process wll
fail

2.1.1.3. Denial of Service (DoS) attacks

An attacker mght send many NDP nessages, using invalid signatures,

to the victinPs node which then forces the node to busy itself with
the verification process. To mtigate this attack, a node SHOULD set
alinmt on the nunber of nessages (x) that the it can verify, per a
certain period of tinme. |nplenentations MJST provide a conservative
default and SHOULD provide a way for detecting when this limt is

r eached.
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2.1.1.4. Spoofed Redirect Message

Redi rect nmessages, imtating the end host needing redirection, can be
sent fromany router on the sane broadcast segnent. The attacker uses
the link-1ocal address of the current first-hop router in order to
send a Redirect nessage to a legitimte node. Since that node
identifies the nessage as conming fromits first hop router, by use of
the link-local address, it accepts the Redirect. The Redirect wll
remain in effect as long as the attacker responds to the Nei ghbor
Unreachability Detection probes sent to the |ink-layer address. To
preclude this fromoccurring, the address ownership of the first-hop
router should be verified. The use of the SSAS verification process
will prevent such an attack.

2.1.2. Nodes with |imted resources

SSAS can be used in nodes where linmited resources are available for
computation. It can provide protection for these nodes agai nst the
attacks stated above. Sensor networks are exanples of nodes with
limted resources (such as battery, CPU, and etc); see RFC- 4919

[ RFC4919] for the usage of IPv6 in these networks.

Anot her exanple could be the use of SSAS in nobile networks during
the generation of |IP addresses as explained in section 4.4 RFC- 6275.
The current problemw th addressing mechanismin nobile node is that
there is no privacy observation as the node usually keeps its Home
Address when it noves to another network. If there is a fast secure
mechanism then it is possible set this Home Address and change it
and re-register it to the Honme network.

3. Algorithm Overvi ew

As expl ai ned earlier, one of the problens with the current IID
generati on approach is the compute intensive processi ng needed for
the 11D al gorithm generation. Another concern is the |ack of

security. Since, we assune that a node needs to generate and keep its
address for a short tine, we tried to keep the |IID generation process
to amninum W also tried to remain within the confines of NDP

pr ot ocol

3.1. Interface ID (I D) Generation
To generate the |1 D, a node needs to execute the follow ng steps.

1. Generate a 16 byte random nunber called nodifier.
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2. CGenerate a 1024-bit key pair (public/private key). These keys
SHOULD be stored in a safe place on a local hard disk and the path to
this data, and the validation tine for these keys, SHOULD be saved in
a XML file. It is RECOWENDED that the public key be generated, on
the fly, during the start-up phase of the al gorithm generation

Once a node generates key pairs, it can nake use of these keys for a
short period of tine. It is RECOWENDED not to use the same keys for
nmore than 10 days in order to prevent the node from being tracked
through the use of its public keys. Wen time expires for the use of
these key pairs, the node shoul d generate new key pairs and repl ace
the old one in the XML file. It SHOULD then use the new value for IP
address and signature generation

It is also possible to use ECC[3] with a 192 bit key size. This is
equi val ent to al280 bit RSA key size. In this case the packet size
woul d be decreased by a factor 5 tines snaller than when using RSA.
However, with key sizes 1024 bit and 1280 bit, RSA generation and
verification is nuch faster than ECC. The other problemw th the use
of ECCis that it could be patented and m ght not be royalty free.

3. Concatenate the nodifier with the timestanp and the public key.
The tinestanp is a 64-bit unsigned integer field containing a

ti mestanp. The val ue indicates the nunber of seconds since January 1,
1970, 00:00 UTC, by using a fixed point format. The format of the
timestanp data field is the same as that outlined in section 5.3.1
RFC- 3971 [ RFC3971].

Rl=(nodifier(16 bytes)||tinmestanp(8 bytes)||public key)
4. Execute SHA2 (256) on the result fromstep 3.
di gest =SHA256( R1)

The use of SHA2 (256) is RECOMMENDED because the chances of finding a
collision are | ess than when using SHAlL and the generation tine is
acceptable (in mcroseconds using a standard CPU)

5. Generate a random nunber between 0 and 20 and call it the start
i ndex. This nunmber is used as an index for the SHA2 array of bytes.
This value hel ps randonize the IID and to minimze the chance of a
collision in the network. The length of this nunber is one byte.

6. Take the 32 leftnost bits (starting at the start index) fromthe
resulting output fromstep 5 (SHA2 digest) and set bits u and g (bits
7 and 8) and call this the partial 11D

oo m e e e e e e e e e e e eeaa o +
[ | partial 11D | |
| | (32 bits) | |
+ e e e o + +
[ SHA2 di gest [
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[ (256 bits) [

Figure 1 Partial Interface ID

7. htain the second byte of the partial IID and call it the start
field pubkey. If the value of the start field pubkey is between 0 and
the size of public key length, in bytes, mnus 4, use this nunber as
an index for the public key array of bytes. O herw se choose that
byte and shift its contents 2 bits to the right (the first two bits
will be zero) and set the start field pubkey to this nunber. This
ensures that the value of the start field pubkey will be I ess than
the size of the public key array of bytes, mnus 4. This val ue hel ps
randoni ze the |1 D and minimnze the chance of a collision in the
networ k. For exanple, if the second byte of partial IIDis 110, the

start field pubkey value will be 110. This val ue hel ps randoni ze the
I1D and mnimze the chance of a collision in the network. For
exanple, if the second byte of the partial IIDis 110, then the start
field pubkey value will be 110.

If ECCis used for key generation, then the content of the start
field pubkey SHOULD be shifted 3 bits to the right. This insures that
its value is less than the size of public key array of bytes, m nus
4.

[ Pubkey [
[ (32 bits) [

Public key
(1024 bits)

Figure 2 Public key part of Interface ID

8. Concatenate the partial IIDwith the four bytes fromthe public
key (starting at the start field pubkey) and call this the I1D.

[ Partial 11D [ Pubkey [
[ (32 bits) [ (32 bits) [

Figure 3 Interface ID

9. Concatenate the IIDwith the |local subnet prefix to set the |oca
| P address

10. Concatenate the IIDwith the router subnet prefix (d obal subnet
prefix), obtained fromthe RA nessage, and set it as a tentative
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gl obal 1P address. (This IP will be permanent after Duplicate Address
Detecti on (DAD) processing. (for nmore information about DAD refer to
section 4.3. )

3.2. Signature Generation

The SSAS signature is added to NDP nessages in order to protect them
fromIP spoofing and spoofing types of attack. SSAS will prove IP
address ownership, as does the CGA generation algorithm but using
fewer steps. To generate the SSAS signature, the node needs to
execute the foll owi ng steps:

1. Concatenate the tinmestanp with the 16 byte public key (that starts
at the start field pubkey) (see figure 4) and the global |P address.
The start field pubkey is one of the nunbers that was introduced in
step 7 of section 4.1

2. Sign the resulting value fromstep 1, using the RSA private key
unl ess we use ECC, and call the resulting output the SSAS signature.

| ti mestanp| Public key| d obal |IP Address| O her Options|
| (8 bytes)| (16 bytes)| (16 bytes) | (variable)

Figure 4 SSAS Signature

I f NDP nmessages contain other data that must be protected, such as
i mportant routing information, this data SHOULD al so be included in
the signature. The signature is designed for the inclusion of any
data needing protection. If there is no data that needs protection
then the signature will only contain the tinmestanp, 16 byte public
key and @ obal | P address (Router subnet prefix plus IID).

3.3. Ceneration of NDP Messages

After a node generates its |IP address, it should then process
Duplicate Address Detection in order to avoid address collisions in
the network. To do this, the node generates a Neighbor Solicitation
(NS) message. The format of a NS nessage is shown in figure 5. The
SSAS signature is added to the I CMPv6 options of NS nessages. The
SSAS signature data field is an extended version of the standard
format of the RSA signature option of SEND [ RFC3971]. The tinestanp
option is the same as that used with SEND. In the SSAS signature, the
data field contains type, length, reserved, O her Len, pubkey Ien
public key, SSAS signature, and paddi ng.
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o a oo S o e e e e e e e i +
| | Pv6 Header |1CWMPv6 header| ND nessage Specific Data |
| Next header= 58| | (vari abl e) |
S ot e e - B +
[ Type = 13 | | ength [ Reserved [
[ (1 byte) [ (1 byte) | (6 bytes) [
o S e +
| ti mestanp [
!I- -------------- TSRS TSRS S !I-
[ Type = 12 | | ength [ Reserved | O her Len [
[ (1 byte) [ (1 byte) | (2 bytes) | (1 byte) [
o B +--- - - Fom e e o a oo +
| Subnet Prefix | Pubkey Len | Public Key in base64 |
| (8 byte) | (1 byte) | f or mat |
S e e e e e oo - e e e e e e e e oo +

Figure 5 NDP Message Format with SSAS Signature Data Field

Thi s docunent proposes an update to the SEND RFC in order to repl ace
the RSA signature field with the SSAS signature data field and to add
SSAS as a new option to SEND nessages.

3.3.1. SSAS signature data field
- Type: This option should be set to 12.
- Length: The length of the Signature Data field, including the Type,
Length, Reserved, pubkey Len, public key, Signature and paddi ng,
should be a nmultiple of eight.
- Reserved: A 2 byte field reserved for future use. The val ue MJST be
initialized to zero by the sender, and MJST be ignored by the
receiver.

- OGther Len: The length of other options in nultiples of eight. The
length of this is 1 byte.

- Subnet Prefix: This is the router subnet prefix.
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- PubKey Len. The length of the public key in nultiples of eight.
- Public key. Base64 format of the public key

- Oher Options. This variable-length field contains inportant data
that needs to be protected in the packet . The paddi ng woul d be
added, as many bytes long as remain after the end of the field, if
the Gther options is not a nmultiple of eight.

- Padding. This variable-length field contains paddi ng, as many bytes
long as remain after the end of the signature, if the signature is
not a multiple of eight.

Al'l NDP nmessages should contain the SSAS signature data field which
all ows receivers to verify senders. If a node receives a solicited NA
message in response to its NS nessage showi ng that another node
claims to own this address, then, after a successful verification
process, this node increnents the nodifier by one and again repeats
steps 3 thru 8 of section 4.1 . If, for a second tine, the node
receives the sane claim then it considers it an attack and will use
that | P address.

3.4. SSAS verification process

A node’s verification process should start when it receives NDP
nessages.

Foll owi ng are the verification steps:
1. Qbtain the tinestanp fromthe NDP nessage and call this value t1.

2. Opntain the timestanp fromthe node’s system convert it to UTC
and call this value t2.

3. If (t2- x) <=1t1l <= (t2 +x) go to stop 4. O herwi se, the
nmessage SHOULD be di scarded without further processing. (The val ue of
X is dependent on network delays and network policy. One m ght
choosel0 m nutes (600 seconds) as a flexible way of handling network
del ays.)

4. otain the public key fromthe SSAS signature data field.

5. Conpare this to its own public key. If it is not the same, go to
the next step. Otherw se, the nmessage shoul d be di scarded wi t hout
further processing.

6. Cbtain the second byte of the partial IID and call it the start
field pubkey. If the value of the start field pubkey is between 0 and
the size of public key length, in bytes, mnus 4, use this nunber as
an index for the public key array of bytes. O herw se choose that
byte and shift its contents 2 bits to the right (the first two bits
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will be zero) and consider this nunber the starting i ndex of the
public key array of bytes. This ensures that the value of that byte
will be less than the size of the public key array of bytes, mnus 4.
Set the start field pubkey to this numnber.

If ECC is used for key generation, then the content of the start
field pubkey SHOULD be shifted 3 bits to the right. This insures that
its value is less than the size of public key array of bytes, nm nus
4,

7. btain the IID fromthe sender?s source |P address. (64 rightnost
bits of the | Pv6 address)

8. Conpare the 32 leftnost bits, starting at the start field pubkey
of the public key, to the 32 rightnost bits of the II1D of the
sender?s | P address. If they are the same, go to the next step

O herw se, the nmessage shoul d be di scarded without further processing

9. Obtain the subnet prefix fromthe SSAS signature data field.

10. Concatenate the tinmestanp with the 16 bytes of the public key,
(starting fromstart field pubkey), the subnet prefix, the sender?s
11D, and other options (if any) and call this entity the plain
nessage

11. Obtain the SSAS signature fromthe SSAS signature data field.

12. Verify the Signature using the public key, and then enter the

pl ai n nessage and the SSAS sighature as an input to the verification
function. If the verification process is successful, process the
message. Ot herwi se, the nessage shoul d be di scarded without further
processi ng.

4. Security Considerations

As a security consideration what one nmight ask is what are the odds
of an attacker being able to generate a public key having four
sequential bytes the sanme as the last rightnost 32 bits of the IID If
he could, he could then generate the signature using his own private
key and thus break the SSAS

Mat hematically it has been shown that the probability of matching 32
bits in the public key against 32 bits in the IIDis about
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pow( 1/ 2,32) where pow is the power function, 2 is a base and 32 is a
exponent. Since the use of a public key and I P address with a maxi num
lifetime of 10 days is RECOMVENDED, the probability of an attacker
finding the same value is 0.0008, a very small value. Wen one al so
considers the probability of an attacker being able to generate a
public key whose 32 bits, starting froman arbitrary point, matches
the 32 bits of the public key generated using the SSAS al gorithm
then the probability of his success is diminished even further. This
shows the strength of this algorithmagainst brute force attacks
while, at the sane tine, by using the signature and finding a binding
between the I P address and the public key, it provides proof of IP
address ownership at a speed that is about 600 tinmes faster than that
of the CGA algorithm[2]. (based on the inplenentation results, the
average tine to generate SSAS is 882.77 mi croseconds).

Anot her consi deration concerns Routers wanting to use this algorithm
in place of CGA. As explained in RFC SEND, for routers, the use of a
Trusted Authority is RECOMVENDED al ong with verifying router
certificates using these third parties. This will prevent a node from
claimng to be a router. But for nodes, rather than routers, SSAS can
provi de protection against the types of attacks expl ai ned above.

5. | ANA Consi derati ons

Thi s docunment defines a new algorithmfor the generation of an
Interface IDin |IPv6 networks.

6. Concl usi ons

Privacy has becone a very inportant issue in recent years. A solution
for preventing a node from being tracked by an attacker is to change
the node’s I P address frequently and by generating a random 1D each
time a node wants to generate a new | P address. There are two
solutions available for random zing the |1 D, CGA and Privacy
Extensi on. The forner algorithmis conpute intensive and the latter
algorithmis lacking in security. This document introduced a new

al gorithmas a solution for providing privacy by random zing the IID
and for providing security with the addition of a SSAS signature to
the NDP nessage and finding a binding between the public key and the
| P address. Qur experinental results [2] show a definite inprovenent
in the conputation time for the SSAS al gorithmas conpared to that
for the CGA algorithm W also note that the probability of having
collisions with | P addresses, when using the SHA2 digest and the
public key, with a randoni zed 62 bit sel ection, approximates
pow( 1/ 2,62) where pow is the power function, 2 is a base and 62 is a
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exponent (u and g bits are ignored) . Myreover, the probability of an
attacker finding the public key which natches 32 rightnost bits of
the 1D within 10 days approxi mates 0.0008. This nmeans this algorithm
i s secure enough for w de usage.
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