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Abstract

Sone LLN subnets are expected to scale up to the thousands of nodes
and hundreds of routers. This paper proposes an |Pv6 version of the
Backbone Router concept that enables such a degree of scalability
usi ng a high speed network as a backbone to the subnet.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 29, 2013.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

In order to neet industrial requirements for non-critical nonitoring,
al erting, supervisory control, open |oop control and sone cl osed | oop
control applications, both [ISA100.11a] and wirel ess [ HART] standards
| everage advanced technol ogy at every layer, including the Tine
Synchroni zed Channel Hopping (TSCH) Medi um Access Control (MACQ)
operation that enables determ nistic behaviours for tinme-sensitive
flows. Additionally, [ISA100.11a] endorsed the 6LOWPAN Header
Conpressi on [ RFC6282] format for the network header, nmaking it
possible to utilize | Pv6 based protocols such as BACnet | P, Profibus
| P and Mbdbus TCP wi t hout significant changes to those protocols.

[1 SA100. 11a] has introduced the concept of a Backbone Router that
woul d i nterconnect small LLNs over a high speed Backbone network and
scal e a single |ISA100. 11a network up to the thousands of nodes. In
that nodel the LLNs and the backbone form a single subnet in which
nodes can nove freely without the need of renunbering, and the
Backbone Router is a special kind of Border Router designed to nanage
the interacti on between the LLNs and the backbone at | ayer 3.

Simlar scalability requirenents exist in the netering and nonitoring
industries. In a network that large, it is inpossible for a node to
register to all Border Routers as suggested for snaller topologies in
Nei ghbor Di scovery Optim zation for Low power and Lossy Networks

[ RFCE775] .

This paper specifies IP layer functionalities that are required to
i npl ement the concept of a Backbone Router with I Pv6, in particul ar
the application of the "IP Version 6 Addressing Architecture"”

[ RFC4291], " the Neighbor Discovery Protocol" [RFC4861] and "I Pv6
St at el ess Address Autoconfiguration” [RFC4862].

The use of EUI -64 based |ink | ocal addresses, Neighbor Discovery
Proxyi ng [ RFC4389], Nei ghbor Discovery Optinization for Low power
and Lossy Networks [RFC6775], the I Pv6 Routing Protocol for Low power
and Lossy Networks [ RFC6550] , the m xed node of Efficiency aware

| Pv6 Nei ghbor Di scovery Optim zations

[1-D. chakrabarti-nordmark-6man-efficient-nd] and Optim stic Duplicate
Address Detection [ RFC4429] are discussed. Also, the concept of
Backbone Link is introduced to inplenent the backbone network that
was envi si oned by | SA100. 11a.

This operation of the Backbone Router requires that some protoco
operates over the LLNs from which node registrations can be obt ai ned,
and that can dissem nate the |ocation of the backbone Router over the
LLN. Further expectations will be detail ed.

The way the PAN IDs and 16-bit short addresses are allocated and
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distributed in the case of an 802.15.4 network is not covered by this
specification. Simlarly, the aspects of joining and securing the
network are out of scope. The way the nodes in the LLN | earn about

t heir Backbone Router depends on the protocol used in the LLN. In
the case of RPL, a Border Router is the root of the DODAG that it
serves and represents all nodes attached to that DODAG
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Readers are expected to be familiar with all the terns and concepts
that are discussed in "Neighbor Discovery for |IP version 6"

[ RFC4861], "IPv6 Statel ess Address Autoconfiguration" [RFC4862],

"I Pv6 over Low Power Wreless Personal Area Networks (6LOWPANS):
Overvi ew, Assunptions, Problem Statenment, and Goal s" [ RFC4919],

Nei ghbor Di scovery Optimization for Low power and Lossy Networks

[ RFC6775] and "Transnission of | Pv6é Packets over | EEE 802.15.4

Net wor ks" [ RFC4944] .

Readers woul d benefit fromreading "Mbility Support in | Pve"

[ RFC3775], "Neighbor Discovery Proxies (ND Proxy)" [RFC4389] and
"Optimstic Duplicate Address Detection" [RFC4429] prior to this
specification for a clear understanding of the art in ND proxying and
bi ndi ng.

Additionally, this docunent uses termnnology from
[I-D.ietf-roll-term nology], and introduces the follow ng
t er mi nol ogy:

Backbone This is an | Pv6 Backbone |ink that interconnects 2 or nore
Backbone Routers. It is expected to be deployed as a high
speed backbone in order to federate a potentially large set of
LLNS. Also referred to as a LLN backbone or Backbone network.

Backbone Router An |IPv6 router that federates the LLN using a
Backbone link as a backbone. A BBR acts as a 6LoWPAN Bor der
Routers (6LBR) and an Energy Aware Default Router (NEAR)

Extended LLN This is the aggregation of nmultiple LLNs as defined in
[ RFC4919] interconnected by a Backbone Link via Backbone
Routers and forming a single | Pv6 |ink.

Ener gy- Constrai ned Node An IPv6 node that operates ND registration
in order to save energy. This can be a LLN node, or an
Ef fici ency- Aware Host (EAH) on the backbone.

Bi nding The association of the Energy-Constrai ned Node | Pv6 address

and Interface ID with associ ated proxying states including the
remaining lifetime of that association
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Regi stration The process during which a Energy-Constrai ned Node
injects its address in a protocol through which the Border
Router can learn the address and proxy ND for it.

Primary BBR

The BBR that will defend a registered address for the purpose
of DAD over the backbone

Secondary BBR

A BBR to which the address is registered. A Secondary Router
MAY advertise the address over the backbone and proxy for it.
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3. Overview

The scope of this draft is a Backbone Link that federates nultiple
LLNs as a single | Pv6 subnet. Each LLN in the subnet is anchored at
a Backbone Router (BBR). The Backbone Routers interconnect the LLNs
over the Backbone Link and emulate that the LLN nodes are present on
t he Backbone by proxy-ND operations. An LLN node can nove freely
froman LLN anchored at a Backbone Router to an LLN anchored at

anot her Backbone Router on the sane backbone and conserve any of the
| Pv6 addresses that it has forned. In a sane fashion, an Efficiency-
Awar e Host (EAH) residing on the Backbone nmay change its BBR - acting
as | Pv6 ND efficiency-aware Router (NEAR) - and conserve its
addresses with no disruption.

Ener gy- Const rai ned Nodes are often associated with radi os and
therefore may change their point of attachnent in the network.
Virtual devices - typically virtual nmachines in a datacenter - also
move though in a different fashion, froma physical device to the
next. In the case if a novenent, it might be difficult for Statefu
devices in the network such as the NEAR and SAVI switches to
differentiate a duplication froma novenent. And if indeed it is a
nmovenent, then it mght be difficult to select to freshest
informati on to know where the device actually is.

e
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I I
+----- +
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[ Backbone Link
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I I I
e + e + e +
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Fi gure 1: Backbone Link and Backbone Routers

The Backbone Link is used as reference for Nei ghbor Discovery
operations, by extending the concept of a Honme Link as defined in

[ RFC3775] for Mobile IPv6. In particular, Backbone Routers perform
ND proxying for the Energy-Constrained Nodes in the LLNs they own

t hrough a node registration.

The Backbone Router operation is conpatible with that of a Hone
Agent. This enables nobility support for LLN devices that would nove
outside of the network delimted by the Backbone Iink. This also
enabl es coll ocation of Home Agent functionality w thin Backbone
Router functionality on the sanme interface of a router

A Ener gy-Constrai ned Node registers and clainms ownership of its
addresse(s) using proactive acknow edged regi stration exchanges with

a neighboring router. 1In case of a conplex LLN topol ogy, the router
m ght be an internediate LLN Router that relays the registration to
the BBR (acting as LBR) as described in [RFC6775]. In turn, the

Backbone Routers operate as a distributed database of all the Energy-
Constrai ned Nodes whet her theyreside on the LLNs or the backbone, and
use the Nei ghbor Discovery Protocol to share that information across

t he Backbone in the classical ND reactive fashion

For the purpose of Nei ghbor D scovery proxying, this specification
docunents the LLN Master Nei ghbor Registry, a conceptual data
structure that is simlar to the MP6 binding cache. The Mster

Nei ghbor Registry is fed by redistributing addresses |l earnt fromthe
regi stration protocol used over the LLN

Anot her function of the Backbone Router is to perform 6LOVWPAN
conpressi on and expansi on between the LLN and the Backbone Link and
ensure MIU conpatibility. Packets flow unconpressed over the
Backbone Link and are routed normally towards a Gateway or an
Application sitting on the Backbone link or on a different link that
is reachabl e over the IP network
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4.

4.

New types and formats

The specification expects that the protocol running on the LLN can
provi de a sequence nunber called Transaction ID (TID) that is
associated to the registration. Wen a node registers to multiple
BBRs, it is expected that the sane TIDis used, to enable the BBR to
correlate the registrations as being a single one, and differentiate
that situation froma novenment. Oherw se, the resolution makes it
so that only the nbst recent registration was perceived fromthe

hi ghest TID is kept.

The specification expects that the protocol running on the LLN can
provide a unique ID for the owner of the address that is being

regi stered. The Omer Unique ID enables to differentiate a duplicate
registration froma double registration. |In case of a duplicate, the
| ast registration | ooses. The Omer Unique ID can be as sinple as a
EU - 64 burnin address, if the device manufacturor is convinced that
there can not be a manuf error that woul d cause duplicate EU 64
addresses. Alternatively, the unique ID can be a hash of supposedly
uni que information frommultiple orthogonal sources, for instance:

0o Burn in address.
o configured address, id, security keys..
0 (pseudo) Random nunber, radio link nmetrics ..

In any fashion, it is reconmended that the device stores the unique
Id in persistent nenory. Qherwise, it will be prevented to
reregister after a reboot that would cause a | oss of menory until the
Backbone Router tines out the registration

The unique I D and the sequence nunber are placed in a new ND option
that is used by the Backbone Routers over the Backbone |ink to detect
duplicates and novenents. The option format is as foll ows:

1. The Enhanced Address Registration Option (EARO

This option is designed to be used with standard NS and NA nessages
bet ween backbone Routers over a backbone |ink and nmay be used between
LRs and LBRs over the LLN. By using this option, the binding in
question can be uniquely identified and nmatched with the Master

Nei ghbor Registry entries of each Backbone Router
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0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Type [ Length = 2 | St at us [ Reserved [
B S e e S e S e stk IR N S =
TIN| Reserved | TID [ Regi stration Lifetine

+

I I

R R e R e s s e o S S e R e o o

I I

+ Qul ( BU -64 or equivalent ) +

I I

B i i S S i I e i S S R L e e e e

Fi gure 2: EARO

Option Fields

Type:

Length: 2

T: One bit flag. Set if the next octet is a used as a TID.

N. One bit flag. et if the device noved. |If not set, the router wll
refrain fromsending gratuitous NA(O over the backbone, for

i nstance after the DAD operation upon entry creation

Reserved: This field is unused. It MJST be initialized to zero by
the sender and MJUST be ignored by the receiver

TID: 1-byte integer; a transaction id that is maintained by the
device and increnmented with each transaction. it is recomended
that the device nmaintains the TID in a persistent storage.

Owner Unique ldentifier: A globally unique identifier for the host’'s
interface associated with the binding for the NS/ NA nessage in
question. This can be the EU -64 derived |IID of an interface,
whi ch can be hashed with other supposedly unique information from
mul ti pl e orthogonal sources.
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5. Backbone Router Operations
5.1. Backbone Link and Router

The Backbone Router is a specific kind of Border Router that perforns
proxy Nei ghbor Di scovery on its backbone interface on behalf of the
nodes that it has discovered on its Low Power Lossy Network
interfaces. On the LLN side, the Backbone Router acquires its states
about the nodes by term nating protocols such as RPL [ RFC6550] or
6LOoWPAN ND [ RFC6775] as a LLN Border Router. It is expected that the
backbone is the mediumused to connect the subnet to the rest of the
infrastructure, and that all the LBRs are connected to that backbone
and support the Backbone Router feature as specified in this
docunent .

The backbone is expected to be a high speed, reliable Backbone |ink
with affordable nulticast capabilities, such as an Ethernet Network
or a fully nmeshed NBMA network with multicast erul ation, which allows
a full support of classical ND as specified in [ RFC4861] and
subsequent RFCs. |In other words, the backbone is not a LLN. Still
some restrictions of the attached LLNs will apply to the backbone.

In particular, it is expected that the MU is set to the sane val ue
on the backbone and all attached LLNSs.

5.2. ND Proxy Operations

This specification enables a Backbone Router to proxy Nei ghbor

Di scovery operations over the backbone on behal f of the nodes that
are registered to it, allow ng any device on the backbone to reach a
Ener gy- Constrai ned Node as if it was on-1ink

In the context of this specification, proxy ND neans:

o defending a registered address over the backbone using NA nessages
with the Override bit set

0 advertising a registered address over the backbone using NA
messages, asynchronously or as a response to a Nei ghbor
Solicitation messages.

0 Looking up a destination over the backbone in order to deliver
packets arriving fromthe LLN using Neighbor Sollicitation
nmessages.

o Forwardi ng packets fromthe LLN over the backkbone, and hte other
way around.
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o Eventually triggering a | ook up for a destination over the LLN
that would not be registered at a given point of time, or as a
verification of a registration.

The draft introduces the concept of primary and secondary BBRs. The
concept is defined with the granularity of an address, that is a

gi ven BBR can be primary for a given address and secondary or another
one, regardess on whether the addresses belong to the sane node or
not. The primary Backbone Router is in charge of protecting the
address for DAD over the Backbone. Any of the Primary and Secondary
BBR nmay clai mthe address over the backbone, since they are all
capable to route fromthe backbone to the LLN device.

When the protocol used to register the nodes over the LLNis RPL

[ RFC6550], it is expected that one BBR acts as virtual root
coordinating LLN BBRs (with the sane DODAG D) over the non-LLN
backbone. |In that case, the virtual root nmay act as prinmary BBR for
all addresses that it cares to support, whereas the physical roots to
whi ch the node is attached are secondary BBRs. It is also possible
in a given deploynent that the DODAGs are not coordinated. In that
case, there is no virtual root and no secondary BBR;, the DODAG root
is primary all the nodes registered to it over the backbone.

When the protocol used to register the nodes over the LLN is 6LoWPAN
ND [ RFC6775], the Backbone Routers act as a distributed DAD tabl e,
usi ng cl assical ND over the backbone to detect duplication. This
specification requires that:

1. Registrations for all addresses that can be required to reach the
devi ce over the backbone, including registrations for |IPv6
addresses based on burn-in EU 64 addresses are passed to the DAD
tabl e.

2. Nodes include the EARO in their NS used for registering those
addresses and the LRs propagate that option to the LBRs.

A fal se positive duplicate detection nay arise over the backbone, for
instance if the node registers to nmore than one LBR, or if the node
has noved. Both situations are handled gracefully unbeknownst to the

node. In the forner case, one LBR becones primary to defend the
address over the backbone while the others becone secondary and nmay
still forward packets back and forth. |In the latter case the LBR

that receives the newest registration wins and becones primary.
5.3. daimng and Def endi ng Addresses

Upon a new or an updated registration, the BBR perforns a DAD
operation. |If either a TIDor a QU is available, the BBR pl aces
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themin a EAROin all its ND nessages over the backbone. If content
is not available for a given field, it is set to O.

If a primary already exists over the backbone, it will answer the DAD
with an RA

o If a RAis received with the Obit set, the primary rejects the
DAD and the DAD fails. the BBR needs to informthe LLN protocol
that the address is a duplicate.

o If a RAis received with the Obit reset, the primary accepts the
BBR as secondary and DAD succeeds. The BBR may install or
maintain its proxy states for that address. This router MAY
advertise the address using a NA. during a registration flow, it
MAY set the O bit.

o If no RAis received, this router assunmes the role of primary and
DAD succeeds. The BBR nmay install or maintain its proxy states
for that address. This router advertises the address using a NA
with the Obit reset.

When the BBR installs or maintains its proxy states for an address,
it sends an NA with a SLLA option for that address. The Primary BR
MAY set the Obit if it wished to attract the traffic for that

addr ess.

5.4. Conflict Resolution

A conflict arise when nmultiple BBRs get a registration froma sane
address. This situation night arise when a node noves froma BBR to
anot her, when a node registers to nultiple BBRs, or in the RPL case
when the BRs belong to a single coordinated DODAG

The prinmary | ooks up the EARO in ND nessages with a SLLA option.

o |If there is no option, normal ND operation takes place and the
pri mary defends the address with a NAwith the O bit set, adding
the EAROwith its own information.

o If there is a EARO and the OQUls are different, then the conflict
apparently happens between different nodes, and the the prinary
defends the address with a NA with the O bit set, adding the EARO
with its own information. |If the TIDin the EAROis in the
straight part of the lollipop, it is possible that the request
comes fromthe sane node that has rebooted and fornmed a new QU
The prinmary BBR may assess its registered entry prior to
answeri ng.
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5.

5.

o |If there is a EARO and the QOUl's are the sane:

* |f the TIDin the ND nessage is newer than the nbst recent one
known by the primary router, this is interpreted as a node
nmoving. The primary cleans up its states and stops defending
t he address.

* |f the TIDin the ND nessage is the sane as the npbst recent one
known by the primary router, this is interpreted as a double
registration. 1In case of a DAD, the promary responds with a NA
with the Obit reset, to confirmits position as prinary,

i ncl udi ng the EARO

* |f the TIDin the ND nessage is older than the npst recent one
known by the primary router, this is interpreted as a stale
information. The primary defends the address with a NA with
the O bit set, adding the EAROw th its own information.

* |f the TIDs are very different (nore than 16 apart, discounting
the straight part of the lollipop), it is inpossible to resolve
for sure. The primary BBR shoul d assess its registered entry
prior to answering.

Assessing an entry

In a nunmber of cases, it might happen that the information at the
primary BBR is stale and obsolete. In particular, a node with no
per manent storage night reboot and forma different QUI, in which
case the information at the BBR is inaccurate and should be renoved.
I n another case, the BBR and the node have been out of reach for too
long and the TID that the BBR maintains is so far out that it is

i mpossible to conpare it with that stored at the BBR

In such situation, the prinmary Backbone Router has the possibility to
assess the registration. this is perfornmed by the protocol in use to
regi ster the node over the LLN

When the protocol used to register the nodes over the LLNis RPL

[ RFC6550], the BBR sends a targetted DIS to the regi stered address
over the registered path. A DAO back indicates that the current
registration is still valid and provides the adequate data to resol ve
the conflict.

When the protocol used to register the nodes over the LLN is 6LoWPAN
ND [ RFC6775] .
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6

Security Considerations

This specification expects that the link layer is sufficiently
protected, either by neans of physical or I P security for the
Backbone Link or MAC subl ayer cryptography. |In particular, it is
expected that the LLN MAC provi des secure unicast to/fromthe
Backbone Router and secure BBRoadcast from the Backbone Router in a
way that prevents tenpering with or replaying the RA nessages.

The use of EU -64 for fornming the Interface IDin the link |oca
address prevents the usage of Secure ND ([ RFC3971] and [ RFC3972]) and
address privacy techniques. Considering the envisioned depl oynents
and the MAC | ayer security applied, this is not considered an issue
at this tine.
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7. | ANA Consi derati ons

A new type is requested for an ND option
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