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Abst ract

Thi s docunent anal yzes the host behavi or of DHCPv6/ SLAAC i nteraction
issue. It reviews the standard definition of the host behaviors and

Bing Liu Expires March 21 2014 [ Page 1]



Internet-Draft draft-1liu-boni ca-dhcpv6-sl aac-problem February 2013

provides the test results of current mainstreaminpl enmentations. Sone
potential operational gaps of the interaction are al so descri bed.
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1.

I nt roducti on

In IPv6, both of the DHCPv6 [ RFC3315] and Nei ghbor Di scovery [ RFC4861]
protocol s can provide automatic | P address configuration for the
hosts. They are known as stateful address auto-configuration and
SLAAC (statel ess address auto-configuration)[ RFC4862], and are
suitable for different scenarios respectively. Sometines the two
address configurati on nodes nmay be both avail able in one network.

In ND protocol, there is a M (ManagedFl ag) flag defined in RA nessage,
i ndicating the hosts there is DHCPv6 service in the network if the
flag is set. And there is an O "QtherConfigFlag", if set, indicating
configure information other than addresses (e.g. DNS, Route .etc) is
avai | abl e through DHCPv6 configuration. Mreover, there's another A
(Aut ononous) flag defined in ND, which indicating the hosts to do
SLAAC, nmay al so influent the behavior of hosts.

So with the AMO flags, the two separated address configuration
nmodes are sonehow correlated. But for sonme reason, the ND protocol
didn't define the flags as prescriptive but only advisory. This

anbi guous definition may vary the behavi or of hosts when interpreting
the flags. In section 2, we provided a brief test result to identify
di fferent host operating systens have taken different approaches.
This woul d add additional conplexity for both the hosts and the

net wor kK managenent .

This draft reviews the standard definition of the above nentioned
flags, and provides a test result of several nmjor desktop operating
systems’ behavior. And then identifies potential requirenent/gaps of
DHCPv6/ SLAAC i nteracti on.

Host Behavi or of DHCPv6/ SLAAC | nteraction
In this section, we analyzed A/MO flags definition, and provide the
test result of host behavior of interpreting these flags in

mai nst ream operating systens inpl enmentations.

Pl ease note that, A flag has no direct relationship with DHCPv6, but
it is somewhat correlated with MO fl ags.
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2.1. Relevant RA Flags Defined in Standards
2.1.1. A (Autononous) Flag

In ND Prefix Information Option, the autononous address-configuration
flag (A flag). Wien set indicates that this prefix can be used for
statel ess address configuration as specified in SLAAC

For the host behavior, there is an explicit rule in the SLAAC
specification [ RFC4862]: "If the Autononous flag is not set, silently
ignore the Prefix Infornation option."

But when A flag is set, the SLAAC protocol didn't provide a
prescriptive definition.

2.1.2. M (Managed) Fl ag

In earlier SLAAC specification [ RFC2462], the host behavi or of
interpreting Mflag is as bel ow

"On receipt of a valid Router Advertisement, a host copies the val ue
of the advertisenment’s Mbit into ManagedFlag. |If the val ue of
ManagedFl ag changes from FALSE to TRUE, and the host is not already
running the stateful address autoconfiguration protocol, the host
shoul d i nvoke the stateful address auto-configuration protocol
requesting both address information and other information. If the
val ue of the ManagedFl ag changes from TRUE to FALSE, the host should
continue running the stateful address auto-configuration, i.e., the
change in the value of the ManagedFl ag has no effect. |f the value
of the flag stays unchanged, no special action takes place. In
particular, a host MJST NOT reinvoke stateful address configuration
if it is already participating in the stateful protocol as a result
of an earlier advertisenment.”

But in the updated SLAAC specification [ RFC4862], the relative
description was renoved, the reason was "considering the maturity of

i npl ement ati ons and operati onal experiences. ManagedFl ag and

O her Confi gFl ag were removed accordingly. (Note that this change does
not nean the use of these flags is deprecated.)”

2.1.3. O(Oherconfig) Flag

As mentioned above, the situation of Oflag is simlar with M In
earlier SLAAC [ RFC2462], the host behavior is clear:

"If the value of O herConfigFlag changes from FALSE to TRUE, the host
shoul d i nvoke the stateful autoconfiguration protocol, requesting
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i nformati on (excluding addresses if ManagedFlag is set to FALSE). If
the value of the O herConfigFl ag changes from TRUE to FALSE, the host
shoul d continue running the stateful address autoconfiguration
protocol, i.e., the change in the value of O herConfigFlag has no
effect. If the value of the flag stays unchanged, no special action
takes place. In particular, a host MJST NOT rei nvoke stateful
configuration if it is already participating in the stateful protocol
as a result of an earlier advertisenent."

And there’s another description of the relationship of Mand O fl ags
in [ RFC2462] :

"I'n addition, when the value of the ManagedFlag is TRUE, the val ue of
O herConfigFlag is inplicitely TRUE as well. It is not a valid
configuration for a host to use stateful address autoconfiguration to
request addresses only, w thout also accepting other configuration

i nformation."

2.2. Behaviors of Current |nplenentations

We did tests of current 3 mainstream desktop operating systens on the
behavi ors; please refer to the appendi x for details. This section
illustrates the inportant results of the tests.

2.2.1. Aflag

Aflag is a switch to control whether to do SLAAC, and it is
i ndependent with MO flags, in another word, A is independent wth
DHCPV 6.

At the non-SLAAC-config state (either non-configured or DHCPv6-
configured only), the 3 OSes acted the same with A flag, if A set,
they all configured SLAAC, it is obvious and reasonable. But when
SLAAC- configured, and A changed from1 to 0, the behaviors varied,
sonme deprecated SLAAC while sone ignhored the RA nessages.

2.2.2. Mflag

Mis a key flag to interact ND/DHCPv6, but the host behaviors on M
flag were quite different.

In our test, one OS treats the flag as instruction, it even rel eased

DHCPv6 sessi on when M=O. But the other two just treat the flag as

advi sory, when SLAAC was done, it won’'t care about M1, and M=O won’t
cause operation for the already configured DHCPv6 addresses. Mbreover,
the two OSes even would not initiate DHCPv6 session until they
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recei ves RA nmessages with M=1l, this behavior has an inplication that
DHCPv6 sonmehow depends on ND.

Pl ease refer to [I-D.liu-6renum dhcpv6-sl aac-switching] for nore
detail s.

2.2.3. Oflag

In our tests, when Mflag is set, the Oflag is inplicitly set as
well; in another word, the hosts would not initial stateful DHCPv6
and statel ess DHCPv6 respectively. This is a reasonabl e behavi or.

But the Oflag is not independent fromA flag in some OSes. In our
test, there are two OSes won't initiate statel ess DHCPv6 when A flag
is not set, that is to say, it is not applicable to have a "statel ess
DHCPv6 only" configuration state for sone operating systens; it is

al so not applicable for these two OSes to switch between statefu
DHCPv6 and statel ess DHCPv6 (according to O flag changing fromO to 1
or verse vice).

3. Possible Operational Gaps of DHCPv6/ SLAAC Interaction

According to the abovenentioned tests, there are possible operationa
i ssues as the follow ng.

3. 1. Renunbering

During | Pv6 renunbering, the SLAAC configured hosts can reconfigure
| P addresses by receiving ND Router Advertisenent (RA) nessages
cont ai ni ng new prefix information. The DHCPv6-configured hosts can
reconfigure addresses by initialing RENEW sessi ons when the current
addresses’ lease tine is expired or receiving the reconfiguration
messages initialed by the DHCPv6 servers.

The above nechani sms have an inplicit assunption that SLAAC
configured hosts will remain SLAAC whil e DHCPv6- managed hosts wil |
remai n DHCPv6- managed. But in some situations, SLAAC-configured hosts
may need to switch to DHCPv6-managed, or verse vice. In [I-D.ietf-
6renumenterprise], it described several renunmbering scenarios in
enterprise network for this requirenent; for exanple, the network may
split, merge, relocate or reorgani ze. But due to current

i mpl ementations, this requirenment is not applicable and has been
identified as a gap in [I-D.ietf-6renum gap-anal ysis].
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3.2. Cold Start Problens

If all nodes, or many nodes, restart at the sanme tinme after a power
cut, the results mght not consistent.

3.3. Strong Managenent

Since the host behavior of address configuration is somehow un-
controlled by the network side, it m ght cause gaps to the networks
that need strong nmanagenent (for exanple, the enterprise networks and
the | SP CPE networks). Exanples are:

- the network wants the hosts to do DHCPv6-only configuration, it is
not applicable for some operating systens due to current

i mpl ement ati on unl ess manual |y configure the hosts to DHCPv6-only
nodel

- the hosts have been SLAAC-configured, then the network need the
hosts to do DHCPv6 sinultaneously (e.g. for nultihom ng)

- the network wants the hosts to do statel ssDHCPV6-only; for exanple,
the hosts are configured with self-generated addresses (e.g. ULA),
and they also need to contact the DHCPv6 server for info-
configuration

4. Concl usi ons

- The host behavi or of SLAAC/ DHCPv6 interaction is anbiguous in
st andar d.

- The inplenentations have been varied on this issue. In [RFC4862] it
is said "Renoved the text regarding the Mand O flags, considering
the maturity of inplenentations and operational experiences." The
description seens not true anynore.

- It is foreseeable that the un-uniforned host behavi or can cause
operational gaps, e.g. in renunbering and strong nmanagenent.

5. Security Considerations

No nore security considerations than the Nei ghbor Di scovery protoco
[ RFC4861] .

6. | ANA Consi derati ons

None.
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Appendi x A. Test Details of Host Behaviors
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Figure 1 Test Environnent

The 5 elenments were all created in Vmware in one conputer, for ease
of operation.

- Router quagga 0.99-19 soft router installed on Ubuntu 11.04
vi rtual host

- DHCPv6 Server: dibbler-server installed on Ubuntu 11.04 virtual
host

- Host A Wndow 7 Virtual Host

- Host B Ubuntu 12.10 Virtual Host

- Host C Mac OS X v10.7 Virtual Host

A.1 Host Initialing Behavior

Host from non-configured to configured, we tested different AAMO
combi nations in each OS platform The states are enunerated as the
foll owi ng, 3 operation systens respectively:

0 W ndow 7
- A=0&MFQ&O=0, non-config
- A=1&MF0&0O=0, SLAAC only
- A=1&MF0&O0C=1, SLAAC + Statel ess DHCPv6
- A=1&MF1&0=0, SLAAC + DHCPv6
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A=1&WF1&0=1, SLAAC + DHCPv6

A=0&M-1&0=0, DHCPv6 only (A=0 or Non-Pl O
A=0&MF1&0=1, DHCPv6 only (A=0 or Non-Pl O
A=0&M=0&0=1, Statel ess DHCPv6 only

0 Li nux/ MAC CS X

- A=0&M-C&0=0, non-config
A=1&VF0&0=0, SLAAC only
A=1&VF0&0=1, SLAAC + Statel ess DHCPv6
A=1&VF1&0=0, SLAAC + DHCPv6
A=1&VF1&0=1, SLAAC + DHCPv6
A=0&MF1&80=0, DHCPv6 only (A=0 or Non-PlI O
A=0&MF1&80=1, DHCPv6 only (A=0 or Non-PlI O
A=0&M=0&0=1, non-config

As showed above, Linux and MAC OSX acted the sane way, but differated
fromWndows 7. The only difference is when A=0&M=0&0=1, W ndows 7
did statel ess DHCPv6 while Linux/ MAC OSX did not hi ng.

Result summary:

- Alis interpreted as prescript in each Os at the initial state
- Mis interpreted as prescript in each OS at the initial state
- Ois interpreted as prescript in Wndows 7
- A and Mare independent in each CS at the initial state
- Aand Oare not totally independent in Linux and Mac, A=1 is
required for O=1 triggering DHCPv6 i nfo-request
- Mand Oare not totally independent in each CS. M=1 has the
i mplication C=1

A. 2 Host SLAAC/ DHCPv6 Swit chi ng Behavi or

0 SLAAC-only host receiving A=0&WVF1
- Wndow 7 woul d deprecate SLAAC and initiate DHCPv6
- Li nux/ MAC woul d keep SLAAC and don't initiate DHCPv6 unl ess SLAAC
is expired and no continuous RA

0 DHCPv6-only host receiving A=1&M=0
- Wndow 7 woul d rel ease DHCPv6 and do SLAAC
- Li nux/ MAC woul d keep DHCPv6 and do SLAAC

Wien the host has been configured, either by SLAAC or DHCPv6, the
operating systenms interpreting the Mflag quite differently. Wndows
7 treats the flag as instruction, it even rel eased DHCPv6 sessi on
when MEO. Linux and OS X were likely to treat the flag as advisory,
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when SLAAC was done, it won't care about M1, and M=0O won’'t cause
operation for the already configured DHCPv6 addresses.

Pl ease refer to [I-D.liu-6renum dhcpv6-sl aac-switching] for nore
detail s.

A. 3 Host Stateful/Statel ess DHCPv6 Behavi or

0 St at el essDHCPv6-confi gured host receiving M1 (whil e keepi ng O=1)
- Wndow 7 would initiate stateful DHCPv6, configuring address as
well as re-configuring other information
- Li nux/ MAC no action

o Statefull DHCPv6-confi gured host receiving M0 (while keeping O=1)
- Wndow 7 woul d rel ease all DHCPv6 configurations including
address and other information, and initiate statel ess DHCPv6
- Li nux/ MAC no action
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