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Abst r act

When an | Pv6 node processing an | Pv6 packet does not support an |Pv6
opti on whose two-highest-order bits of the Option Type are '10", it
is required to respond with an | CMPv6 Paraneter Problem error
message, even if the Destination Address of the packet was a

mul ticast address. This feature provides an anplification vector
openi ng the door to an I Pv6 version of the 'Smurf’ Deni al -of - Servi ce
(DoS) attack found in | Pv4 networks. This docunent discusses the
security inplications of the aforenentioned options, and formally
updat es RFC 2460 and RFC 4443 such that this attack vector is
elimnated. Additionally, it describes a nunmber of operationa
mtigations that could be depl oyed against this attack vector
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

I Pv6 has elimnated nost of the anplification vectors that were
available in IPv4 to perform’ Snurf’-1like Denial of Service (DoS)
attacks [ CERT1998]. However, an anplification vector has been | eft
in the core IPv6 and | CVPv6 specifications ([ RFC2460] and [ RFC4443])
that would allow for an I Pv6 version of the ’Smurf’ Denial-of-Service
(DoS) attacks [CERT1998] [ RFC6274] found in |IPv4 networks. The

af orenmenti oned vector is based on the use of unsupported |IPv6
options, used in conbination with nulticast destinations.

[ RFC2460] specifies, in Section 4.2, that when a node processing an

| Pv6 packet does not support an | Pv6 option whose two-hi ghest-order
bits of the Option Type are '10', it should respond with an | CMPv6
Par anet er Probl em error message, even if the Destination Address of
the packet was a nulticast address. |[RFC4443] specifies, in Section
2.4 (page 6), that packets destined to an I Pv6 nulticast address
should not elicit |ICMPv6 error messages, with the exception of | CMPv6
Packet Too Bi g nessages (such that Path-MIU Di scovery works for |Pv6
mul ticast) and the Paraneter Probl em Message, Code 2 for reporting an
unrecogni zed 1 Pv6 option that has the Option Type hi ghest-order two
bits set to 10.

This feature provides an anplification vector, opening the door to an
| Pv6 version of the 'Snmurf’ Denial -of-Service (DoS) attack [ CERT1998]
[ RFC6274] found in | Pv4d networKks.

An attacker could exploit the aforenentioned anplification vector by
sendi ng forged | Pv6 packets with the |Pv6 address of the victim
system as the Source Address of his packets, a multicast address as
the Destination Address, and an unsupported option (with an Option
Type of ’10xxxxxx’) in a Destination Options Header. Upon receipt of
the forged packet, each receiving host would respond with an | CMPv6
Par anet er Problem code 2, error nessage, pointing to the unsupported
option type. Thus, the systens belonging to the nmulticast group
specified by the nulticast address contained in the Destination
Address field would serve as an 'anmplifier network’.

It should be noted that if the nulticast RPF check is used (e.qg.
to prevent routing |oops), this would prevent an attacker from
forging the Source Address of a packet to an arbitrary val ue, thus
preventing an attacker fromlaunching this attack against a renote
net wor k.

Chapter 5 of [Juni per2010] discusses multicast RPF configuration
for Juni per routers.

Section 2 updates RFC 2460 [ RFC2460] and RFC 4443 [ RFC4443], such
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that the aforenentioned attack vector is elimnated. Section 3
descri bes a nunber of operational mitigations for the aforenentioned
attack vector.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
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2

Updati ng RFC 2460 and RFC 4443

Consi dering the security inplications discussed in Section 1, and
since there are no known legitinmate uses of | Pv6 options of type

" 10xxxxxx', this docunment updates the correspondi ng specifications to
elinminate these issues.

The following text in Section 4.2 (page 9) of [RFC2460]:

10 - discard the packet and, regardl ess of whether or not the
packet’s Destination Address was a nulticast address, send an
| CMP Paraneter Problem Code 2, nessage to the packet’s
Source Address, pointing to the unrecogni zed Option Type.

is replaced wth:

10 - discard the packet and send an | CVP Paraneter Problem Code 2
message to the packet’s Source Address (pointing to the
unrecogni zed Option Type), only if (1) the packet’s Destination
Address was not a multicast address, or (2) the packet’s
Destination Address was a nulticast address, but the node
sendi ng the Paraneter Problemerror nmessage can assert that
the Source Address of the packet eliciting the error nessage
has not been forged.

Additionally, the following text in Section 2.4 (page 6) of
[ RFC4443] :

(e.3) A packet destined to an IPv6 nmulticast address. (There are
two exceptions to this rule: (1) the Packet Too Big Message
(Section 3.2) to allow Path MIU di scovery to work for |Pv6
mul ticast, and (2) the Paraneter Problem Message, Code 2
(Section 3.4) reporting an unrecogni zed | Pv6 option (see
Section 4.2 of [IPv6]) that has the Option Type highest-
order two bits set to 10).

is replaced with:
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(e.3)

(e.3)

Gont & Liu

A packet destined to an IPv6 nulticast address. (There is
one exception to this rule: the Packet Too Bi g Message
(Section 3.2) to allow Path MIU di scovery to work for |Pv6
mul ticast).

A packet destined to an | Pv6 nulticast address. (There are
two exceptions to this rule: (1) the Packet Too Big Message
(Section 3.2) to allow Path MIU di scovery to work for |Pv6
mul ticast, and (2) the Paraneter Problem Message, Code 2
(Section 3.4) reporting an unrecogni zed | Pv6 option that has
the Option Type highest-order two bits set to 10, *provided*
t he node sending the Paraneter Problem message can assert
that the Source Address of the packet eliciting the error
message has not been forged.).
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3.

Operational nitigations

This section describes a nunber of operational mtigations that could
be inplenented for the aforenentioned attack vector

(0]

Firstly, 1Pv6 nodes should linit their ICWv6 traffic. This is a
general nitigation technique for any bandw dt h-exhaustion attack
that relies on ICMPv6 traffic. This could be enforced at the
hosts thensel ves, or at any router connecting such hosts to the
publ i c network.

Secondly, as noted in Section 1 of this docunent, the nulticast
RPF check coul d be enabl ed such that an attacker cannot forge the
Source Address of a packet to an arbitrary value, thus preventing
an attacker fromlaunching this attack agai nst a renote network.
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4. | ANA Consi derations
There are no ANA registries within this docunent. The RFC Editor

can renove this section before publication of this docunent as an
RFC.
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5. Security Considerations

Thi s docunment describes how | Pv6 options whose two-hi ghest-order bits
of the Option Type are '10" could be exploited to performan | Pv6
version of the 'Smurf’ Denial-of-Service (DoS) attack [ CERT1998]

[ RFC6274] found in I Pv4 networks. It formally updates RFC 2460

[ RFC2460] such that this attack vector is elininated, and al so

descri bes a nunber of operational mitigations that could be depl oyed
against this attack vector.
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