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Abst ract

An FTP ALG for NAT64 was defined in RFC 6384. |Its scope was limted
to an I Pv6 client connecting to an IPv4 server. This nmenp supports
the case of an IPv4 client connecting to an | Pv6 server.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on March 20, 2014.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Overview

During the transition fromlIPv4 to | Pv6, sone operators need to
depl oy NAT in their network. Sone subscribers have the need to run

| Pv4 based FTP servers at hone, and sonme of the FTP [ RFC0959] control
messages carry | P address and port number in the payload, which will
cause a NAT traversal problem

[ RFC6384] defines FTP ALG for NAT64, but only for the case where the
FTP client is on the inside of the NAT64. The case where an FTP
server is on the inside of the NAT64 is not covered.

When the FTP server is behind NAT, it can publish its service address
via a HITP redirect server and a DDNS system whi ch needs to support
both I P address and port rather than | P address only, or other
possi bl e nethods. The FTP server can |isten on any possible ports,
not just port 21; FTP server can get it external |P address and port
via sonme technol ogy like UPnP, and then publish the acquired IP
address and port as its URI, ftp://203.0.113.1:1200, port 1200 is

al | ocat ed by NAT.

1.1. Requirenents Language
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Term nol ogy

3. Scenari os
There can be several scenarios if NAT is involved in the network.
a) In this scenario, the FTP client is behind NAT, FTP ALG needs to
handl e the EPRT / PORT command in FTP active node, translating the IP

address and port. This scenario has been covered by [ RFC6384], but
only for NAT64. This scenario for other kinds of NAT has not been

covered.

Fom e e e oo + TS + Fom e e + TS + Fom e e e oo +
| FTP | I I I I I I | FTP |
| dient +---+ [|Pv6 +----+ NAT64 +----+ |Pv4 +----+ Server +
| | | Network | | | | Network | | |
| 1Pv6 | I I I I I I | 1Pv4 |
[ S + E S + E SR + E S + [ S +

FTP dient Behi nd NAT

b) If the FTP server is behind a NAT, FTP passive node will be the
only working node, the EPSV / PASV command and the response wll be
processed by FTP ALG  This neno covers this scenario.

Fommamann + T + Fommmean + T + Fommamann +
| FTP | I I I I I I | FTP |
| Server +----+ [|Pv6 +----+ NAT64 +----+ |Pv4 +----+ Client +
[ [ | Network | [ [ | Network | [ [
| 1Pv6 | I I I I I I | 1Pv4 |
Fommnaann + N + R + N + Fommnaann +

FTP Server Behi nd NAT

4. PASV to EPSV
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If FTP client issues PASV conmand to FTP server, FTP ALG transl ates
PASV command into EPSV command [ RFC2428], setting the "net-prt" field
to 2 (I1Pv6). The response of EPSV command is translated into PASV
response. FTP ALG all ocates an | Pv4 address and port for the EPSV
response nessage, and builds a NAT mapping entry if the NAT is
stateful. The source address of the EPSV response message and the
"tcp-port" in the payload are used for the NAT mapping. The

al | ocated | Pv4 address and port are put into the PASV response
nessage.

For instance, in the IPv4 side of NAT64, FTP server’s address is
203.0.113.1. FTP client issues a PASV conmmand to FTP server, and it
is translated into EPSV command by FTP AGL, as shown bel ow
PASV command:
PASV
EPSV comand:
EPSV 2
When FTP server returns a success response of EPSV containing tcp-
port 3000, FTP AGL allocates an |Pv4 address 203.0.113.1 and tcp-port
2000 corresponding to the tcp-port 3000 in the EPSV response nessage,
and puts the allocated I P address and port into PASV response
message, as shown bel ow
EPSV success response:
229 Entering Passive Mde (|]|]3000])
PASV success response:
227 Entering Passive Mde (203,0,113,1, 7, 208)

5. EPSV (IPv4) to EPSV (I Pv6)
If FTP client issues EPSV command to FTP server, FTP ALG nodifies the
"net-prt", change the value from1l (IPv4) to 2 (IPv6). The response

of 1 Pv6 EPSV command is al so translated. FTP ALG all ocates an | Pv4
address and port for the EPSV response nessage.
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[ RFC2428] requires that "the network address used to establish the
data connection will be the sanme network address used for the contro
connection”, so NAT MJUST to make sure that |Pv4 address for contro
connection and | Pv4 address for data connection for a FTP server nust
be the sane, which neans all the nmappings for an | Pv6 address MJST
have the sanme external |Pv4 address.
For instance, in the |IPv4d side of NAT64, FTP server’s address is
203.0.113.1. The FTP client issues an |IPv4 EPSV command to FTP
server, and it is translated into | Pv6 EPSV command by FTP AGL, as
shown bel ow
EPSV (1 Pv4) comrand:
EPSV 1
EPSV (1 Pv6) conmmand:
EPSV 2
When FTP server returns a success response of EPSV containing port
3000, FTP AG will allocate an | Pv4 address 203.0.113.1 and port 2000
corresponding to the port 3000 in the EPSV response nessage, and put
the allocated port into PASV response nmessage, as shown bel ow
EPSV (1 Pv6) success response:
229 Entering Passive Mde (|]|]3000|)
EPSV (1 Pv4) success response:
229 Entering Passive Mde (|]|]2000])

6. Command to disable FTP ALG

Conmand ALGS defined in [RFC6384] is extended, three nore possible
argunments are added

ALGS STATUS46 to return the EPSV and EPRT transl ation status.
ALGS ENABLE46 to enable translation.
ALGS DI SABLE46 to disable translation.

7. 1 ANA Consi derations

This meno includes no request to | ANA
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8. Security Considerations

Sept enber 2013

RFC6384’ s security considerations applies to this docunent.
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