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Abstract

Under sone circunstances operators will need to nmaintain a dynanic
record of external address and port assignnments made by a Carrier
Grade NAT (CAN), and will find it feasible and convenient to create
such records using SYSLOG (RFC 5424). The present docunent
standardi zes a SYSLOG format to neet that recording requirement. It
specifies a nunber of fields that could be a part of the |log report,
leaving it up to operators to select the fields needed for their
speci fic circunstances.

[*** Subject to discussion*** The | og fornmat presented here may al so
be used by PCP server inplenmentations to | og the mappings they
i mpl enment . ]

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on March 10, 2013.
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1. Introduction

Operators already need to record the addresses assigned to
subscribers at any point in tine, for operational and regulatory
reasons. \When operators introduce Carrier Grade NATs (CGNs) into
their network, both addresses and ports on the external side of the
CCN are shared anongst subscribers. To trace back froman externa
address and port observed at a given point in tine to a specific
subscri ber requires additional information: a record of which
subscri ber was assigned that address and port by the NAT.

Addr ess-port assignnent strategi es present a tradeoff between the
efficiency with which avail abl e external addresses are used, the cost
of maintaining a trace back capability, and the need to nake port
assignnents unpredictable to counter the threat of session hijacking.
At one extrene, the operator could nake a one-tine assignnent of an
external address and a set of ports to each subscriber. Traceback
woul d then be a matter of retrieving configuration information from
the NAT. Even in this situation, it is possible that a request for

Il egal interception is placed against a specific subscriber, such that
each session involving that subscriber is recorded.

At the opposite extrene, a carrier could assign external addresses
and ports to subscribers on denand, in totally random fashion. Such
a strategy is not really practical, both because of the vol unme of
records that would be required to support a traceback capability, and
because the apparent gain in efficiency with which address-port

conbi nations would be utilized would be attenuated by the need to

| eave address-port assignnents idle for sone mni nrum anount of tine
after | ast observed use to make sure they weren't still being used.

Bet ween t hese extremes, operators may choose to assign specific
addresses and specific blocks of ports to subscribers when they |og
on to the network, releasing the assignnents when they drop off.
Such a strategy could be desirable in networks with nobile
subscribers, in particular. Conpared with the fully dynanic
strategy, this strategy reduces the nunber of tines that assignnments
have to be recorded by orders of nagnitude

The point just nade is that under sone circunstances operators need
to record allocations of external address-port conbinations in the
NAT dynanically, and the volune of information contained in those
records i s nmanageable. Various neans are available to create such
records. This docunent assunes that for sone operators, the nost
conveni ent mechanismto do so will be event |ogging using SYSLOG

[ RFC5424], where the SYSLOG records are generated either by the NAT
itself or by an off-Iline device.
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The next section specifies a SYSLOG record format for |oggi ng of NAT
address and port assignments and the format of fields that could be
used within such a record. It is up to individual operators to
choose the fields that match their specific operating procedures.

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in "Key words for use in
RFCs to I ndicate Requirenent Levels" [RFC2119].

2. SYSLOG Record Format For NAT Loggi ng

This section describes the SYSLOG record format for NAT logging in
terns of the field nanes used in [RFC5424] and specified in Section 6
of that docunment. |In particular, this section specifies values for
the APP-NAME and MSG@ D fields in the record header, the SD-I1D

i dentifying the STRUCTURED- DATA section, and the PARAM NAMEs and
PARAM VALUE types for the individual possible paraneters within that
section.

2.1. SYSLOG HEADER Fi el ds

Wthin the HEADER portion of the SYSLOG record, the priority (PRI)

|l evel is subject to |ocal policy, but a default value of 86 is
suggested, representing a Facility value of 10 (security/

aut hori zation) and a Severity level of 6 (informational). Depending
on where the SYSLOG record is generated, the HOSTNAMVE field may
identify the NAT or an offline logging device. |In the latter case,

it may be desirable to identify the NAT using the NID field in the
STRUCTURED- DATA section (see below). The value of the HOSTNAME field
is subject to the preferences given in Section 6.2.4 of [RFC5424].

The val ues of the APP-NAME and MSA@ D fields in the record header
determine the semantics of the record. The RECOMVENDED APP- NAME

val ue "NAT" indicates that the record relates to an assi gnnent nade
aut ononously by the NAT itself. [*** Subject to discussion*** The
RECOMVENDED APP- NAME "PCP" indicates that the assignnent to which the
record refers was the result of a Port Control Protocol (PCP)

[I-D. PCP-Base] conmmand.] The RECOMMENDED MsSG D val ue "ADD' i ndicates
that the assignnment took effect at the tine indicated by the record
ti mestanp. The RECOMVENDED MSGE D val ue "DEL" indicates that the
assignnent was deleted at the tine indicated by the record tinestanp.
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2.2. STRUCTURED- DATA Fi el ds

Thi s docunment specifies a value of "asgn" (short for "assignment")
for the SD-ID field identifying the STRUCTURED- DATA section of the
record. In addition it specifies the follow ng paraneters for use
within that section. Al of these paraneters are OPTIONAL. Al

val ues that are | P addresses are witten as a text string in dotted-
decimal form (I Pv4) or as reconmended by [ RFC5952] (IPv6).

2.2.1. Incomng |IP Source Address Paraneter

PARAMI NAME: i SA. PARAM VALUE: the incoming | P source address of the
packet (s) to which the assignment described by this record applies.

2.2.2. Qutgoing I P Source Address Paraneter

PARAMI NAMVE: 0SA. PARAM VALUE: the outgoing | P source address of the
packet (s) to the assignnent described by which this record applies.

2.2.3. Incomng Source Port Paraneter

PARAMI NAMVE: i SP. PARAM VALUE: the incoming |IP source port of the
packet (s) to the assignnent described by which this record applies.

2.2.4. Qutgoing Source Port Paraneter

PARAM: NAME: 0oSP. PARAM VALUE: the outgoing IP source port of the
packet (s) to which the assignnent described by this record applies.
If the record pertains to the assignnent of a range of ports, this
paraneter gives the | owest port number in the range. |In the case of
a range, either paranmeter oSPct or paraneter oSPnx SHOULD al so be
present in the log record.

2.2.5. Nunber of Port Nunbers Paraneter

PARAM NAMVE: o0SPct. PARAM VALUE: used when the record pertains to the
assi gnnent of a range of ports (either consecutive or generated by a
known algorithm. This paraneter gives the nunber of port nunbers in
t he range.

2.2.6. Hi ghest Qutgoing Port Nunber Paraneter
PARAMI NAME: 0oSPnx. PARAM VALUE: used when the record pertains to the
assignnent of a range of ports (either consecutive or generated by a

known algorithm. This paraneter gives the highest port nunber in
t he range.
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2.2.7. Protocol Paraneter

PARAMI NAME: Pr. PARAM VALUE: an integer indicating the value of the
Prot ocol header field (IPv4) or Next Header field (IPv6) in the

i ncom ng packet(s) to which the assignnent described by this record
appl i es.

2.2.8. Subscriber Identifier Paraneter

PARAMI NAMVE: SID. PARAM VALUE: an arbitrary UTF-8 string identifying

the subscriber to which this assignnent applies. This is intended to
provide flexibility when the inconing source address will not be

uni que. The value could be a tunnel identifier, layer 2 address, or

any other value that is convenient to the operator and associ ated

wi th incom ng packets.

2.2.9. NAT ldentifier Paraneter

PARAM NAME: NI D. PARAM VALUE: an arbitrary UTF-8 string identifying
the NAT naking the assignment to which this record applies. Needed
only if the necessary identification is not provided by the HOSTNAME
paraneter in the |og record header.

3. | ANA Consi derations

Thi s docunment requests | ANA to nmake the foll owi ng assignnments to the
SYSLOG Structured Data I D Values registry. RFCxxxx refers to the
present docunent when approved.

T T T Fommemeeeas +
| Structured | Structured Data | Required or | Reference |
| Data ID | Parameter | Optional | |
e e e e e e e e e e oo oo S [ S +
| asgn | | OPTI ONAL | RFCxxxx |
| | iSA | OPTI ONAL | RFCxxxx |
[ | oSA | OPTI ONAL | RFCxxxx [
[ | iSP | OPTI ONAL | RFCxxxx [
[ | oSP | OPTI ONAL | RFCxxxx [
[ | oSPct | OPTI ONAL | RFCxxxx [
| | oSPnx | OPTI ONAL | RFCxxxx |
[ | Pr | OPTI ONAL | RFCxxxx [
[ | SID | OPTI ONAL | RFCxxxx [
[ | NID | OPTI ONAL | RFCxxxx [
S e m e e e e e e oo - e e e e e oo - Fom e e e e - - +
Table 1
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4. Security Considerations

When | ogs are being recorded for regulatory reasons, preservation of
their integrity and authentication of their origin is essential. To
achieve this result, it is RECOWENDED that the operator depl oy

[ RFC5848] .

Access to the I ogs defined here while the reported assignnments are in
force could inprove an attacker’s chance of hijacking a session

t hrough port-guessing. Even after an assignnment has expired, the
information in the |l ogs SHOULD be treated as confidential, since, if
revealed, it could help an attacker trace sessions back to a
particul ar subscriber or subscriber location. It is therefore
RECOMVENDED t hat these | ogs be transported securely, using [RFC5425],
for exanple, and that they be stored securely at the collector
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