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Abstract

CoAP is a RESTful transfer protocol for constrai ned nodes and
networks. Security for the protocol can be supplied in a nunber of
ways. The nandatory-to-inplenent security node for CoAP makes use of
DTLS. OQher applications may want to use | Psec.

Thi s docunent will discuss considerations for the use of IPsec with
CoAP. It will be advanced on a tinescal e separate fromthe main CoAP
specification, as nost experience in securing CoAP so far has been
made with DTLS

The current version of this specification is a placeholder, built out

of text extracted fromdraft-ietf-core-coap-12. It is nmeant to pick
up http://trac.tools.ietf.org/wg/core/trac/ticket/262 and provide a
hone for its considerations. It mght be merged with other docunents
| at er.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on June 9, 2013.

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents

(http://trustee.ietf.org/license-info) in effect on the date of

publication of this docunent. Please review these docunents

carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD License.
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1. Introduction
(see abstract for now)

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119, BCP 14

[ RFC2119] and indicate requirenent |levels for conpliant CoAP

i mpl enent ati ons.

In this docunment, the term"byte" is used in its now customary sense
as a synonymfor "octet".

Where bit arithmetic is explained, this docunment uses the notation

famliar fromthe progranm ng | anguage C, except that the operator
"**" stands for exponentiation.
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Usi ng CoAP with | Psec

One nechanismto secure CoAP [I-D.ietf-core-coap] in constrained
environnents is the I Psec Encapsul ati ng Security Payl oad (ESP)

[ RFC4303] when CoAP is used without DTLS in NoSec Mode. Using | Psec
ESP with the appropriate configuration, it is possible for many
constrai ned devices to support encryption with built-in link-1layer
encryption hardware. For exanple, sone | EEE 802.15.4 radio chips are
compatible with AES-CBC (with 128-bit keys) [RFC3602] as defined for
use with IPsec in [RFC4835]. Alternatively, particularly on nore
common | EEE 802. 15.4 hardware that supports AES encryption but not
decryption, and to avoid the need for paddi ng, nodes could directly
use the nmore widely supported AES-CCM as defined for use with | Psec
in [RFC4309], if the security considerations in Section 9 of that
specification can be fulfilled.

Necessarily for AES-CCM but nuch preferably also for AES-CBC, static
keyi ng shoul d be avoided and the initial keying material be derived
into transient session keys, e.g. using a | owoverhead node of |KEv2
[ RFC5996] as described in [I-D.kivinen-ipsecne-ikev2-nminimal]; such a
prot ocol for managi ng keys and sequence nunbers is also the only way
to achieve anti-replay capabilities. However, no recommendation can
be nmade at this point on how to nmanage group keys (i.e., for
multicast) in a constrained environment. Once any initial setup is
conpl eted, IPsec ESP adds a linited overhead of approximtely 10
bytes per packet, not including initialization vectors, integrity
check val ues and paddi ng required by the cipher suite.

When using | Psec to secure CoAP, both authentication and
confidentiality SHOULD be applied as recommended in [RFC4303]. The
use of | Psec between CoAP endpoints is transparent to the application
| ayer and does not require special consideration for a CoAP

i mpl ement at i on.

| Psec may not be appropriate for all environnents. For exanple,

| Psec support is not available for many enbedded | P stacks and even

in full PC operating systems or on back-end web servers, application
devel opers may not have sufficient access to configure or enable

I Psec or to add a security gateway to the infrastructure. Problens

with firewalls and NATs nay furthernore Iimt the use of |Psec.
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3. | ANA Consi derations

(none foreseen.)
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4. Security Considerations

TBD.
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