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Abstract

We present a solution to initially configure the network of resource
constrai ned nodes securely, a.k.a., security bootstrapping. The
solution is based on EAP-TLS authentication with the use of raw
public keys as certificates.
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1.

I nt roducti on

Boot strapping is any processing required before the network can
operate. The bootstrapping problemis not specific to any MAC or

PHY. This problem exists across any two nodes which have no previous
know edge of each other. |In particular, this problemis conplicated
when the nodes are resource-constrai ned and may not have an advanced
user interface.

Boot st rappi ng needs to be secure to nmake sure that the network
operation is secure and hence secure bootstrapping ensures that only
the aut horized nodes can get access to the network. Because of this
secure bootstrapping needs to preceed |IP address configuration

[I-D.jennings-core-transitive-trust-enroll ment] defines a protoco
that enabl es sensors to securely connect into a systemthat uses
them The protocol which is being defined is based on the Device
using HTTP or COAP [I-D.ietf-core-coap] to comunicate with the
Controller. This seenms to assune that the device is already
configured with an I P address. Such an assunption viol ates the
assunption we have in this docunment on secure bootstrapping.

Transport Layer Security (TLS) is comonly used protocol to secure
web browsing, emailing, or other client-server applications. 1In TLS
the client and the server present their certificates and authenticate
each other. Recently, raw public key extension is defined to be used
as certificates [I-D.ietf-tls-oob-pubkey]. 1In this docunent we use
the raw public keys in EAP-TLS

The document continues in Section 2 on bootstrapping architecture, in
Section 3 on secure bootstrapping solution, in Section 4 on
transporting EAP nmessages, in Section 5 on future work.

Secur e Bootstrapping Architecture

Security bootstrapping architecture is structured in a hierarchy of
nodes going fromthe | east resource constraint to the nost resource
constraint. At the top there is a root node. The root node is
call ed Coordinator or Trust Center in Zi gbee and 6LowPAN Bor der
Router (6LBR) in 6LoWPAN ND.

At the next level there are interior Routers. Routers are able to
run a routing protocol between other routers and the root. Routers
are call ed 6LowPAN Routers (6BR) in 6LoWPAN ND.

At the lowest level there are the nodes. The nodes do not run a
routing protocol. They can connect to the nearest router over a
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single radio link. The nodes are called End Devices in Zi gbee and
hosts in 6LOWPAN ND

Routers first join the network as a node and go through security
boot st rappi ng operations in order to create a Master Session Key
(MBK). Next, routers execute routing protocol, e.g. [RFC6550]
specific steps to create session keys with their neighbors and to
est abli sh upstream and downstream next hop parents.

At each node hierarachy | evel described above, there are | ower-|ayer
and hi gher-1layer protocols to bootstrap their ciphering keys, where
the lower-layer refers to layers below I P | ayer including | EEE

802. 15.4 MAC | ayer and LoWPAN adaptation |ayer and the higher-Iayer
refers to I P layer and the above. |In general, required bootstrapping
procedures depend on the bootstrapping protocols to use. Section
Section 3 describes the bootstrappi ng procedures where EAP
(Extensi bl e Authentication Protocol) [RFC3748] and ot her protocols
are used as the bootstrappi ng protocols.

3. Secure Bootstrapping Solution using Raw Public Keys

When a new resource-constrai ned device is deployed, it configures its
gl obal unique I Pv6 address first. This is done by 6LOWPAN Nei ghbor

Di scovery (6LoWPAN-ND)’'s Router Solicitation/Router Advertisenent
message exchange [ RFC6775]. The newly generated | Pv6 address can not
be used until the joining device is authenticated and securely joins
the network. After the authentication, the joining device receives
the current group key of the network, so that the | Pv6 registration
and further communication can be protected by the link Iayer

ci phering e.g. 802.15.4, then it can start using its global unique

| Pv6 address for conmuni cation

For authentication, Extensible Authentication Protocol (EAP) MJST be
used. EAP authentication framework is explained in [ RFC5247].

The EAP nmet hod EAP-TLS [ RFC5216] can be used for the resource-
constrai ned device authentication. Instead of X 509 certificates,
raw public key of the device MJST be used. EAP-TLS is executed

bet ween the joining device and the AAA server which acts as the

Aut hentication Server (AS). After a successful authentication, the
devi ce and the AAA server establish a Master Session Key (MsK), and
then the AAA server exports the MSK to the authenticator. Upon
recei pt of the MSK, the authenticator distributes the group key to
the joining device within the authentication success nessage. The
group key is encrypted by a Key Encryption Key derived fromthe MK

The resource-constrai ned device initiates the EAP authentication
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process by sending a nmessage of initiation to the authenticator, i.e.
the root node or 6LBR. The root node requests the identity fromthe
devi ce by sending an EAP-Request/ldentity packet. The device replies
with an EAP-Response/ldentity containing the device’s ID. The
identity information includes the device's network access | D (NAI).
When the root node receives NAI of the device, it sends the identity
information to the AS.

The AS starts the EAP-TLS authentication process by sending a EAP-
TLS/ Start packet which is an EAP- Request packet with EAP- Type=EAP-TLS
to the device. The device generates a client random nunber and
responds with an EAP- Response/ TLS-Client-Hell o nmessage which contains
the TLS version, a client random nunber, a set of cipher suites.

Only one cipher suite MIST be offered in Client-Hello nessage with
RCA- SHA1. EAP- Response packet MUST have the EAP-Type val ue set at
EAP-TLS Figure 1.

The device MUST add an extension of type client certificate type and
server certificate type defined in [I-D.ietf-tls-oo0ob-pubkey] to
Client-Hell o message. Both of these types MIST be set to
RawPubl i cKey.

Upon receipt of Client Hello, if the AS supports raw public key
extension, it generates a server random nunber, a new session |D,
server certificate type set to RawPublicKey and includes only the
Subj ect Publ i cKeyl nfo part of the certificate with its raw public key,
rather than the whole certificate in the Certificate nmessage and then
sends themto the device with an EAP- Request/TLS- Server-Hell o
message. Server - Key- Exchange nessage contains a tenporary key for
the client to encrypt Cient Key Exchange nessage. For the device,
the server adds certificate request nmessage to ask for the device's
RawPubl i cKey using client certificate type nessage.

Devi ce receives AS' s RawPublicKey. Device SHOULD verify the key
usi ng out of band mechani snms. Device sends Client Certificate
nmessage containing the device's RawPublickKey. Wth the client and
server random nunmber, the device generates a pre_master_secret, then
sends it in Cient-Key-Exchange field of EAP-Response/

TLS-d i ent - Fi ni shed message to the AS encrypting pre_naster_secret
with the tenporary key in Server-Key- Exchange nessage. Device

i ncl udes Change Cypher Spec nessage to indicate that all nessages
that follow Cient Finished nessage will be encrypted.

The AS derives the Master Session Key (MSK) and replies wth EAP-
Request/ TLS- Server - Fi ni shed nmessage. |In this nmessage, the server

i ncl udes Change Cypher Spec nessage to indicate that the server will
begi ng encrypting nmessages with the keys negotiated. The device al so
derives the MSK after receiving the Server Finished and acknow edges
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wi t h EAP- Response/ EAP- TLS nessage.

The AS then exports the MSK to the authen
Accept nessage, the authenticator subsequ
message to the device. The AS MJST send
message and the EAP-TLS ends.

Devi ce Aut henti cat or

boot sol uti on

ticator in RADI US Access-
ently sends the EAP-Success
the group key in this

Aut henti cati on

[ Server
Devi ce connects to | |
Net wor k | |
| <----TLS-Start--------- | <---EAP-Request-------- |
| -TLS-ClientHello------ >| - - - - EAP- Response------ >|
|client certificate type| |
| server certificate type| [
| <-TLS Server Hello----- | <----EAP- Request ------- |
| | server certificate type
| | Server Certificate |
| |client certificate type|
| | Certificate Request |
[ | Server Key Exchange [
| | Server Hello Done |
| TLS-dientCertificate->|----EAP-Response------ >|
| dient Key Exchange | |
| Change Ci pher Spec | |
| dient Finished |
| <TLS Change Ci pher Spec| <----EAP-Request------- [
| Server Finished |

[TLS nul | -------------- >| - - - - EAP- Response------ >|
| EAP- Success | <----EAP-Success------- |
| Aut henti cation finished| |
Figure 1: Authentication Call Flow

4. Transporting EAP Messages

EAP can be transported between the device
either in Layer 3 using PANA [ RFC5191] or
802. 1X [802. 1x].

EAP is transported using RADI US [ RFC2865]
and aut henticati on server.

When a device is not a direct neighbor of
parent node MJST act as relay. Different
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have different nechanisns for the relay function, such as the PANA
Rel ay El ement (PRE).

After the keys are established froma successful EAP nethod (such as
EAP-TLS), the device runs nei ghbor discovery protocol to get an | Pv6
address assigned [ RFC6775]. Data transfer can be secured using DTLS
or I PSec. Keys derived fromEAP TLS are used in either generating
DTLS ci phering keys after a successful DILS handshake or | PSec ESP
ci phering keys after a successful |KEv2 handshake.

5. Future Work

The nodes in a constrained network call ed devices have w de range of
capabilities and are used in diverse nunber of applications.

Di fferent secure bootstrapping solutions may apply to different
applications and different types of nodes. 1In all cases, it is
assumed in this docunment that the devices are | Pv6 enabl ed

The solution described in Section 3 has the nost stringent
requirenents on the devices and therefore is not suitable on | ess
constrained nodes. It seens that the devices used in smart netering
may have enough resources to run the bootstrappi ng protocol and they
do not suffer from power constraints conmpared with nost other devices
such as light swtches

One possible optimzation in Figure 1 applies to the case where the

devi ce does not have a RawPublicKey. 1In this case the device sends
only server _certificate type set to RawPublicKey in Cient-Hello
message. I n response, AS sends its RawPublicKey in Server Hello

message. As a result the nmessages are nuch sinpler than in Figure 1.
Further optim zations to the EAP-TLS call flowin Figure 1 are TBD.
Si npl er devices such as |ight switches, environnmental sensors, etc.
may have much | ess resources, much | ess constrained | Pv6 stack and
they may not stay on for long periods of times required fromthe
execution of the secure bootstrappi ng protocol

Identification of a set of applications with sinmlar device
capabilities is TBD

Modi fi cation of the protocol defined in Section 3 to define a secure
boot st rappi ng protocol for each set is TBD.
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6

Security Considerations

When security bootstrapping resource constraint nodes is undertaken
several attacks are possible and security bootstrappi ng net hods
described in this docunent do not protect the nodes agai nst such
attacks. These attacks are simlar to the ones described in

[ RFC3971] and mainly stemfromunsecured link layer. Link [ayer nust
be secured on each node before the node can begin security

boot st r appi ng.

If a bootstrappi ng protocol does not rely on a pre-shared key for
peer authentication, it must rely on an online or offline third-party
(e.g., an authentication server, a key distribution center in
Kerberos, a certification authority in PKI, a private key generator
in | D based cryptography and so on) to prevent man-in-the-mnddle
attacks during peer authentication. Depending on use cases, a

resour ce-constrai ned device nay not always have access to an online
third-party for peer authentication

Dependi ng on use cases, a bootstrapping protocol may deal with

aut hori zati on separately fromauthentication in terns of timng and
signaling path. For exanple, two resource-constrai ned devices A and
B may perform nutual authentication using authentication credentials
provided by an offline third-party X whereas resource-constrai ned
devi ce A obtains authorization for running a particular application
with resource-constrained device B froman online third-party Y
before or after the authentication. |In some use cases,

aut hentication and authorization are tightly coupled, e.g.

successful authentication al so means successful authorization. A
boot st rappi ng protocol supports various types of authentication and
aut hori zation or different bootstrappi ng protocols nay be used for
different types of authentication and authorization

If authorization information includes cryptographic keys, a special
care nust be taken for dealing with the keys, e.g., guidelines for
AAA- based key managenment are described in [ RFC4962]. A
reconmi ssi oni ng use case nay require revocation and re-installation
of authentication credentials (i.e., a certificate or a shared secret
and identity information, etc.) to a | arge nunber of resource-
constrai ned devices that are already deployed. Re-installation of
aut hentication credentials nust be as secure as the initial
installation regardl ess of whether the re-installation is done
manual | y or automatically.

If resource-constrained devices use a nmulticast group key for peer
aut hentication or nessage authentication or encryption, the group key
must be securely distributed to the current nmenbers of the group for
both initial key distribution and key update. Protocols designed for
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10.

10.

group key management such as GSAKMP [ RFC4535], GDA [ RFC3547] and

M KEY [ RFC3830] may be used for group key distribution.
Alternatively, key wap attributes for securely encapsul ating group
key may be defined in network access authentication protocols such as
PANA [ RFC5191] and EAP-TTLSvO [ RFC5281]. Those protocol s use an end-
to-end, point-to-point conmmunication channel with a pair-w se
security association between a key distribution center and each key
reci pient. Further considerations my be needed for nore efficient
group key managenent to support a |arge nunber of resource-

constrai ned devi ces.

| ANA Consi der ati ons

This meno includes no request to | ANA

Contributors

TBD.

Acknowl edgenent s

TBD.

Ref er ences
1. Nornmtive References

[ 802. 15. 4]
| EEE Std 802. 15. 4- 2006, "Wrel ess Medi um Access Control
(MAC) and Physical Layer (PHY) Specifications for Low Rate
Wrel ess Personal Area Networks (WPANs)", Septenber 2006.

[I-D.ietf-tls-o00b-pubkey]
Wuters, P., Tschofenig, H, Glnore, J., Wiler, S, and
T. Kivinen, "CQut-of-Band Public Key Validation for
Transport Layer Security (TLS)",
draft-ietf-tls-oob-pubkey-07 (work in progress),
February 2013.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC2865] Rigney, C., Wllens, S., Rubens, A, and W Sinpson,
"Renmpte Authentication Dial In User Service (RAD US)",

Sari kaya Expi res August 22, 2013 [ Page 9]



Internet-Draft draft-sari kaya-core-secure-bootsol ution February 2013

10.

RFC 2865, June 2000.

[ RFC3748] Aboba, B., Blunk, L., Vollbrecht, J., Carlson, J., and H
Levkowet z, "Extensible Authentication Protocol (EAP)",
RFC 3748, June 2004.

[ RFC4919] Kushal nagar, N., Mntenegro, G, and C. Schunmacher, "I|Pv6
over Low Power Wrel ess Personal Area Networks (6LOWPANS):
Overvi ew, Assunptions, Problem Statenment, and Goal s",
RFC 4919, August 2007.

[ RFC5191] Forsberg, D., Chba, Y., Patil, B., Tschofenig, H, and A
Yegi n, "Protocol for Carrying Authentication for Network
Access (PANA)", RFC 5191, My 2008.

[ RFC5216] Sinon, D., Aboba, B., and R Hurst, "The EAP-TLS
Aut hentication Protocol"”, RFC 5216, March 2008.

[ RFC5548] Dohler, M, Watteyne, T., Wnter, T., and D. Barthel,
"Routing Requirements for Urban Low Power and Lossy
Net wor ks", RFC 5548, May 2009.

[ RFC5673] Pister, K., Thubert, P., Dwnars, S., and T. Phinney,
"I'ndustrial Routing Requirements in Low Power and Lossy
Net wor ks", RFC 5673, October 2009.

2. Informative References

[ 802. 1x] | EEE Std 802. 1X-2010, "I EEE 802. 1X Port-Based Network
Access Control", February 2010.

[ C1222] Aneri can National Standard, "Protocol Specification For
Interfacing to Data Communi cati on Networks", ANSI Cl2.22-
2008, 2008.

[I-D.ietf-core-coap]
Shel by, Z., Hartke, K, Bormann, C., and B. Frank,
"Constrai ned Application Protocol (CoAP)",
draft-ietf-core-coap-13 (work in progress), Decenber 2012.

[I-D.jennings-core-transitive-trust-enroll nent]
Jennings, C., "Transitive Trust Enrollment for Constrained
Devi ces"”,
draft-jennings-core-transitive-trust-enrollnent-01 (work
in progress), Cctober 2012.

[ NI STI R7628VQOL1]
The Smart Gid Interoperability Panel - Cyber Security

Sari kaya Expi res August 22, 2013 [ Page 10]



Internet-Draft draft-sari kaya-core-secure-bootsol ution February 2013

Working Group, "Cuidelines for Smart Gid Cyber Security:
Vol. 1, Smart Gid Cyber Security Strategy, Architecture,
and Hi gh-Level Requirenents”, N STIR 7628, vol. 1, 2010.

[ RFC3547] Baugher, M, Wis, B., Hardjono, T., and H Harney, "The
Group Domain of Interpretation”, RFC 3547, July 2003.

[ RFC3830] Arkko, J., Carrara, E., Lindholm F., Naslund, M, and K
Norrman, "M KEY: Miltimedia Internet KEYing", RFC 3830,
August 2004.

[ RFC3971] Arkko, J., Kempf, J., Zll, B., and P. N kander, "SEcure
Nei ghbor Di scovery (SEND)", RFC 3971, March 2005.

[ RFC3972] Aura, T., "Cryptographically CGenerated Addresses (CGA)",
RFC 3972, March 2005.

[ RFC4279] FEronen, P. and H Tschofenig, "Pre-Shared Key Ci phersuites
for Transport Layer Security (TLS)", RFC 4279,
Decenber 2005.

[ RFC4347] Rescorla, E. and N. Mddadugu, "Datagram Transport Layer
Security", RFC 4347, April 2006.

[ RFC4423] Mskowitz, R and P. Nikander, "Host ldentity Protocol
(HIP) Architecture", RFC 4423, My 2006.

[ RFC4A535] Harney, H., Meth, U, Colegrove, A, and G Goss,
"GSAKMP: Group Secure Association Key Managenent
Protocol ", RFC 4535, June 2006.

[ RFC4962] Housley, R and B. Aboba, "CGuidance for Authentication,
Aut hori zation, and Accounting (AAA) Key Managenent",
BCP 132, RFC 4962, July 2007.

[ RFC5204] Laganier, J. and L. Eggert, "Host ldentity Protocol (H P)
Rendezvous Extension", RFC 5204, April 2008.

[ RFC5247] Aboba, B., Sinon, D., and P. Eronen, "Extensible
Aut henti cation Protocol (EAP) Key Managenent Framework",
RFC 5247, August 2008.

[ RFC5281] Funk, P. and S. Bl ake-W/Ison, "Extensible Authentication
Prot ocol Tunnel ed Transport Layer Security Authenticated
Protocol Version 0 (EAP-TTLSv0)", RFC 5281, August 2008.

[ RFC5295] Sal owey, J., Dondeti, L., Narayanan, V., and M Nakhjiri,
"Specification for the Derivation of Root Keys from an

Sari kaya Expi res August 22, 2013 [ Page 11]



Internet-Draft

[ RFC5996]

[ RFC6550]

[ RFC6775]

[ ROVERO4]

[ SE2. 0]

draft-sari kaya-core-secure-bootsol ution February 2013

Ext ended Master Session Key (EMSK)", RFC 5295,
August 2008.

Kauf man, C., Hoffman, P., Nr, Y., and P. Eronen,
"Internet Key Exchange Protocol Version 2 (IKEv2)",
RFC 5996, Septenber 2010.

Wnter, T., Thubert, P., Brandt, A, Hui, J., Kelsey, R,
Levis, P., Pister, K, Struik, R, Vasseur, JP., and R
Al exander, "RPL: |Pv6 Routing Protocol for Low Power and
Lossy Networks", RFC 6550, March 2012.

Shel by, Z., Chakrabarti, S., Nordmark, E., and C.Bormann,
"Nei ghbor Di scovery Optim zation for | Pv6 over Low Power
Wrel ess Personal Area Networks (6LoWPANs)", RFC 6775,
Novenber 2012.

Roner, K and F. Mattern, "The design space of wireless
sensor networks", | EEE Wrel ess Communi cations, vol. 11,
no. 6, pp. 54-61, Decenber 2004.

ZigBee Alliance, "Smart Energy Profile 2.0 Technical
Requi renments Docunent", April 2010.

Aut hor’' s Address

Behcet Sari
Huawei USA

kaya

5340 Legacy Dr.

Pl ano, TX

Emai |l : sari

Sari kaya

75024

kaya@ eee. org

Expi res August 22, 2013 [ Page 12]






