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1.

I nt roducti on

CoAP [I-D.ietf-core-coap] has been designed with the twofold aimto
be an application protocol specialized for constrai ned environnents
and to be easily used in REST architectures such as the Wb. The
latter goal has led to define CoAP to easily interoperate with HTTP
[ RFC2616] through an intermediary proxy which performs cross-protoco
conver si on.

Section 10 of [I-D.ietf-core-coap] describes the fundanentals of the
CoAP- HTTP (and vi ce-versa) cross-protocol nmapping process. However,

i mpl ementing such a cross-protocol proxy can be conplex, and many
details regarding its internal procedures and design choices require
further el aboration. Therefore a first goal of this docunment is to
provide nore detailed information to proxy designers and

i npl ementers, to help inplenent proxies that correctly inter-work
with other CoAP and HTTP client/server inplenentations that adhere to
the HTTP and CoAP specifications.

The second goal of this informational docunent is to define a

consi stent set of guidelines that a HTTP-to- CoOAP proxy inpl enmentation
MAY adhere to. The main reason of adhering to such guidelines is to
reduce variati on between proxy inplenentations, thereby increasing
interoperability. (As an exanple use case, a proxy conforming to

t hese gui delines nade by vendor A can be easily replaced by a proxy
fromvendor B that also confornms to the guidelines.)

This draft is organized as foll ows:

0 Section 2 describes termnology to identify proxy types, mapping
approaches and proxy depl oynents;

0 Section 3 discusses how URIs refer to resources independent of
access protocols;

0 Section 5 analyzes the mapping that allows HITP clients to contact
CoAP servers

0 Section 7 discusses possible security inpact related to HITP/ CoAP
cross-protocol mapping.

Ter ni nol ogy

Thi s docunment assunmes readers are famliar with the terns Reverse
Proxy as defined in [I-D.ietf-httpbis-pl-nmessaging] and |Interception
Proxy as defined in [RFC3040]. 1In addition, the following terns are
defi ned:
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Cross-Protocol Proxy (or Cross Proxy): is a proxy performng a cross-
prot ocol mapping, in the context of this docunment a HITP- CoAP ( HC)
mappi ng. A Cross-Protocol Proxy can behave as a Forward Proxy,
Reverse Proxy or Interception Proxy. Note: In this docunent we focus
on the Reverse Proxy node of the Cross-Protocol Proxy.

Forward Proxy: a nmessage forwardi ng agent that is selected by the
client, usually via local configuration rules, to receive requests
for sone type(s) of absolute URI and to attenpt to satisfy those

requests via translation to the protocol indicated by the absol ute

URI. The user decides (is willing to) use the proxy as the
f or war di ng/ deref erenci ng agent for a predefined subset of the UR
space.

Reverse Proxy: a receiving agent that acts as a | ayer above sone
other server(s) and translates the received requests to the
underlying server’'s protocol. It behaves as an origin (HTTP) server
on its connection towards the (HTTP) client and as a (CoAP) client on
its connection towards the (CoAP) origin server. The (HTTP) client
uses the "origin-fornl' [I-D.ietf-httpbis-pl-nmessaging] as a request-
target URI.

Reverse and Forward proxies are technically very simlar, with nmain
di fferences being that the forner appears to a client as an origin
server while the latter does not, and that clients nay be unaware
they are conmunicating with a proxy.

Pl acenent terns: a server-side (SS) proxy is placed in the sane
network donain as the server; conversely a client-side (CS) proxy is
in the same network domain as the client. In any other case than SS
or CS, the proxy is said to be External (E)

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

3. Cross-Protocol Usage of URI's

A Uni form Resource Identifier (URI) provides a sinple and extensible
met hod for identifying a resource. It enables uniformidentification
of resources via a separately defined extensible set of nam ng
schenes [ RFC3986] .

URIs are formed of at |east three conponents: schenme, authority and

path. The schene often corresponds to the protocol used to access
the resource. However, as noted in Section 1.2.2 of [RFC3986] the
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schene does not inply that a particular protocol is used to access
the resource. So, we can define the same resource to be accessible
by different protocols i.e. the resource can have cross-protocol URI'Ss
referring to it.

HTTP clients typically only support 'http’ and 'https’ schenes.
Therefore, they cannot directly access CoAP servers (which support
"coap’ and/or 'coaps’). In this situation, conmunication is enabled
by a Cross-Protocol Proxy, as shown in Figure 1, supporting UR
mappi ng features. Such features are discussed in the follow ng
section.

4. HITP to CoAP URI Mapping

Assume that a HTTP client wants to access a CoAP resource and

i ndi cates a target resource of "http://node. sonething. net/foobar" to
a Forward cross proxy. A possible URI mappi ng done by the proxy
could result in "coap://node. coap. sonet hi ng. net/foo".

As shown in the above example, in a cross-protocol UR the schene,
authority and path parts of the URI may all change. The process of
providing cross-protocol URI's may be conpl ex, since a nechanismto
statically or dynamically (e.g., discovery) map the URl is needed

Two sinple static URI mapping solutions are proposed in the follow ng
subsections. Note that other nmapping approaches are possible as
wel | .

4.1. Enbedded Mapping

In an enbedded mappi ng approach, the HITP URI has enbedded inside it
the authority and path part of the CoAP URI.

Exanpl e: The CoAP resource "//node. coap. sonet hi ng. net/foo" can be
accessed by an HTTP client by inserting in the request
"http://hc-proxy. sonet hi ng. net/ coap/ node. coap. sonet hi ng. net/f oo"
The Cross-Protocol Proxy then maps the URl to

"coap:// node. coap. sonet hi ng. net/f oo"

4.2. Honogeneous Mappi ng
I n a honmbgeneous mappi ng approach, only the scheme portion of the UR
needs to be mapped. The rest of the URI (i.e. authority, path, etc.)
remai ns unchanged.

Exanpl e: The CoAP resource "coap://node. coap. sonet hi ng. net/foo" can
be accessed by an HTTP client by requesting
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"http://node. coap. sonet hi ng. net/foo". The Cross-Protocol Proxy
receiving the request is responsible to map the URI to
"coap:// node. coap. sonet hi ng. net/f oo"

Background info: The assunption in this case is that the HITP client
woul d be able to successfully resol ve "node. coap. sonet hi ng. net" usi ng
DNS infrastructure to return the | P address of the HC proxy. Mbst
likely this would be through a two step DNS | ookup where the first
DNS | ookup woul d resol ve "sonet hi ng. net” using public DNS
infrastructure. Then the second DNS | ookup on the subdomai n "coap"
and the host "node" would typically be resolved by a DNS server
operated by the owner of domain "sonething.net". So this donain
owner can manage its own internal node names and subdomain all ocation
whi ch woul d correspond to the CoAP nanespace

4.3. Schenme Security Mapping

In general, regardl ess of the URI napping schenme used in the Cross-
Protocol Proxy, an "https" request SHOULD be translated to a "coaps"
request. The exception case being cases where security on the CoAP
side is not needed because the network is well enough protected

al ready by other neans (e.g. strong |link-layer security, or the CoAP
network runs inside a firewalled network, etc.).

5. HITP- CoAP Reverse Proxy

A HTTP- CoAP Reverse Cross-Protocol Proxy is accessed by web clients
only supporting HTTP, and handl es their requests by mapping these to
CoAP requests, which are forwarded to CoAP servers; and mappi ng back
the recei ved CoAP responses to HTTP. This nmechanismis transparent
to the client, which may assune that it is conmunicating with the

i ntended target HTTP server. In other words, the client accesses the
proxy as an origin server using the "origin-fornt
[I-D.ietf-httpbis-pl-nessaging] as a Request Target.

Normative requirenments on the translation of HITP requests to CoAP
and of the CoAP responses back to HTTP responses are defined in
Section 10.2 of [I-D.ietf-core-coap]. However, that section only
considers the case of a HTTP- CoAP Forward Cross-Protocol Proxy in
which a client explicitly indicates it targets a request to a CoAP
server, and does not cover all aspects of proxy inplenmentation in
detail. The present section provides guidelines and nore details for
the inplenmentati on of a Reverse Cross-Protocol Proxy, which MAY be
followed in addition to the normative requirenents.

Transl ati on of unicast HTTP requests into nulticast CoAP requests is
currently out of scope since in a reverse proxy scenario a HITP
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client typically expects to receive a single response, not nultiple.
However a Cross-Protocol Proxy MAY include custom application-
specific functions to generate a multicast CoAP request based on a
uni cast HTTP request and aggregate nultiple CoAP responses into a
single HTTP response.

Note that the guidelines in this section also apply to an HTTP- COAP
Intercepting Cross-Protocol Proxy.

5.1. Proxy Placenent

Typically, a Cross-Protocol Proxy is |ocated at the edge of the
constrai ned network. See Figure 1. The arguments supporting server-
side (SS) placenment are the foll ow ng:

Caching: Efficient caching requires that all request traffic to a
CoAP server is handl ed by the sanme proxy which receives HITP
requests frommultiple source |ocations. This nmaxinmally reduces
the |l oad on (constrai ned) CoAP servers.

Multicast: To support CoAPs use of local-nulticast functionalities
available in a constrained network, the Cross-Protocol Proxy
requires a network interface directly attached to the constrai ned
net wor k.

TCP/ UDP: Transl ation between HTTP and CoAP requires al so TCP/ UDP
translation; TCP may be the preferred way for communicating with
the constrained network due to its reliability or due to
i ntermedi at e gat eways configured to block UDP traffic.

Argument s agai nst SS placenent, in favor of client-side (CS), are:
Scalability: A solution where a single SS proxy has to manage
nunerous open TCP/IP connections to a |arge nunber of HITP clients

is not scalable. (Unless nmultiple SS proxies are enployed with a
| oad- bal anci ng nechani sm whi ch adds conplexity.)
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Figure 1: Reverse Cross-Protocol Proxy Depl oynment Scenar

5.2. Response Code Transl ations

io

Table 1 defines all possible CoAP responses along with the HTTP
response to which each CoAP response SHOULD be translated. This

table conplies with the Section 10.2 requirenents of

[I-D.ietf-core-coap] and is intended to cover all possible cases.
Mul ti pl e appearances of a HITP status code in the second col umm
i ndi cates nultiple equival ent HTTP responses are possibl e, depending

on the conditions cited in the Notes (third col um).
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e e e e e e S +
| CoAP Response Code | HTTP Status Code | Notes

o m e e e e e e e e e e o m e e e e e e e e e e Fom e - +
| 2.01 Created | 201 Created | 1 [
| 2.02 Del eted | 200 &K | 2 [
| | 204 No Content | 2 |
| 2.03 valid | 304 Not Mbodified | 3 [
| | 200 K | 4 |
| 2.04 Changed | 200 X | 2 |
[ | 204 No Content | 2 [
| 2.05 Content | 200 XK | |
| 4.00 Bad Request | 400 Bad Request | |
| 4.01 Unauthorized | 400 Bad Request [ [
| 4.02 Bad Option | 400 Bad Request | |
| 4.03 Forbi dden | 403 For bi dden | |
| 4.04 Not Found | 404 Not Found [ [
| 4.05 Method Not All owed | 400 Bad Request | 7 |
| 4.06 Not Acceptable | 406 Not Acceptable | |
| 4.12 Precondition Fail ed | 412 Precondition Failed | |
| 4.13 Request Entity Too | 413 Request Repr. Too Large | |
| Large | | |
| 4.15 Unsupported Media Type | 415 Unsupported Media Type | [
| 5.00 Internal Server Error | 500 Internal Server Error | |
| 5.01 Not Inplenented | 501 Not I nplenented | [
| 5.02 Bad Gat eway | 502 Bad Gat eway | |
| 5.03 Service Unavail abl e | 503 Service Unavail abl e | 8 |
| 5.04 Gateway Ti meout | 504 Gateway Ti neout | |
| 5.05 Proxying Not Supported | 502 Bad Gat eway | 9 [
o e e oo o e oo oo +

Tabl e 1: HTTP- CoAP Response Mappi ng
Not es:

1. A CoAP server may return an arbitrary format payload along with
this response. This payload SHOULD be returned as entity in the
HTTP 201 response. Section 7.3.2 of
[I-D.ietf-httpbis-p2-semantics] does not put any requirement on
the format of the payload. (In the past, [RFC2616] did.)

2. The HTTP code is 200 or 204 respectively for the case that a CoAP
server returns a payload or not. [I-D.ietf-httpbis-p2-semantics]
Section 5.3 requires code 200 in case a representation of the
action result is returned for DELETE, POST and PUT and code 204
if not. Hence, a proxy SHOULD transfer any CoAP payl oad
contained in a 2.02 response to the HITP client in a 200 K
response.
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3. A CoAP 2.03 (Valid) response only (1) confirns that the request
ETag is valid and (2) provides a new Max- Age value. HITP 304
(Not Modified) al so updates sone header fields of a stored
response. A non-caching proxy nmay not have enough information to
fill in the required values in the HITP 304 (Not Modifi ed)
response, so it may not be advisable for a non-caching proxy to
provoke the 2.03 (Valid) response by forwarding an ETag. A
caching proxy will fill the information out of the cache.

4. A 200 response to a CoAP 2.03 occurs only when the proxy is
caching and translated a HTTP request (w thout validation
request) to a CoAP request that includes validation, for
efficiency. The proxy receiving 2.03 updates the freshness of
the cached representation and returns the entire representation
to the HTTP client.

5. The HTTP code 401 Unaut horized MJUST NOT be used, as long as in
CoAP there is no equival ent defined of the required WAW
Aut henti cate header (Section 3.1 of [I-D.ietf-httpbis-p7-auth]).

6. In sone cases a proxy receiving 4.02 may retry the request with
| ess CoAP Options in the hope that the server will understand the
newWly fornmulated request. For exanple, if the proxy tried using
a Bl ock Option which was not recogni zed by the CoAP server it may
retry without that Block Option

7. The HITP code "405 Method Not Al |l owed” MJUST NOT be used since
CoAP does not provide enough information to deternine a value for
the required "Al |l ow' response-header field.

8. The value of the HTTP "Retry-After" response-header field is
taken fromthe value of the CoAP Max-Age Option, if present.

9. This CoAP response can only happen if the proxy itself is
configured to use a CoAP Forward Proxy to execute sone, or all,
of its CoAP requests.

5.3. Media Type Transl ations

A Cross-Protocol Proxy translates a nedia type string, carried in a
HTTP Content-Type header in a request, to a CoAP Content - For nat
Option with the equival ent nunmeric value. The nedia types supported
by CoAP are defined in the CoAP Content-Format Registry. Any HITP
request with a Content-Type for which the proxy does not know an

equi val ent CoAP Cont ent - Format nunber, MJST |lead to HTTP response 415
(Unsupported Media Type).

Al so, a CoAP Content-Format value in a response is translated back to
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the equival ent HTTP Content-Type. |If a proxy receives a CoAP
Content-Format value that it does not recognize (e.g. because the
value is I ANA-regi stered after the proxy software was depl oyed), and
is unable to | ook up the equival ent HITP Content-Type on the fly, the
proxy SHOULD return an HTTP entity (payl oad) w thout Content-Type
header (conplying to Section 3.1.1.5 of
[I-D.ietf-httpbis-p2-semantics]).

5.4. Caching and Congestion Contro

A Cross-Protocol Proxy SHOULD Iinit the nunber of requests to CoAP
servers by respondi ng, where applicable, with a cached representation
of the resource.

Duplicate idenpotent pending requests by a Cross-Protocol Proxy to
the sane CoAP resource SHOULD in general be avoi ded, by dupl exing the
response to the requesting HTTP clients wi thout duplicating the CoAP
request.

If the HTTP client tines out and drops the HTTP session to the Cross-
Prot ocol Proxy (closing the TCP connection) after the HITP request
was made, a Cross-Protocol Proxy SHOULD wait for the associ ated CoAP
response and cache it if possible. Further requests to the Cross-
Protocol Proxy for the same resource can use the result present in
cache, or, if a response has still to conme, the HITP requests wll
wait on the open CoAP session

According to [I-D.ietf-core-coap], a proxy MIST limt the nunmber of
outstanding interactions to a given CoAP server to NSTART. To linmt
t he anount of aggregate traffic to a constrained network, the Cross-
Prot ocol Proxy SHOULD al so pose a limt to the nunber of concurrent
CoAP requests pending on the same constrai ned network; further

i ncom ng requests MAY either be queued or dropped (returning 503
Service Unavailable). This limt and the proxy queuei ng/ droppi ng
behavi or SHOULD be configurable. 1In order to efficiently apply this
congestion control, the Cross-Protocol Proxy SHOULD be SS pl aced.

Resour ces experiencing a high access rate coupled w th high
volatility MAY be observed [I-D.ietf-core-observe] by the Cross-
Protocol Proxy to keep their cached representation fresh while
m ni m zi ng the nunber CoAP nessages. See Section 5.5.

5.5. Cache Refresh via Cbserve
There are cases where using the CoAP observe protoco
[I-D.ietf-core-observe] to handle proxy cache refresh is preferable

to the validation nmechani sm based on ETag as defined in
[I-D.ietf-core-coap]. Such scenarios include, but are not limted
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to, sleepy nodes -- with possibly high variance in requests’
distribution -- which would greatly benefit froma server driven
cache update nmechanism 1deal candi dates would al so be crowded or
very | ow t hroughput networks, where reduction of the total nunber of
exchanged nessages is an inportant requirenent.

Thi s subsection aims at providing a practical evaluation method to
deci de whether the refresh of a cached resource Ris nore efficiently
handl ed via ETag validation or by establishing an observation on R

Let T_ R be the nean tine between two client requests to resource R
let F Rbe the freshness lifetime of Rrepresentation, and |et MR be
the total nunmber of nmessages exchanged towards resource R |If we
assune that the initial cost for establishing the observation is
negligi ble, an observation on Rreduces MR iff T_R< 2*F_Rwth
respect to using ETag validation, that is iff the nean arrival tine
of requests for resource Ris greater than half the refresh rate of
R

When using observations MR is always upper bounded by 2*F_R in the
constrai ned network no nmore than 2*F_R nmessages wi ||l be generated
t owards resource R

5.6. Use of CoAP Bl ockwi se Transfer

A Cross-Protocol Proxy SHOULD support CoAP bl ockwi se transfers
[I-D.ietf-core-block] to allow transport of |arge CoAP payl oads while
avoi di ng excessive link-layer fragnentation in LLNs, and to cope with
smal | datagram buffers in CoAP end-points as described in
[I-D.ietf-core-coap] Section 4.6.

A Cross-Protocol Proxy SHOULD attenpt to retry a payl oad-carrying
CoAP PUT or POST request with blockwi se transfer if the destination
CoAP server responded with 4.13 (Request Entity Too Large) to the
original request. A Cross-Protocol Proxy SHOULD attenpt to use

bl ockwi se transfer when sending a CoAP PUT or POST request nessage
that is larger than a val ue BLOCKW SE_THRESHCOLD. The val ue of
BLOCKW SE_THRESHOLD MAY be i npl enmentation-specific, for exanple

cal cul ated based on a known or typical UDP datagram buffer size for
CoAP end-points, or set to Ntines the size of a |link-layer frame
where e.g. N=5, or preset to a known I P MU value, or set to a known
Path MrU val ue. The val ue BLOCKW SE_THRESHOLD or paraneters from
which it is calculated SHOULD be configurable in a proxy

i mpl enent at i on.

The Cross-Protocol Proxy SHOULD detect CoAP end-poi nts not supporting

bl ockwi se transfers by checking for a 4.02 (Bad Option) response
returned by an end-point in response to a CoAP request with a Bl ock*

Castellani, et al. Expi res August 29, 2013 [ Page 12]



Internet-Draft HTTP- CoAP Mappi ng February 2013

Option. This allows the Cross-Protocol Proxy to be nore efficient,
not attenpting repeated bl ockwi se transfers to CoAP servers that do
not support it. However if a request payload is too |large to be sent
as a single CoAP request and bl ockwi se transfer woul d be unavoi dabl e,

the proxy still SHOULD attenpt bl ockw se transfer on such an end-
poi nt before returning 413 (Request Entity Too Large) to the HTTP
client.

For inproved | atency a cross proxy MAY initiate a bl ockwi se CoAP
request triggered by an incom ng HTTP request even when the HITP
request nessage has not yet been fully received, but enough data has
been received to send one or nore data bl ocks to a CoAP server
already. This is particularly useful on slow client-to-proxy
connecti ons.

5.7. Security Translation

A HC proxy SHOULD i nplenment explicit rules for security context
translations. A translation may involve e.g. applying a rule that
any "https" request is translated to a "coaps" request, or e.g.
applying a rule that a "https" request is translated to an unsecured
"coap" request. Another rule could specify the security policy and
paraneters used for DTLS connections. Such rules will |argely depend
on the application and network context in which a proxy is applied.
To enabl e wi dest possible use of a proxy inplenentation, these rules
SHOULD be configurable in a HC proxy.

5.8. O her guidelines

For long del ays of a CoAP server, the HTTP client or any other proxy
in between MAY tinmeout. Further discussion of timeouts in HITP is
available in Section 6.2.4 of [I-D.ietf-httpbis-pl-nessaging].

A cross proxy MJST define an internal tineout for each pendi ng CoAP
request, because the CoAP server nay silently die before conpleting
the request. The timeout val ue SHOULD be approximately |ess than or
equal to MAX_ RTT defined in [I-D.ietf-core-coap].

When the DNS protocol is not used between CoAP nodes in a constrained
network, defining valid FQDN (i.e., DNS entries) for constrai ned CoAP
servers, where possible, MAY help HTTP clients to access the
resources offered by these servers via a HC proxy.

HTTP connection pipelining (section 6.2.2.1 of
[I-D.ietf-httpbis-pl-messaging]) MAY be supported by the proxy and is
transparent to the CoAP network: the HC cross proxy will sequentially
serve the pipelined requests by issuing different CoAP requests.
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6

7

| ANA Consi der ati ons

This meno includes no request to | ANA

Security Considerations

The security concerns raised in Section 15.7 of [RFC2616] al so apply
to the cross proxy scenario. |In fact, the cross proxy is a trusted
(not rarely a transparently trusted) conponent in the network path.

The trustworthiness assunption on the cross proxy cannot be dropped.
Even if we had a blind, bi-directional, end-to-end, tunneling
facility like the one provided by the CONNECT met hod in HTTP, and

al so assum ng the existence of a DILS-TLS transparent mappi ng, the
two tunnel ed ends shoul d be speaki ng the sanme application protocol
which is not the case. Basically, the protocol translation function
is a core duty of the cross proxy that can’'t be renoved, and nekes it
a necessarily trusted, inpossible to bypass, conmponent in the

commruni cati on pat h.

A reverse proxy deployed at the boundary of a constrained network is
an easy single point of failure for reducing availability. As such

a special care should be taken in designing, devel oping and operating
it, keeping in mnd that, in nmost cases, it could have fewer
limtations than the constrained devices it is serving.

The follow ng sub paragraphs categorize and argue about a set of
specific security issues related to the translation, caching and
forwarding functionality exposed by a cross proxy nodul e.

1. Traffic overfl ow

Due to the typically constrai ned nature of CoAP nodes, particul ar
attention SHOULD be posed in the inplenentation of traffic reduction
mechani snms (see Section 5.4), because inefficient inplenmentations can
be targeted by unconstrained Internet attackers. Bandw dth or
complexity involved in such attacks is very | ow

An anplification attack to the constrai ned network nmay be triggered
by a nmulticast request generated by a single HTTP request nmapped to a
CoAP nul ticast resource, as considered in Section TBD of
[I-D.ietf-core-coap].

The inpact of this anplification technique is higher than an
anplification attack carried out by a nalicious constrai ned device
(e.g. I1Cwvb flooding, |ike Packet Too Big, or Paranmeter Problem on
a multicast destination [RFC4732]), since it does not require direct
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access to the constrai ned network.

The feasibility of this attack, disruptive in ternms of CoAP server
availability, can be limted by access controlling the exposed HTTP
mul ti cast resource, so that only known/authorized users access such
URI s.

7.2. Handling Secured Exchanges

It is possible that the request fromthe client to the cross proxy is
sent over a secured connection. However, there nay or may not exi st
a secure connection mapping to the other protocol. For exanple, a
secure distribution method for nulticast traffic is conplex and MAY
not be inplenented (see [I-D.ietf-core-groupcomi).

By default, a cross proxy SHOULD reject any secured client request if
there is no configured security policy mapping. This recomendation
MAY be relaxed in case the destination network is believed to be
secured by other, conplenentary, nmeans. E. g.: assuned that CoAP
nodes are isolated behind a firewall (e.g. as the SS cross proxy

depl oynent shown in Figure 1), the cross proxy nmay be configured to
transl ate the incom ng HTTPS request using plain CoAP (i.e. NoSec
node. )

The HC URI nmapping MUST NOT map to HITP (see Section 4) a CoAP
resource intended to be accessed only using HITPS.

A secured connection that is termnated at the cross proxy, i.e. the
proxy decrypts secured data |locally, raises an anbiguity about the
cacheability of the requested resource. The cross proxy SHOULD NOT
cache any secured content to avoid any |eak of secured information.
However in sone specific scenario, a security/efficiency trade-off
could notivate caching secured information; in that case the caching
behavi or MAY be tuned to sone extent on a per-resource basis
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