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Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as
the docunent authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date
of publication of this docunent. Please review these
docunents carefully, as they describe your rights and
restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Sinplified BSD

Li cense text as described in Section 4.e of the Trust Lega
Provi sions and are provided without warranty as described in
the Sinplified BSD License.

Abst ract

Thi s docunment defines a framework for providing Energy
Managenent for devices and devi ce conponents wthin or
connected to conmuni cati on networks. The framework defines an
Ener gy Managenent Domain as a set of Energy Objects, for which
each Energy Object is identified, classified and given

cont ext . Energy Objects can be nonitored and/or controlled
with respect to Power, Power State, Energy, Demand, Power
Attributes, and Battery. Additionally the framework nodels
rel ati onshi ps and capabilities between Energy Objects.
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1.

I nt roducti on

Net wor k managenment is often divided into the five main areas
defined in the | SO Tel econmuni cati ons Managenent Networ k
nodel : Fault, Configuration, Accounting, Perfornmance, and
Security Managenent (FCAPS) [ X 700]. Not covered by this
managenent nodel is Energy Managenent, which is now becoming a
critical area of concern worldw de as seen in [l SC50001].

This docunent defines a franmework for providing Energy
Managenment for devices within or connected to communication
networks. The framework describes how to identify, classify
and provide context for such devices.

The devices, or conponents of these devices, can then be

nmoni tored and controlled. Monitoring includes power, energy,
demand, and attributes of power. Control for energy can be
achi eved by setting devices or conponents power state. If a
devi ce contains batteries, these can be also be nonitored and
controll ed.

The nost basi c exanpl e of Energy Managenent is a single device
reporting information about itself. However, in nany cases,
energy is not neasured by the device itself, but by a neter

| ocated upstreamin the power distribution tree. An exanple
is a power distribution unit (PDU) that measures energy
supplied to attached devices and reports this to an energy
managenent system Therefore, devices and their conponents
are recogni zed as having rel ationships to other devices or
conponents in the network fromthe point of view of energy
managenment. There are further relationships between devices
and conponents, respectively, including aggregation

rel ati onship, nmetering rel ati onship, power source

rel ationship, and proxy rel ationshi p.

Ener gy Managenment Docunents Overvi ew

The EMAN standard provides a set of specifications for Energy



Managenment. This docunent specifies the franmework, per the
Ener gy Managenent requirenents specified in [ EMAN- REQ .

The applicability statement document [ EMAN-AS] provides a |ist
of use cases, a cross-reference between existing standards and
the EMAN standard, and shows how this framework relates to

ot her franmeworks.

<Claise, et. A> Expi res August, 2013 [ Page 5]



I nternet-Draft <EMAN Fr anewor k> February 2013

The Energy bject Context M B [ EMAN- OBJECT-M B] specifies
obj ects for addressing Energy Object ldentification
classification, context information, and rel ationships from
the point of view of Energy Managenent.

The Power and Energy Monitoring M B [ EMAN- MON-M B] contai ns
objects for nonitoring of Power, Energy, Demand, Power
Attributes and Power States.

Further, the battery nonitoring M B [ EMAN- BATTERY-M B] defi nes
managed objects that provide information on the status of
batteries in nmanaged devi ces

2. Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as descri bed
in RFC 2119 [ RFC2119].

Sone terms have a NOTE that is not part of the
definition itself, but is present to take into
account differences between termn nol ogi es of

di fferent standards organi zations or to add a
conment to help clarify the definition

Devi ce

A piece of electrical or non-electrical equipnent.
Ref erence: Adapted from [ | EEEL00]



Conponent

A part of an electrical or non-electrical equipnent
(Devi ce).

Ref erence: Adapted from [I TU T- M 3400]

Ener gy Managenent
Energy Managenent is a set of functions for
nmeasuring, nodeling, planning, and optim zing

networks to ensure that the network el ements and
attached devices use energy efficiently and is
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appropriate for the nature of the application and

the cost constraints of the organization.

Ref erence: Adapted from [I TU T- M 3400]

NOTES:

1. Energy managenent refers to the activities,
met hods, procedures and tools that pertain to
measuring, nodeling, planning, controlling and
optim zing the use of energy in networked
systens [ NMF].

2. Energy Managenent is a managenent domain which
is congruent to any of FCAPS areas of
managenent in the |1SQO OSI Networ k Managenent
Model [TMN]. Energy Managenent for
conmuni cati on networks and attached devices is
a subset or part of an organization’s greater
Ener gy Managenent Poli cies.

Ener gy Managenent System ( EnMbB)

An Energy Managenment Systemis a conbination of

hardware and software used to admi nister a

network with the primary purpose bei ng Energy

Managenent .

Ref erence: Adapted from [1037C

NOTES:

1. An Energy Managenent System according to
[1SCB0001] (I SO EnMs) is a set of systens or
procedur es upon whi ch organi zati ons can devel op



and i npl enent an energy policy, set targets,
action plans and take into account |ega
requirenents related to energy use. An | SO
EnMS al | ows organi zations to inprove energy
performance and denonstrate conformity to
requi renents, standards, and/or |ega
requirenents.

2. Exanple | SO EnMs: Conpany A defines a set of
policies and procedures indicating there should
exist nmultiple conputerized systens that wll
pol|l energy fromtheir neters and pricing /
source data fromtheir local utility. Conpany A
specifies that their CFO should coll ect
informati on and sunmarize it quarterly to be
sent to an accounting firmto produce carbon
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accounting reporting as required by their |oca
gover nnent .

3. For the purposes of EMAN, the definition from
[1037C] is the preferred neani ng of an Energy
Management System (EnMS). The definition from
[1SCB0001] can be referred to as | SO Energy
Management System (| SO EnMS).

Ener gy
That whi ch does work or is capable of doing work.
As used by electric utilities, it is generally a
reference to electrical energy and is neasured in
kilo-watt hours (kwh).
Ref erence: [| EEEL100]
NOTES
1. Energy is the capacity of a systemto produce

external activity or performwork [|S050001]

Power

The tine rate at which energy is emtted,
transferred, or received; usually expressed in
watts (joul es per second).

Ref erence: [ EEE100]

Demand



The average val ue of power or a related quantity
over a specified interval of tine. Note: Denand
is expressed in kilowatts, kil ovolt-anperes,

kil ovars, or other suitable units.

Ref erence: [ EEE100]

NOTES:

1. For EMAN we use Kkilowatts.

Power Attributes

Measurenments of the electrical current, voltage, phase and
frequencies at a given point in an electrical power system
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Ref erence: Adapted from [ | EC60050]
NOTES:

1. Power Characteristics is not intended to be judgnental
with respect to a reference or technical value and are
i ndependent of any usage context.

Power Quality

Characteristics of the electric current, voltage, phase and
frequencies at a given point in an electric power system
eval uat ed agai nst a set of reference technical paraneters
These paraneters might, in sone cases, relate to the
compatibility between electricity supplied in an electric
power system and the | oads connected to that electric power
system

Ref erence: [ EC60050]
NOTES:

1. Electrical characteristics representing power quality
information are typically required by custoner facility

ener gy nmanagenent systens. It is not intended to satisfy the
detailed requirenments of power quality nonitoring. Standards
typically also give ranges of allowed val ues; the
information attributes are the raw nmeasurenents, not the



"yes/ no" determ nation by the various standards.

Ref erence: [ ASHRAE- 201]

El ectri cal Equi pnent

A general termincluding materials, fittings,
devi ces, appliances, fixtures, apparatus,
machi nes, etc., used as a part of, or in
connection with, an electric installation

Ref erence: [ EEE100]

Non- El ectri cal Equi prrent (Mechani cal Equi pnent)

A general termincluding materials, fittings,
devi ces appliances, fixtures, apparatus,
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machi nes, etc., used as a part of, or in
connection with, non-electrical power

i nstallations.

Ref erence: Adapted from [ | EEE100]

Ener gy Obj ect
An Energy Object (EO is a piece of equipnent
that is part of or attached to a communications
network that is nonitored, controlled, or aids in

t he managenent of another device for Energy
Managenent .

El ectrical Energy Object

An El ectrical Energy Object (EEO is an Energy
bject that is a piece of Electrical Equi pnent

Non- El ectrical Energy hject

A Non-El ectrical Energy Object (NEEOQ an Energy



Ohject that is a piece of Non-Electrical
Equi pnent .
Energy Monitoring
Energy Monitoring is a part of Energy Managenent
that deals with collecting or reading information
fromEnergy hjects to aid in Energy Managenent.
Energy Control
Energy Control is a part of Energy Managenent
that deals with directing influence over Energy
bj ect s.
Provi de Energy:
An Energy Object "provides" energy to another Energy Object

if there is an energy flow fromthis Energy Ohject to the
ot her one.
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Recei ve Energy:
An Energy Object "receives" energy from another Energy
bject if there is an energy flow fromthe other Energy
Chject to this one.
Power | nterface
A Power Interface (or sinply interface) is an
i nterconnecti on anong devi ces or conmponents where energy
can be provided, received, or both.
Power | nl et
A Power Inlet (or sinply inlet) is an interface at which a
devi ce or conponent receives energy from another device or

conponent .

Power Qutl et



A Power Qutlet (or sinply outlet) is an interface at which
a device or conponent provides energy to another device or
conponent .

Ener gy Managenent Donai n
An Energy Managenent Dormain is a set of Energy Objects that
i s considered one unit of nmanagenent.

Energy Object ldentification
Energy Object ldentification is a set of
attributes that enable an Energy Object to be
universally unique or linked to other systens.

Energy Object Context
Energy Object Context is a set of attributes that

al | ow an Energy Managenent Systemto classify
the Energy Object within an organi zation.
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Energy Object Relationship

An Energy Object Relationship is an associati on anong
Energy bjects

NOTES

1. Rel ationships can be naned and coul d i ncl ude
Aggregation, Metering, Power Source, and Proxy.

Ref erence: Adapted from [ CHEN]

Aggregation Rel ati onship

An Aggregation Relationship is an Energy hject
Rel ati onshi p where one Energy (bject aggregates Energy



Management informati on of one or nore other Energy bjects.
The aggregating Energy bject has an Aggregation
Rel ationship with each of the other Energy bjects.

Metering Rel ati onship

A Metering Relationship is an Energy Object Rel ationship
where one Energy Object neasures power, energy, demand or
power attributes of one or nore other Energy (bjects. The
measuring Energy Object has a Metering Rel ationship with
each of the neasured objects.

Power Source Rel ationship

A Power Source Relationship is an Energy bject

Rel ati onshi p where one Energy (bject provides power to one
or nore Energy bjects. These Energy Objects are referred
to as having a Power Source Rel ationshi p.

Proxy Rel ati onship

A Proxy Relationship is an Energy Object Rel ationship where
one Energy Object provides the Energy Managenent
capabilities on behalf of one or nore other Energy Objects.
These Energy Objects are referred to as having a Proxy

Rel at i onshi p.
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Energy Object Parent

An Energy (Object Parent is an Energy Object that
participates in an Energy Object Relationship and
is considered as providing the capabilities in
the rel ati onshi p.



3.

Energy Object Child

An Energy Object Child is an Energy bject that
participates in an Energy Object Rel ationships

and is considered as receiving the capabilities
in the rel ati onship.

Power State
A Power State is a condition or node of a device
that broadly characterizes its capabilities,

power consunption, and responsiveness to input.

Ref erence: Adapted from [| EEE1621]

Power State Set

A collection of Power States that conprise a
naned or | ogical grouping of control is a Power
State Set.

Nanepl at e Power

The Nanepl ate Power is the nom nal Power of a
device as specified by the device manufacturer.

| ssues Specific to Energy Managenent

Wth Energy Managenment, there exists a wide variety of devices
that may be contained in the sane depl oynents as a

conmmuni cati on network but conprise a separate facility, hone,
or power distribution network.
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Target devices for Energy Managenent are all Energy bjects
that can directly or indirectly be nonitored or controlled by



an Energy Managenent System (EnMS) using the Internet
protocol, for exanple:

- Sinple electrical appliances / fixtures

- Hosts, such as a PC, a server, or a printer

- switches, routers, base stations, and other network
equi prent and m ddl eboxes

- A conponent within devices, such as a battery inside a
PC, aline card inside a switch, etc...

- Power over Ethernet (PoE) endpoints

- Power Distribution Units (PDU)

- Protocol gateway devices for Building Managenent Systens
(BMVB)

- Electrical neters
- Sensor controllers with subtended sensors

There nay al so exi st varying protocols depl oyed anong these
power distributions and comruni cati on networks.

An Ener gy Managenent franmework should al so apply to these
types of separate networks as they connect and interact with a
conmmuni cati ons net wor k.

This section expl ains special issues of Energy Managenent
particul arly concerning power supply, Power, and Energy
nmetering, and the reporting of Power States.

Energy Managenent has particul ar challenges in that a power
distribution network is used for the supply of energy to
various devices and components, while a separate communication
network is typically used to nmonitor and control the power

di stribution network.

To illustrate the issues we start with a sinple and basic
scenari o where a single powered device receives Energy and
reports energy-related information about itself to an Energy
Managenment System (EnMS), see Figure 1

T T T +
| Energy Managenent System |
o e e e e e e e e e +
AN AN
monitoring | | control
vV Vv

<Cl aise, et. A > Expi res August, 2013 [ Page 14]



I nternet-Draft <EMAN Fr anewor k> February 2013

Figure 1: Basic energy nmanagenent scenario

The powered device nay have | ocal energy control nechani sns,
for exanple putting itself into a sleep node when appropri ate,
and it may receive energy control commands for simlar
purposes fromthe EnMs. Information reported froma powered
device to the EnMs includes at |east the Power State of the
power ed device (on, sleep, off, etc.).

This and simlar cases are well understood and likely to
becone very common for Energy Managenent. They can be handl ed
with well established and standardi zed managenent procedures.
The only m ssing conponents today are standardi zed information
and data nodels for reporting and configuration, such as, for
exanpl e, energy-specific MB nodul es [ RFC2578] and YANG
nodul es [ RFC6020] .

However, the nature of energy supply and use introduces some
i ssues that are special to Energy Managenent. The follow ng
subsecti ons address these issues and illustrate them by
extendi ng the basic scenario in Figure 1.

WRT to Energy managenent there nothing new for faults, config,
performance or security managenent. W can re-use those
aspects of network managenent for an EnMS. But when there are
aspects specific to EMthen this framework adds them For
exanple with faults we can re-use rnon or snnp traps. For
security existing nmeans |ike SNMPv3 security can be used.

3.1. Power Supply

A powered device may supply itself with power. Sensors, for
exanpl e, comonly have batteries or harvest Energy. However,
nmost powered devi ces that are managed by an EnMs receive
external power.

Wi | e many devi ces recei ve Power from unmanaged supply
systens, the nunber of manageabl e power supply devices is
i ncr easi ng.

In datacenters, for exanple, many Power Distribution Units

(PDUs) allow the EnM5 to switch power individually for each
socket and also to neasure the provided Power. This is an
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action nuch different from many ot her network nmanagenent
tasks: In such and simlar cases, sw tching power supply for a
power ed device or nonitoring its power is not done by
communi cating with the actual powered device itself, but with
an external device (in this case, the PDU

Consequently, a standard for Energy Managenent nust not just
cover the powered devices that provide services for users, but
al so the power supply devices (which are powered devices as
well) that nonitor or control the power supply for other
power ed devi ces.

A sinple device such as a light bulb can be switched on or off
only by switching its power supply. Mre conplex devices nmay
have the ability to switch off thenselves or to bring
thensel ves to states in which they consume very little power.
For these devices as well, it is desirable to nonitor and
control their power supply.

This extends the basic scenario fromFigure 1 by a power
supply device, see Figure 2

o e e e e e e e e e e e e e e e e e e e e e e +
[ ener gy nmanagenent system [
o m e e e e e +
N N N N
monitoring | | control nmonitoring | | contro
vV Vv vV Vv
S + e e e e e oo - +
| power supply | ########| powered device
S + oo +

#HH#H###H power supply |ine
Figure 2: Power Supply

The power supply device can be as sinple as a plain power
switch. It may offer interfaces to the EnM5 to nonitor and to
control the status of its power outlets, as with PDUs and
Power over Ethernet (PoE) [|EEE-802.3at] sw tches.

The rel ati onshi p between supply devices and the powered
devi ces they serve creates several problens for nmanagi ng power
suppl y:
o ldentification of correspondi ng devices
* A given powered device may be need to identify the
suppl yi ng power supply device.
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* A given power supply device may need to identify the
correspondi ng supplied powered device(s).
0 Aggregation of nonitoring and control for multiple
power ed devi ces
* A power supply device may supply multiple powered
devices with a single power supply I|ine.
0 Coordination of power control for devices with nmultiple
power inlets
* A powered device may receive power via nultiple power
lines controlled by the sanme or different power
supply devi ces.

Identification of Power Supply and Powered Devices

When a power supply device controls or nmonitors power supply
at one of its power outlets, the effect on other devices is
not al ways cl ear wi thout know edge about wiring of power

lines. The sane holds for nonitoring. The power supplying
device can report that a particular socket is powered, and it
may even be able to neasure power and conclude that there is a
consuner drawi ng power at that socket, but it may not know

whi ch powered devi ce(s)receives the provided power.

In many cases it is obvious which other device is supplied by
a certain outlet, but this always requires additiona
(reliable) information about power line wiring. Wthout
knowi ng whi ch device(s) are powered via a certain outlet,
monitoring data are of limted value and the consequences of
swi tching power on or off may be hard to predict.

Even in well organi zed operations, powered devices' power
cords can be plugged into the wong socket, or wiring plans
changed wi thout updating the EnMS accordi ngly.

For reliable nonitoring and control of power supply devices,
additional information is needed to identify the device(s)
that receive power provided at a particular nonitored and
control | ed socket.

This problemalso occurs in the opposite direction. |If power
supply control or nonitoring for a certain device is needed,
then the supplying power supply device has to be identified.

To conduct Energy Managenent tasks for both power supply
devi ces and ot her powered devices, sufficiently unique
identities are needed, and know edge of their power supply
relationship is required
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Mul tipl es Devices Supplied by a Single Power Line

The second fundanmental problemis the aggregation of

moni toring and control that occurs when multiple powered
devices are supplied by a single power supply line. It is
often required for the EnMs to discover the full list of
power ed devi ces connected to a power supply line, as in Figure
3.

S +
| ener gy managenment system |
o +

AN AN AN AN
monitoring | | control nmonitoring | | contro
vV Vv vV Vv
[ S, + o +
| power | ####H###H#] powered device 1 |
| supply | # LR +-+
R +  #H#H##H| powered device 2
# . +-+
#i##H###| powered device 3 |
o +

Figure 3: Multiple Powered Devices Supplied
by Single Power Line

Wth this list, the single status value has cl ear neani ng and
is the sumof all powered devices. Control functions are
limted by the fact that supply for the concerned devices can
only be switched on or off for all of them at once.

I ndi vidual control at the supply is not possible.

If the full list of devices powered by a single supply line is
not known by the controlling power supply device, then contro
of power supply is problematic, because the consequences of
control actions can only be partially known.

Mul tiple Power Supply for a Single Powered Device
The third problemarises fromthe fact that there are devices
with multiple power supplies. Sone have this for redundancy

of power supply, sone for just maeking internal power
converters (for exanple, from AC mains power to DC interna
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power) redundant, and sone because the capacity of a single
supply line is insufficient.

| power | ####AH| power ed | ###H## power |
| supply 1 |######| device | | supply 2 |

Figure 4: Multiple Power Supply for Single Powered Device

The exanple in Figure 4 does not necessarily show a real world
scenario, but it shows the two cases to consider
o multiple power supply lines between a single power
supply
devi ce and a powered device
o different power supply devices supplying a single
power ed device
In any such case there may be a need to identify the supplying
power supply device individually for each power inlet of a
power ed devi ce

Wthout this information, nmonitoring and control of power
supply for the powered device nmay be linited.

Bi directi onal Power |nterfaces

Sone power technol ogies (nostly | ow power DC) allow power to

be delivered bi-directionally. |In the exanple, energy stored
in batteries on one device can be delivered back to a power
hub which redirects the power to another device. 1In this

situation, the interface can function as both an inlet and
outlet (at different times).

A Power Interface can nodel a power inlet or a power outlet,
dependi ng on the conditions. Information of interest Power
Interfaces include the power direction, as well as the energy
recei ved, provided, and the net result.
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Rel evance of Power Supply |ssues

In sone scenarios, the problens with power supply do not exist
or can be sufficiently solved. Wth Power over Ethernet (PoE)
[ EEE-802. 3at], there is always a one-to-one rel ationship

bet ween a Power Sourcing Equi pnent (PSE) and a Powered Device
(PD). Also, the Ethernet Iink on the |line used for powering
can be used to identify the PD and in nany cases al so the PSE

For supply of AC mains power, the three problens described
above cannot be solved in general. There is no comonly
avai |l abl e protocol or automatic nechanismfor identifying
endpoi nts of a power line.

And, AC power |ines support supplying nmultiple powered devices
with a single Iine and conmonly do.

Renot e Power Supply Contro

There are three ways for an energy nanagenent systemto change
the Power State of powered devices. First is for the EnMS to
provide policy or other useful information (like the
electricity price) to the powered device for it to use in
determning its Power State. The second is sending the
power ed devices a conmand to switch to another Power State.
The third is to utilize an upstream device (to the powered
device) that has capabilities to switch on and of f power at
its outlet.

Sone devi ces do not have capabilities for receiving conmmands
or changing their Power States by thenselves. Such Energy
bj ects may be controlled by switching on and off the power
supply for them and so have particular need for the third
met hod.

In Figure 4, the power supply can switch on and of f power at
its power outlet and thereby switch on and off power supply
for the connected powered device.

3.2. Power and Energy Measurenent
Sone devi ces include hardware to directly nmeasure their Power
and Energy consunption. However, nost comon networ ked

devi ces do not provide an interface that gives access to
Energy and Power neasurenments. Hardware instrunentation for
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this kind of neasurenents is typically not in place and addi ng
it incurs an additional cost.

Wth the increasing cost of Energy and the grow ng inmportance
of Energy Monitoring, it is expected that in future nore
devices will include instrunentation for power and energy
measurenents, but this nay take quite sone tine.

Local Estimates

One solution to this problemis for the powered device to
estimate its own Power and consunmed Energy. For nmany Energy
Managenment tasks, getting an estimate is nmuch better than not
getting any information at all. Estimates can be based on
actual neasured activity level of a device or it can just
depend on the power state (on, sleep, off, etc.).

An advantage of estinmates is that they can be realized locally
and with much | ower cost than hardware instrunentation. Loca
estimates can be dealt with in traditional ways. They don’t
need an extension of the basic scenarios above. However, the
power ed devi ce needs an energy nodel of itself to make
estimates.

Managenment System Esti nmates

Anot her approach to the lack of instrunmentation is estimation
by the EnM5. The EnMs can estimate Power based on basic

i nformati on on the powered device, such as the type of device,
or also its brand/ nodel and functional characteristics.

Energy estimates can conbine the typical power |evel by Power
State with reported data about the Power State.

If the EnM5S has a detail ed energy nodel of the device, it can
produce better estimates including the actual power state and
actual activity level of the device. Such information can be
obt ai ned by nonitoring the device with conventional neans of
per formance nonitoring

3.3. Reporting Sleep and Of States
Low power nodes pose special challenges for energy reporting
because they may preclude a device fromlistening to and

responding to network requests. Devices may still be able to
reliably track energy use in these nodes, as power |evels are
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usual ly static and internal clocks can track el apsed tine in
t hese nodes

Sone devi ces have out-of-band or proxy abilities to respond to
network requests in | ow power nodes. Ohers could use proxy
abilities in an energy managenent protocol to inprove this
reporting, particularly if the powered device sends out
notifications of power state changes.

3.4. Device and Devi ce Conponents

Wil e the typical focus of energy nanagenent is entire powered
devices, sonetinmes it is desirable to nanage individua
components of devices, such as line cards, fans, disks, etc.

This framework uses a nuch sinpler nodel for conponents than
for entire devices. The concept of Power Interfaces is not
used between a device and its contai ned conmponents. Reporting
of energy-related quantities for individual conponents is
limted to the nost inportant ones. Sinplifications for
components in this framework include

o identifying conmponents |ike devices but w thout
di stinct context information

0 reporting a containnent relationship to the containing
devi ce,

o inheriting all context information fromthe containing
devi ce,

o not nodeling power interfaces and power |ines between
the a conponent and its containing device or other
conponents,

o only reporting real power and energy val ues for
conponents,

0 supporting power state nonitoring and control for
conmponent s.

In rare cases where there is a need to nodel conponents of a
device in nore detail, conponents of a device can be nodel ed
as an individual device. Then all considerations for devices
al so apply to these conponents. The overhead of this nodel is
hi gher and it should be applied only when needed. |If used, it
is not necessarily visible whether or not a set of conponents
bel ongs to a single device, but for energy managenent purposes
this mght not be of high relevance.
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3.5. Non-Electrical Equipnent

The primary focus of this franework is for the managenent of
El ectrical Equi prent. Some Non-El ectrical Equi prent may be
connected to a conmuni cati on networks and coul d have their
energy managed if nornmalized to the electrical units for power
and energy.

Sone exanpl es of Non-El ectrical Equi prent that nmay be

connected to a comuni cation network are:

1) Acontroller for conpressed air. The controller is
electrical only for its network connection. The controller
is fueled by natural gas and produces conpressed air. The
energy transferred via conpressed air is distributed to
devices on a factory floor via a Power Interface: tools
(drills, screwdrivers, assenbly line conveyor belts). The
energy neasured is non-electrical (conpressed air).

2) Acontroller for steam The controller is electrical for its
network attachnment but it burns tallow and produces steamto
subt ended boilers. The energy is non-electrical (steam

3) Acontroller or regulator for gas. The controller is
electrical for its network attachnent but it has physica
non-el ectrical conponents for control. The energy is non-
el ectrical (BTU).

4. Energy Managenent Abstraction

Ener gy Managenent can be organi zed into areas of concern that
i ncl ude:

- Energy bject ldentification and Context - for nodeling and

pl anni ng
- Energy Mnitoring - for energy neasurenents
- Energy Control - for optimzation

- Energy Procurenent - for optinization of resources

Wil e an EnM5s may be a central point for corporate reporting,
cost, environmental inpact, and regul atory conpliance, Energy
Management in this framework excludes Energy procurenent and
the environnental inpact of energy use. As such the framework
does not i ncl ude:

- Manufacturing costs of an Energy Object in currency or

envi ronnmental units

- Enmbedded carbon or environnmental equival ences of an Energy
bj ect
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- Cost in currency or environmental inpact to dismantle or
recycle an Energy Object
- Supply chain analysis of energy sources for Energy Object
depl oynent
- Conversion of the usage or production of energy to units
expressed fromthe source of that energy (such as the
gr eenhouse gas em ssions associated with 1000kWfrom a di ese
source).

The next sections describe Energy Managenment organi zed into
the foll ow ng areas:

- Energy Object and Energy Managenent Donain
- Energy Object ldentification and Context

- Energy Object Rel ationships

- Energy Monitoring

- Energy Control

- Depl oynent Topol ogi es

4.1. Energy Object and Energy Managenent Donai n

A meter is a type of device and any device can perform
nmet eri ng.

In building managenent, a neter refers to the nmeter provided
by the utility used for billing and neasuring power to an
entire building or unit within a building. A sub-neter refers
to a custonmer or user installed nmeter that is not used by the
utility to bill but instead used to get readings from sub
portions of a building.

An Energy Managenent Donmi n can be any coll ection of devices
in a building but is recommended to map 1:1 with a netered or
sub-netered portion of the site. An Energy Object is part of
a single Energy Managenent Domai n. The Energy Managenent
Domai n MAY be configured on an Energy Object: the default
value is a zero-length string.

If all Energy hjects in the physical containnment tree (see
ENTI TY-M B) are part of the same Energy Managenent Dormai n,
then it is safe to state that the Energy (bject at the root of
that containment tree is in that Energy Managenment Domai n.

An Energy Object Child rmay inherit the donmain value froman

Energy Object Parent or the Energy Managenent Donai n nmay be
configured directly in an Energy Cbject Child.
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4.2. Power Interface

There are sonme sinmlarities between Power Interfaces and
network interfaces. A network interface can be used in

di fferent nmodes, such as sending or receiving on an attached
line. The Power Interface can be receiving or providing
power .

Most Power Interfaces never change their node, but as the node
is sinply a recognition of the current direction of
electricity flow, there is no barrier to a node change

A power interface can have capabilities for netering power and
other electric quantities at the shared power transm ssion
medi um

This capability is nodeled by an association to a power neter.

In anal ogy to MAC addresses of network interfaces, a globally
unique identifier is assigned to each Power Interface.

Physically, a Power Interface can be |ocated at an AC power
socket, an AC power cord attached to a device, an 8P8C (RJ45)
PoE socket, etc.

4.3. Energy Object ldentification and Context
Energy CObject ldentification

A Universal Unique Identifier (UU D) [RFC4122] MJIST be used to
uni quely and persistently identify an Energy Object. ldeally
the UUI D should be used to distinguish the Energy Object anong
al | Energy Managenent Domains within the EnMs

Every Energy Object SHOULD have a unique printable name within
the Energy Managenent Donmin. Possible nam ng conventions
are: textual DNS name, MAC-address of the device, interface

i fName, or a text string uniquely identifying the Energy
bject. As an exanple, in the case of |P phones, the Energy
(bj ect nane can be the device’s DNS nane.
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Context in Genera

In order to aid in reporting and in differentiation between
Energy Objects, each Energy Object optionally contains

i nformati on establishing its business, site, or organizationa
context within a deployment, i.e. the Energy Object Context.

Context: | nportance

An Energy bject can provide an inportance value in the range
of 1 to 100 to help rank a device's use or relative value to
the site. The inportance range is from1l (least inportant) to
100 (nost inportant). The default inportance value is 1.

For exanple: A typical office environnent has several types of
phones, which can be rated according to their business inpact.
A public desk phone has a | ower inportance (for exanple, 10)
than a business-critical energency phone (for exanple, 100).
As anot her exanpl e: A conpany can consider that a PC and a
phone for a custoner-service engineer is nore inportant than a
PC and a phone for |obby use.

Al t hough EnMs and adnini strators can establish their own
ranking, the following is a broad recommendation [ Cl SCO- EW:

90 to 100 Emergency response

80 to 90 Executive or business-critica
70 to 79 Ceneral or Average

60 to 69 Staff or support

40 to 59 Public or guest

1 to 39 Decorative or hospitality

Cont ext: Keywords

An Energy Object can provide a set of keywords. These
keywords are a list of tags that can be used for grouping,
sunmary reporting within or between Energy Managenent Domai ns,
and for searching. Al al phanuneric characters and synbol s
(other than a comma), such as #, (, $ !, and & are allowed.
Potential exanples are: IT, |obby, HumanResources, Accounti ng,
St oreRoom Cust oner Space, router, phone, floor2, or

Sof twareLab. There is no default value for a keyword.

Mul tiple keywords can be assigned to a device. Wite spaces
before and after the commas are excluded, as well as within a
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keyword itself. In such cases, the keywords are separated by
commas and no spaces between keywords are all owed. For
exanpl e, "HR Bl dgl, Private".

Context: Role

An Energy Object can provide a "role description" string that
i ndi cates the purpose the Energy Object serves in the EnMs.
This could be a string describing the context the device
fulfills in depl oynent.

Admi ni strators can define any naning schene for the role of a
device. As guidance a two-word role that conbines the service
the device provides along with type can be used [| PENERGY]

Exanpl e types of devices: Router, Switch, Light, Phone,
WorkStation, Server, Display, Kiosk, HVAC

Exanpl e Services by Line of Business:

Li ne of Business Servi ce
Educati on Student, Faculty, Adnministration,
Athletic
Fi nance Trader, Teller, Fulfill ment
Manuf act uri ng Assenbly, Control, Shipping
Ret ai | Adverti sing, Cashier
Support Hel pdesk, Managenent
Medi cal Patient, Administration, Billing
Role as a two-word string: "Faculty Desktop", "Teller Phone",

" Shi ppi ng HVAC', "Advertising Display", "Helpdesk Kiosk",
"Admi ni stration Switch".

4.4. Energy Object Relationships

Two Energy Objects MAY establish an Energy nbject

Rel ati onship. Wthin a relationship one Energy Object becones
an Energy hject Parent while the other becomes an Energy

oj ect Chil d.

The Power Source Rel ationship gives a view of wring topol ogy.

For exanple: a data center server receiving power fromtwo
specific Power Interfaces fromtwo different PDUs.
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Not e: A power source relationship nay or may not change as the
direction of power changes between two Energy Objects. The
relationship may remain to indicate the change of power
direction was unintended or an error condition.

The Metering Relationship gives the view of the metering

topol ogy. Standal one neters can be placed anywhere in a power
distribution tree. For exanple, utility meters nonitor and
report accumrul at ed power consunption of the entire building.
Logically, the metering topol ogy overlaps with the wiring
topol ogy, as neters are connected to the wiring topology. A
typical exanple is neters that clanp onto the existing wring

The Proxy Relationship all ows software objects to be inserted
into the wiring or netering topology to aid in nmanagenent
(rmonitoring and/or control).

In many situations, the wiring, netering, and nmanagenent
topol ogi es overlap. For exanple, a Power-over-Ethernet (PoE)
device (such as an | P phone or an access point) is attached to
a switch port. The switch port is the source of power for the
attached device, so the Energy hject Parent is the switch
port, which is a Power Interface, and the Energy Object Child
is the device attached to the switch. This Energy Object
Parent (the switch) has three Energy (bject Relations with
this Energy hject Child (the renote Energy Object): Power
Source Rel ationship, Metering Relationship, and Proxy

Rel ati onshi p.

However, the three topologies (wiring, netering, and
managenent) don’t always overlap. For exanple, when a

prot ocol gateways device for Building Managenent Systens (BMS)
control s subtended devi ces, which thensel ves recei ve Power
fromPDUs or wall sockets.

Not e: The Aggregation Relationship is slightly different
conpared to the other relationships (Power Source, Metering,
and Proxy Rel ationships) as this refers nore to a nanagenent
function.

The conmuni cati on between the parent and child for nonitoring
or collection of power data is left to the device

manuf acturer. For exanple: A parent switch nay use LLDP to
communi cate with a connected child, and a parent |ighting
controller may use BACNET to communicate with child lighting
devi ces.
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The Energy Object Child SHOULD keep track of its Energy nbject
Parent (s) along with the Energy Object Relationships type(s).
The Energy bject Parent SHOULD keep track of its Energy
bject Child(ren), along with the Energy Object Rel ationships

type(s).

Energy Object Children Discovery

There are multiple ways that the Energy Object Parent can
di scover its Energy Object Children

In case of PoE, the Energy hject Parent automatically
di scovers an Energy bject Child when the Child requests
power .

The Energy (bject Parent and Children may run the Link
Layer Discovery Protocol [LLDP], or any other discovery
protocol, such as Cisco Discovery Protocol (CDP). The
Energy Object Parent night even support the LLDP-MED M B
[LLDP- MED-M B], which returns extra information on the
Energy Object Children

The Energy (bject Parent may reside on a network
connected to a facilities gateway. A typical example is
a converged buil ding gateway, nonitoring several other
devices in the building, and serving as a proxy between
SNVP and a protocol such as BACNET.

A different protocol between the Energy Object Parent and
the Energy Object Children. Note that the conmunication
speci fications between the Energy Object Parent and
Children is out of the scope of this docunent.

However, in sonme situations, it is not possible to discover
the Energy bject Relationships, and they nust be set
manual ly. For exanple, in today’ network, an adm nistrator
must assign the connected Energy Object to a specific PDU
Power Interface, with no neans of discovery other than that
manual connecti on.

When an Energy Object Parent is a Proxy, the Energy Object
Parent SHOULD enunerate the capabilities it is providing for
the Energy Object Child. The child would express that it
wants its parent to proxy capabilities such as, energy
reporting, power state configurations, non physical wake
capabilities (such as WL)), or any conbination of
capabilities.
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Energy Object Rel ationship Conventions and Gui del i nes

Thi s Energy Managenent framewor k does not inpose nmany " MJST"
rules related to Energy hject Rel ationships. There are al ways
corner cases that could be excluded with too strict
specifications of relationships. However, this Energy
Managenent framework proposes a series of guidelines,

i ndicated with "SHOULD' and " MAY".

Aggr egati on

Aggregation relationships are intended to identify when one
device is used to accunul ate val ues from ot her devices
Typically this is for energy or power values anmong devi ces and
not for Conponents or Power Interfaces on the same device.

The intent of Aggregation relationships is to indicate when
one device is providing aggregate values for a set of other
devices when it is not obvious formthe power source or sinple
contai nment within a device.

Est abl i shing aggregation relationships within the sane device
woul d make nodeling nore conpl ex and t he aggregated val ues can
be inplied formthe use of Power Inlets, outlet and Energy

bj ect val ue son the sanme devi ce.

Additionally since an EnM5s is naturally a point of aggregation
it is not necessary to nodel aggregation for an EnM5(s).

Aggregati on SHOULD be used for power and energy. It MAY be
used for aggregation of other values fromthe information
nmodel for exanple but the rules and logical ability to
aggregated each attribute is out of scope for this docunent.

- A Device SHOULD NOT establish an Aggregation Rel ati onship
with a Conponent.

- A Device SHOULD NOT establish an Aggregation Rel ati onship
with the Power |Interfaces contained on the sane device.

- A Device SHOULD NOT establish an Aggregati on Rel ati onship
with the an EnMS

- Aggregators SHOULD | og or provide notification in the case
of errors or mssing values while perform ng aggregation

Power Source
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Power Source rel ationships are intended to identify the
connecti ons between Power Interfaces. This is anal ogous to a
Layer 2 connection in networking devices (a one hop
connecti on).

The preferred nodeling would be for Power Interfaces to
participate in Power Source Rel ationships.

It may happen that the some Energy Objects may not have the
capability to nodel Power Interfaces. Therefore, it may
happen that a Power Source Relationship is established between
two Energy Objects or two non-connected Power |nterfaces.

While strictly speaki ng Conponents and Power Interfaces on the
sane device do provide or receive energy fromeach other the
Power Source relationship is intended to show energy transfer
bet ween Devices. Therefore relationship is inplied on the same
Devi ce.

- An Energy bject SHOULD NOT establish a Power Source
Rel ati onship with a Conponent.

- A Power Source Rel ationship SHOULD be established with next
known Power Interface in the wiring topol ogy.

0 The next known Power Interface in the wiring topol ogy
woul d be the next device inplenenting the franmework. In
some cases the donain of devices under managenent nay
i ncl ude sone devices that do not inplenment the
framework As such the Power Source rel ationship can be
established with the next device in the topol ogy that
i npl ements the franework and | ogically shows the Power
Source of the device.

- Transitive Power Source relationships SHOULD NOT be
established. For exanples if an Energy Object A has a Power
Source Rel ationship "Poweredby" with the Energy Object B
and if the Energy Ohject B has a Power Source Rel ationship
"Power edby” with the Energy bhject C, then the Energy bject
A SHOULD NOT have a Power Source Rel ationship " PoweredBby"
the Energy bject C.

Metering Rel ati onship

Met ering Rel ati onships are intended to show when one Device is
measuring the power or energy at a point in a power
distribution system Since one point of a power distribution
system may cover many Devices with a conplex wiring topol ogy,
this relationship type can be seen as an arbitrary set.
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Additionally, Devices may include netering hardware for
conmponents and Power Interfaces or for the entire Device.

For exanple some PDU s nmay have the ability to neasure Power
for each Power Interface (metered by outlet). Others nmay only
be able to control power at each Power Interface but only
measure Power at the Power Inlet and a total for all Power
Interfaces (nmetered by device).

In such cases a Device SHOULD be nodel ed as an Energy Object
that meters all of its Power Qutlets and each Power CQutlet MAY
be metered by the Energy Object representing the Device.

- A Meter Relationship MAY be established with any ot her
Energy Object, Conponent, or Power I|nterface.

- Transitive Meter relationshi ps MAY be used

- When there is a series of neters for one Energy bject, the
Energy Object MAY establish a relationship with one or nore
of the meters.

Pr oxy

A Proxy relationship is intended to show when one Device is
providing the Energy Object capabilities for another Device
typically for protocol translations. Strictly speaking a a
Conponent of a Device may provide the Energy bject
capabilities for that Device (and vice versa) this
relationship is intended to nodel relationships between
Devi ces.

- A Proxy relationship SHOULD be Iimted when possible to
Energy Objects of different Devices.

Energy Objects Rel ationship Extensions

This framework for Energy Managenent, is based on four Energy
bj ects Rel ationshi ps: Aggregation Rel ationship, Metering

Rel ati onshi p, Power Source Rel ationship, and Proxy

Rel ati onshi p.

This framework is defined with possible extension of new
Energy Objects Relationships in mnd. For exanple, a Power
Distribution Unit (PDU) that allows physical entities like
outlets to be "ganged" together as a logical entity for
sinmplified managenent purposes, could be nodeled with a future
ext ensi on based on "gang rel ati onshi p", whose semantic woul d
specify the Energy Objects grouping.
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4.5, Energy Mnitoring

For the purposes of this franework energy will be limted to
el ectrical energy in watt hours. Qher forms of Energy

bj ects that use or produce non-electrical energy may be part
of an Energy Managenent Domain (See Section 3.5) but MJST
provide informati on converted to and expressed in watt hours.

An anal ogy for understandi ng power versus energy measurenents
can be made to speed and distance in autompbiles. Just as a
speedoneter indicates the rate of change of distance, a power
meter indicates the rate of transfer of energy. The odoneter
in an autonobile nmeasures the cunul ative di stance travel ed and
an energy neter indicates the accurul ate energy transferred.
So a less formal statenment of the analogy is that power neters
nmeasures "speed" while energy neters measure "distance".

Each Energy Object will have information that describes power
information, along with how that neasurenent was obtai ned or
derived (actual neasurenent, estinmated, or presuned). For
Energy Objects that can report actual power readings, an
optional energy measurement can be provided.

Optionally, an Energy Object can further describe the Power
information with Power Quality information reflecting the
el ectrical characteristics of the neasurenent.

Optionally, an Energy Object that can report actual power
readi ngs can have energy neters that provide the energy used,
produced, and net energy in kWh. These val ues are energy
meters that accunul ate the power readings. |f energy val ues
are returned then the three energy neters nust be provided
along with a description of accuracy.

Optionally, an Energy Object can provide denmand information
over tine.

Power Measur enent

A power neasurenent MJST be qualified with the units,
magni t ude, direction of power flow, and SHOULD be qualified by
what neans the neasurenment was nmade (ex: Root Mean Square

ver sus Nanepl at e) .
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In addition, the Energy Object should describe how it intends
to measure power as one of consumer, producer or neter of
usage. Gven the intent, readings can be sumrmarized or
anal yzed by an EnMs. For exanple netered usage reported by a
met er and consunption usage reported by a device connected to
that meter may naturally measure the same usage. Wth the two
measurenents identified by intent a proper summarization can
be nmade by an EnMS

Power measur enent nagni tude should conformto the | EC 61850
definition of unit nultiplier for the SI (System
International) units of measure. Measured values are
represented in Sl units obtained by BaseValue * (10 ~ Scal e).
For exanple, if current power usage of an Energy Object is 3,
it could be 3 W 3 nW 3 KW or 3 MN depending on the val ue
of the scaling factor. 3Winplies that the BaseValue is 3 and
Scale = 0, whereas 3nWinplies BaseValue = 3 and Scal eFactor =
- 3.

El ectricity is usually billed in kilowatt-hours (not
megaj oul es, the SI units). Simlarly, battery charge is often
measured as mlianperes-hour (mAh) instead of the Sl unit
coulonb. The units used in this framework are: W A, W, Ah,
V.

In addition to knowi ng the usage and magnitude, it is usefu
to know how an Energy Obj ect usage nmeasurement was obt ai ned:

Whet her the neasurenents were made at the device itself or
froma renote source

Description of the nmethod that was used to neasure the
power and whether this nethod can distinguish actual or
esti mat ed val ues.

An EnMS can use this information to account for the accuracy
and nature of the reading between different inplenentations.

The EnMS can use the Namepl ate Power for provisioning,
capacity planning and potentially billing.

6.5.2 Optional Power Attributes

G ven a power neasurement, it may be desirable to know
addi tional power attributes associated with that measurenent.
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Optional Power Quality

The i nformati on nodel should adhere to the I EC 61850 7-2
standard for describing AC neasurenents.

Optional Denand

It is well known in commercial electrical utility rates that
demand is part of the calculation for billing. The highest
peak demand neasured over a tine horizon, such as 1 nonth or 1
year, is often the basis for charges. A single w ndow of tine
of high usage can penalize the consumer with higher energy
consunption charges. However, it is relevant to nmeasure the
demand only when there are actual power neasurenments from an
Energy Object, and not when the power neasurenment is assuned
or predicted.

Optional Battery

Sone Energy Objects nay use batteries for storing energy and
for receiving power supply. These Energy bjects should
report their current power supply (battery, power line, etc.)
and the battery status for each contained battery. Battery-
specific information to be reported should include the nunber
of batteries contained in the device and per battery the state
informati on as defined in [ EMAN- REQ .

Beyond that a device containing a battery should be able to
generate al arns when the battery charge falls below a given
threshol d and when the battery needs to be repl aced.

4.6. Control

An Energy Object can be controlled by setting it to a specific
Power State. An (bject inplenments a set of Power States
consisting of at least two states, an on state and an off
state.

A Power State is an interface by which an Energy (bject can be
controlled. Each Energy Object should indicate the set of
Power States that it inplenents. WIlI known Power States /
Sets should be registered with | ANA
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When a device is set to a particular Power State, it may be
busy. The device will set the desired Power State and then
update the actual Power State when it changes. There are then
two Power State control variables: actual and requested.

There are many existing standards for and inpl enmentations of
Power States. An Energy Object can support a m xed set of
Power States defined in different standards. A basic exanple
is given by the three Power States defined in | EEE1621

[ EEE1621]: on, off, and sleep. The DMIF [ DMIF], ACPI [ACPI],
and PWG define | arger nunmbers of Power States.

The senmantics of a power state is specified by

a) the functionality provided by an Energy Object in this
state,

b) alimtation of the power that an Energy Object uses in
this state,

c) a conbination of a) and b)

The semantics of a Power State should be clearly defined.
Limtation (curtailment) of the power used by an Energy bject
in a state can be specified by

- an absol ute power val ue

- a percentage value of power relative to the energy
obj ect’ s nanepl ate power

- an indication of used power relative to another power
state - for example: by stating used power in state Ais |less
than in state B

For supporting Power State managenent it is useful to provide
statistics on Power States including the tine an Energy Object
spent in a certain Power State and/or the nunmber of tines an
Energy Object entered a power state.

Power States should be registered at 1ANA with a nane and a
number .

When requesting an Energy object to enter a Power State an
indication of its nane or its nunber can be used. Optionally
an absol ute or percentage of Namepl ate Power can be provided
to allow the Energy Ohject to transition to a nearest or

equi val ent Power State.
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EVMAN Power State Set

An EMAN Power State Set represents an attenpt for a standard
approach to nodel the different |evels of power of a device.
The EMAN Power States are an expansion of the basic Power
States as defined in [I EEEL621] that al so incorporates the
Power States defined in [ACPI] and [DMIF]. Therefore, in
addition to the non-operational states as defined in [ ACPI]
and [ DMIF] standards, several intermediate operational states
have been defi ned.

There are twel ve Power States, that expand on [| EEE1621]. The
expanded |ist of Power States are derived from[C SCO EW and
are divided into six operational states, and six non-
operational states. The |owest non-operational state is 1 and
the highest is 6. Each non-operational state corresponds to
an [ACPI] G obal and System states between G3 (hard-off) and
Gl (sleeping). Each operational state represents a
performance state, and nay be mapped to [ACPI] states PO

(maxi mum per f ormance power) through P5 (mi ni num perfornmance
and m ni mum power).

In each of the non-operational states (from nechoff(1l) to
ready(6)), the Power State preceding it is expected to have a
| owner Power value and a longer delay in returning to an
operational state:

mechoff (1) : An off state where no Energy bject
features are avail able. The Energy bject is unavailable. No
energy i s being consunmed and the power connector can be
renoved. This corresponds to ACPI state G3.

softoff(2) : Sinmilar to mechoff (1), but sone
components remai n powered or receive trace power so that the
Energy Object can be awakened fromits off state. In
softoff(2), no context is saved and the device typically
requires a conplete boot when awakened. This corresponds to
ACPlI state Q.

hi bernate(3): No Energy hject features are
avail abl e. The Energy Object may be awakened wi t hout
requiring a conplete boot, but the tinme for availability is
| onger than sleep(4). An exanple for state hibernate(3) is a
save to-di sk state where DRAM context is not nmintained.
Typically, energy consunption is zero or close to zero. This
corresponds to state GL, S4 in ACPI.
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sl eep(4) : No Energy bject features are

avai | abl e, except for out-of-band nmanagenent, such as wake-up
mechani sms. The tine for availability is |onger than
standby(5). An exanple for state sleep(4) is a save-to-RAM
state, where DRAM context is maintained. Typically, energy
consunption is close to zero. This corresponds to state Gl,
S3 in ACPI.

standby(5) : No Energy Object features are avail abl e,
except for out-of-band managenment, such as wake-up nechani sns.
This nmode is anal ogous to cold-standy. The tinme for
availability is longer than ready(6). For exanple, the
processor context is not maintained. Typically, energy
consunption is close to zero. This corresponds to state Gl,
S2 in ACPI.

r eady( 6) : No Energy bject features are
avai |l abl e, except for out-of-band managenent, such as wake-up
mechani sns. This node is anal ogous to hot-standby. The Energy
bj ect can be quickly transitioned into an operational state.
For exanple, processors are not executing, but processor
context is maintained. This corresponds to state GL, S1 in
ACPI . I owM nus(7) : Indicates some Energy Object
features may not be avail able and the Energy Object has
sel ected neasures/options to provide |ess than | om 8) usage.
This corresponds to ACPI State . This includes operationa
states owM nus(7) to full(12).

| owm 8) : Indicates some features nay not be
avai l abl e and the Energy Object has taken neasures or selected
options to providel ess than nmedi unM nus(9) usage.

medi unM nus(9): Indicates all Energy Object features
are avail able but the Energy Object has taken neasures or
sel ected options to provide | ess than nedi un(10) usage.

medi un(10) : Indicates all Energy Object features
are avail able but the Energy Object has taken neasures or
selected options to provide |less than hi ghM nus(11) usage.

hi ghM nus(11): Indicates all Energy Object features
are avail abl e and power usage is less than high(12).

hi gh(12) . Indicates all Energy Object features

are avail able and the Energy Object is consuning the highest
power .
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A conparison of Power States can be seen in the follow ng
tabl e:

| EEE1621 DMTF ACPI EMAN

Non- oper ati onal states

of f O f-Hard G3, Sb MechOF f (1)

of f Of-Soft X, S5 Sof t OF f (2)

sl eep Hi ber nate Gl, 4 Hi ber nat e( 3)
sl eep S| eep- Deep Gl, S3 Sl eep(4)

sl eep Sl eep-Light Gl, S2 St andby( 5)

sl eep Sl eep-Light Gl, Sl Ready( 6)
Operational states:

on on &, S0, P5 LowM nus(7)
on on &, S0, P4 Low( 8)

on on &, S0, P3 Medi unM nus(9)
on on @0, S0, P2 Medi un{ 10)

on on @0, S0, P1 H ghM nus(11)
on on &, S0, PO Hi gh(12)

Fi gure 5: Conparison of Power States
4.7. Energy Managenent Reference Model

The scope of this franmework is to enabl e network and network-
attached devices to be administered for Energy Managenent.
The framework recogni zes that in conpl ex depl oynents Energy
Ohj ects may conmuni cate over varying protocols. For exanple
the conmuni cati ons network nmay use I P Protocols (SNWP) but
attached Energy Object Parent nay conmuni cate to Energy Object
Chil dren over serial conmunication protocols |ike BACNET,
MODBUS etc. The likelihood of getting these different

topol ogies to convert to a single protocol is not very high
considering the rate of upgrades of facilities and energy
rel ated devices. Therefore the framework nust address the
sinmple case of a uniformIP network and a nore conpl ex ni xed
t opol ogy/ depl oynent .

In this section we will describe the topol ogies that can exi st
when describing a device, conponents and the rel ati onshi ps
anong t hem

We will then generalize those topol ogies by using an
i nformati on nodel based upon rel ationships. The nost abstract

and general rel ationship between devices is a Parent and Child
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rel ati onship. Specific types of relationships are defined and
used in concert to describe the topol ogies.

4.8 Using Device Rel ationships to Create Topol ogi es

The reference nodel s here define physical and | ogica
t opol ogi es of devices in a communi cation networKk.

The physical topol ogy defined by the nodel defines
rel ati onshi ps between devices that reflect provisioning,
transfer of energy, and aid in managenent.

Logi cal topol ogi es concern nonitoring and controlling devices
and covers netering of energy and power, reporting infornation
rel evant for energy nanagenent, and energy-related control of
devi ces.

Power Source Topol ogy

As described in Section 4, the power source(s) of a device is
i mportant for energy managenent. The Energy Managenent

ref erence nodel addresses this by a "Power Source"

Rel ati onship. This is a relationship anong devi ces providing
energy and devi ces receiving energy.

A sinple exanple is a PoE PSE, for exanple, an Ethernet

switch, providing power to a PoE PD, for exanple, a desktop
phone. Here the switch provides energy and the phone receives
energy. This relationship can be seen in the figure bel ow.

Fi gure 6: Sinple Power Source

A single power provider can act as power source of nultiple
power receivers. An exanple is a power distribution unit
(PDU) providing AC power for mnultiple swtches

R + power source +---------- +
| PDU | <---------- +--- | switch 1 |
Fom oo - + [ Fom e o - +
I
| E +
+--- | switch 2 |
| S +
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[ Fom e o - +

+--- | switch 3

Figure 7: Miltiple Power Source

This level of nodeling is sufficient if there is no need to
di stinguish in nmonitoring and control between the individua
receivers at the swtch

However, if there is a need to nonitor or control power supply
for individual receivers at the power provider, then a nore
detailed | evel of nodeling is needed.

Devi ces receive or provide energy at power interfaces
connecting themto a transmi ssion medium The Power Source
rel ati onship can be used al so between power interfaces at the
power provider side as well as at the power receiver side.
The exanpl e bel ow shows a power providing device with a power
interface (Pl) per connected receiving device.

s +o----- +  power source H---------- +
| | Pl 1| <------mmmmm--- | switch 1 |
[ Fom - + Fom e +
I I

| Feo----- + power source H+---------- +
| PDU | PI 2| <-------mmmmn-- | switch 2 |
| Fom e + Fom e +
I I

[ +o----- + power source Ht---------- +
[ | Pl 3| <------mmm--- | switch 3 |
Hommma- e + Fomm e +

Figure 8: Power Source with Power interfaces

Power interfaces nmay al so be nodel ed at the receiving device
for exanpl es for consistency.

EEEE I R + power source t+----+---------- +
| | Pl 1| <-------------- | Pl | switch 1

| - - - - - + e +
I I

| F------ + power source t----Ht---------- +
| PDU | Pl 2| <------emnomnn-- | PI | switch 2

| R e, + Fomm e m e e oo +
I I

| F------ + power source t+----+---------- +
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[ | Pl 3| <------mmmmm--- | Pl | switch 3

Figure 9: Power Interfaces at Receiving Device

Power Source rel ationships are between devices and their
interfaces. They are not transitive. |In the exanples bel ow
there is a PDU powering a switch powering a phone.

R + source H-------- + source H--------- +

Fi gure 10: Power Source Non-Transitive

Power Source Rel ationships are between the PDU and the switch
and between the switch and the phone. Transitively , there
exi sts a Power Source Rel ationship between the PDU and the
phone.

R + source H-------- + source H--------- +

Figure 11: Power Source Transitive

Met eri ng Topol ogy
Case 1: Metering between two devices

The netering topol ogy between two devices is closely rel ated
to the power source topology. It is based on the assunption
that in many cases the power provided and the power received
is the same for both peers of a power source relationship.
Then power neasured at one end can be taken as the actua
power value at the other end. Obviously, the sane applies to
energy at both ends.

We define in this case a Metering Rel ati onship between two

devi ces or power interfaces of devices that have a power
source rel ationship. Power and energy val ues neasured at one
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peer of the power source relationship are reported for the
other peer as well.

The Metering Relationship is independent of the direction of
the Power Source Rel ationship. The nore common case is that
val ues nmeasured at the power provider are reported for the
power receiver, but also the reverse case is possible with
val ues neasured at the power receiver being reported for the
power provider.

Power Power

+----- e EEEEEEEER + Source +-------- + Source +------- +
| PDU |PlI + neter| <-------- | switch | <------- | phone
H--mnn Fomm e + Metering +-------- + S RS +

~ I

I I

S +

nmet eri ng

Figure 12: Direct and One Hop Metering
Case 2: Metering at a point in power distribution

A Sub-neter in a power distribution systemcan logically
measure the power or energy for all devices downstream from
the meter in the power distribution system As such, a Power
metering relationship can be seen as a rel ationship between a
meter and all of the devices downstream fromthe neter.

We define in this case a Power Metering rel ationship between a
nmet eri ng device and devi ces downstream fromthe neter.

In cases where the Power Source topol ogy cannot be discovered
or derived fromthe information available in the Energy
Managenment Donmin, the Metering Topol ogy can be used to relate
the upstream neter to the downstream devices in the absence of
speci fic power source rel ationships.

A Metering Rel ationship can occur between devices that are not
directly connected as shown by the figure 13.

e e e o +

[ Device 1 [

o e oo +

I PI I

T +
I

e e e o +
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[ Met er [
o e oo +
Fom e - + Fom e - + Fom e e e e - - +
| Device A | | Device B | | Device C |
[ SR + [ SR + R +

Fi gure 14: Conpl ex Metering Topol ogy

An anal ogy to conmuni cati on networks woul d be nodeling
connecti ons between servers (neters) and clients (devices)
when the conpl ete Layer 2 topol ogy between the servers and
clients is not known.

Proxy Topol ogy

Sone devi ces may provide energy nanagenent capabilities on
behal f of other devices. For exanple, a controller may

| ogi cally nodel power interfaces but the physical topology nmay

require that the controller comunicate to another device
usi ng a buil di ng managenent protocol. These proxied devices
that are represented as power interfaces nmay be directly
connected or nmay be controlled over a comruni cati on network
with no direct connection.

The proxied device may or may not be | P connected. Wen it is
| P connected the communi cati on may be via SNVP or any ot her
pr ot ocol

While the EnMS nmay | ook at the logical representation of the
controller as a device with power interfaces, it may require
to report the physical topology and relationship to the

subt ended devices. To nodel this we define a proxy
relationship to provide this visibility.

Fommmaaa S +
| | PI 1|
| R e, +
I I

| ST, +
[ PDU | PI 2

| e +
I I

| R e, +
| | PI 3|
B [ +
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Foeo - + pr oxy I +
| | <----m---- | PI 1 Physical |
| + R L. +
I I

| + pr oxy R I ST, +
| PDU |<--------- | PI 2 Physical

[ + B S I +
I I

| + pr oxy B I +
| | <----mmn-- | PI 3 Physical |
Fomm - - + S +

Figure 15: Proxy Relationship Virtual and Physica
Aggr egati on Topol ogy

Some devices can act as aggregation points for other devices.
For exanple, a PDU controller device may contain the sunmation
of power and energy readi ngs for nmany PDU devices. The PDU
controller will have aggregate val ues for power and energy for
a group of PDU devi ces.

This aggregation is independent of the physical power or
communi cati on topol ogy.

An Aggregation Relationship is an Energy Object Rel ationship
where one Energy bject (called the Aggregate Energy Object)
aggregates the Energy Managenent information of one or nore
other Energy bjects. These Energy hjects are referred to as
havi ng an Aggregation Rel ationship.

The functions that the aggregation point nmay performinclude
the cal cul ation of values such as average, count, maxinmm
medi an, mininum or the listing (collection) of the
aggregation val ues, etc.

Based on the experience gained on aggregations at the | ETF
[draft-ietf-ipfix-a9n-08], the aggregation function in the
EMAN franework is limted to the summtion

Whi | e any power or energy values nonitored from a device/ power
interface can be seen as a summation for all devices
downstream fromthe nonitoring device, the aggregation
relationship is used SHOULD BE instantiated to represent a
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sunmmati on when it is not obvious fromthe powering topol ogy or
a device to conponent containnent.

The Aggregation Rel ationship is then specified between the
Energy Obj ect device containing aggregate val ues and each of
the ot her Energy bject devices for which the aggregation is
reported. If it does not exist, a new Aggregate Energy hject
specific for the Aggregation Rel ationship MJST be created.

EDI TORs NOTE: add an outl et gang exanpl e and expand bel ow.

A nmethod to report on collections and sunmations of data is
to create special pseudo-devices. These could be tagged

in the MB as not being a real device, but this may not be
needed. Thi sA pseudo-devi ce woul d have no power Pls Power
Interfaces, as to make clear that it does not interact with
the real power world. It contains conponents which are
actually entities fromreal devices and can be any

conbi nation of devices, Pls, and real conponents. Most
commonl y, a pseudo-device would contain a consistent set of
entities -

- a set of devices, a set of Pls, or a set of
components. The power/energy val ues for the entire pseudo-
device woul d be the sum of the conponents, as on a nornal
device. This provides an easy way to access the sum as
well as full documentation of what the conponents of that
sumare. This method is conpletely flexible and adds no
complexity to the EMAN framework or M Bs. |nplenentation of
this mechani smwoul d be conpletely optional for EMAN
devices; likely nost would not.

When aggregation occurs across a set of entities, values to be
aggregated may be missing for sone entities. The EMAN
framewor k does not specify how these should be treated, as
different inplenmentations nmay have good reason to take

di fferent approaches. One compn treatnent is to define the
aggregation as mssing if any of the constituent elenments are
nm ssing (useful to be nobst precise). Another is to treat the

m ssing value as zero (useful to have continuous data
streans).

The specifications of this aggregation function are out of

scope of the EMAN framework, but mnust be clearly specified by
t he equi pnent vendor.
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EDI TOR S NOTE: 4 sol utions discussed on Decenber 12th
- pseudo device. Aggregate Energy Object
- A semantic field (ex: summation): extra index in every
measur enent M B tabl e.
- Miltiply the variables => doesn’t work
- Renove aggregation

PREFERRED: take the proposal from Bruce (below) and let’'s
call pseud-device differently. Exanple Aggregate Energy
bj ect

4.9 Generalized Rel ationship Mdel

As di splayed in Figure 15, the nost basic energy nanagenent
reference nodel is conposed of an EnMS that obtains Energy
Management information from Energy bjects. The Energy hject
(EOQ returns information for Energy Managenment directly to the
EnMs.

The protocol of choice for Energy Managenent is SNWMP, as three
M Bs are specified for Energy Managenent: the energy object
context M B [ EMAN- OBJECT-M B], the energy nmonitoring MB

[ EMAN- MON-M B], and the battery M B [ EMAN- BATTERY- M B] .
However, the EMAN requirenment docunent [ EMAN- REQ al so
requires support for a push nodel distribution of time series
val ues. The follow ng diagrans nention |PFl X [ RFC5101] as one
possi bl e solution for inplenenting a push node transfer,
however this is for illustration purposes only. The EMAN
standard does not require the use of |PFI X and acknow edges
that other alternative solutions nmay al so be acceptabl e.

B T +
EnNVS - -
+--- - - [ + n n
| |
(. |S |!I
B + Fommmmme oo + IN | P
I I M | F
I I [P !
S + [ SR [ SR + | X
| EO 1| ... | EO N| Vv [
Fmm e eme e eeea s + Fmm e eme e eeea s + - -
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Fi gure 15: Sinple Energy Managenent

As displayed in the Figure 16, a nore conpl ex energy reference
nmodel includes Energy Managed Cbject Parents and Chil dren.

The Energy Managed Obj ect Parent returns information for
thensel ves as well as information according to the Energy
Managed Obj ect Rel ationshi ps.

e e e o +
EnMS - -
oo o - oo + A A
|| I I
(. [S |!I
B RS +  --m----- + |N |P
| | M |F
| | 1P
. + e Fomm e eaaan + | X
| EO I | EO | v |
| Parent 1 [ | Parent N | - -
s + s +
[ 1]
One or [ 1]
Mul tiple [T (%)
Ener gy [l
bj ect 1]
Rel ati onship(s): |||
- Aggregation [ 1] R +
- Metering [1]------ | EO Child 1
- Power Source | e +
- Proxy |
| o e e e emeeeeaeaaaaa +
[]------- | EO Child 2
| e +
I
I
[----n---
I
I
| e +
[-------- | EOChild M
o e e e +
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Fi gure 16: Conpl ex Energy Managenent Model

Whil e both the sinple and conpl ex Energy Managenent nodel s
contain an EnM5, this framework doesn’t inpose any
requirenents regarding a topology with a centralized EnM5(s)
or one with distributed Energy Managenent via the Energy

bj ects within the depl oynent.

Gven the pattern in Figure 16, the conplex rel ationships
bet ween Energy Objects can be nodeled (refer also to section
5.3):

- A PoE device nodel ed as an Energy (hject Parent with
the Power Source, Metering, and Proxy Rel ationships for
one or nore Energy Object Children

- A PDU nodel ed as an Energy Object Parent with the Power
Source and Metering Rel ationships for the plugged in
El ectrical Equi pnent (the Energy Object Children)

- Bui l di ng managenent gateway, used as proxy for non IP
protocols, is nodeled as an Energy Object Parent with
the Proxy Rel ationship, and potentially the Aggregation
Rel ati onship to the managed El ectrical Equi pnent

- Etc.

(*) If there is any comuni cation between the Energy Object
Parent and Energy Object Children, it can be via EMAN and SNWP
(or IPFIX) but may be any other protocol |P or otherw se.

In the [ EMAN- OBJECT-M B], each Energy Object is nmanaged with
an uni que val ue of the entPhysicallndex index fromthe ENTITY-
M B [ RFC4133]

The ENTITY-M B [ RFC4133] specifies the notion of physica
contai nment tree, as:
"Each physi cal conponent nay be nodel ed as 'contai ned
wi thin
anot her physical conponent. A "containnment-tree" is the
conceptual sequence of entPhysical | ndex val ues that uniquely
specifies the exact physical |ocation of a physica
conmponent within the managed system It is generated by
"following and recordi ng’ each 'ent Physi cal Cont ai nedl n
instance 'up the tree towards the root’, until a value of
zero indicating no further containment is found."
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A Energy bject Conponent is a special Energy Ohject that is a
physi cal conponent as specified by the ENTITY-M B physica
contai nment tree

5. Energy Managenent |nformation Mdel

The follow ng basic UML represents an informati on nodel
expression of the concepts in this franework. This

i nformati on nodel, provided as a reference for inplenenters
is represented as a MB in the different related | ETF Energy
Moni tori ng docunents. However, other progranm ng structure
with different data nodels could be used as well.

Notation is a shorthand UML with | owercase types consi dered
platformor atomic types (i.e. int, string, collection).

Upper case types denote classes described further. Collections
and cardinality are expressed via qualifier notation
Attributes |labeled static are considered class variables and
global to the class. Arrows indicate inheritance. Algorithns
for class variable initialization, constructors or destructors
are not shown. Attrbutes and structures are considered
readabl e and witeable prefixed by a dash (-) which indicates
readonly.
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Energy Object Information
-index : int
nane : string
-energy object ldentifier UuUl D
domain nane : string
alternate Key : string

EO Cont ext | nformation
role : string
keywor ds[ 0. . n]

i mportance : int

I

string |

I

category : enum |

-index : int
relation ID: UU D
rel ati onship type: enum

-index : int
proxy ID: UUD
proxy abilities : enum
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EO AND MEASUREMENTS

| -naneplate : Measurenent [
| current : enum{ AC, DC} |
| origin: enum{ self, renote } [
| battery[0..n]: Battery |
| measurenents[0..n]: Measurenent |
| status: |

| Measurenent instantaneousUsage() |
| DermandMeasur enent historical Usage() [

| rmultiplier : enum {-24..24} |
| caliber : enum{ actual, estinated, |
| trusted, assuned...} |
| accuracy : enum{ 0..10000} [
| time : timestanp |

[ - Power Measur enent [

I
|
I
I
[ | value : long [
| | units : "watts"” |
| | rate : enum {0, mllisecond, seconds, |
| | m nut es, hours, ...} |
[ | quality : PowerQuality [
| S +
I
I
s B +

collection start tine : tine
units : enum

consunmed : |ong

produced : |ong
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| net : long [
| max consunmed : |ong |
| max produced : |ong |
oo e et e e e e e e e e e e e e e e e e e eee— oo - +
o +
[ -Time [

| startTime : tinestanp |
| usage : Measurenent |
| maxUsage : Measurenent |

| val ue : 1 ong
|units : enum{ seconds, niliseconds..} |

|interval Length : Timelnterval

| i nterval Nunbers: 1| ong

| interval Mode : enum { period, sliding,
|[total }

| sanpl eRate : Ti nel nterval
| status : enum{active, inactive }

I
I
I
|
| i nterval Wndow : Tinel nterval [
I
I
| measurenents : Ti nedMeasurenent|] |
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ATTRI BUTES
o m e e e e e +
| - Power Attri butes |
R EREREEEEEED |
| |
o e m e e e e e e e e e e e e e e e e e ao oo +
N
I
I
s Fom e e e e e e e e oo +
| -ACQual ity |
| oo |
| acConfiguration : enum {SNGE., DEL, WE}
| avgVoltage : long |
| avgCurrent : long |
| frequency : long |
| unitMultiplier : int |
| accuracy : int [
| total Acti vePower : 1ong |
| total ReactivePower : |ong [
| total Apparent Power : | ong |
| total PowerFactor : |ong |
Fomm e o o m e e e e e e e e e e +
| 1
I
I
I
| T T Ry +
| | - ACPhase |
I R R I
Fom - + phasel ndex : |ong [
| avgCurrent : |ong |
| activePower : |ong |
| reactivePower : |ong |
| apparent Power : | ong |
| powerFactor : |ong [
o o e e oo +
AN AN
I I
I I
| |
I I
R P +-- -+ |
| - Del Phase | |
[ --mmmmmmm e I I
| phaseToNext PhaseVol tage : |ong | |
|

| t hdVol tage : | ong |
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|thdCurrent : |ong [ [
e + |
I

T Fommemeeeas +

| - WEPhase |

| phaseToNeutral Voltage : long |
| thdCurrent : 1ong |
| thdVol tage : | ong |

EO & STATES

| -currentLevel : int [
| configuredLevel : int |
| -configuredTinme : timestanp |
| reason: string |
| powerStateSeries[0..n] : array of State [
| adminState : enum |
| operState : enum |

| nane : string [
| cardinality : int [
| maxUsage : Measurenent |
| total Time : tine |
| enterCount : int [

Figure 17: Informati on Model UML Representation
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6. Exanpl e Topol ogi es

In this section we will give exanples of how to use the Energy
Management framework. In each exanple we will show how it can
be applied when Devices have the capability to nodel Power
Interfaces. W will also showin each exanpl e how t he
framework can be applied when devi ces cannot support Power
Interfaces but only nonitor information or control the Device
as a whole. For instance a PDU may only be able to neasure
power and energy for the entire unit without the ability to

di stinguish anong the inlets or outlet.

Toget her these exanpl es show how the franework can be adapted
for Devices with different capabilities (typically hardware)
for Energy Managenent.

G ven for all Exanples:

Device W A conputer with one power supply. Power interface 1
is an inlets for Device W

Device X: A computer with two power supplies. Power interface
1 and power interface 2 are both inlets for Device X

Device Y: A PDUwth nultiple Power Interfaces nunbered 0.. 10,
Power interface O is an inlet and power interface 1..10 are
outl ets.

Device Z2 A PDUwth nultiple Power Interfaces nunmbered O.. 10,

Power interface O is an inlet and power interface 1..10 are
outl ets.

6.1 Exanple I: Sinple Device with one Source
Topol ogy:
Device Winlet 1 is plugged into Device Y outlet 8.

Wth Power Interfaces:

Devi ce Whas an Energy Object representing the conputer
itself as well as one Power Interface defined as an inlet.

Device Y woul d have an Energy (bject representing the PDU

itself (the Device) with a Power Interface 0 defined as an
inlet and Power Interfaces 1..10 defined as outlets.
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The interfaces of the devices would have a Power Source
Rel ati onshi p such that:
Device Winlet 1 is powered by Device Y outlet 8

Wt hout Power |nterfaces:

In this case Device Whas an Energy Object representing the
computer. Device Y would have an Energy Object representing
t he PDU.

The devi ces woul d have a Power Source Rel ationship such
t hat :
Device Wis powered by Device Y.

6.2 Exanple Il: Miltiple Inlets

Topol ogy:
Device Xinlet 1 is plugged into Device Y outlet 8.
Device X inlet 2 is plugged into Device Y outlet 9.

Wth Power Interfaces:

Devi ce X has an Energy Object representing the conputer
itself. It contains two Power Interface defined as inlets.

Device Y woul d have an Energy (bject representing the PDU
itself (the Device) with a Power Interface O defined as an
inlet and Power Interface 1..10 defined as outlets.

The interfaces of the devices would have a Power Source
Rel ati onshi p such that:

Device Xinlet 1 is powered by Device Y outlet 8

Device Xinlet 2 is powered by Device Y outlet 9

Wt hout Power Interfaces:
In this case Device X has an Energy bject representing the
computer. Device Y would have an Energy Object representing
t he PDU.
The devi ces woul d have a Power Source Rel ationship such

t hat :
Device X is powered by Device Y
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6.3 Exanple I1l: Miltiple Sources

7

Topol ogy:

Device Xinlet 1 is plugged into Device Y outlet 8.
Device Xinlet 2 is plugged into Device Z outlet 9

Wth Power Interfaces:

Devi ce X has an Energy Object representing the conputer
itself. It contains two Power Interface defined as inlets.

Device Y woul d have an Energy (bject representing the PDU
itself (the Device) with a Power Interface O defined as an
inlet and Power Interface 1..10 defined as outlets.

Devi ce Z woul d have an Energy (bject representing the PDU
itself (the Device) with a Power Interface O defined as an
inlet and Power Interface 1..10 defined as outlets.

The interfaces of the devices would have a Power Source
Rel ati onshi p such that:

Device Xinlet 1 is powered by Device Y outlet 8

Device Xinlet 2 is powered by Device Z outlet 9

Wt hout Power Interfaces:

In this case Device X has an Energy Object representing the
computer. Device Y and Z would both have respective Energy
(hj ects representing each entire PDU

The devi ces woul d have a Power Source Rel ationship such

t hat :
Device X is powered by Device Y and powered by Device Z

Rel ationship with O her Standards

Thi s power nmanagenent framework shoul d, as nmuch as possible,
reuse existing standards efforts, especially with respect to
i nformati on nodeling and data nodel i ng [ RFC3444].
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The data nodel for power and energy rel ated objects is based
on | EC 61850.

Speci fic exanpl es i ncl ude:

The scaling factor, which represents Energy Object usage
magni t ude, conforns to the | EC 61850 definition of unit
multiplier for the SI (SystemlInternational) units of neasure.

The el ectrical characteristic is based on the ANSI and | EC

St andards, which require that we use an accuracy cl ass for
power neasurenment. ANSI and | EC define the foll owi ng accuracy
cl asses for power mneasurenent:

| EC 62053-22 60044-1 class 0.1, 0.2, 0.5, 1 3.

ANS| Cl12.20 class 0.2, 0.5

The electrical characteristics and quality adheres closely to
the I EC 61850 7-2 standard for describi ng AC neasurenents.

The power state definitions are based on the DMIF Power State
Profile and ACPI nodels, with operational state extensions.

8. Security Considerations
Regarding the data attributes specified here, some or all may
be considered sensitive or vulnerable in sone network
environnments. Reading or writing these attributes without
proper protection such as encryption or access authorization
may have negative effects on the network capabilities.

Security Considerations for SNW
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Readabl e objects in a MB nodules (i.e., objects with a MAX-
ACCESS ot her than not-accessible) may be considered sensitive
or vulnerable in some network environments. It is thus
i mportant to control GET and/or NOTIFY access to these objects
and possibly to encrypt the values of these objects when
sendi ng them over the network via SNWP

The support for SET operations in a non-secure environment
wi t hout proper protection can have a negative effect on
networ k operations. For exanple:

Unaut hori zed changes to the Energy Managenent Donain or
busi ness context of an Energy Cbject may result in
m sreporting or interruption of power.

Unaut hori zed changes to a power state nmay disrupt the power
settings of the different Energy Objects, and therefore the
state of functionality of the respective Energy bjects.

Unaut hori zed changes to the demand hi story may di srupt proper
accounting of energy usage.

Wth respect to data transport SNMP versions prior to SNWPv3
did not include adequate security. Even if the network itself
is secure (for exanple, by using IPsec), there is still no
secure control over who on the secure network is allowed to
access and GET/ SET (read/change/ create/del ete) the objects in
these M B nodul es.

It is recomended that inplenmenters consider the security
features as provided by the SNMPv3 framework (see [ RFC3410],
section 8), including full support for the SNWPv3

crypt ographi ¢ nechani sns (for authentication and privacy).

Furt her, deploynent of SNWP versions prior to SNMPv3 is not
recommended. Instead, it is recommended to deploy SNWPv3 and
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10.

11.

to enabl e cryptographic security. It is then a
custoner/operator responsibility to ensure that the SNW
entity giving access to an instance of these MB nodules is
properly configured to give access to the objects only to
those principals (users) that have legitimate rights to GET or
SET (change/create/del ete) them

| ANA Consi der ations

Initial values for the Power State Sets, together with the
consi derations for assigning them are defined in [ EMAN- MON-
M B] .
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