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Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as descri bed
in Section 4.e of the Trust Legal Provisions and are provided
wi thout warranty as described in the Sinplified BSD License.

Abstract

Thi s docunent defines a subset of a Managenent |nfornation Base
(M B) for energy managenent of devices. The nodul e addresses
device identification, context information, and the

rel ati onshi ps between reporting devices, renote devices, and
nmoni t ori ng devi ces.

Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOVWENDED', " NOT

RECOMVENDED', "MAY", and "OPTIONAL" in this docunment are to
be interpreted as described in RFC 2119 [ RFC2119].
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1. Introduction

The EMAN standards provide a specification for Energy
Managenment. This docunent defines a subset of a Managenent
Informati on Base (M B) for use with network nanagement protocols
for Energy nonitoring of network devices and devices attached to
the network and possibly extending to devices in the industrial
automation setting with a network interface.

The focus of the M B nodul e specified in this docunent is on the
identification of Energy Objects and reporting the context and
rel ati onshi ps of Energy Objects as defined in [ EMAN- FMAK]. The
nmodul e addresses Energy (bject ldentification, Energy Object

Cont ext, and Energy (bject Rel ationships.

1.1. Energy Managenent Docunment Overview

Thi s docunent specifies the ENERGY- OBJECT- CONTEXT- M B nodul e.
This docunment is based on the Energy Management Framework [ EMAN-
FMAK] and neets the requirenents on identification of Energy
bjects and their context and rel ationships as specified in the
Ener gy Managenent requirenents [ EMAN- REQ .

A second M B nodul e required by the [ EMAN- FMAK], the Power and
Energy Monitoring M B [ EMAN-MON-M B], nonitors the Energy

bj ects for Power States, for the Power and Energy consunption.
Power State nmonitoring includes: retrieving Power States, Power
State properties, current Power State, Power State transitions,
and Power State statistics. In addition, this MB nodul e

provi des the Power Characteristics properties of the Power and
Energy, along with optional characteristics.

The applicability statenment docunent [ EMAN-AS] provides the |ist
of use cases, and describes the commpn aspects of between

exi sting Energy standards and the EMAN standard, and shows how
the EMAN framework relates to other frameworks.
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2.

The | nternet-Standard Managenent Franmewor k

For a detailed overview of the docunents that describe the
current Internet-Standard Managenent Franework, please refer to
section 7 of RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store,
terned the Managenent |nfornation Base or MB. M B objects are
general |y accessed through the Sinple Network Managenent
Protocol (SNWP). bjects in the MB are defined using the
mechani sms defined in the Structure of Managenent |nformation
(SM). This neno specifies MB nodules that are conpliant with
SMv2, which is described in STD 58, RFC 2578 [ RFC2578], STD 58,
RFC 2579 [ RFC2579] and STD 58, RFC 2580 [ RFC2580].

Requi rements and Use Cases

Firstly, toillustrate the inportance of energy nonitoring in
net wor ks and secondly to list sonme of the inportant areas to be
addressed by the energy managenent Franework, several use cases
and network scenarios are presented in the EMAN applicability
statenment docunent [EMAN-AS]. In addition, for each scenari o,
the target devices for energy managenent, and how t hose devices
powered and netered are al so presented. To address the network
scenari os, requirenents for power and energy nonitoring for

net wor ki ng devices are specified in [EMAN-REQ . Based on the
requi renents [ EMAN- REQ, the [EMAN-FMAK] presents an solution
appr oach.

Accordingly, the scope of the MB nodule in this docunent is in

accordance to the requirements specified in [ EMAN-REQ and
[ EMAN- FMAK] .

Ter m nol ogy

Pl ease refer to [ EMAN-FMAK] for the definitions of the follow ng
term nol ogy used in this draft.

Devi ce

Component
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Ener gy Managenent

Ener gy Managenent System ( EnMbB)
| SO Ener gy Managenent System
Ener gy

Power

Dermand

Power Characteristics

El ectri cal Equi pnent

Non- El ectri cal Equi prrent ( Mechani cal Equi pnent)
Ener gy Obj ect

El ectri cal Energy Object

Non- El ectrical Energy hject
Energy Monitoring

Energy Control

Provi de Energy:

Recei ve Energy:

Power | nterface

Power | nl et

Power CQutl et

Ener gy Managenent Donain
Energy Object ldentification
Energy Obj ect Cont ext

Energy Object Relationship

Aggregation Rel ati onship
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Met ering Rel ationship

Power Source Rel ationship
Proxy Rel ati onship
Energy Obj ect Parent
Energy Object Child
Power State
Power State Set

Nanepl at e Power

5. Architecture Concepts Applied to the MB Mdul e

This section describes the basic concepts specified in the
Ener gy Managenent Architecture [ EMAN-FMAK], with specific
information related to the MB nodul e specified in this
docunent .

The Energy (bject Context M B nodul e defined in this docunent
defines M B objects for identification of Energy hjects, and
reporting context and relationship of an Energy bject. The
managed objects are contained in two tables eoTabl e and

eoPr oxyTabl e.

The first table eoTable focuses on the link to the other MB
nodul es, context of the Energy Object. The second table

eoRel ati onTabl e specifies the rel ati onshi ps bet ween Energy
bjects. This is a sinplified representation of relationship
bet ween Energy Objects. The third tabl e eoProxyTabl e descri bes
the proxy capabilities of a Energy Object Parent for a specific
| ocal Energy nject Child.

+- eoTabl e(2)

I
+- eoEntry(1) [entPhysicallndex]
I

| +-- r-n PethPsePort| ndexOrZero eoEt hPort I ndex( 1)

| +-- r-n PethPsePort Groupl ndexOrZero eoEthPort G pl ndex(2)
| +-- r-n LI dpPortNunber O Zero eolLl dpPor t Nunber ( 3)

| +-- rwn MacAddress eoMgnt MacAddr ess( 4)
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| +-- r-n

|  +-- r-n

|  +-- rwn

|  +-- rwn

|  +-- rwn

|  +-- rwn

| +-- r-n

|  +-- rwn

I

| +- eoRe

I I

I +-

I I

I I

I I

I I
+- eoPr

-+

The foll owi ng
M B objects i
that describe
Ener gy Obj ect
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eoMgnt Addr essType eoMgnt Addr essType(5)
| net Addr ess eoMgnt Addr ess( 6)
SnipAdmi nStri ng eoMgnt DNSName( 7)
SnipAdmi nSt ri ng eoDomai nNane( 8)
SnpAdmi nStri ng eoRol eDescri ption(9)
Ener gyhj ect Keywor dLi st eoKeywor ds(10)

I nt eger 32 eol nportance(11)

| NTEGER eoPower Cat egory(12)
SnipAdmi nStri ng eoAl t er nat eKey( 13)

| ati onTabl e

eoRel ati onEntry [ent Physi cal | ndex, eoRel ati onl ndex]

+-- --n | NTEGER eoRel ati onl ndex(1)
+-- --n CctetString eoRel ati onl D( 2)
+-- rwn BITS eoRel ati onshi p(3)
oxyTabl e(3)

eoProxyEntry (1)[entPhysical | ndex , eoProxyl ndex ]

+-- --n | NTEGER eoPr oxyl ndex(1)
+-- --n CctetString eoPr oxyl D( 2)
+- r-n BITS eoProxyAbilities(3)

UML diagramillustrates the relationship of the
n the eoTabl e, eoRel ationTabl e and eoProxyTabl e
the identity, context and relationship of an

Fo e e e e e e eam o +
| EO Context Information |
| e |
| eoRol eDescription |
| eoKeywords |
| eolmportance |
| eoPower Cat egory |
o e e e e e e e e e +
I
I
%
Fom e m e e e e e e e e e e e e am o +
|-> | EO Ildentification |
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ent Physl ndex (*)
ent Physi cal Nane (*)
ent Physi cal UUI D (*)

eoEt hPort I ndex (**)
eoEt hPort Gr pl ndex (**)
eolLl dpPort Nunber (***)
eoAl t er nat eKey

eoDomai nName

eoMgnt MacAddr ess (optional)
eoMgnt Addr ess (optional)
eoMgnt Addr essType (optional)
eoMgnt DNSNanme (opti onal)

o e e e e e e e oo +
| EO Rel ationship |
| oo |
| eoRel ationl ndex [
| eoRelationlD |
| eoRelationship |
o e e e e e e e oo +
T T T +
| EO Proxy Rel ationship |
| o |
| eoProxyl ndex [
| eoProxyl D |
| eoProxyAbilities |
T +
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Cct ober 2012

Conpl i ance From the ENTITY M B [ EMAN- ENTI TY]

Link with the Power over

Et hernet M B [ RFC3621]

Link with LLDP M Bs [LLDP-M B] [LLDP-MED-M BJ
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Figure 1:. MB njects G ouping

As displayed in figure 1, the MB objects can be classified in
di fferent |ogical grouping of MB objects.

1) The Energy hject ldentification. See Section 5.1 "Energy
bj ect ldentification". Devices and their sub-conponents are
characterized by the power-related attributes of a physical
entity present in the ENTITY M B [ EMAN- ENTI TY] .

2) The Context Information. See Section 5.2 "Energy bject
Cont ext"

3) The links to other MB nodul es. See Section 5.3 "Links to
ot her Identifiers"”

4) The Energy Object Child Rel ationships specific information.
See Section 5.4 "Child: Energy Objects Relationship."

5) The Energy Object Parent Rel ationships specific information.
See Section 5.5 "Parent: Energy Objects Relationship.”

6) The Energy Object ldentity Persistence. See Section 5.6
"Energy Object ldentity Persistence"

5.1 Energy Object ldentification

Refer to the "Energy Object Information" section in [ EMAN- FMAK]
for background informati on about Energy Objects.

Every Energy Object MJIST inplenment the unique index,

ent Physi cal | ndex, ent Physi cal Name and ent Physical UUID fromthe
ENTITY M B [ EMAN- ENTI TY] . Mbdul e Conpliance of ENTITY-MB with
respect to entity4CRConpliance should be supported which require
a linmted nunber of objects supported (entPhysical d ass,

ent Physi cal Name, ent Physical UUI D). ent Physical Index is used as
index for the primary Energy Ooject information in the ENERGY-
OBJECT- CONTEXT- M B nodul e.

Every Energy Object MJST have a printable nane assigned to it.
Energy Objects MJIST inplenent the entPhysical Nane obj ect
specified in the ENTITY-M B, which nust contain the Energy

bj ect nane.

For the ENERGY- OBJECT- CONTEXT-M B conpl i ance, every Energy

bj ect instance MJUST inplenent the entPhysicalUUD fromthe
ENTITY M B [ EMAN-ENTITY ].
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As displayed in [ RFC4122], the following is an exanple of the
string representation of a UU D as a URN. urn:uuid: f81d4f ae-
7dec-11d0- a765- 00a0c91e6bf 6.

For exanple, to understand the rel ati onship between Energy
bj ect Conponents and Energy Objects, the ENTITY-M B physi cal
contai nment tree [ EMAN-ENTITY ] MJST be inpl enent ed.
A second exanple deals with one of the ENTITY-M B extensions: if
the Energy Object tenperature is required, the nmanaged objects
fromthe ENTITY-SENSOR-M B [ RFC3433] shoul d be support ed.

When an Energy (bject Parent acts as a Power Aggregator or a
Power Proxy, the Energy Object Parent and its Energy bject

Chil d/ Chil dren MUST be nenbers of the same Energy Managenent
Domai n, specified by the eoDonmai nName M B (bj ect .

Each Energy bject MJST belong to a single Energy Managenent
Domain or in other words, an Energy Object cannot belong to nore
than one Energy Managenent Donain. Refer to the "Energy
Managenment Donai n" section in [ EMAN-FMAK] for background

i nfformati on. The eoDomai nNane, which is an el enment of the
eoTable, is a read-wite MB object. The Energy Managenent
Domain should map 1-1 with a netered or sub-netered portion of
the network. The Energy Managenent Donai n MUST be configured on
the Energy Object Parent. The Energy Object Children MAY inherit
the sone of the domain paraneters (possibly domai n nane, sone of
the context information such as role or keywords, inportance)
fromthe Energy Object Parent or the Energy Managenent Domai n
MAY be configured directly in an Energy oject Child.

5.2 Energy Obj ect Context

Refer to the "Energy Object Context" section in [ EMAN-FMAK] for
background i nformati on.

An Energy bject mnmust provide a value for eolnportance in the
range of 1..100 to help differentiate the use or relative val ue
of the device. The inportance range is from1 (least inportant)
to 100 (nost inportant). The default inportance value is 1.

An Energy Object can provide a set of eoKeywords. These keywords

are a list of tags that can be used for grouping and sumary
reporting within or between Energy Managenent Domai ns.
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An Energy Object can be classified based on the physical
properties of the Energy Object. That Energy Object can be
classified as consum ng power or supplying power to other
devices or that Energy bject can performboth of those
functions and finally, an Energy Object can be a passive neter.

Additionally, an Energy Object can provide an eoRol eDescri ption
string that indicates the purpose the Energy Cbject serves in
t he network.

5.3 Links to Other ldentifiers

Whil e the entPhysicallndex is the primary index for all MB

obj ects in the ENERGY- OBJECT- CONTEXT-M B nodul e, the Energy
Management Systens (EnMS) nust be able to nake the link with the
identifier(s) in other supported M B nodul es.

If the Energy Ohject is a PoE port, and if the Power over

Et hernet M B [ RFC3621] is supported by the Energy Object SNW
agent, then the Energy hject eoethPortlndex and

eoet hPort G pl ndex MUST contain the val ues of pethPsePort| ndex
and pet hPsePort G oupl ndex [ RFC3621].

The Energy Object eoll dpPort Nunber MJST contain the
| I dpLocPort Num fromthe LLDP MB [LLDP-MB], if the LLDP-MED
MB is supported on the Energy Object SNWP agent.

The intent behind the Iinks to the other M B nodul e
identifier(s) is to correlate the instances in the different MB
nmodul es. This will allow the ENERGY- OBJECT- CONTEXT-M B M B

nodul e to reference other M B nodul es in cases where the Power
over Ethernet and the LLDP M B nodul es are supported by the SNW
agent. Sone use cases nay not inplenent any of these two MB
nmodul es for the Energy Objects. However, in situation where any
of these two M B nodul es are inplenented, the EnM5 nust be able
to correlate the instances in the different M B nodul es.

The eoAlternateKey alternate key object specifies a manufacturer
defined string that can be used to identify the Energy Object.
Since EnM5S may need to correl ate objects across nmanagenent
systens, this alternate key is provided to facilitate such a
link. This optional value is intended as a foreign key or
alternate identifier for a manufacturer or EnM5S to use to
correlate the unique Energy object Id in other systens or
nanespaces. |f an alternate key is not available or is not
applicable then the value is the zero-length string.
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5.4 Child: Energy nhject Relationships

Refer to the "Energy Object Parent and Child" section in [ EMAN
FMAK] for the definition and background i nformation.
In order to link the Energy Cbject Child and the Energy hbject
Parent, a separate table (eoRelationTable) has been introduced
inthis MB nodule. The follow ng rel ati onshi ps between Energy
obj ects have been considered in the eoRel ati onTabl e.

Metering Rel ati onship -> neteredBy , netering

Power Source Rel ationship -> poweredBy , powering

Aggregation Rel ationship -> aggregat edBy , aggregating

Proxy Rel ationship -> proxyBy , proxying

Each Energy object can have one or nore Energy Object

rel ati onships with other Energy (bjects. Depending on the
direction of the relationship, an Energy Object can be
considered as an Energy Object Parent or an Energy Object Child.
The rel ati onship between the Energy Objects is specified with an
arbitrary index and the UU D of the renpte Energy Object. The
UUI D MUST conply to the RFC 4122 specifications. It is
inmportant to note that it is possible that an Energy Object may
not have an Energy (bject relationship with other Energy

bj ect s.

Proxy is a special relationship, and the Energy Object can

desi gnat e anot her Energy Object that can have the proxy
capabilities such as energy reporting, power state
configurations, non physical wake capabilities (such as Wke-on-
LAN)), or any conbination of capabilities.

The eoProxyAbilities object is specific to the Proxy

Rel ati onship. This object describes the capabilities of the
Energy Cbject Parent for the Energy Object Child represented by
t he ent Physi cal | ndex. The possible capabilities are: report,
configuration, and/or wakeonlan. This object only applies to an
Energy Object Child.

Since the conmuni cati on between the Energy Object Parent and
Energy Object Child may not be via SNWP (as defined in EMAN-
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FMAK), an Energy Object Child can have additional M B objects
that can be used for easier identification by the EnMs. The
optional objects eoMgnt MacAddress, eoMgnt Addr essType
eoMgnt DNSName can be used to help identify the relationship
between the child and other NMS objects. These objects can be
used as an alternate key to help link the Energy Object with
other keyed information that may be stored within the EnMS(s).

5.5 Parent: Energy Object Rel ationships

When the Energy Object is an Energy (Object Parent, the
relationship table specifies the relationships to every Energy
bj ect children. The explicit relationship between the Energy
bj ect parent and each Energy Object child can be powering,

met ering, proxying and aggregati ng.

5.6 Energy Object ldentity Persistence

In sone situations, the Energy Object identity infornmation
shoul d be persistent even after a device reload. For exanple,
in a static setup where a switch nonitors a series of connected
PoE phones, there is a clear benefit for the EnM5s if the Energy
bj ect ldentification and all associated information persist, as
it saves a network discovery. However, in other situations,
such as a wirel ess access point nonitoring the nobile user PCs,
there is not nuch advantage to persist the Energy Object

I nf or mati on. The identity information of an Energy bject
shoul d be persisted and there is value in the witable MB

obj ects persisted.

6. MB Definitions

EE R R R R I I R R R R R I R R R I R R R S R O R

-- This MB is used for describing the identity and the
-- context information of Energy Objects in network

EE R I R S R I R I R I R I R R I R R R R R R R S R R R S R O
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ENERGY- OBJECT- CONTEXT-M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
m b- 2,
I nt eger 32
FROM SNWPv2- SM
TEXTUAL- CONVENTI ON, MacAddress, TruthVal ue
FROM SNWVPv2- TC
MODUL E- COVPLI ANCE,
OBJECT- GROUP
FROM SNWVPv2- CONF
SnnpAdmi nSt ri ng
FROM SNWVP- FRAMEWORK- M B
| net Addr essType, | net Address
FROM | NET- ADDRESS- M B
ent Physi cal | ndex
FROM ENTI TY-M B
UUI Dor Zer o
FROM UUI D- TG- M B;

ener gyAwar eM B MODULE- | DENTI TY

LAST- UPDATED "201210190000Z"
ORGANI ZATI ON "I ETF EMAN Wor ki ng G oup”
CONTACT- | NFO

"WG Charter:

http://datatracker.ietf.org/wy/ eman/charter/

Mailing Lists:
General Discussion: eman@etf.org
To Subscribe: https://ww.ietf.org/mailman/listinfo/enman
Archive: http://ww.ietf.org/ mail-archive/web/eman

Edi tors:
John Parello
Cisco Systens, Inc.
3550 Cisco Way
San Jose, California 95134

us
Phone: +1 408 525 2339
Emai |l : jparell o@isco.com
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Benoit C aise

Ci sco Systens,
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I nc.

De Kl eetlaan 6a bl

Degem 1831
Bel gi um

Phone:
Emai | :

Moul i
Ci sco Systens,

Sarjapur CQuter

+32 2 704 5622
bcl ai se@i sco. com

Chandr anoul i

I nc.
Ri ng Road

Bangal ore 560103

I'N

Phone: +91 80 4429 2409

Emai |l :

DESCRI PTI ON

moul chan@i sco. cont'

Cct ober 2012

"This MB is used for describing the identity and the
context information of Energy Objects”

REVI SI ON
"201210190000Z"

DESCRI PTI ON
"Initial version,

ci={ mb-2 xxxxx }

publ i shed as RFC XXXX. "

ener gyAwar eM BNot i fs OBJECT | DENTI FI ER
::={ energyAwareM B 0 }

ener gyAwar eM BObj ect s OBJECT | DENTI FI ER
::={ energyAwareM B 2 }

ener gyAwar eM BConf orm OBJECT | DENTI FI ER
::={ energyAwareM B 3 }

-- Textual Conventions

Pet hPsePor t | ndexOr Zer o
DI SPLAY- H NT "d"

: = TEXTUAL- CONVENTI ON

STATUS current
DESCRI PTI ON
<Parello, Caise> Expires April 19, 2013
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"This textual convention is an extension of the

pet hPsePort | ndex convention, which defines a greater than
zero value used to identify a power Ethernet PSE port.
This extension pernits the additional value of zero. The
semantics of the value zero are object-specific and nust,
therefore, be defined as part of the description of any
obj ect that uses this syntax. Exanples of the usage of
this extension are situations where none or all physica
entities need to be referenced."

SYNTAX | nteger32 (0..2147483647)

Pet hPsePor t G oupl ndexOr Zer 0: : = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON

"This textual convention is an extension of the

pet hPsePort Gr oupl ndex convention fromthe Power Over

Et hernet M B [ RFC3621], which defines a greater than zero
val ue used to identify group containing the port to which
a power Ethernet PSE is connected. This extension
pernmits the additional value of zero. The semantics of
the value zero are object-specific and nust, therefore,
be defined as part of the description of any object that
uses this syntax. Exanples of the usage of this
extension are situations where none or all physica
entities need to be referenced."

SYNTAX I nteger32 (0..2147483647)

LI dpPor t Nunber Or Zero :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

<Parell o,

"This textual convention is an extension of the

LI dpPort Nunber convention specified in the LLDP M B,

whi ch defines a greater than zero val ue used to uniquely
identify each port contained in the chassis (that is
known to the LLDP agent) by a port nunber. This
extension pernits the additional value of zero. The
semantics of the value zero are object-specific and nust,
therefore, be defined as part of the description of any
obj ect that uses this syntax. Exanples of the usage of
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this extension are situations where none or all physica
entities need to be referenced."

SYNTAX | nt eger 32(0. . 4096)

Ener gyoj ect Keywor dLi st :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Alist of keywords that can be used to group Energy
hj ects for reporting or searching. If multiple keywords
are present, then this string will contain all the

keywords separated by the ',’ character. Al al phanuneric
characters and synbols (other than a commm), such as #,
(, $ !, and & are allowed. Wite spaces before and

after the commas are excluded, as well as within a
keyword itself.

For exanple, if an Energy Object were to be tagged with
the keyword values 'hospitality’ and 'guest’, then the
keyword list will be "hospitality, guest’."

SYNTAX OCTET STRING (SIZE (0..2048))

EnergyRel ati ons ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This object specifies relationship between Energy
hj ects. For exanple, poweredby relationship indicates,
Energy Object A is powered by Energy Object B. Fromthe
poi nt of view of Energy Cbject B, it is powering Energy
bject A "
SYNTAX BITS {

none (0), --

power edby(1), --  power relationship

poweri ng(2),

met er edby(3), -- neter relationship

nmet ering(4),

proxyby(5), -- proxy relatioship

pr oxyi ng(6),

aggr egat edby(7), -- aggregation relationship
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aggr egati ng(8)

-- (bjects

eoTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF EoEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"This table lists Energy Ohjects."

::={ energyAwareM Bbj ects 2 }

eoEntry OBJECT- TYPE

SYNTAX EoEntry

MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry describes the attributes of an Energy Object.

Whenever a new Energy bject
Energy Object is del eted,

or deleted."

| NDEX {ent Physi cal | ndex }

::={ eoTable 1}

EoEntry ::= SEQUENCE ({
eoEt hPor t | ndex
eoEt hPor t Gr pl ndex
eolLl dpPort Nunber
eoMgnt MacAddr ess
eoMgnt Addr essType
eoMgnt Addr ess
eoMgnt DNSNane
eoDomai nNane
eoRol eDescri ption
eoKeywor ds
eol mport ance
eoPower Cat egory
eoAl t er nat eKey

<Parello, Caise> Expi res

i s added or an existing

arowin the eoTable is added

Pet hPsePort | ndexOr Zer o,
Pet hPsePor t G- oupl ndexOr Zer o,
LI dpPor t Nunmber O Zer o,
MacAddr ess,

I net Addr essType,

| net Addr ess,

SnnpAdmi nStri ng,
SnnpAdmi nSt ri ng,
SnnpAdni nSt ri ng,

Ener gyoj ect Keywor dLi st
| nt eger 32,

| NTEGER,

SnnpAdmi nStri ng
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eoEt hPort | ndex OBJECT- TYPE

SYNTAX Pet hPsePort | ndexOr Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This variable uniquely identifies the power Ethernet
port to which the attached device is connected [ RFC3621].
In addition, PoE MB should be instantiated on the
device. |f such a power Ethernet port cannot be specified
or is not known then the object is zero."

:={ eobEntry 1}

eoEt hPor t Gr pl ndex OBJECT- TYPE

SYNTAX Pet hPsePor t Gr oupl ndexOr Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This variable uniquely identifies the group containing
the port to which a power Ethernet PSE is connected
[ RFC3621]. In addition, PoE MB should be instantiated on
the device. If such a group cannot be specified or is not
known then the object is zero."

:={ eobEntry 2}

eolLl dpPort Nunber OBJECT- TYPE

SYNTAX LI dpPor t Nunber Or Zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This variable uniquely identifies the port conponent

(contained in the local chassis with the LLDP agent) as

defined by the Il dpLocPortNumin the [LLDP-M B] and

[LLDP-MED-M B]. In addition, LLDP M B should be

instantiated on the device |If such a port nunber cannot

be specified or is not known then the object is zero."
::={ eoEntry 3}

eoMgnt MacAddr ess OBJECT- TYPE

SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object specifies a MAC address of the Energy
bject. This object typically only applies to Energy

bj ect Children. This object can be used as an alternate
key to help link the Energy Object with other keyed
informati on that may be stored within the EnM5(s). The

<Parello, Caise> Expires April 19, 2013 [ Page 19]



I nternet-Draft < Energy Object Context MB > Cct ober 2012
eoMgnt MacAddress M B obj ect SHOULD be i npl enented for
Energy Object Children, and MAY be inplenmented for Energy
bj ect Parents."
c:={ eokEntry 4 }

eoMgnt Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object specifies the eoMgnt Address type, i.e. an
| Pv4 address or an | Pv6 address. This object MJST be
popul at ed when eoMgnt Address is popul ated. The
eoMgnt Addr essType M B obj ect SHOULD be i npl emented for
Energy Object Children, and MAY be inplenented for Energy
bj ect Parents."”

::={ eobntry 5 }

eoMgnt Addr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object specifies the managenent address as an | Pv4
address or |Pv6 address of Energy Object. The |IP address
type, i.e. IPv4 or IPv6, is deternined by the
eoMgnt Addr essType val ue. This object can be used as an
alternate key to help link the Energy Object with other
keyed information that may be stored within the EnMS(s).
The eoMgnt Address M B obj ect SHOULD be i npl emented for
Energy Object Children, and MAY be inplenmented for Energy
bj ect Parents."

c:={ eoEntry 6 }

eoMgnt DNSNanme OBJECT- TYPE

SYNTAX SnnpAdmi nSt ri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object specifies the DNS nane of the eoMynt Address.
This object can be used as an alternate key to help link
the Energy Object with other keyed infornation that nay
be stored within the EnM5(s). The eoMgnt DNSNane M B

obj ects SHOULD be inpl emented for Energy Cbject Children,
and MAY be inplenmented for Energy Cbject Parents.”
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::={ eokntry 7 }

eoDonmi nNane OBJECT- TYPE

SYNTAX SnpAdmi nStri ng
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"This object specifies the name of an Energy Managenent
Domain for the Energy hject. This object specifies a
zero-length string value if no Energy Managenent Domain
nane i s configured. The val ue of eoDomai nName nust renain
constant at least fromone re-initialization of the
entity local nmanagenent systemto the next re-
initialization."

::={ eoEntry 8 }

eoRol eDescri pti on OBJECT- TYPE

SYNTAX SnnpAdmi nSt ri ng
MAX- ACCESS read-write
STATUS current

DESCRI PTI ON

"This object specifies an adm nistratively assigned name
to indicate the purpose an Energy Object serves in the
net wor k.

For exanple, we can have a phone deployed to a | obby with
eoRol eDescri ption as ' Lobby phone’.

This object specifies the value is the zero-length string
value if no role description is configured.

The val ue of eoRol eDescription nmust remain constant at

| east fromone re-initialization of the entity |ocal
managenment systemto the next re-initialization. "

::={ eoEntry 9 }

eoKeywor ds OBJECT- TYPE

SYNTAX Ener gyhj ect Keywor dLi st
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Thi s object specifies a list of keywords that can be

used to group Energy hjects for reporting or searching.
The value is the zero-length string if no keywords have
been configured. If nultiple keywords are present, then
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this string will contain all the keywords separated by
the ',’ character. For exanple, if an Energy Object were
to be tagged with the keyword values 'hospitality’ and
"guest’, then the keyword list will be
"hospitality, guest’.

If wite access is inplenented and a value is witten
into the instance, the agent nust retain the supplied
val ue in the eoKeywords instance associated with

the sane physical entity for as long as that entity
remains instantiated. This includes instantiations
across all re-initializations/reboots of the |oca
managenent agent. "

::={ eoEntry 10 }

eol mportance OBJECT- TYPE
SYNTAX I nteger32 (1..100)
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"Thi s object specifies a ranking of how inmportant the
Energy Object is (on a scale of 1 to 100) conpared with
other Energy bjects in the sane Energy Managenent
Domai n. The ranki ng shoul d provide a business or
operational context for the Energy Object as conpared to
other simlar Energy Objects. This ranking could be used
as input for policy-based network nmanagenent.

Al t hough networ k managers nust establish their own
ranking, the following is a broad recomendati on:

90 to 100 Emergency response

80 to 90 Executive or business critica
70 to 79 Ceneral or Average

60 to 69 Staff or support

40 to 59 Public or guest

1 to 39 Decorative or hospitality

The val ue of eol nportance nust remrmain constant at |east
fromone re-initialization of the entity |loca
managenent systemto the next re-initialization
DEFVAL {1}
::={ eoEntry 11 }

eoPower Cat egory OBJECT- TYPE
SYNTAX | NTEGER {
consurer ( 0),
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producer (1),
consuner producer (2),

met er ( 3)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"Thi s object describes the Energy bject category, which
i ndi cates the expected behavi or or physical property of
the Energy Object, based on its design. An Energy Object
can be a consuner(0), producer(1l), or consunerproducer
(2) or neter (3).

There are devices with a dual node - consum ng energy and
produci ng of energy and those are identified as
consuner producer .

In sone cases, a neter is required to neasure the power
consunption. In such a case, this neter Energy Object
category is neter(3). "

= { eoEntry 12 }

eoAl t er nat eKey OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-write
STATUS current

DESCRI PTI ON

"Thi s object specifies a manufacturer defined string that
can be used to identify the Energy Object. Since Energy
Management Systens (EnMS) and Network Managenent Systens
(NVB) may need to correlate objects across managenent
systens, this alternate key is provided to provide such a
link. This optional value is intended as a foreign key or
alternate identifier for a manufacturer or EnMS/NMS to
use to correlate the unique Energy Qbject Id in other
systens or nanespaces. If an alternate key is not
available or is not applicable then the value is the
zero-length string.

The val ue of eoAlternateKey nmust remain constant at

| east fromone re-initialization of the entity |loca
managenment systemto the next re-initialization. "

::={ eoEntry 13 }

eoRel ati onTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF EoRel ati onEntry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON

"This tabl e describes the relationshi ps between Energy Objects.”
::={ energyAwareM Bbj ects 3 }

eoRel ati onEntry OBJECT- TYPE

SYNTAX EoRel ati onEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in this table describes the rel ati onship between
Energy objects.”
| NDEX { ent Physi cal | ndex, eoRel ati onl ndex }
::={ eoRelationTable 1}

EoRel ationEntry ::= SEQUENCE ({
eoRel ati onl ndex I nt eger 32,
eoRel ati onl D UUl Dor Zer o,
eoRel ati onship Ener gyRel ati ons
}
eoRel ati onl ndex OBJECT- TYPE
SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object is an arbitrary index to identify the Energy Object
rel ated to anot her Energy hject”
::={ eoRelationEntry 1}

eoRel ationl D OBJECT- TYPE
SYNTAX UUl Dor Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object specifies the Universally Unique Identifier (UU D)
of the peer (other) Energy Object. The UU D nust conply to the
RFC 4122 specifications. "

::={ eoRelationEntry 2}

eoRel ati onshi p OBJECT- TYPE
SYNTAX Ener gyRel ati ons
MAX- ACCESS read-write
STATUS current
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DESCRI PTI ON
"This object describes the rel ations between Energy objects. For
each Energy object, the relations between the other Energy
objects are specified using the bitmap. If the Energy Object is
a Parent and has no other relations, none(0) is specified.”
::={ eoRelationEntry 3}

eoPr oxyTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF EoProxyEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e describes the proxy capabilities of a Energy
hj ect Parent for a specific local Energy Object Child. "
::= { energyAwareM BObj ects 4 }

eoProxyEntry OBJECT- TYPE

SYNTAX EoPr oxyEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry describes the attributes of an Energy (bject.
Whenever a new Energy Object is added or deleted, a row
in the eoProxyTable is added or deleted.”

| NDEX { ent Physi cal | ndex, eoProxyl ndex }

::={ eoProxyTable 1}

EoProxyEntry ::= SEQUENCE ({
eoPr oxyl ndex I nt eger 32,
eoProxyl D UUl Dor Zer o,
eoProxyAbilities BI TS
}
eoPr oxyl ndex OBJECT- TYPE
SYNTAX I nt eger32 (0..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object is an arbitrary index for an Energy hject."
::={ eoProxyEntry 1}

eoProxyl D OBJECT- TYPE

SYNTAX UUI Dor Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"This object describes the Universally Unique ldentifier
(UUI D) of the Energy nhject Parent.

The UUI D nust conply to the RFC 4122 specifications.

The object contains an URI and, therefore, the syntax of

this object nust conformto RFC 3986, section 2."
REFERENCE

"RFC 3986, Uniform Resource ldentifiers (URI): Ceneric

Syntax, section 2, August 1998.

RFC 4122, Uniform Resource ldentifier (UU D) URN

Nanespace, July 2005."

::={ eoProxyEntry 2}

eoProxyAbilities OBJECT- TYPE
SYNTAX BI TS {
none(0),
report (1),
configuration(2),
wakeonl an( 3)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object describes the proxy capabilities of the
Energy Object Parent for the | ocal Energy Chject Child
speficied in the EoRel ationTabl e. none (0) is be used
when the Energy Object Parent does not have any proxy
abilities regarding the Energy Ohject Child. report(1)
i ndi cates that the Energy Object Parent reports the usage
for the Energy Object Child.
configuration(2) indicates that the Energy Object Parent
can configure the Power Level for the Energy Object
Chi | d.
wakeonl an(3) indicates that the Energy Object Parent can
wake up the Energy Object Child (the nechanismis
unspecified)."

::={ eoProxyEntry 3}

-- Conformance

ener gyAwar eM BConpl i ances OBJECT | DENTI FI ER
::={ energyAwareM BObjects 5 }

<Parello, C aise> Expires April 19, 2013 [ Page 26]



I nternet-Draft < Energy Object Context MB > Cct ober 2012
ener gyAwar eM BG oups OBJECT | DENTI FI ER
;.= { energyAwar eM Bbj ects 6 }

ener gyAwar eM BFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"When this MB is inplemented with support for
read-write, then such an inplenentation can
claimfull conpliance. Such devices can then
be both monitored and configured with this MB."

MODULE -- this nodul e
MANDATORY- GROUPS {
ener gyAwar eM BTabl eG oup,
ener gyAwar eRel at i onTabl eG oup

}

GROUP ener gyAwar eOpt i onal M BTabl eG oup
DESCRI PTI ON
"A conpliant inplenentation does not have to
i mpl ement. Mbodul e Conpliance of ENTITY-M B
with respect to entity4CRConpliance shoul d
be supported. "

GROUP ener gyAwar ePr oxyTabl eG oup

DESCRI PTION "A conpliant M B inpl enentati on does
not have to inplenment. Mdul e Conpliance of
ENTITY-M B with respect to entity4CRConpliance
shoul d be supported. "

::={ energyAwareM BConpl i ances 1 }

ener gyAwar eM BReadOnl yConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"When this MB is inplemented without support for
read-write (i.e. in read-only node), then such an
i npl ementation can clai mread-only conpliance.
Such a device can then be nonitored but cannot be
Configured with this MB.
Modul e Conpliance of ENTITY-MB with respect to
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entity4CRConpl i ance shoul d be supported.”
MODULE -- this nodul e

MANDATORY- GROUPS {
ener gyAwar eM BTabl eG oup,
ener gyAwar eRel ati onTabl eG oup

}

GROUP ener gyAwar eOpt i onal M BTabl eG oup
DESCRI PTI ON
"A conpliant inplenmentation does not have to inplenent
t he managed objects in this GROUP.
Modul e Conpliance of ENTITY-M B
with respect to entity4CRConpliance shoul d
be supported. "

::={ energyAwar eM BConpl i ances 2 }

-- Units of Conformance

ener gyAwar eM BTabl eG oup OBJECT- GROUP
OBJECTS {

eoDonmai nNare,
eoRol eDescri pti on,
eo0Al t er nat eKey,
eoKeywor ds,

eol nport ance,
eoPower Cat egory

}
STATUS current

DESCRI PTI ON
"This group contains the collection of all the objects
related to the Energyject.
Modul e Conpliance of ENTITY-M B
with respect to entity4CRConpliance shoul d
be supported. "
::={ energyAwareM BG oups 1 }

ener gyAwar eOpt i onal M BTabl eG oup OBJECT- GROUP
OBJECTS {
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eoEt hPor t | ndex,
eoEt hPor t G pl ndex,
eolLl dpPor t Nunber,
eoMgnt MacAddr ess,

eoMgnt Addr essType,
eoMgnt Addr ess,
eoMgnt DNSNane
}
STATUS current

DESCRI PTI ON
"This group contains the collection of all the objects
related to the Energy Object.”

::= { energyAwareM BG oups 2 }

ener gyAwar eRel at i onTabl eG oup OBJECT- GROUP

OBJECTS
-- Note that object eoRel ationlndex is not
-- included since it is not-accessible
eoRel ati onl D,
eoRel ati onshi p
}
STATUS current
DESCRI PTI ON

"This group contains the collection of all objects
specifying the rel ationship between Energy Objects."
::= { energyAwareM BG oups 3 }

ener gyAwar ePr oxyTabl eG oup OBJECT- GROUP

OBJECTS {
-- Note that object eoProxylndex is not
-- included since it is not-accessible
eoPr oxyl D,
eoProxyAbilities
}
STATUS current
DESCRI PTI ON

"This group contains the collection of all objects
specifying the Proxy relationship."
::={ energyAwareM BG oups 4 }

END
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7

Security Considerations

Sone of the readable objects in these MB nodules (i.e., objects
with a MAX- ACCESS ot her than not-accessible) nmay be consi dered
sensitive or vulnerable in sone network environnments. It is
thus inportant to control even GET and/or NOTIFY access to these
obj ects and possibly to even encrypt the values of these objects
when sendi ng them over the network via SNW

There are a nunber of managenent objects defined in these MB
modul es with a MAX- ACCESS cl ause of read-wite and/or read-
create. Such objects MAY be considered sensitive or vul nerable
in some network environnents. The support for SET operations in
a non-secure environnment w thout proper protection can have a
negative effect on network operations. The following are the
tabl es and objects and their sensitivity/vulnerability:

Unaut hori zed changes to the eoDomai nNanme, ent Physi cal Nane,
eoRol eDescri ption, eoKeywords, and/or eol nportance MAY
di srupt power and energy collection, and therefore any
predefined policies defined in the network

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple, by using

| Psec), there is still no secure control over who on the secure
network is allowed to access and GET/ SET

(read/ change/create/ del ete) the objects in these M B nodul es.

It is RECOWENDED that inplenenters consider the security
features as provided by the SNMPv3 framework (see [ RFC3410],
section 8), including full support for the SNWMPv3 cryptographic
nmechani sms (for authentication and privacy).

Furt her, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNVP entity giving access to
an instance of these MB nodules is properly configured to give
access to the objects only to those principals (users) that have
legitimate rights to GET or SET (change/create/del ete) them
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8.

10.

10.

| ANA Consi der ati ons

The M B nodule in this document uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

ener gyAwar eM B { mb-2 xxx }

Additions to this MB nodul e are subject to Expert Review

[ RFC5226], i.e., review by one of a group of experts designated
by an | ETF Area Director. The group of experts MJIST check the
requested M B objects for conpl eteness and accuracy of the
description. Requests for MB objects that duplicate the
functionality of existing objects SHOULD be declined. The

smal | est avail able O D SHOULD be assigned to a new M B obj ects.
The specification of new M B objects SHOULD foll ow the structure
specified in Section 6 and MJST be published using a well -

est abl i shed and persistent publication nmedi um
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