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Abstract
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1. Introduction

The 1 PFI X I nformation Model, as defined by the I ANA | PFI X I nformation
El ement Registry, provides a rich set of Information Elenents for
description of information about network entities and network traffic
data, and abstract data types for these Information Elenents. The

| PFI X Protocol Specification [I-D.ietf-ipfix-protocol-rfc5101bis], in
turn, defines a big-endian binary encoding for these abstract data
types suitable for use with the I PFI X Protocol

However, present and future operations and nanagenent protocols and
applications may use textual encodings, and generic fram ng and
structure as in JSON or XML. A definition of canonical textua
encodi ngs for the I PFl X abstract data types would allow this set of
Information El enents to be used for such applications, and for these
applications to interoperate with | PFI X applications at the
Information El enent definition |evel

Note that tenplating or other mechani snms for data description for
such applications and protocols are application specific, and
therefore out of scope for this docunent: only Information El ement
identification and data val ue representation are defined here.

2. Term nol ogy

Capitalized terns defined in the I PFI X Protocol Specification
[I-D.ietf-ipfix-protocol-rfc5101bis] and the | PFI X I nformation Mde
[I-D.ietf-ipfix-information-nodel-rfc5102bis] are used in this
docunment as defined in those documents. |In addition, this docunent
defines the following termnology for its own use:

Encl osi ng Cont ext
Textual representation of IPFIX data values is applied to use the
| PFI X I nformati on Mbdel within some existing textual format (e.qg.
XML, JSON). This outer format is referred to as the Encl osing
Context within this document. Enclosing Contexts define escaping
and quoting rules for represented data val ues.

3. ldentifying Information El enents

The I PFI X Information El ement Registry [iana-ipfix-assignments]
defines a set of Information El ements and numnbered by I nformation

El ement ldentifiers, and named for human-readability. These
Information El ement Identifiers are neant for use with the | PFI X
protocol, and have little meani ng when applying the IPFI X Information
El ement Registry to textual representations.
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I nstead, applications using textual representations of I|nfornmation
El ements SHOULD use Information El enment nanmes to identify them see
Appendi x A for exanples illustrating this principle.

4. Data Type Encodi ngs
[FIXME frontmatter]

This section uses ABNF [ RFC5234], including the Core Rules in
Appendi x B, to describe the format of textual representations of
| PFI X abstract data types.

4.1. octetArray
[FIXME: native hex strings for conparative human readabilty.]
4.2. unsigned*

First, in the special case that the unsigned Information El enent has
identifier semantics, and refers to a set of codepoints, either in an
external registry, a sub-registry, or directly in the description of
the Informati on El enent, then the name or short description for that
codepoi nt MAY be used to inprove readability.

If the Encl osing Context defines a representation for unsigned
i ntegers, that representati on SHOULD be used.

O herwi se, the values of Information El enents of an unsigned integer
type may be represented either as unprefixed base-10 (decinal)
strings, or as base-16 (hexadecimal) strings prefixed by "Ox'; in
ABNF:

unsigned = 1*DIA T / ' 0x’ 1*HEXD G

Leadi ng zeroes are allowed in either encoding, and do not signify
base-8 (octal) encoding.

The encoded val ue nmust be in range for the correspondi ng abstract
data type or Information Elenment. Qut of range val ues shoul d be
interpreted as clipped to the inplicit range for the Infornmation
El ement as defined by the abstract data type, or to the explicit
range of the Information Elenment if defined. M ninmum and maxi mum
val ues for abstract data types are shown in Table 1 bel ow
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R I - +
| type | mninum | maxi mum |
Fom e e o Fomm e o e e e e e e e e +
| unsigned8 | 0 | 255
| unsignedl6 | 0 | 65536
| unsigned32 | 0| 4294967295
| unsigned64 | 0 | 18446744073709551615
s Fomm e oo - o e e e e e e e e e oo +

Tabl e 1: Ranges for unsigned abstract data types
4.3. signed*

If the Encl osing Context defines a representation for signed
i ntegers, that representation should be used.

O herwi se, the values of Infornmation Elenents of signed integer types
shoul d be represented as optionally-prefixed base-10 (deci nmal)
strings; if the signis onitted, it is assuned to be positive. In
ABNF:

sign = "+" [ "-"
signed = [sign] 1*DIAT

Leadi ng zeroes are allowed, and do not signify base-8 (octal)
encodi ng.

The encoded val ue nmust be in range for the correspondi ng abstract
data type or Information Element. Qut of range val ues shoul d be
interpreted as clipped to the inplicit range for the Infornmation
El ement as defined by the abstract data type, or to the explicit
range of the Information Elenent if defined. M nimm and maxi num
val ues for abstract data types are shown in Table 2 bel ow

e oo oo +
| type | m ni mum | maxi mum |
Fomm e - Fomm e e e e Fomm e e e e +
| signed8 | -128 | +127 |
| signedl6 | - 32768 | +32767 |
| signed32 | - 2147483648 | +2147483647 |
| signed64 | -9223372036854775808 | +9223372036854775807

B oo oo +

Tabl e 2: Ranges for signed abstract data types
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4.4, float*

If the Enclosing Context defines a representation for floating point
nunbers, that representation should be used.

[FIXVE: there appears to be no defined (non-interchange) format for

floating point numbers, but we probably want to define something
reasonabl y human-readabl e wi thout getting too into |ocal e issues.]

exponent = 'e’ 1*3DIGAT
right-decimal ='." 0*DIGT
float = [sign] 1*DIG T [right-decimal] [exponent]
4.5. bool ean
[FIXME: frontmatter. note that bool eans may al so be natually

represented by the presence or absence of a value in the structure of
the docunent in the Encl osing Context.]

bool ean-yes = "1" [/ "“y" [ "Y* [ "t" [ "T"
bool ean-no = "0" / "n" / "N' /[ "f" [ "F"
bool ean = bool ean-yes / bool ean-no

4.6. macAddress
[FIXVE: frontmatter]
macaddress = 2*HEXDI G 5*( ":" 2*HEXDI G )

4.7. string
As Information Elements of the string type are sinply UTF-8 encoded
strings, they are represented directly, subject to the escaping and
encodi ng rul es of the Enclosing Context. |f the Encl osing Context
cannot natively represent UTF-8 characters, the escaping facility
provi ded by the Encl osi ng Context nust be used for non-representable
characters. Additionally, strings containing characters reserved in
the Encl osing Context (e.g. markup characters, quotes) nust be
escaped or quoted according to the rules of the Encl osing Context.

4.8. dateTinme*

[ FI XVE: [ RFC3339] ]
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4.

4.

4.

7

[ FI XME: expl ain precision rul es]
9. i pv4Address

[FIXME: frontmatter. dotted-quad.]

i pvdaddress = 1*3DIA T 3*( "." 1*3DIGAT )
10. i pv6Address

[FI XME: section 2.2 of [RFC4291], recomrend section 4 of [RFC5952]]
11. basiclList, subTenpl atelist, and subTenpl ateMil ti Li st

These abstract data types, defined for IPFI X Structured Data

[ RFC6313], do not represent actual data types; they are instead
designed to provide a nechani sm by which conplex structure bel ow the
tenplate level. It is assuned that protocols using textua

I nformati on El ement representation will provide their own structure.
Therefore, Information El enents of these Data Types shoul d not be
used in textual representations.

Security Considerations

[ FI XME: content woul d be nice]

| ANA Consi der ati ons

Thi s docunment has no considerations for | ANA
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Appendi x A.  Exanpl e

In this section, we exam ne an | PFI X Tenpl ate and a Data Record
defined by that Tenplate, and show how that Data Record woul d be
represented in JSON according to the specification in this docunent.
Note that this is specifically NOT a recomendation for a particul ar
representation, merely an illustration of the encodings in this
docunent .

[FIXME i nprove frontmatter] Figure 1 shows a Tenplate in | Espec
format as defined in section 9.1 of [I-D.ietf-ipfix-ie-doctors]. A
Message containing this Tenplate and a Data Record is shown in
Figure 2, and a correspondi ng JSON Ohject using the text format
defined in this docunent is shown in Figure 3.
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flowStart M I 1i seconds(152) <dat eTi nreM | | i seconds>[ 8]
floweEndM | | i seconds(153) <dat eTi nreM | | i seconds>[ 8]
oct et Del t aCount (1) <unsi gned64>[ 4]

packet Del t aCount (2) <unsi gned64>[ 4]

sour cel Pv6Addr ess(27) <i pv4Addr ess>[ 4] { key}
destinati onl Pv6Addr ess(28) <i pv4Addr ess>[ 4] { key}
sour ceTransport Port (7) <unsi gned16>[ 2] { key}
destinationTransportPort (11)<unsi gned16>[ 2] { key}
prot ocol I denti fi er (4) <unsi gned8>[ 1] { key}
tcpControl Bi t s(6)<unsi gned8>[ 1]

f | owEndReason( 136) <unsi gned8>[ 1]

Figure 1: Sanmple flow tenplate (IPFIX)
1 2 3 4 5 6

02468024680246802468024680246802
T I T S S T i T S S M T s

| 0x000a | length 135 | export time 1352140263 [
| sequence O | dormain 1 |
| SetID 2 | length 52 | tid 256 | fields 11 |
| 1E 152 | length 8 | 1E 153 | length 8 [
| TE 1 | length 4 | TE 2 | length 4 |
| 1E 27 | length 16 | 1E 28 | length 16 [
| T1E 7 | length 2 | TE 11 | length 2 [
| ITE 4 | length 1 | TE6 | length 1 |
| TE 136 | length 1 | SetlD 256 | length 83 |
| start tine 1352140261135

| end tinme 1352140262880

| octets 195383 | packets 88

| sip6 I
[ 2001: 0db8: 000c: 1337: 0000: 0000: 0000: 0002

| dip6 |
[ 2001: 0db8: 000c: 1337: 0000: 0000: 0000: 0003

| sp 80 | dp 32991 | prt 6| tcp 19| fe 3

S NN N NN +

Figure 2: | PFI X nessage containing sanple flow
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"flowStartM | liseconds": "2012-11-05 18:31:01. 135",
"flowendM | | i seconds": "2012-11-05 18: 31: 02. 880",
"oct et Del taCount": 195383,

"packet Del t aCount": 88,

"sour cel Pv6Address": "2001:db8:c:1337::2",

"desti nationl Pv6Address": "2001:db8:c:1337::3",
"sourceTransportPort": 80,
"destinationTransportPort": 32991,

"protocol ldentifier": "tcp",

"tcpControl Bits": 19,

"fl owEndReason": 3

Fi gure 3: JSON object containing sample flow

Aut hor’ s Addr ess

Brian Trammel |
Swi ss Federal Institute of Technol ogy Zurich
d oriastrasse 35

2012

8092 Zurich
Swi t zer | and
Phone: +41 44 632 70 13
Email: trammel |l @i k. ee. et hz. ch
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