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Abst ract

Thi s docunent proposes a nethod for |PFI X Exporting Processes
to inform Col |l ecting Processes of equival ent |nformation

El ements, so that the Collecting Process can understand the
equi val ence and be enabl ed to process data across a change of
I nformati on El ements.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet

Engi neering Task Force (I ETF). Note that other groups may
al so distribute working docunments as Internet-Drafts. The
list of current Internet-Drafts is at
http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of
si x nonths and may be updated, replaced, or obsol eted by
ot her documents at any time. It is inappropriate to use
Internet-Drafts as reference material or to cite them ot her
than as "work in progress.”

This Internet-Draft will expire on August 15, 2013.
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1

I nt roducti on

The 1 PFI X Protocol [RFC5101] can export a | arge nunber of
Information El enents, including standard el enents specified in
the IPFI X information nodel [RFC5102, | ANA-I1PFIX], Enterprise-
Specific elenents [ RFC5101], and el enents which are backwards
conpati ble with Net Fl ow Version 9 [ RFC3954].

Fromtime to tine, an Exporting Process may export the sane
i nformation using different Information El enents from before.

Several scenarios (use cases) can be envisaged:

Enterprise-specific Information El ements have been
standardi sed, so the Exporting Process is changed to export
the 1 ANA standard Information El enents [IANA-1PFI X] rather
than the Enterprise-specific Information El enents.

The Exporting Process is changed to export |ANA standard
Information El ements [I ANA-1PFI X] rather than NetFl ow
version 9 fields [ RFC3954].

The Exporting Process is updated to export different
Enterprise-specific Information El ements

An updated Metering Process requests that the Exporting
Process exports using different Information Elenents from
bef ore.

In each case it’'s inportant to note that the sane information is
bei ng exported. The only change is in the Information El enent
used to export the information

Since different Information El enents are now being used to
express the sane information, the Collecting Process cannot
process data received before the change with data received after
t he change, because the Collecting Process does not know that
these Information Elenents are related. e.g. it’s not possible
to conpare, aggregate, or sort data across such a change wi t hout
first understanding that the old and new Infornation El enents
are equival ent.

Furthermore, it’s inpossible for every Collecting Process to
know how each | ANA standard Information El ement [| ANA-I PFl X]
relates to every conpany’s Enterprise-Specific Information

El ements. ie, a Collecting Process from conpany X cannot be
expected to know that conpany Y's Exporting Process exports
Enterprise-specific field Z which is now equivalent to a certain
I ANA standard el ement.

Thi s docunment proposes a method for Exporting Processes to
inform Col | ecting Processes of such equival ence, so that the
Col l ecting Process is able to process data across the change.
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2 Term nol ogy

Terns used in this docunent are defined in the Term nol ogy
section of the IPFI X Protocol [RFC5101] and are to be
interpreted as defined there.

3 Met hod

An Exporting Process informs a Collecting Process of the

equi val ence of a pair of IPFIX Information El enents by exporting
an | PFI X Equi val ence Message. Equival ence Messages SHOULD be
sent by the Exporting Process upon opening a new Transport

Sessi on, before any other |PFI X Messages are exported. They may
be sent in an Options Record Scoped to the Exporter. Miltiple
Equi val ence Messages nay be sent using | PFI X Structured Data

[ RFC6313] .

3.1 Equi val ence Message For mat

The Equi val ence Message consists of an original Infornation

El ement in the "informationEl enentld" field (#303), followed by
the equivalent Information Elenent in the "equival ent El emrent|d"
field (#TBD), using the Tenplate shown in Figure 1 and Data
Record shown in Figure 2:

0 1 2 3
01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

| E|l informationEl ementld #303 | Field Length |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| E|l equival entElenentld #TBD | Field Length |

B I 2 S S T i T S Tk i T S S S A S S S S

Figure 1: Tenplate for Equival ence Message

Fi gure 2: Equival ence Message Data Record
The encoding of these Information Elenents follows the rules
specified in [ RFC5101] .
When the original Information Elenment and the equival ent
Information Element are both | ANA standard el enents
[ITANA-1 PFI X], both of the E bits are zero and the Equi val ence
Message is as shown in Figure 1.

When the Original Information Element is Enterprise-Specific,
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the Original Information Element’s E bit is set and the
I nformation El ement nunber is imrediately foll owed by the
corresponding Private Enterprise Nunber [PEN], as shown in

Fi gure 3:
T Y T
[1] Oiiginal IE | Private Enterprise Number | 0] Equivalent IE |
fm e e e e e e oo s T

Fi gure 3: Equival ence Message with an Enterprise-Specific
Original Information El enent

This allows an Enterprise-Specific Information El enent to be
specified as equivalent to an | ANA-standard I nformati on El enent.

When the Equivalent Information Elenent is Enterprise-Specific,
the Equivalent Information Element’s E bit is set and the
I nformation El ement nunber is imrediately foll owed by the
corresponding Private Enterprise Nunber [PEN] as shown in

Fi gure 4:
s s o m e e e
|0] Oiginal IE |1] Equivalent IE | Private Enterprise Nunber
T T s

Fi gure 4: Equival ence Message with an Enterprise Specific
Equi val ent | nformati on El enent

This allows an | ANA-standard Information El ement to be specified
as equivalent to an Enterprise-Specific Information El enent.

When both of the Information El enents are Enterprise-Specific,
the E bits are set and both Infornmation El ement nunbers are

i medi ately followed by their corresponding Private Enterprise
Nunmber [PEN] as shown in Figure 5:

B oo e e e e e e e e e ee i +
[1] Oiginal IE | Private Enterprise Number [
T oo e e e e e e e e e e +
B S +
| 1| Equivalent IE | Private Enterprise Nunber |
S S s +

Fi gure 5: Equival ence Message with two Enterprise-Specific
I nformation El enments

This allows two Enterprise-Specific Information Elenments to be
speci fied as equival ent.

Note that the Private Enterprise Nunmbers do not have to be

equal. ie, the Information El enents may belong to different
Private Enterprises.
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4 The Collecting Process’s Side
Equi val ence Messages have gl obal scope, unless they' re sent in
an Options Message with a nore restrictive scope, eg an Options
Record Scoped to the Exporter. ie, unless otherw se restricted,
the specified equival ence applies to all devices.
Therefore the Coll ecting Process does not need to naintain
equi val ence per device.

5 Security Considerations
The sane security considerations apply as for the | PFl X Protocol
[ RFC5101] .

6 | ANA Consi derations

A new I nfornmation El enent "equival ent El enentld" nust be
allocated in IANA's IPFIX registry, [|ANA-IPFIX]:

Description: An IPFIX Information El enent

("equi val entEl enent1d") that denotes an Information El enent
identifier which is equivalent to another Information El enment
identifier, specified in an |IPFI X Equi val ence Message [this
docunent].

Abstract Data Type: Unsignedl6

Data Type Sermantics: identifier

El ement 1 d: TBD

Status: current

Ref erence: [this docunent]
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