I nt ernet Engi neering Task Force S. D Antonio
Internet-Draft Uni versity of Napol
I ntended status: Standards Track " Part henope”
Expi res: August 27, 2013 T. Zseby
CAl DA/ FhG FOKUS
C. Henke
Tektroni x Comuni cation Berlin
L. Peluso
Uni versity of Napol
February 23, 2013

Fl ow Sel ecti on Techni ques
draft-ietf-ipfix-flowselection-tech-13.txt

Abstract

I nternediate Fl ow Sel ection Process is the process of selecting a
subset of Flows fromall observed Flows. The Intermediate Fl ow

Sel ection Process may be |ocated at an | PFl X Exporter, Collector, or
within an | PFI X Mediator. It reduces the effort of post-processing
Fl ow data and transferring Fl ow Records. This docunent describes
notivations for using the Internediate Flow Sel ecti on process and
presents Internediate Fl ow Sel ection techniques. It provides an

i nformati on nodel for configuring Internediate Fl ow Sel ecti on Process
techni ques and di scusses what information about an Intermedi ate Fl ow
Sel ection Process shoul d be export ed.

Requi renents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Scope

Thi s docunent describes Internediate Fl ow Sel ection Process

techni ques for network traffic nmeasurenents. A Flow is defined as a
set of packets with conmon properties as described in [RFC5101]. An
Intermediate Fl ow Sel ection Process can be executed to linmt the
resource demands for capturing, storing, exporting and post-
processing of Flow Records. It also can be used to select a
particul ar set of Flows that are of interest to a specific
application. This docunent provides a categorization of Internediate
Fl ow Sel ecti on Process techni ques and describes configurati on and
reporting paranmeters for them |In order to be conpliant with this
docunent, at least the Property Match Filtering MJUST be i npl enent ed

Thi s docunment al so addresses configuration and reporting parameters
for Flow state Dependent Packet Sel ection as described in [ RFC5475],
al though this technique is categorized as packet selection. The
reason is that Flow state Dependent Packet Sel ection techniques often
aimat the reduction of resources for Flow capturing and Fl ow
processing. Furthernore, these techniques were only briefly

di scussed in [RFC5475]. Therefore configuration and reporting
considerations for Flow state Dependent Packet Sel ection techniques
have been included in this docunent.

2. Term nol ogy

This docunment is consistent with the term nology introduced in

[ RFC5101], [RFC5470], [RFC5475] and [RFC3917]. As in [RFC5101] and

[ RFC5476], the first letter of each |IPFlIX-specific and PSAMP-specific
termis capitalized along with the Internedi ate Fl ow Sel ection
Process specific terns defined here.

* Packet Classification

Packet Cl assification is a process by which packets are mapped to
specific Fl ow Records based on packet properties or externa
properties (e.g. interface). The properties (e.g. header

i nformati on, packet content, AS nunber) make up the Flow Key. In
case a Flow Record for a specific Flow Key already exists the Flow
Record is updated, otherwi se a new Flow Record is created

*

nternedi ate Fl ow Sel ection Process

An Internediate Fl ow Sel ection Process is an Internediate Process
as in [ RFC6183] that takes Fl ow Records as its input and selects a
subset of this set as its output. Internediate Flow Sel ection
Process is a nore general concept than Internediate Sel ection

D Antonio, et al. Expi res August 27, 2013 [ Page 5]



Internet-Draft Fl ow Sel ecti on Techni ques February 2013

Process as defined in [RFC6183]. Wile an Internedi ate Sel ection
Process selects Flow Records from a sequence based upon criteria-
eval uated Fl ow record val ues and passes only those Fl ow Records
that match the criteria, an Internedi ate Fl ow Sel ecti on Process
sel ects Fl ow Records using selection criteria applicable to a

| arger set of Flow characteristics and infornation.

* Flow Sel ection State

An Internmedi ate Fl ow Sel ection Process nmaintains state information
for use by the Flow Selector. At a given tine, the Flow Sel ection
State may depend on Fl ows and packets observed at and before that
time, as well as other variables. Exanples include:

(1) sequence nunber of packets and accounted Fl ow Records;

(ii) nunber of selected Flows;

(iii) nunber of observed Fl ows;

(iv) current Flow cache occupancy;

(v) Fl ow specific counters, |ower and upper bounds;

(vi) Internediate Flow Sel ection Process timnmeout intervals.

* Fl ow Sel ect or

A Fl ow Sel ector defines the action of an Internedi ate Fl ow

Sel ection Process on a single Flow of its input. The Flow

Sel ector can make use of the following information in order to
establ i sh whether a Fl ow has to be sel ected or not:

(i) the content of the Flow Record;

(ii) any state information related to the Metering Process or
Exporting Process;

(iii) any Flow Selection State that nmay be maintained by the
I ntermedi ate Fl ow Sel ection Process.

* Conpl ete Fl ow

A Compl ete Flow consists of all the packets that enter the
Internedi ate Fl ow Sel ection Process within the Flow tine-out
interval, and which belong to the sane Flow as defined by the Fl ow
definition in [ RFC5470]. For this definition only packets that
arrive at the Internediate Fl ow Sel ection Process are consi dered.
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* Flow Filtering

Flow Filtering selects flows based on a determ nistic function on
the Flow Record content, Flow Selection State, external properties
(e.g. ingress interface) or external events (e.g violated Access
Control List). |If the relevant parts of the Flow Record content
can already be observed at packet level (e.g. Flow Keys from
packet header fields) Flow Filtering can be performed at packet

| evel by Property Match Filtering as described in [ RFC5475].

* Hash-based Flow Filtering

Hash-based Flow Filtering is a determnistic Flow filter function
that selects flows based on a Hash Function. The Hash Function is
cal cul ated over parts of the Flow Record content or externa
properties which are called the Hash Domain. |f the hash val ue
falls into a predefined Hash Sel ecti on Range the Flow is sel ect ed.
Hash-based Flow Filtering can already applied at packet level, in
whi ch case the Hash Domain MJST contain the Flow Key of the
packet. In case Hash-based Flow Filtering is used to select the
same subset of flows at different Cbservation Points, the Hash
Domai n MUST conprise parts of the packet or Flow thar are

i nvari ant on the packet/Flow path. Also refer to the according
Traj ectory Sanpling Application Exanple on packet |evel in

[ RFC5475]

* Fl owstate Dependent Internedi ate Fl ow Sel ecti on Process

Fl ow st at e Dependent Internediate Fl ow Sel ection Process is a
sel ection function that selects or drops Flows based on the
current Flow Selection State. The selection can be either
determni stic, random or non-uniformrandom

* Fl ow state Dependent Packet Sel ection

Fl ow st at e Dependent Packet Selection is a selection function that
sel ects or drops packets based on the current Flow Sel ection
State. The selection can be either deterninistic, random or non-
uni formrandom Fl ow state Dependent Packet Sel ection can be used
to prefer the selection of packets belonging to specific Flows.

For exanple the selection probability of packets belonging to
Flows that are already within the Flow Cache nmay be hi gher than
for packets that have not been recorded yet.

* Fl ow Sanpling
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3.

FI ow Sanpling selects flows based on Fl ow Record sequence or
arrival times (e.g. entry in Flow cache, arrival tinme at Exporter
or Mediator). The selection can be systematic (e.g. every n-th
Fl ow) or based on a random function (e.g. select each Fl ow Record
with probability p, or randomy select n out of N Fl ow Records).

D fference between |Internedi ate Fl ow Sel ecti on Process and Packet
Sel ection

Internedi ate Fl ow Sel ection Process differs from packet sel ection
described in [RFC5475]. Packet selection techniques consi der packets
as the basic element and the parent popul ation consists of all
packets observed at an Cbservation Point. |In contrast to this the
basic elenments in Flow selection are the Flows. The parent

popul ation consists of all observed Flows and the Internedi ate Fl ow
Sel ection Process operates on the Flows. The nmajor characteristics
of Internmediate Fl ow Sel ection Process are the follow ng:

- Internedi ate Fl ow Sel ecti on Process takes Flows as basic
el ements. For packet selection, packets are considered as
basi c el enents.

- I nternedi ate Fl ow Sel ecti on Process can only take place after
Packet Cl assification, because the classification rules
determne to which Fl ow a packet bel ongs. Packet sel ection
can be applied before and after Packet C assification. As an
exanpl e, packet selection before Packet Cassification can be
random packet sel ection whereas packet selection after Packet
Classification can be Fl ow state Dependent Packet Sel ection
(as described in [ RFC5475])

- I nternedi ate Fl ow Sel ecti on Process operates on Conpl ete
Flows. That means that after the Internedi ate Fl ow Sel ection
Process either all packets of the Flow are kept or al
packets of the Flow are discarded. That neans that if the
Internedi ate Fl ow Sel ection Process is preceded by a packet
sel ection process the Conplete Flow consists only of the
packets that were not discarded during the packet sel ection

There are sone techniques that are difficult to unanbi guously
categorize into one of the categories. Here some guidance is given
on how to categorize such techni ques

- Techni ques that can be considered as both packet sel ection
and I nternediate Fl ow Sel ection Process: sone packet
sel ection techniques result in the selection of Conplete
Fl ows and therefore can be considered as packet sel ection or
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4.

D Ant oni o,

as Internmedi ate Fl ow Sel ection Process at the sane tinme. An
exanple is Property Match Filtering of all packets to a
specific destination address. |If Flows are defined based on
destination addresses, such a packet selection also results
in a lntermediate Fl ow Sel ection Process and can be

consi dered as packet selection or Internediate Fl ow Sel ection
Process.

Fl ow st at e Dependent Packet Sel ection: there exist techniques
that sel ect packets based on the Flow state, e.g. based on
the nunber of already observed packets belonging to the Flow
Exanpl es of these techniques fromthe literature are "Sanpl e
and Hol d" [EsVa0l1] "Fast Filtered Sanpling" [MSZC10] or the
"Sticky Sampling” algorithmpresented in [ MaMb02]. Such
techni ques can be used to influence which Flows are captured
(e.g. increase the selection of packets belonging to |arge

Fl ows) and reduce the nunber of Flows that need to be stored
in the Fl ow cache. Neverthel ess, such techniques do not
necessarily select Conplete Flows, because they do not ensure
that all packets of a selected Flow are captured. Therefore
Fl ow st at e Dependent Packet Sel ection techniques that do not
ensure that either all or no packets of a Flow are sel ected
strictly speaking have to be considered as packet sel ection
techni ques and not as Internedi ate Flow Sel ecti on Process

t echni ques.

Intermediate Fl ow Sel ection Process within the I PFI X Architecture
An Internediate Fl ow Sel ection Process can be depl oyed at any of
three places within the IPFI X architecture. As shown in Figure 1
I nternedi ate Fl ow Sel ection Process can occur
in the Metering Process at the | PFI X Exporter
in the Exporting Process at the Collector

within a Medi at or

et al. Expi res August 27, 2013 [ Page 9]
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4.1. Internediate Flow Selection Process in the Metering Process

Internediate Fl ow Sel ection Process in the Metering process uses
packet information to update the Fl ow Records in the Flow cache.
Intermedi ate Fl ow Sel ection Process before Packet C assification can
be based on the fields of the Flow Key (al so on a hash val ue over
these fields), but not based on characteristics that are only

avail abl e after Packet Classification (e.g. Flow size, Flow
duration). An Intermediate Flow Sel ection Process is here applied to
reduce resources for all succeeding processes or to select specific
Fl ows of interest in case such Flow characteristics are already
observabl e at packet level (e.g. Flows to specific |IP addresses).
In contrast, Flow state Dependent Packet Selection is a packet

sel ection techni que, because it does not necessarily select Conplete
Fl ows.

4.2. Internediate Flow Sel ection Process in the Exporting Process

Internediate Fl ow Sel ection Process in the Exporting Process works on
Fl ow Records. An Internediate Fl ow Sel ection Process in the
Exporting Process can therefore depend on Flow characteristics that
are only visible after the classification of packets, such as Fl ow
size and Fl ow duration. The Exporting Process nmy inplenent policies
for exporting only a subset of the Fl ow Records whi ch have been
stored in the systemnenory in order to unload Fl ow export and Fl ow
post - processing. An Internmedi ate Flow Sel ection Process in the
Exporting Process may select only the subset of Fl ow Records which
are of interest to the users application, or select only as many Fl ow
Records as can be handl ed by the avail able resources (e.g. linted
export link capacity).

4. 3. Internedi ate Fl ow Sel ection Process as a function of the | PFIX
Medi at or

As shown in Figure 1, Internmediate Flow Sel ecti on Process can be
performed within an | PFI X Medi ator [ RFC6183]. The Intermediate Fl ow
Sel ection Process takes Fl ow Record streamas its input and selects
Fl ow Records from a sequence based upon criteria-evaluated record
values. The Internediate Fl ow Sel ecti on Process can again apply an

I nternedi ate Fl ow Sel ection Process technique to obtain Fl ows of
interest to the application. Further, the Internediate Fl ow

Sel ection Process can base its selection decision on the correlation
of data fromdifferent |IPFI X Exporters, e.g. by only selecting Flows
that were at |east recorded on two | PFI X Exporters.
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5.

5.

5.

I nternedi ate Fl ow Sel ecti on Process Techni ques

An Internediate Fl ow Sel ection Process technique selects either al
or none of the packets of a Flow, otherw se the technique has to be
consi dered as packet selection. A difference is recognized between
Flow Filtering and Fl ow Sanpli ng.

1. Flow Filtering

Flow Filtering is a determnistic function on the |IPFI X Fl ow Record
content. |If the relevant Flow characteristics are already observabl e
at packet level (e.g. Flow Keys), Flow Filtering can be applied

bef ore aggregation at packet level. |In order to be conpliant with
this docunment, at least the Property Match Filtering MJST be

i mpl enment ed.

1.1. Property Match Filtering

Property Match Filtering can be perfornmed simlarly to Property Mtch
Filtering for packet selection described in [ RFC5475]. The
difference is that, instead of packet fields, Flow Record fields are
here used to derive the selection decision. Property Match Filtering
is typically used to select a specific subset of the Flows that are
of interest to a particular application (e.g. all Flows to a specific
destination, all large Flows, etc.). Properties on which the
filtering is based can be Fl ow Keys, Flow Tinestanps, or Per-Fl ow
Counters described in [RFC5102]. Exanples of properties are the Fl ow
size in bytes, the nunber of packets in the Flow, the observation
time of the first or |ast packet, or the maxi num packet | ength. An
exanple is to select Flows with nore than a threshold nunber of
observed octets. The selection criteria can be a specific value, a
set of specific values, or an interval. For exanple, a Flowis
selected if destinationl Pv4Address and the total nunber of packets of
the Flow equal two predefined values. Property Match Filtering can
be applied in the Metering Process if the properties are already
observabl e at the packet level (e.g. Flow Key fields). For exanple,
a Flowis selected if sourcel Pv4Address and sourcel Pv4Prefi xLength
equal, respectively, two specific val ues.

There are content-based Property Match Filtering techni ques that
require a conputation on the current Flow cache. An exanple is the
sel ection of the largest Flows or a percentage of Flows with the
longest lifetime. This type of Property Match Filtering is also used
in Intermedi ate Fl ow Sel ection Proces techniques that react to
external events (e.g. resource constraint). For exanple when the

Fl ow cache is full, the Flow Record with the | owest Flow vol une per
current Flow life time may be del et ed.
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5.1.2. Hash-based Flow Filtering

Hash-based Flow Filtering uses a Hash Function h to map the Fl ow Key
c onto a Hash Range R A Flow is selected if the hash value h(c) is
within the Hash Sel ection Range S, which is a subset of R Hash-based
Flow Filtering can be used to enul ate a random sanpling process but
still enable the correlation between sel ected Fl ow subsets at
different Qobservation Points. Hash-based Flow Filtering is sinmlar
to Hash-based Packet Selection, and in fact is identical when Hash-
based Packet Sel ection uses the Flow Key that defines the Flow as the
hash input. Nevertheless there may be the incentive to apply Hash-
based Flow Filtering not on the packet level in the Metering Process,
for exanple when the size of the selection range and therefore the
sampling probability is dependent on the nunber of observed Fl ows.

5.2. Flow Sanpling

FI ow Sanpling operates on Fl ow Record sequence or arrival tines. It
can use either a systematic or a random function for the Internediate
Fl ow Sel ection Process. Flow Sanpling usually ainms at the selection
of a representative subset of all Flows in order to estimate
characteristics of the whole set (e.g. nean Flow size in the

net wor k) .

5.2.1. Systenmmtic sanpling

Systematic sanpling is a determ nistic selection function

Systematic sanpling may be a periodic selection of the NNth Fl ow
Record which arrives at the Internediate Fl ow Sel ection Process.
Systematic sanpling MAY be applied in the Metering Process. An
exanpl e would be to create, besides the Fl ow cache of selected Flows,
an additional data structure that saves the Fl ow Keys of the Flows
that are not selected. The selection of a Flow would then be based
on the first packet of a Flow Everytine a packet belonging to a new
Flow (which is neither in the data structure of the selected or not
sel ected Flows) arrives at the hservation Point, a counter is
increased. In case the counter is increased to a multiple of N a new
Fl ow cache entry is created, and in case the counter is not a
multiple of Nthe Flow Key is added to the data structure for not

sel ected Fl ows.

Systematic sanpling can al so be tinme-based. Tinme-based systematic
sampling is applied by only creating Flows that are observed between
ti me-based start and stop triggers. The time interval nay be applied
at packet level in the Metering Process or after aggregation on Fl ow
Il evel, e.g. by selecting a Flow arriving at the Exporting Process
every n seconds.
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5.2.2. Random Sanpling

Random Fl ow sanmpling is based on a random process which requires the
cal cul ation of random nunbers. One can differentiate between n-out-N
and probabilistic Flow sanpling.

5.2.2.1. n-out-of-N Fl ow Sanpling

In n-out-of-N Sanpling, n elenments are sel ected out of the parent
popul ation that consists of N elenents. One exanple would be to
generate n different random nunbers in the range [1,N] and sel ect al
Fl ows that have a Fl ow position equal to one of the random nunbers

5.2.2.2. Probabilistic Flow Sanpling

In probabilistic Sanpling, the decision whether or not a Flowis

sel ected is nade in accordance with a predefined selection
probability. For probabilistic Sanpling, the Sanple Size can vary
for different trials. The selection probability does not necessarily
have to be the sane for each Flow. Therefore, a difference is
recogni zed between uniform probabilistic sanpling (with the sane

sel ection probability for all Flows) and non-uniform probabilistic
sanmpling (where the selection probability can vary for different

Fl ows). For non-uniform probabilistic Flow Sanpling the sanpling
probability may be adjusted according to the Flow Record content. An
exanpl e would be to increase the selection probability of |arge

vol ume Fl ows over small volunme Flows as described in the Smart
Sanpl i ng techni que [DuLTO1].

5.3. Flowstate Dependent Intermediate Fl ow Sel ection Process

Fl ow st at e Dependent | nternediate Fl ow Sel ecti on Process can be a
determnistic or random Internedi ate Fl ow Sel ecti on Process based on
the Flow Record content and the Fl ow state which nmay be kept
additionally for each of the Flows. External processes nay update
counters, bounds and tinmers for each of the Flow Records and the
Intermedi ate Fl ow Sel ection Process utilises this information for the
sel ection decision. A review of Flow state Dependent Internediate
Fl ow Sel ecti on Process techniques that aimat the selection of the
nost frequent itens by keeping additional Flow state infornmation can
be found in [ CoHa08]. Flow state Dependent Internediate Flow

Sel ection Process can only be applied after packet aggregation, when
a packet has been assigned to a Flow The Internediate Flow

Sel ection Process then deci des based upon the Flow state for each
Flowif it is kept in the Flow cache or not. Two Flowstate
Dependent Internediate Fl ow Sel ection Process Al gorithns are here
descri bed:
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The frequent algorithm][KaPS03] is a technique that ainms at the
selection of all flows that at |east exceed a 1/k fraction of the
(bserved Packet Stream The algorithmhas only a Fl ow cache of size
k-1 and each Flow in the cache has an additional counter. The
counter is increnented each tine a packet belonging to the Flow in
the Flow cache is observed. In case the observed packet does not

bel ong to any Flow all counters are decrenented and if any of the

Fl ow counters has a value of zero the Flowis replaced with a Fl ow
fornmed fromthe new packet

Lossy counting is a selection technique that identifies all Flows
whose packet count exceeds a certain percentage of the whol e observed
packet stream (e.g. 5% of all packets) with a certain estimation
error e. Lossy counting separates the observed packet streamin

wi ndows of size N=1/e, where N is an amount of consecutive packets.
For each observed Flow an additional counter will be held in the Fl ow
state. The counter is incremented each tine a packet belonging to
the Flow is observed and all counters are decrenented at the end of
each wi ndow and all Flows with a counter of zero are renoved fromthe
Fl ow cache.

5.4. Flowstate Dependent Packet Sel ection

Fl ow st at e Dependent Packet Selection is not an Internedi ate Fl ow
Sel ection Process technique but a packet selection technique.
Nevert hel ess configuration and reporting paraneters for this
technique will be described in this docunent. An exanple is the
"Sanpl e and Hol d" algorithm|[EsVa0l] that tries to prefer |arge
volume Flows in the selection. Wen a packet arrives it is selected
when a Flow Record for this packet already exists. |In case there is
no Fl ow Record, the packet is selected by a certain probability that
i s dependent on the packet size.

6. Configuration of Internmedi ate Flow Sel ecti on Process Techni ques

This section describes the configuration paraneters of the Fl ow

sel ection techni ques presented above. It provides the basis for an

i nformati on nodel to be adopted in order to configure the
Internmedi ate Fl ow Sel ection Process within an | PFI X Device. The
actual information nodel with the Information Elenments (I Es) for the
configuration is described together with the reporting IEs in section
7. The following table gives an overview of the defined Internediate
Fl ow Sel ecti on Process techni ques, where they can be applied and what
their input paraneters are. Depending on where the Flow sel ection
techni ques are applied different input paraneters can be confi gured.

Overvi ew of Internediate Flow Sel ecti on Process Techni ques:
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Fom e e e e oo Fom e e o m e e e e e i oo - +
| Location | Selection | Selection Input |
| | Techni que | |
S e e e e e e oo oo o e e e e e e e oo +
| I'n the Metering | Flowstate | packet sanpling |
| Process | Dependent Packet | probabilities, Flow |
| | Selection | Selection State, packet |
| | | properties |
B e m e e e e e e oo - o e e e e e e e e e +
| I'n the Metering | Property Match | Flow record I|Es, [
| Process | Flow Filtering | Selection Interval |
e e e e oo oo oo e e e ia oo - +
| I'n the Metering | Hash-based Fl ow | selection range, Hash [
| Process | Filtering | Function, Flow Key, |
| | | (seed) |
S e e e e e e oo oo o e e e e e e e oo +
| I'n the Metering | Tinme-based | Flow position (derived |
| Process | Systematic Fl ow | fromarrival time of [
[ | Sanpling | packets), Flow Selection |
| | | State |
B e m e e e e e e oo - o e e e e e e e e e +
| I'n the Metering | Sequence- based | Flow position (derived [
| Process | Systematic Fl ow | from packet position), |
| | Sanpling | Flow Selection State |
Fom e e e e oo Fom e e o m e e e e e i oo - +
| I'n the Metering | Random Fl ow | random nunber generator |
| Process | Sanpling | or list and packet |
[ [ | position, Flow state [
e e e e o n o e e oo e e e e eie oo n +
| I'n the Exporting | Property Match | Flow Record content, [
| Process/ within | Flow Filtering | filter function [
| the IPFIX [ [ [
| Medi at or | | |
S e e e e e e oo oo o e e e e e e e oo +
| I'n the Exporting | Hash-based Fl ow | selection range, Hash |
| Process/ within | Filtering | Function, hash input [
| the IPFIX [ | (Flow Keys and ot her [
| Medi at or | | Flow properties) |
B e m e e e e e e oo - o e e e e e e e e e +
| I'n the Exporting | Flowstate | Flow state paraneters, [
| Process/ within | Dependent | random nunber generator |
| the IPFIX | I'ntermediate Flow | or list |
| Medi at or | Selection Process | |
) Fom e e e e e e e e oo Fo e e e e e e eam o +
| I'n the Exporting | Time-based | Flow arrival time, Flow |
| Process/ within | Systematic Flow | state [
| the IPFIX | Sanpling | |
| Medi ator | | |
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| I'n the Exporting | Sequence-based | Flow position, Flow |
| Process/ within | Systematic Fl ow | state |
| the IPFIX | Sanpling | |
| Medi ator [ [ [
- e S +
| I'n the Exporting | Random Fl ow | random nunber generator |
| Process/ within | Sanpling | or list and Fl ow [
| the IPFIX | | position, Flow state |
| Medi at or | | |
S e e e e e e oo oo o e e e e e e e oo +

Tabl e 1: Overvi ew of

6. 1.

I nternedi ate Fl ow Sel ection Process Techni ques

Internedi ate Fl ow Sel ecti on Process Paraneters

This section defines what parameters are required to describe the
nmost conmmon I nternediate Fl ow Sel ection Process techni ques.

I nternedi ate Fl ow Sel ecti on Process Paraneters:

For Property Match Filtering:

- Information El enent as specified in [iana-ipfix-assignments]):
Specifies the Information El ement which is used as the property
inthe filter expression.

- Sel ection Value or Value Interval:

Specifies the value or interval of the filter expression.
Packets and Fl ow Records that have a value equal to the Sel ection
Val ue or within the Interval will be selected.

For Hash-based Flow Filtering:

- Hash Dormai n:

Specifies the bits fromthe packet or Flow which are taken as the
hash i nput to the Hash Functi on.

- Hash Functi on:

Speci fies the name of the Hash Function that is used to calculate
the hash value. Possible Hash Functions are BOB [ RFC5475], | PSX
[ RFC5475], CRC-32 [Bra75]

- Hash Sel ecti on Range:

Fl ows that have a hash value within the Hash Sel ecti on Range are

sel ected. The Hash Sel ecti on Range can be a value interval or

arbitrary hash values within the Hash Range of the Hash Functi on.
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For

Random Seed or Initializer Value:

Some Hash Functions require an initializing value. |In order to
meke the sel ection decision nore secure one can choose a random
seed that configures the hash function

Fl ow st at e Dependent | nternedi ate Fl ow Sel ecti on Process:

frequency threshol d:

Specifies the frequency threshold s for Fl ow state Dependent Flow
Sel ection techniques that try to find the nost frequent itens
within a dataset. Al Flows which exceed the defined threshold
will be sel ected.

accuracy paraneter:

specifies the accuracy paraneter e for techniques that deal wth
the frequent itens problens. The accuracy paraneter defines the
maxi mumerror, i.e. no Flows that have a true frequency | ess than
(s - €e) Nare selected, where s is the frequency threshold and N
is the total nunber of packets.

The above list of parameters for Flow state Dependent Fl ow Sel ection
techniques is suitable for the presented frequent item and | ossy
counting algorithns. Nevertheless a variety of techniques exist with
very specific paraneters which are not defined here

For

For

For

Systematic time-based Fl ow Sanpling:

Interval length (in usec)
Defines the length of the sanpling interval during which Fl ows
are sel ect ed.

Spacing (in usec)

The spaci ng paraneter defines the spacing in usec between the end
of one sanpling interval and the start of the next succeeding

i nterval .

Systemati c count-based Fl ow Sanpl i ng:

Interval length
Defines the nunber of Flows that are selected within the sanpling
i nterval .

Spaci ng

The spaci ng paraneter defines the spacing in nunber of observed
Fl ows between the end of one sanpling interval and the start of
the next succeeding interval

random n-out - of - N Fl ow Sanpl i ng:
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- Popul ation Size N
The Popul ation Size Nis the nunber of all Flows in the
Popul ation from which the sanple is drawn.

- Sanpling Size n
The sanpling size nis the nunber of Flows that are randonly
drawn fromthe popul ation N

For probabilistic Fl ow Sanpling:

- Sanpling probability p
The sanpling probability p defines the probability by which each
of the observed Flows is sel ected.

6.2. Description of Flow state Dependent Packet Sel ection

The configuration of Flow state Dependent Packet Sel ection has not
been described in [ RFC5475] therefore the paraneters are defined
her e:

For Fl ow state Dependent Packet Sel ection

- packet sel ection probability per possible Flow state interva
Defines nultiple {Flowinterval, packet selection probability}
val ue pairs that configure the sanpling probability depending on
the current Flow state.

- addi ti onal paranmeters
For the configuration of Flow state Dependent Packet Sel ection
addi ti onal parameters or packet properties nay be required, e.g.
t he packet size ([EsVa01])

7. Information Mddel for Internediate Fl ow Sel ecti on Process
Configuration and Reporting

This section specifies the Information Elenents (lIEs) that MJST be
exported by an Internmedi ate Fl ow Sel ection Process in order to
support the interpretation of neasurenent results from Fl ow
measurenents. The information is mainly used to report how nany
packets and Fl ows have been observed in total and how many of them
were selected. This helps for instance to calculate the Attained
Sel ection Fraction (see also [RFC5476]), which is an inportant
paraneter to provide an accuracy statenent. The |IEs can provide
reporting information about Fl ow Records, packets or bytes. The
reported netrics are total nunber of elenents and the nunber of

sel ected el enents. Fromthis the nunber of dropped el enents can be
deri ved.
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I nternedi ate Fl ow Sel ection Process Information El enents:

__________________________ o e e e e e e e e e e e e e e e e e e e e e e m ==
Nane | ID | Nane [
__________________________ o
sel ecti onSequencel D | 302 | selectorlD [
.......................... e
fl owSel ect or Al gorithm | 1 | octetDeltaCount |

| | |
__________________________ o e e e e e e e e e e e e e e e e e e e e e m ==
fl owSel ectedCctetDeltaCo | 2 | packet Del t aCount |
unt [ [ [
.......................... e
fl owSel ect edPacket DeltaC | 3 | original Fl owsPresent |
ount | | |
__________________________ o e e e e e e e e e e e e e e e e e e e e e m ==
fl owSel ect edFl owDel t aCou | TBD5 | sel ectorl DTot al Fl owsCoser |
nt | | ved |
.......................... e
sel ector| DTotal Fl ownsSel e | TBD7 | sanpli ngFl ow nt erval |
cted | | |
__________________________ o e e e e e e e e e e e e e e e e e e e e e m ==
sanpl i ngFl owSpaci ng | 309 | sanmplingSize |

I I I
.......................... e
sanpl i ngPopul ati on | 311 | sanplingProbability |
__________________________ o e e e e e e e e e e e e e e e e e e e e e e m ==
fl owSanpl i ngTi mel nterval | TBD1 | fl owSanplingTi meSpaci ng [

(Y I I
__________________________ L
di gest HashVal ue | TBD1 | hashFl owDomai n |

| 1 I I
__________________________ o e e e e e e e e e e e e e e e e e e e e e e m ==
hashQut put RangeM n | 330 | hashQut put RangeMax [
__________________________ o
hashSel ect edRangeM n | 332 | hashSel ect edRangeMax |
.......................... e
hashDi gest Qut put | 334 | hashlnitialiserValue |
__________________________ o e e e e e e e e e e e e e e e e e e e e e e m ==
absol ut eError | 321 | relativeError [
__________________________ o
upperCl Limt | 337 | lowerClLimt |
.......................... e
confi dencelevel | | |
__________________________ o e e e e e e e e e e e e e e e e e e e e e e m ==
2: Intermediate Flow Sel ection Process Information El ements
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7.1. flowSel ectorAl gorithm
Descri ption:

This Information El ement identifies the Internediate Fl ow

Sel ection Process technique(e.g., Filtering, Sanpling) that is
applied by the Internmedi ate Flow Sel ecti on Process. Mst of these
techni ques have paraneters as decribed in Section 6. Further
technique identifiers may be added to the list below. It mght be
necessary to define new Information El enents to specify their
paraneters. The flowSel ectorAlgorithmregistry is maintained by

| ANA.  New assignnments for the registry will be adninistered by

| ANA and are subject to Expert Review [ RFC5226]. The registry can
be updat ed when specifications of the new techni que(s) and any new
Information El enents are provided.

e T +
| ID]| Techni que | Par anet er s |
B Fo e e e e e e eam o +
| 1 | Systematic count-based | flowSanplinglnterval |
[ | Sanpling | flowSanplingSpacing [
e . +
| 2 | Systematic tinme-based | flowSanplingTinelnterval

[ | Sanpling | flowSanplingTi neSpacing |
B Fo e e e e e e eam o +
| 3 | Random n-out-of-N | sanplingSize |
[ | Sanpling | sanplingPopul ation [
e S +
| 4 | Uniformprobabilistic | sanplingProbability [
I | Sanpling I I
B Fo e e e e e e eam o +
| 5 | Property Match | I'nformation El enment |
[ | Filtering | Val ue Range [
e S +
| Hash- based Filtering | hashlnitialiserVal ue |
e + hashFl owbDonai n |
| 6 | using BOB | hashSel ect edRangeM n |
S R R + hashSel ect edRangeMax [
| 7 | using IPSX | hashQut put RangeM n [
e R E R TR + hashQut put RangeMax |
| 8 | using CRC | |
L L L T T +
| TBDx| Fl ow st ate Dependent | No agreed Paraneters |

| | I'ntermedi ate Fl ow | |
[ | Selection Process [ [
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I nternedi ate Fl ow Sel ecti on Process Techni ques
Abstract Data Type: unsignedl6
El ement | d: TBD1
Data Type Semantics: identifier
Status: Proposed
7.2. flowSel ect edCct et Del t aCount

Descri pti on:

This Information El ement specifies the volume in octets of all
Flows that are selected in the Internediate Fl ow Sel ecti on Process
since the previous report.

Abstract Data Type: unsigned64

El ement | d: TBD2

Units: Cctets

Status: Proposed

7.3. flowSel ect edPacket Del t aCount

Descri ption:

This Information El ement specifies the volunme in packets of all
Flows that were selected in the Internedi ate Fl ow Sel ection
Process since the previous report.

Abstract Data Type: unsigned64

El enment | d: TBD3

Units: Packets

Status: Proposed

7.4. flowSel ect edFl owDel t aCount

Descri ption:

This Information El enent specifies the nunber of Flows that were
selected in the Internedi ate Flow Sel ecti on Process since the | ast
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report.
Abstract Data Type: unsigned64
El ement | d: TBD4
Units: Flows
Status: Proposed

7.5. selectorl DTotal Fl ownsCbser ved

Descri pti on:

This Information El ement specifies the total number of Flows
observed by a Selector, for a specific value of Selectorld. This
I nformation El enent should be used in an Options Tenpl ate scoped
to the observation to which it refers. See Section 3.4.2.1 of the
| PFI X protocol document [RFC5101]

Abstract Data Type: unsigned64

El ement | d: TBD5

Units: Flows

Status: Proposed

7.6. selectorlDrotal Fl owsSel ected

Descri pti on:

This Information El ement specifies the total number of Flows
sel ected by a Selector, for a specific value of Selectorld. This
I nformation El enent should be used in an Options Tenpl ate scoped
to the observation to which it refers. See Section 3.4.2.1 of the
| PFI X protocol document [RFC5101].

Abstract Data Type: unsigned64

El ement | d: TBD6

Units: Flows

Status: Proposed
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7.7. sanplingFl oM nterva

Descri ption:

This Information El enent specifies the nunber of Flows that are
consecutively sanpled. A value of 100 neans that 100 consecutive
Fl ows are sanpled. For example, this Information El enment nmay be
used to describe the configuration of a systematic count-based
Sanpl i ng Sel ector.

Abstract Data Type: unsi gned64

El enent | d: TBD7

Units: Flows

Status: Proposed

7.8. sanplingFl owSpaci ng

Descri ption:

This Information El enent specifies the nunber of Fl ows between two
"sanmplingFlow nterval"s. A value of 100 neans that the next
interval starts 100 Fl ows (which are not sanpled) after the
current "sanplingFlow nterval"” is over. For exanple, this
Information El enment may be used to describe the configuration of a
systenmati c count-based Sanpling Sel ector

Abstract Data Type: unsigned64

El ement | d: TBD38

Units: Flows

Status: Proposed

7.9. flowSanplingTi nelnterva

Descri ption:

This Information El ement specifies the tine interval in

ni croseconds during which all arriving Flows are sanpled. For
exanple, this Information El enment nmay be used to describe the
configuration of a systematic tine-based Sanpling Sel ector

Abstract Data Type: unsi gned64
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El ement 1 d: TBD9
Units: mcroseconds
Status: Proposed
7.10. flowSanplingTi meSpaci ng

Descri ption:

This Information Elenent specifies the tinme interval in
ni croseconds between two "fl owSanplingTi melnterval"s. A val ue of

100 neans that the next interval starts 100 mi croseconds (during
whi ch no Flows are sanpled) after the current

"fl owsanplingTinmelnterval " is over. For example, this Information
El ement nay used to describe the configuration of a systematic
ti me- based Sanpling Sel ector.

Abstract Data Type: unsigned64

El ement 1 d: TBD10

Units: mcroseconds

Status: Proposed

7.11. hashFl owDonai n

Descri ption:

This Information El ement specifies the Information El ements that
are used by the Hash-based Fl ow Sel ector as the Hash Domai n.

Abstract Data Type: unsignedl6

El ement | d: TBD11
Data Type Semantics: identifier

Status: Proposed

8. | ANA Consi derati ons
8.1. Registration of Information El enents

IANA will register the following IEs in the I PFI X Infornation
El ements registry at http://ww.iana.org/assignments/ipfix/ipfix.xm
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e T oo I oo - T +
| Vval | Nane | Data | Data | Statu | Description |
| ue | | Type | Type | s I I
I I I | Semanti | I I
I I I | cs I I I
N . Fommamenn N N - +

TBD | fl owSel ectorAl unsi gn identif Pr opo Thi s

1 gorithm edl16 ier sed I nf ormati on

El enent

I I
I I
I I
| identifies the |
| I'nternediate |
| Flow Selection |
| Process [
| technique(e.g., |
| Filtering, |
| Sanpling) that |
| is applied by |
| the [
| I'nternediate [
| Flow Selection |
| Process |

f 1 owSel ect edCc
t et Del t aCount

Thi s

I nformati on
El enent
specifies the
volume in
octets of all

unsi gn | |
I I
I I
I I
I I
I I
| Flows that are |
I I
I I
I I
I I
I I
I I

ed64

sel ected in the
I nternedi ate

Fl ow Sel ecti on
Process since

t he previous
report.
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fl owSel ectedPa | unsign | Packets | Propo | This

cket Del t aCount ed64 sed | I'nformation

| El ement

| specifies the

| volume in

| packets of all

| Flows that were
| selected in the
| I'nternediate

| Flow Sel ection
| Process since
| the previous

| report.

f 1 owSel ect edFl
owbDel t aCount

Thi s

I nformati on

El enent
specifies the
nunber of Fl ows
that were

unsi gn [
I
I
I
I
|
| selected in the
I
I
I
I
|

ed64

I nternedi ate
Fl ow Sel ecti on
Process since
the | ast
report.
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sel ectorl DTota | unsign | Flows
| Fl owsCbser ved ed64

Propo | This |
| I'nformation |
| El ement [
| specifies the |
| total nunber of |
| Flows observed |
| by a Selector, |
| for a specific |
| val ue of [
| Sel ectorld. |
| This [
| I'nformation [
| El enent shoul d

| be used in an |
| Options [
| Tenpl ate scoped

| to the |
| observation to |
| which it [
| refers. See |
| Section 3.4.2.1 |
| of the I PFIX |
| protocol |
| document |
I I

|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
|
| [ RFC5101]
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sel ectorl DTota | unsign | Flows
| Fl owsSel ect ed ed64

Propo | This |
| I'nformation |
| El ement [
| specifies the |
| total nunber of |
| Flows selected |
| by a Selector, |
| for a specific |
| val ue of [
| Sel ectorld. |
| This [
| I'nformation [
| El enent shoul d

| be used in an |
| Options [
| Tenpl ate scoped

| to the |
| observation to |
| which it [
| refers. See |
| Section 3.4.2.1 |
| of the I PFIX |
| protocol |
| document |
I I

|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
|
| [ RFC5101] .
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samplingFlown | unsign | Flows
terval ed64

Propo | This

| I'nformation

| El ement

| specifies the
| nunber of Flows
| that are

| consecutively
| sanpled. A

| val ue of 100
| neans that 100
| consecutive

| Flows are

| sanpled. For
| exanple, this

| I'nformation

| Elenent may be
| used to

| describe the

| configuration

| of a systematic
| count-based

| Sanpling

| Selector.
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sampl i ngFl owSp | unsign | Fl ows
aci ng ed64

Propo | This |
| I'nformation |
| El ement [
| specifies the |
| nunber of Flows |
| between two |
| "sanplingFlown |
| terval"s. A |
| value of 100 [
| rmeans that the

| next interval |
| starts 100 |
| Flows (which |
| are not |
| sampled) after |
| the current |
| "sanplingFlow |
| nterval" is ove
| r.For example, |
[ this [
[ I nformation [
| El ement nay b |
| e used to |
[ describe the |
| configuration |
| of a systemat |
| iccount-based [
| Sanpl i ng |
[ Sel ector. [
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Thi s

I nformati on

El enent
specifies the
time interval
in mcroseconds
during which
all arriving

Fl ows are

sanmpl ed. For
exanmple, this

I nf ormati on

El ement may be
used to
descri be the
configuration
of a systematic
ti me- based
Sampl i ng

Sel ect or.
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Thi s [
I nf ormati on |
El enent [
specifies the |
time interval |
in mcroseconds
bet ween two |
"fl owSanpl i ngTi |
mel nterval "s. [
Aval ue of 100 |
nmeans that the
next interval
starts 100 |
m cr oseconds |
(during which |
no Flows are |
sanmpl ed) after |
the current [
"fl owsanpl i ngT |
imelnterval” is
over. For [
exanple, this
I nformati on |
El ement may [
used to |
describe the |
configuration |
of a systemat |
i ctine-based [
Sanpl i ng |
Sel ect or. |

Thi s [
I nformation |
El enent |
specifies the |
I nf ormati on |
El ement s t hat

are used by the |
Hash- based Fl ow
Sel ector as the
Hash Domai n. [

Information El enents to be registered
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TBD8, TBD9, TBD10, TBD11l with the assigned val ues, throughout the
docunent

8.2. Registration of Object ldentifier
IANA will register the following OD in the |PFlX-SELECTOR-M B

Functions sub-registry at http://ww.iana. org/assi gnnents/sm - nunbers
according to the procedures set forth in [ RFC6615]

Fomm e - o e e e e e e e e ao oo Fom e e e e oo oo [ S +
| Decimal | Name | Description | Reference |
TR o e e e e e aa oo o e e e Fom e e oo - +
flowSel ectorAl gorithm | This Object TBDx
I dentifier [ RFCyyyy]

I
I I
| identifies the |
| I'nternmediate Flow |
| Selection Process |
| technique (e.g., |
| Filtering, [
| Sanpling) that is |
| applied by the |
| I'nternmediate Flow |
| Selection Process |

Table 4: Object Identifiers to be registered

| ANA Note: please replace TBDx with the assigned val ue, throughout
t he docunent.

Editor’s Note (to be renoved prior to publication): the RFC editor is
asked to replace "yyyy" in this docunment by the nunber of the RFC
when the assi gnnment has been nade.

9. Security Considerations

Some of the described Internediate Fl ow Sel ecti on Process techni ques
(e.g., flow sanpling, hash-based flow filtering) aimat the selection
of a representative subset of flows in order to estinmate paraneters
of the population. An adversary may have incentives to influence the
selection of flows, for exanmple to circunvent accounting or to avoid
the detection of packets that are part of an attack.

Security considerations concerning the choice of a Hash Function for
Hash- based Packet Sel ection have been di scussed in Section 6.2.3 of

[ RFC5475] and are al so appropriate for Hash-based Fl ow Sel ecti on.

[ RFC5475] discusses the possibility to craft Packet Streanms which are
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di sproportionately selected or can be used to di scover Hash Function
paraneters. It also describes vulnerabilities of different Hash
Functions to these attacks, and practices to mnimze these

vul nerabilities.

For ot her sanpling approaches a user can gain know edge about the
start and stop triggers in tinme-based systematic Sanpling, e.g., by
sendi ng test packets. This know edge night allow users to nodify
their send schedule in a way that their packets are

di sproportionately selected or not selected. For random Sanpling, an
i nput to the encryption process, like the Initialization Vector of
the CBC (Ci pher Bl ock Chaining) node, should be used to prevent that
an advi sory can predict the selection decision [Dw1].

Furt her security threats can occur when Internmedi ate Fl ow Sel ection
Process paraneters are configured or comrunicated to other entities.
The protocol (s) for the configuration and reporting of Internediate
Fl ow Sel ecti on Process paraneters are out of scope of this docunent.
Nevert hel ess, a set of initial requirements for future configuration
and reporting protocols are stated bel ow

1. Protection against disclosure of configuration information:
I nternedi ate Fl ow Sel ection Process configuration infornation
describes the Intermediate Flow Selection Process and its
paranmeters. This information can be useful to attackers.
Attackers may craft packets that never fit the selection criteria
in order to prevent Flows to be seen by the Internediate Fl ow
Sel ection Process. They can also craft a |lot of packets that fit
the selection criteria and overload or bias subsequent processes.
Therefore any transni ssion of configuration data (e.g., to
configure a process or to report its actual status) should be
protected by encryption.

2. Protection against nodification of configuration information: if
wong configuration information is sent to the Internedi ate Fl ow
Sel ection Process, it can lead to a mal function of the
Intermedi ate Flow Sel ection Process. Also if wong configuration
information is reported fromthe Internediate Fl ow Sel ection
Process to other processes it can |lead to wong estimations at
subsequent processes. Therefore any protocol that transnits
configuration information should prevent that an attacker can
nodi fy configuration information. Data integrity can be achieved
by aut henticating the data.

3. Protection against malicious nodes sending configuration
i nformati on: The renote configuration of Internediate Fl ow
Sel ection Process techniques should be protected agai nst access
by unaut horized nodes. This can be achi eved by access contro
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10.

11.

11.

lists at the device that hosts the Internediate Fl ow Sel ection
Process (e.g. |PFIX Exporter, |PFIX Mediator or |IPFIX Collector)
and by source authentication. The reporting of configuration
data froman Internedi ate Fl ow Sel ection Process has to be
protected in the sane way. That neans that also protocols that
report configuration data fromthe Internediate Fl ow Sel ection
Process to other processes need to protect agai nst unauthorized
nodes reporting configuration information.

The security threats that originate from conmuni cating configuration
information to and fromIntermedi ate Fl ow Sel ecti on Processes cannot
be assessed solely with the information given in this docunent. A
further nore detail ed assessnment of security threats is necessary
when a specific protocol for the configuration or reporting
configuration data is proposed.
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Appendi x A.  Appendix A XM Specification of |Intermedi ate Fl ow
Sel ection Process Information Elenents

Thi s appendi x contains a nmachi ne-readabl e description of the

I nternedi ate Fl ow Sel ection Process Information El ements coded in
XML. Note that this appendix is of informational nature, while the
text in Section 7 is normative. The format in which this
specification is given is described by the XM Schema in Appendi x B
of [RFC5102].

<fieldDefinitions xm ns="urn:ietf:paranms: xm:ns:ipfix-inf

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance”
xsi :schemalLocation="urn:ietf:parans:xm:ns:ipfix-info
i pfix-info.xsd">

<field name="fl owSel ect or Al gorithnt dataType="unsi gned16"
dat aTypeSemanti cs="identifier"
el ement | d="TBD1" st at us="proposed" >
<descri ption>
<par agr aph>
This Information El enent identifies the Internedi
ate Flow Sel ection Process technique(e.g., Filtering, Sanpling) that is applied b
y the Internediate Flow Sel ecti on Process. Mst of these techni ques have paranete
rs as decribed in <xref target="config"/> Further technique identifiers may be a
dded to the list below It mght be necessary to define new Infornmation El enents
to specify their paraneters. The flowSel ectorAl gorithmregistry is naintained by
| ANA. New assignnents for the registry will be adm nistered by I ANA and are subje
ct to Expert Review <xref target="RFC5226"/>. The registry can be updated when sp
ecifications of the new technique(s) and any new I nformation
El ements are provi ded
</ par agr aph>

<ar twor k>

e .
-------- +

| ID]| Techni que Par anet er s

Fomm e e e e e e e oo e e e e oo oo
-------- +

| 1 | Systematic count-based | flowSanplinglnter
val [

| | Sanpling | flowSanplingSpac
ng |



| 2 | Systematic tine-based | flowSanplingTi el
nterval |

| | Sanpling | flowSanplingTi meS
paci ng |

| 3 | Random n-out-of-N | sanplingSize
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n
-------- +
ty I

I
-------- +
nt [

I
-------- +
| ue [

I
M n [
Max |
n I
X I

I
-------- +
ers [

I

I
-------- +

</field>
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| | Sanpling | sanplingPopul atio

| 4 | Uniformprobabilistic | sanplingProbabil

I | Sampling I

o e e e e e e aaao o o e e e e e oo -
| 5 | Property Match | I'nformation El ene
[ | Filtering | Val ue Range

o e e e e e e aaao o o e e e e e oo -
| Hash- based Filtering | hashlnitialiserVa
e + hashFl owbDonai n

| 6 | using BOB | hashSel ect edRange
e R E R TR + hashSel ect edRange
| 7 | using I PSX | hashQut put RangeM
S R R + hashQut put RangeMa

| TBDx| Fl ow st ate Dependent | No agreed Paranet
| | I'nternediate Fl ow |

| | Selection Process |

</ ar t wor k>

</ descripti on>

<field name="fl owSel ect edCct et Del t aCount" dat aType="unsi gned64"

octets of all

Sel ecti on Process

</field>

el ement | d="TBD2" st at us="pr oposed" >
<descri ption>

<par agr aph>
This Information El ement specifies the volume in

Fl ows that are selected in the Internedi ate Fl ow

since the previous report.
</ par agr aph>

</ descri pti on>
<uni t s>oct et s</ uni t s>



<field name="fl owSel ect edPacket Del t aCount” dat aType="unsi gned64"
el ement | d="TBD3" st at us="pr oposed" >
<descri ption>
<par agr aph>
This Information El ement specifies the volunme in
packets of all

Fl ows that were selected in the Intermedi ate Fl ow
Sel ection
Process since the previous report.
</ par agr aph>
</ descri pti on>
<uni t s>packet s</ uni t s>
</field>
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<field name="fl owSel ect edFl owDel t aCount" dat aType="unsi gned64"
el ement | d="TBD4" st at us="pr oposed" >
<descri ption>
<par agr aph>
This Information El enent specifies the nunber of
Fl ows that were
selected in the Internmediate Fl ow Sel ection Proce
ss since the | ast
report.
</ par agr aph>
</ description>
<uni t s>f | ows</ uni t s>
</field>

<field name="sel ect or| DTot al Fl owsCbserved" dataType="unsi gned64"
el ement | d="TBD5" st at us="pr oposed" >
<descri ption>
<par agr aph>
This Information El ement specifies the total nunb
er of Flows
observed by a Selector, for a specific value of S
electorld. This
I nformation El enent should be used in an Options
Tenpl at e scoped
to the observation to which it refers.
</ par agr aph>
</ descri ption>
<ref erence>
<par agr aph>
See Section 3.4.2.1 of the |IPFI X protocol docunen
t <xref target="RFC5101"/>
</ par agr aph>
</reference>
<uni t s>f | ows</ uni t s>
</field>

<field name="sel ect or| DTot al Fl owsSel ect ed" dat aType="unsi gned64"
el ement | d="TBD6" st at us="pr oposed" >
<descri ption>
<par agr aph>
This Information Elenent specifies the total nunb
er of Flows
sel ected by a Selector, for a specific value of S
electorld. This
I nformation El ement should be used in an Options
Tenpl at e scoped
to the observation to which it refers.
</ par agr aph>
</ descri pti on>
<ref erence>
<par agr aph>
See Section 3.4.2.1 of the | PFI X protocol docunen
t <xref target="RFC5101"/>
</ par agr aph>
</reference>
<uni t s>f | ows</ uni t s>
</field>
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<field name="sanpl i ngFl oM nterval " dataType="unsi gned64"
el ement | d="TBD7" st at us="pr oposed" >
<descri ption>
<par agr aph>
This Information El enent specifies the nunber of
Fl ows that are
consecutively sanpled. A value of 100 neans that
100 consecutive
Fl ows are sanpl ed. For exanple, this Information
El ement may be
used to describe the configuration of a systenmati
c count-based
Sanpl i ng Sel ector.
</ par agr aph>
</ descri ption>
<uni t s>f | ows</ uni t s>
</field>

<field name="sanpl i ngFl owSpaci ng" dat aType="unsi gned64"
el ement | d="TBD8" st at us="pr oposed" >
<descri ption>
<par agr aph>
This Information El enent specifies the nunber of
FI ows between two
"sanplingFlow nterval"s. A value of 100 nmeans th
at the next
interval starts 100 Fl ows (which are not sanpl ed)
after the
current "sanplingFlow nterval" is over. For exanp
le, this
I nformation El enent may be used to describe the ¢
onfiguration of a
systemati c count-based Sanpling Sel ector
</ par agr aph>
</ description>
<uni t s>f | ows</ uni t s>
</field>

<field name="fl owSanpl i ngTi nel nterval " dat aType="unsi gned64"
el ement | d="TBDO" st at us="pr oposed" >
<descri ption>
<par agr aph>
This Information El ement specifies the time inter
val in
m croseconds during which all arriving Flows are
sanpl ed. For
exanple, this Information El enent nay be used to
describe the
configuration of a systematic tinme-based Sanpling
Sel ect or.
</ par agr aph>
</ description>
<uni t s>m croseconds</ uni t s>
</field>

<field name="fl owSanpl i ngTi meSpaci ng" dat aType="unsi gned64"
el ement | d="TBD10" st at us="proposed">
<descri ption>



<par agr aph>

This Information Elenent specifies the tine inter
val in

ni croseconds between two "fl owSanplingTi mel nterva
I"s. A value of
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100 neans that the next interval starts 100 micro
seconds (during
whi ch no Flows are sanpled) after the current
"fl owsanplingTinmelnterval" is over. For exanpl e,
this Information
El ement may used to describe the configuration of
a systematic
ti me-based Sanpling Sel ector.
</ par agr aph>
</ descri ption>
<uni t s>m croseconds</ uni t s>
</field>

<field name="hashFl owbomai n" dat aType="unsi gned16"
dat aTypeSemanti cs="identifier"
el ement 1 d="TBD11" st at us="proposed">
<descri ption>
<par agr aph>
This Information El ement specifies the Informatio
n El ements that
are used by the Hash-based Fl ow Sel ection Sel ecto
r as the Hash
Donai n.
</ par agr aph>
</ descri pti on>
</field>
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