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Abstract

This extension to the I PFI X protocol is intended to provide a

nmechani smfor | PFI X exporters which export private information
elements to also transnmit information to the collectors. The

mechani smis designed to be able to send a URI with information about
the private information el enments via an options tenplate.
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This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.
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1.

I nt roducti on

The 1 PFI X protocol [RFC5101] defined a significant information

el ement set for a large nunber of relevant network activities. The
| PFI X protocol was al so designed with the ability to extend its

i nformati on nodel both via a standards based mechani sm via an | ANA
registry, to add elenments of general interest, but also the ability
to add elenments via private enterprise nunbers to define el enents of
limted interest. Beyond adding the ability to pass new information
el ements, the I PFI X protocol is designed to allow collectors the
ability to skip information el enments whi ch cannot be conprehended.

| PFI X was extended in RFC 5610 | PFI X Semantic Type Information to
all ow I PFI X send type semantic information about information

el ements. This mechanismallows an | PFl X exporter to send type
semantic information along with a common nane about an information
element to the collector. This allows information elenents that the
col l ector would ot herwi se not be able to conprehend to provide mnmuch
nmor e i nformation.

The mechani sm proposed here extends the Semantic Type Information in
two ways. First, it allows a nore conplex definition of information
to be presented, capturing the possible relationships contained
within the I PFI X Structured Data extension. The | PFI X Structured
Dat a extension, having conpleted after the Semantic Type Information,
is not covered in the Semantic Type Information. Secondly, by moving
the information el enent netadata out fromthe potentially resource
constrai ned | PFI X data channel, this extension allows a richer and
conprehensi ve set of netadata to be expressed.

Opti ons Record For nmat

The mechanismused to transnmit the URI information fromthe exporter
to the collector is an options tenplate with a URI. The URI contains
a pointer which provides well formatted, as specified in section 3,

i nformati on about the semantic type information and description of
the private information el ements.

1 2 3
01234567890123456789012345678901
T I I S i T i T S S e It L i T S A s

[ Set ID =3 [ Length = 14 |
i T e e e i e S S S CE o o R
| Tenpl ate 1D = 257 | Field Count = |
B i S S T s i S T st i S S S S S S S S i
| Scope Field Count = | 0] private ent. nunber 346
T T e b i i e e s . i S SR S S
[ Field Length = 4 [ PEN Regi stry UR XXX
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3.

i T e o o s T e e et e ok o Sl e
Field Length = 65536 |
B i S S S i i T S N S

Figure 1: Exanple PEN E Tenplate Definition

1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Set I D = 257 [ Length = 46 [
B i i S S i I e i S S R L e e e e
[ Private Enterprise Nunber [
R R e R e s s e o S S e R e o o
| Length = 39 |

B T I T i T S S

"http://tool s. netsa.cert.org/yaf_pen.xm"
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I
+
I
+
I
+
I
+
I
+

B S i S S S S S

B o T

e e it Tt e e S S R S

Fi gure 2: Exanple PEN E Data Record

The options record allows for creating a URI reference for a private
enterprise nunber. It is inportant to note that nore than one URI
per a single private enterprise nunber. The burden of resolving all
declared registries falls onto the collector to be able to decode all
informati on el enents received fromthe exporters.

Regi stry Design
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3.1. Registry Introduction

The registry design goals are to capture all the information that
| PFI X Type Information [ RFC5610] provi des about individual elenents,
but to al so present nore netadata about both individual elenents as

wel |

as have the ability to provide nore information about a

col l ection of el ements.

3.2. Registry Informational El ements

The top level of a registry contains the follow ng additiona
el ement s:

(0]

(0]

Each

| naci o

Registry ID - This is an ID that can be used by the creator of
the registry to be able to track the registry as a unique item

Version - Indicates the rel ease version of the registry.
Name - A comon nane that can be used to refer to the registry.

Security Type - This is a new entry type that allows the
compl ete set of elenents defined in the registry to be
contained within a security type class. By allow ng the
collector to understand the security type, if present, of the
informati on el enents a new class of actions nay be taken by a
col l ector inplenentation.

Policy Type - Simlar to the security type, this new entry

all ows the conplete set of elenents defined in the registry to
be contained within a policy type class. Again, simlar to the
security type class, the collector nay take new actions based
upon understanding the policy type of an infornation el enent.

Canonical URI - This is the canonical URI to be able to | ocate
the authoritative version of the registry.

Root EID - This defines the Private Enterprise ID for all
el ements defined in the registry.

Copyright - Optionally the copyright information for the
registry

Contact - Contact information to be able to contact the
publ i sher of the registry.

Directory - (I can’t renenber, but its a URl).

informati on el enent defined in the registry are as foll ows:
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o ID- The information elenent ID
o PEN - The private enterprise nunber.

o Data type - The data type of the elenent, as defined in RFC
5610.

0 Semantics - The semantic of the el enent, as defined in RFC 5610.
0 Units - The units of the elenent, as defined in RFC 5610.

Description - The human readabl e (and hopeful I y understandabl e)
description of the el enent.

o

o MME Path - An optional M ME path definition of the el ement.

3.3. Registry Formatting

XML or JSON or ??7?? format to be added here.

5. Security Considerations

There are no security considerations relevant to this docunent,

beyond the security considerations necessary in the |IPFI X protocol

specification [ RFC5101] and its successors.
6. | ANA Consi derations

| ANA needs to create two registries with expert review

Security types Policy types

and create a code point for a new information el ement.
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Appendi x A

Rel ax- NG based definition of a proposed schema. Can be processed with trang
to create a well defined XML XSD file.

namespace r = "http://ww.ietf.org/ipfix/ipfix-private-elenent-registry/1.0"

# 1t’s unclear what the right way of referencing an info el enent ought
# to be. By PENID pair? By sone XML ID? Both has problens. Leave it
# text for now

info-elemref = text

r-data-type = elenent r:data-type {
"octet Array” |
"unsi gned8" |
"unsi gned16" |
"unsi gned32" |
"unsi gned64" |
"si gned8" |
"signedl6” |
"signed32" |
"si gned64" |
"fl oat 32" |
"fl oat 64" |
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"bool ean" |

"macAddr ess" |

"string" |

"dat eTi meSeconds" |
"dateTimeM | | i seconds" |
"dat eTi mreM croseconds" |
"dat eTi reNanoseconds" |
"i pv4Addr ess" |

"i pv6Addr ess" |
"basicList" |

"subTenpl ateList" |
"subTenpl ateMul tiList"

}

r-semantics = elenent r:semantics {
"defaul t" |

"quantity" |

"total Counter” |

"del taCounter” |

"identifier" |

"flags" |

“list"

}

r-units =
"none" |
"bits" |
"octets" |
"packets" |
"flows" |
"seconds" |
"mlliseconds" |
"m croseconds"” |
"nanoseconds" |
"4-octet words" |
"messages” |
"hops" |
"entries"”

}

#r-val ue-map = el enment r:val ue-map {

# attribute type {"integer" | "text" },
# {el ement val ue }

#}

el ement r:units {

r-element = elenent r:elenent {
element r:id { xsd:integer {mnlnclusive="0" maxlncl usive="65535"}} &
el ement r:private-enterprise-nunber { xsd:.integer {ninlnclusive="0" maxlnclu
sive="4294967295"}}7? &
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99.

r-data-type &
r-semanti cs? &
r-units? &

el ement r:range-begin { text }? &
el ement r:range-end { text }? &
el ement r:nane { xsd:token } &
el ement r:description { text } &

element r:mme-path { text }?

# el ement r:val ue-map {
# attribute type {"integer" | "text"},
# }

}

r-registry = elenment r:registry {
element r:id { xsd:anyURl } &
element r:name { text } &

# Shoul d these two be required or optional?
el ement r:security-type { text } &
el ement r:policy-type { text } &

element r:url { xsd:anyURl } &
element r:root-eid { xsd:integer } &
(r-registry | r-elenment)*

}

r-enterprise-registry = elenment r:enterprise-registry {
element r:name { text } &

el ement r:copyright { text } &

el ement r:contact { text } &

el ement r:private-enterprise-nunber { xsd:integer } &
el ement r:directory { xsd:anyURl } &

r-registry*

}
start = r-enterprise-registry
0. To be renoved

The RFC Editor generally uses the sinplest nroff features, basically
the "-ns" macro package and the following few basic nroff directives:

DI RECTI VE FUNCTI ON

.ce Center followi ng line.
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i # "tenporary indent’ -- # is nunber of spaces
Indents only the line imrediately foll ow ng.

.in # Change indentation to # spaces

. nf "No fill’: begin block of text to be displayed.
Cfi Fill (i.e., left-justify, line wap)

.ne # "need’ -- Keep following # lines on sane page

. bp Break page

. br Break |ine

. KS "Keep Start’ -- lines up to .KE on sane page

. KE "Keep End’ -- end of 'keep’ block

Nroff also has a '.sp’ (space) directive to insert a blank line.
However, it is far easier (and nore readable) to use the fact that
each blank line in the nroff source creates a blank line in the
out put .

Nrof f includes many variations on the trivial conmmands shown above.
For exanple, indentation can be specified relative to the current

i ndentation, using '.in +# or ’'.in -# . Authors are welcone to use
such features, but for sinplicity this tenplate uses only the

si mpl est set of conmands.

Sone authors who are proficient in nroff will wish to use nore
advanced features, including perhaps their owmn macros. This is a
private matter for the author, unless and until the docunent is
submitted to the RFC Editor for publication as an RFC. Upon docunent
submi ssion, the RFC Editor will request the nroff source, if any. |If
the source is sufficiently straightforward, it will be used by the
RFC Editor to speed the publication process. |If not, the RFC Editor
will generate a new nroff source, generally using the sinple subset
above.

The considerations here are as foll ows:
o Defined macros (beyond the -nms package) nust be in-line at the
front of the source. The RFC Editor is currently prepared to
mai ntain only one source file for each published RFC

o Sone of the editors are not nroff experts, and even those who
may be do not have the tine to figure out some conpl ex/ obscure
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99.

macro. |f any special know edge about these macros is needed
to nodify the text for editorial purposes, the RFC Editor will
find it nore expedient to generate a new .nroff source for the
docunent .

0 The RFC Editor does not keep a distinct Make file for each RFC
so it is not helpful to send us a tar file or shar script that
magi cal ly makes a directory and builds an RFC. CQur primary
input is a .txt file, with a .nroff file as a possible
secondary input. Wen the RFC is published, the RFC Editor
will archive a .txt file and a corresponding \& nroff file

In other words, keep it sinple and you can help us a lot; don't show
of f your programm ng prowess and waste our tine.

1. Formatting End of Page
The Unix command to create a formatted Internet Draft is:
"nroff -ms input-file.nroff > output-file.txt"
However, nroff will not followthe RFC standard fornmat for a page: a
Form feed (FF or Control-L)) after the last visible |ine on the page
and no extra line feeds before the first visible line of the next
page. W want:
| ast visible Iine on page i
AL
first visible Iine on page i+1
We invented hacks to fix this. The original hack was a "sed" script
that called a "C'" programcalled "pg". Mre recently, we have been
using a sinple Perl script (see Appendix A). Then the command to
process the nroff source file becones:
nroff -ns input-file.nroff | fix.pl > output-file.txt

For exanpl e:

nroff -ns 2-nroff.template | fix.pl > 2-nroff.tenpl ate.txt
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