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1. Introduction

This docunment creates a registry for coimonly used nmetrics. 1n order
to do that, it creates a nunber of nanespaces whose values wll be
recorded by the registry and will uniquely and precisely identify
nmetrics.

The motivation for having such registry is to allow a controller to
request a neasurenent agent to execute a neasurenent using a specific
metric. Such request can be perfornmed using any control protoco

that refers to the value assigned to the specific netric in the
registry. Sinilarly, the measurenent agent can report the results of
the measurenent and by referring to the netric value it can

unequi vocal ly identify the nmetric that the results correspond to.

There was a previous attenpt to define a netric registry RFC 4148

[ RFCA148]. However, it was obsol eted by RFC 6248 [ RFC6248] because
it was "found to be insufficiently detailed to uniquely identify |PPM
metrics... [there was too nuch] variability possible when
characterizing a netric exactly" which led to the RFCA4148 registry
having "very few users, if any".

Qur approach learns fromthis, by tightly defining each entry in the
registry with only a few paranmeters open for each. The idea is that
the entries in the registry represent different measurenment tests,
whil st the paranmeters set things |like source and destination
addresses that don’'t change the fundanental nature of the test. The
downsi de of this approach is that it could result in an explosion in
the nunber of entries in the registry. W believe that less is nore
inthis context - it is better to have a reduced set of usefu
metrics rather than a large set of nmetrics with questionable

useful ness. Therefore this docunent defines that the registry only
i ncludes comonly used netrics that are well defined; hence we
require both specification required AND expert review policies for
the assignnment of values in the registry.

There are a couple of side benefits of having such registry. First
the registry could serve as an inventory of useful and used netrics,
that are normally supported by different inplenmentations of

measur enent agents. Second, the results of the nmetrics would be
conparabl e even if they are perfornmed by different inplenentations
and in different networks, as the nmetric is properly defined.

This version of the docunent defines a set of independent registries,
that limts the explosion of registry entries by allowing arbitrary
conbinations of entries in the different entries. The downside is
that the Iist of useful netrics is | ess defined, as any conbination
woul d be defined. Wich approach is better is up for discussion
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The registry forms part of a Measurenment Plan {do you prefer the term
"Characterization Plan’, 'control framework’ or ’'test schedul e’ ?}.

It describes various factors that need to be set by the party
controlling the nmeasurenents, for exanple: specific values for the
paraneters associated with the selected registry entry (for instance,
source and destination addresses); and how often the neasurenent is
made. The Measurenment Plan might | ook sonmething |ike: "Dear

measur enent agent: Pl ease start test DNS(exanpl e.com and
RTT(server.com 150) every day at 2000 GMI. Run the DNS test 5 tines
and the RTT test 50 tines. Do that when the network is idle.
Generate both raw results and 99th percentile nean. Send neasurenent
results to collector.comin IPFIX format". The Measurenent Plan
depends on the requirenents of the controlling party. For instance
t he broadband consuner m ght want a one-off measurenment made

i mMmedi ately to one specific server; a regulator mght want the same
measur enent nmade once a day until further notice to the "top 10
servers; whilst an operator mght want a varying series of tests
(some of which will be beyond those defined in the registry) as
determined fromtine to tine by their operational support system
While the registries defined in this docunment help to define the
Measurenment Plan its full specification falls outside the scope of

t hi s docunent.

2. The conmonly used netrics registry

In this section we define the registry for commonly used netrics. It
is conposed by the follow ng sub-registries:

0 Scheduling registry

0 Environnent registry

0o CQutput-type registry

0 Metric registry

The rationale for the registry structure is to allow flexibility but
yet precise definition of netrics. The netric registry defines the
metric itself while the other registries define additional aspects
that are needed for the measurenment plan and that are needed to fully
specify a measurenent request froma controller to a neasurenent
agent.

2.1. The nmetrics registry
Each entry for the nmetrics registry contain the follow ng
i nformati on:
0 Value: Atext string that uniquely identifies the netric
0 Reference: The specification where the netric is defined

The policy for the assignnents in the nmetric registry is both
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specification required AND expert review. This neans that in order
to create an entry for the netric value a specification defining the
metric is required and when that happens, the request for allocation
will be reviewed by an expert.

The specification nmust define the input paraneters for the netric as
well as the output of the metric. The netric nmust be well defined,
in the sense that two i ndependent inplenentations nust produce

uni form and conparabl e resul ts.

The expert review nmust nake sure that the proposed netric is
operationally useful. This means that the netric has proven to be
useful in operational/real scenarios.

2.2. The Scheduling registry

Each entry for the scheduling registry contain the follow ng

i nformation:

o Val ue: The nane of the scheduling

0 Reference: the specification where the scheduling is defined

The scheduling defines the scheduling strategy for the netric.

Sinpl est is Singleton scheduling, where an atonic neasurenent is
made. Oher strategies nake a series of atomic neasurenents in a
"sanpl e" or "streant', with the schedul e defining the timning between
each distinct neasurenent. Each atom c neasurenent could consist of
sendi ng a single packet (such as a DNS request) or sending severa
packets (for exanple a webpage). A scheduling strategy requires

i nput paraneter(s). Assignnment in this registry follows the
specification required policy.

2.3. The Environnment registry

Each entry for the environnent registry contain the follow ng

i nformation:

o Value: The nanme of the environnent

0 Reference: the specification where the environnment is defined

The environnent defines the conditions where the netric is expected
to be used. It does not define the nmetric itself, but the context
where the netric is executed. Assignnent in this registry follows
the specification required policy.

2.4. The Qutput type registry

Each entry for the output type registry contain the follow ng
i nformation:
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3.

3.

3.

1.

2

o Value: The name of the output type
0 Reference: the specification where the output type is defined

The out put type define the type of output that the metric produces.
It can be the raw results or it can be some formof statistic.
Assignment in this registry follows the specification required
policy. The specification of the output type nust define the format
of the output.

Initial assignnment for the Scheduling registry
Conmon paraneter definitions

Al t hough each | PPM RFC defines individual parameters and uses them
consistently, the paraneter nanes are not conpletely consistent
across the RFC set. For exanple, the variable "dT" is used in
several different ways. This neno uses one set of paraneter nanes,
and the reader is cautioned to map the nanes according to their
definitions.

We define sone paraneters that are used by several types of
schedul i ng:

o TO: tine to begin a test

o Tf: tine to end a test

TO and Tf are both in seconds and use the date (yyyy-nmdd) and NTP
64 bit tinmestanp. TO includes any control handshaki ng before the
test streamor singleton. Tf is the tine the last test data is sent.

As a result, we have

o Time when test devices may close the test socket: Tf + WAiting
Tinme (the tinme to wait before declaring a packet lost is fixed for
each netric)

0 Total duration of the test: Tf - TO + Waiting Tine

Poi sson schedul i ng

The values for this entry are as foll ows:

o Val ue: Poisson

0 Reference: draft-bagnul o-i ppm newregistry

The Poi sson scheduling is defined in section 11.1.1 of RFC 2330
[ RFC2330] and needs input paraneters:
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o TO and Tf: defined above

o lanbda: the paraneter defining the Poisson distribution. Lanbda
is the nean nunmber of distinct measurenents per second in the
sanpl e.

3.3. Periodic scheduling

The values for this entry are as foll ows:
o Value: Periodic
0 Reference: draft-bagnul o-i ppm newregistry

The Periodic sanpling is defined in RFC 3432 [ RFC3432]. The

addi tional input parameters for the metric required by Periodic

schedul i ng are:

o TO and Tf: defined above
* Note that with Periodic sanpling, TO MUST NOT be strictly

periodic with other tests of the same type. RFC 3432 [ RFC3432]
requi res randomi zed start times and describes one way to
acconplish this. Al so, the duration of the test MJST be
limted.

o incT: the time in seconds between one distinct event and the next,
where events typically result in repeating singleton neasurenents
of various types (illustrated bel ow).

* for a periodic streamthis is the time between packets in the
sample, first bit to first bit

* for measurenents on a process this is the tinme between the
first packets of the process, for exanple first bit to first
bit of the SYNin a TCP 3-way handshake

3.4. Singleton scheduling
The values for this entry are as foll ows:
o Value: singleton
0 Reference: draft-bagnul o-i ppm newregistry
The singl eton scheduling covers the case when an atomic nmetric is
performed as per RFC 2330 [ RFC2330]. The additional input paraneter
for the netric required by Singleton scheduling is:

o TO: defined above

4. Initial assignments for the Qutput Type registry
4.1. Raw

The values for this entry are as foll ows:
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o Value: Raw
0 Reference: draft-bagnul o-i ppm newregistry

The results of the netric are delivered in the exact way they are
produced by the neasurenents w thout any further processing or
filtering.

4.2. Xth percentile interva

The values for this entry are as foll ows:
0 Value: Xth-percentile
0 Reference: draft-bagnul o-i ppm newregistry

The additional input parameter for the netric is:

0 X the percentile (e.g, if the X input paraneter is 99, then the
output will be the 99th percentile interval.)

The out put when using this Qutput type will be a a couple of val ues,

expressed in the sane units as the raw output, that is the Xth

percentile interval, as defined in section 1.3 of RFC 2330 [ RFC2330].

4.3. Xth percentile nean

The values for this entry are as foll ows:
o Value: Xth-percentile-nean
0 Reference: draft-bagnul o-i ppm newregistry

The additional input paraneter for the netric is

0o X the percentile (e.g, if the X input paraneter is 99, then the
output will be the 99th percentile mean.)

The out put when using this Qutput type will be a single val ue,

expressed in the sane units as the raw output, that is the nean of

the sanple only considering the values contained in the Xth

percentile interval, as defined in RFC 2330 [ RFC2330].

5. Initial assignments for the Environment registry
5.1. Undefi ned

The values for this entry are as foll ows:

0o Val ue: Undefi ned

0 Reference: draft-bagnul o-i ppm newregistry

The undefined environnent is the case where no additional environnent
settings are defined to performthe netric.
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5.2. No cross traffic

The values for this entry are as foll ows:
0 Value: No-cross-traffic
0 Reference: draft-bagnul o-i ppm newregistry

It is often inportant that there is no other traffic than the one
generated by the neasurenent itself while doing the nmeasurenment. The
reasons for this are two-folded, first, it is sonetimes inportant
that the traffic created by the neasurenent doesn't inpact the
experience of the users of the neasured resource. Second it is
sometines inportant that no other traffic interferes with the
measurenent. This can be ensured by checking that the I evel of user
traffic is either zero or | ow enough to be confident that it won't

i npact or be inpacted by the measurenent.

The "No cross traffic" condition is satisfied when, during the 5

seconds precedi ng neasurenent of the metric:

o the level of traffic flowing through the interface that will be
used to send neasurenent packets in either direction is |less than
a threshold value of 1% of the line rate of the aforenentioned
i nterface.

The "cross traffic" measurement is made at the interface, associated
with the nmeasurenent agent, that user traffic flows across. For
exanple, if the probe is attached to the hone gateway, then the
interface is the service demarcation point where the subscriber
connects their private equi pment or network to the subscribed

servi ce.

Note that the No-cross traffic condition is defined only for the link
directly attached to the neasurenent agent initiating the
measurenent. There is nothing nmentioned about cross traffic on other
parts of the path used by neasurenent packets. |In the case the

bottl eneck of the path is other link than the one directly attached
to the device running the neasurenent agent, it may affect and be

af fected by the nmeasurenment even if the No cross traffic as defined
here hol ds.

DI SCUSSI ON

o It is not clear we need a registry for this. |If the only thing we
are going to define is the No cross traffic condition, we can
simply set it as an input paraneter in each metric.

o clarify whether traffic for each direction is |l ess than threshold,
or the sum
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6

6

0 current SanKnows probes neasure cross-traffic before the

measur enent of the metric. Another approach would be to neasure

cross-traffic during the tine the nmetric is measured. O a hybrid

approach. These would either be separate environnment entries, or
paraneteri se the existing one.

0 current SanKnows probes define a fixed threshold. it could be a
par aret er

o could ignore broadcast traffic (think SankKnows incl udes)

o It would be possible to define this a bit nore precisely as
fol | ows:

* The "No cross-traffic" condition is defined for active
measurenents. The neasurenent agent runs in a device that has
one or nore interfaces. |In active neasurenents, the
measur enent agent sends one or nore packets. Lets call if0 the
interface through with the packets resulting fromthe
measurenent are sent through. The no cross traffic condition
is fulfilled when during the 5 seconds prior sending each of
t he packets of the neasurenent:

+ The traffic incomng through i f0O that does not belong to the
measurenent is lower than 1% of the line rate of ifO

+ The traffic coming through the rest of the interfaces
towards ifO is less than 1% of the line rate of ifO.

Initial assignments for the Metric registry
1. Comment

Need to work through that we only define TO and Tf (and not T, dT).
2. UDP related netrics

RFC 2681 [ RFC2681] defines a Round-trip delay nmetric and RFC 6673

[ RFC6673] defines a Round-trip packet loss netric. W build on these
two nmetrics by specifying several of the open paraneters to precisely
define several netrics for neasuring UDP | atency and packet | o0ss.

Al the UDP related netrics defined in this section use the
fol | owi ng:

P- Type:
o | Pv4 header val ues:
* DSCP: set to O
* TTL set to 255
* Protocol: Set to 17 (UDP)
o UDP header val ues:
*  Checksum the checksum nust be cal cul at ed
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6

6
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2

o Payl oad
* Sequence nunber: 8-byte integer
* Timestanp: 8 byte integer. Expressed as 64-bit NTP tinmestanp
as per section 6 of RFC 5905 [ RFC5905]
*  No paddi ng

Ti meout: 3 seconds
1. UDP latency nmetric

We define the UDP latency netric as foll ows:
0o Val ue: UDP_Lat ency
0 Reference: draft-bagnul o-i ppm newregistry

The met hodol ogy for this metric is defined as Type-P-Round-tri p-
Del ay- in RFC 2681 [ RFC2681] using the P-Type and Ti neout defined
above.

The input parameters for this netric are:
0 Source | P Address

Destination | P Address

Source UDP port

Destination UDP port

Ti me

O o0Oo0oOo

The output of this netric is the couple of values forned by the
timestanp of the sent packet and the tine when the echo was received.
They are expressedin seconds and use the date (yyyy-mmdd) and NTP 64
bit tinmestanp

2. UDP packet-loss netric
define the UDP packet-loss netric as foll ows:

Val ue: UDP_packet | oss
Ref erence: draft-bagnul o-i ppm newregistry

OO%

This metric is defined as Type-P-Round-trip-Loss in RFC 6673
[ RFC6673] using the P-Type and Ti neout defined above.

The i nput paraneters for this netric are:
0 Source | P Address

Destination | P Address

Source UDP port

Destinati on UDP port

Time T

O O0OO0Oo

The output of this netric is a single value 0 (packet was lost) or 1
(packet has arrived before tineout)
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ICMP related netrics

RFC 6673 [ RFC6673] defines a Round-trip packet loss netric. W build
on that netrics by specifying several of the open paraneters to
precisely define a netric for neasuring | CMP packet | oss. The | CW
related metric defined in this docunent use the follow ng:

P- Type:
o |Pv4 header val ues:

* DSCP: set to O

* TTL set to 255

* Protocol: Set to 1 (ICW)
o | CWP header val ues:

*  Type: 8 (Echo request)

* Code: O

bservation: reply packets will contain an | CVMP type of 0 Echo reply.
Ti meout: 3 seconds

1. |1CW packet-loss netric

We define the | CMP packet-loss netric as foll ows:

o Value: | CW_Packet Loss

0 Reference: draft-bagnul o-i ppm newregistry

This nmetric is defined as Type-P-Round-trip-Loss in RFC 6673
[ RFC6673] using the P-Type and Ti neout defined above.

The input paranmeters for this netric are:
0 Source | P Address

o0 Destination |P Address

o Time T

The output of this netric is a single value 0 (packet was lost) or 1
(packet has arrived before tineout)

DNS rel ated netrics

RFC 2681 [ RFC2681] defines a Round-trip delay nmetric. W build on
that nmetric by specifying several of the open paraneters to precisely
define a netric for measuring DNS | atency. The netric uses the

foll owi ng paraneters:

P- Type:
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o |Pv4 header val ues:

*  DSCP:

set to O

* TTL set to 255
*  Protocol
o UDP header val ues:

* Source port:

Set to 17 (UDP)

53

* Destination port: 53
* Checksum the checksum nmust be cal cul at ed
o Payl oad: The payl oad contains a DNS nessage as defined in RFC 1035
[RFC1035] with the foll owi ng val ues:
The DNS header section contains:

+

+
+
+
+
+
+
+
+
+
+
T
+
+
+
T

Cbservati on:

QR set
OPCODE!
AA: not
TC. not
RD:. set
RA: not
RCODE

ONAME
QrIYPE:

QCLASS:

contai n RRs.

Ti meout :

to 0 (Query)

set to 0 (standard query)
set

set

to one (recursion desired)
set

not set
QDCOUNT:
ANCOUNT:
NSCOUNT:
ARCOUNT:
he Question section contains:

the FQDN provided as input for the test

the query type provided as input for the test

set to one (only one entry)
not set
not set
not set

set to IN

he other sections do not contain any Resource Records.

reply packets will contain a DNS response and nay

3 seconds

8.1. DNS |latency netric

OO%

Ref er ence

define the DNS | atency netric as foll ows:
Val ue:

DNS_Lat ency

dr aft - bagnul o-i ppm newregistry

The net hodol ogy for this netric is defined as Type-P-Round-tri p-Del ay
in RFC 2681 [ RFC2681] using the P-Type and Ti neout defined above.

The input parameters for this netric are:

0 Source | P Address

0 Destination I P Address (the address of the DNS server to be
t est ed)

Bagnul o, et al.
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o QIYPE A RR
0 FQN: a valid FQDN that will be queried for.
o Time T

The output of this netric is the tinestanp when t he packet was sent
and the delay that it took to receive a response. Please note that
any DNS response is valid, including no records in the answer.
(Should we be nore explicit about what is the output when there is no
reply packet received?)

9. Sone exanpl es of measurenment plans

A nmeasurenment plan will be characterized by the follow ng tuple:
(Metric, environment, scheduling, output format). W will next
present sone neasurenent plans that are currently used

A neasurenent plan for neasuring the 99th percentile interval of the
UDP | atency without cross traffics, using a Poisson streamwith rate
| pkts/sec, stating at tinme TO and ending at Tf seconds, between
source | P address | Ps and source port Ps and destination |IP address
I Pd and destination port Pd would be expressed as:
(UDP_Lat ency(IPs, Ps, | Pd, Pd), No-cross-traffic, Poisson(TO,Tf,1),
Xt h-percentile(99))

A measurenent plan for measuring the UDP packet |oss ration without
cross traffics, using a Poisson streamwith rate | pkts/sec, stating
at tinme TO and ending at Tf seconds, between source |P address |Ps
and source port Ps and destination |IP address |IPd and destination
port Pd woul d be expressed as:

(UDP_Packet Loss(IPs, Ps,1Pd, Pd), No-cross-traffic,

Poi sson(TO, Tf, 1), Xth-percentile-nean(100))

A neasurenent plan for nmeasuring the | CMP packet loss ratio, using a
Periodic streams second between packets, stating at time TO and
endi ng at Tf seconds, between source |P address |IPs and destination
| P address | Pd woul d be expressed as:
(I CVMP_Packet _Loss(1Ps,Pd), Undefined, Periodic(TO,Tf,s), Xth-
percentil e- mean(100))

A neasurenent plan for nmeasuring the DNS | atency for resol ving FQDN
foo.com between a resolver in |IP address | Ps and a server with
address IPd at tine T would be expressed as:

(DNS_Lat ency(!Ps, | Pd, foo.com, Undefined, Singleton(T), raw)
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10. Security considerations

TBD

11. | ANA Consi derations

TBD
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