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Abst ract

The Incident Object Description Exchange Format [l ODEF] provides a
Ref erence class used to reference external entities (such as
enuneration identifiers). However, the nethod of external entity
identification has been left unstructured. This docunent describes a
met hod to provide structure for referencing external entities for the
[ 1 CDEF] Reference cl ass.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1 ETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htmn
Copyri ght and License Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
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Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1 Introduction

There is an identified need to specify a format to include rel evant
enuneration values in an | ODEF docunent. It is anticipated that this
requirenent will exist in other standardization efforts within
several | ETF Wrking Groups, but the scope of this docunent pertains
solely to [I ODEF].

1.1 Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Referencing External Enunerations

The need is to place enuneration identifiers and their references in
[IODEF]'s Reference class. There are several ways to acconplish this
goal , but one that seens the nost appropriate at this point is to
require a specific format for the ReferenceNane string of the [| ODEF]
Ref erence cl ass, such that an | ANA table can be used to catalog a
variety of reference types.

[ [ <> --emmmm-- [ ReferenceNane |

| | <>--{0..*}--] URL

| | <>--{0..*}--[ Description ]

FIGURE 1: [| ODEF] Reference d ass
Per [I ODEF] the ReferenceNane is of type ML_STRING This becones
probl ematic when specific references, especially enumerations such as
CEE, CVE, CCE, and so on, are referenced - howis an inplenmenter to
know whi ch type of reference this is, and thus how to parse it? One
solution, presented here, is to require that ReferenceNane foll ow a
particul ar fornat.
2.1 Reference Name For nat

The format of the ReferenceNane MJST foll ow the form of

id type:version:id

Where id_type is an | ANA-regi stered type having the form
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<Abbr evi ati on>

And where version is an | ANA-regi stered type having the form
<Ver si on>

And where id is the actual enuneration identifier string.

The |1 ANA Consi derations section of this docunent provides details for
<Abbrevi ati on> and <Version>. This format allows the <Version> to be
associated with the id rather than the id type. By requiring that a
specific type and version be associated with the identifier, an

i mpl ementer can ook up the type in an | ANA table to understand
exactly what the identifier in ReferenceNane is and how s/ he may
expect that identifier to be structured.

2.2 Reference Exanple

The operation of this nmethod can be described using a fictitious
exanple. Assune a Reference class as described in the Section 2

i ntroduction and an enuneration of formatted strings used to identify
Concept X. Then, the string format of Concept X Identifiers would be
registered with | ANA (see Section 4), such that inplenentations of
the Reference class understand how to handle the formatted string.

<Ref er ence>
<Ref erenceNane>CXl : 1. 0: CXI - 1234- XYZ</ Ref er enceNane>
<URL>ht t p: // cxi . exanpl e. conx/ URL>
<Descri pti on>Foo</ Descri pti on>

</ Ref er ence>

Information in the 1 ANA table (see Section 4) would incl ude:

Full Name: Concept X ldentifier

Abbrevi ation: CX

Version: 1.0

Specification URI: http://cxi.exanple.com spec_url

2.3 Reference Method Applicability

Whil e the scope of this docunment pertains to [IODEF], it should be
readi ly apparent that any standard needing to reference an
enuneration identified by a specially formatted string can use
this method of providing structure after the standard has been
published. In effect, this nethod provides a standardi zed
interface for enunerations, thus allowi ng a | oose coupling between
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a given standard and the enuneration identifiers it needs to
reference now and in the future.
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3 Security Considerations

None.

4 | ANA Consi derati ons

This docunment specifies an identifier format for the [l ODEF]
Ref erenceName string of the Reference class.

Regi stration request for the | ODEF Enunerati on Reference Fornat:
Nanme of the Registry: "Enuneration Reference Type ldentifiers"

The registry is intended to enable enumeration val ue additions to
attributes of a given reference class of an | ETF standard, for
exanpl e, the Reference class of the | ODEF schema. Note that
certain name requests should not be pernitted as either Full Nanme
or Abbreviation entries for the requested | ANA table. For
exanple, the following list should not be permtted: foo, bar,
exanple.com It is anticipated that the Expert Review process
will flag any additional undesired Full Nane or Abbreviation

i ssues.

Fields to record in the registry:
Ful I Name: The full name of the enumeration as a string

Abbrevi ati on: The abbreviation of the enuneration as a string,
e.g. a short initialization is encouraged

Version: The version of the enuneration as a string, e.g. dot-
separ ated nunbers are a good idea

Specification URI: A list of one or nore URIs [ RFC3986] from
which the registered specification can be obtained. The

regi stered specification MIST be readily and publicly avail able
fromthat URI.

Initial registry contents: None.

Al'l ocation Policy: Expert Review [ RFC5226] and Specification
Requi red [ RFC5226]

The Designated Expert is expected to consult with the MLE (Managed

I nci dent Li ghtwei ght Exchange) working group or its successor if any
such WG exists (e.g., via email to the working group’s mailing list).
The Designated Expert is expected to review the request and validate
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the appropriateness of the enuneration for the attribute. If a
specification is associated with the request, it MJST be revi emed by
t he Designated Expert.

5 References

5.1 Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Levels", BCP 14, RFC 2119, March 1997.

[ | ODEF] Danyliw, R, Meijer, J., and Y. Denthenko, "The Incident
(bj ect Description Exchange Format", RFC 5070, Decenber

2007.

[ 3986] Narten, T. and H Alvestrand, "Quidelines for Witing an
| ANA Considerations Section in RFCs", BCP 26, RFC 5226,
May 2008.
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