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Abstract

The CAPWAP protocol supports two nodes of operation: Split and Local
MAC (nedi um access control), which has been described in

[ RFC5415] . There are many functions in | EEE 802] .11 MAC | ayer that
have not yet been clearly defined whether they belong to either the
AP (Access Point) or the AC (Access Controller)in the Split and Local
nodes. Because different vendors have their own definition of these
two nodel s, dependi ng upon the vendor many MAC | ayer functions
continue to be mapped differently to either the AP or AC. If there
is no clear definition of split MAC and | ocal MAC, then operators
will not only need to performvendor specific configurations in their
network but will continue to experience difficulty in interoperating
APs and ACs fromdifferent vendors.
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This Internet-Draft is submtted in full conformance with the
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1. Introduction

The CAPWAP protocol supports two nodes of operation: Split and Loca
MAC (nedi um access control), which has been described in [ RFC5415].1n
Split MAC node, all L2 wireless data and nanagenent franes are
encapsul ated via the CAPWAP protocol and exchanged between the AC and
the AP. The Local MAC node of operation allows for the data franes
to be either locally bridged or tunneled as 802.3 franes. The latter
inplies that the AP perfornms the 802.11 Integration function
Unfortunately, there are many functions that have not yet been
clearly defined whether they belong to either the AP or the ACin the
Split and Local nodes. Because different vendors have their own
definition of the two nodels, nany MAC | ayer functions are napped
differently to either the AP or the AC by different vendors.
Ther ef ore, dependi ng upon the vendor, the operators in their

depl oynents have to performdifferent configurations based on

i mpl ementation of the two nodes by their vendor. |If there is no
clear definition of split MAC and | ocal MAC, then operators wll
continue to experience difficulty in interoperating APs and ACs from
di fferent vendors.

2. Conventions used in this docunment

The key words "MJST", "MJST NOT", "REQU RED', "SHALL","SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. The difference between Local MAC and Split MAC

The main difference between Local MAC and Split MAC lies in the
processing of the wireless franes. This is showm in Figure 1 where
dependi ng upon the node, either the AP or the AC perforns the 802.11
Integration function. According to the 802.11 protocol definition
the 802.11 wireless frame is divided into three kinds of franes,
including wireless control frames, wireless managenent franmes, and
wirel ess data franes

WN rel ess control franes, such as TS, CTS, ACK, PS-POLL, etc., are
processed locally by AP in both Local MAC and Split MAC. However

wi rel ess managenment frames, including Beacon, Probe, Association,

Aut hentication, are processed differently in the Local MAC and the
Split MAC. In the Local MAC, depending upon the vendor wireless
managenent frames can be processed in the AP or the AC. In the case
of Split MAC, the real-tinme part of wireless franes are processed in
AP, while the non-real-tine frames are processed in the AC. This is
shown in Figure 2. In Split MAC node, the wirel ess data frames
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received froma nobile device are directly encapsul ated by the AP and
forwarded to the AC. The Local MAC node of operation allows data
franes to be processed locally by the AP and then forwarded to the
AC.

T I T S i T i S S S i T i S S S S S S S

| Local MAC | Split MAC |
S TS TS T S S S S S T O T M S S S S
| |  802.3 MAC | |
+ 802.3 MAC + AC oot e e o o e - AC +
| | | 802. 11MAC NonRT| |
Fo Fm e e o m e e e Fm e e e e e e e e e e e e e e e e e e e e e ot
| 802.11 MAC | | 802.11 MAC RT | |
oA e e e e - -+ AP B N S, AP +
| 802.11 PHY | | 802.11 PHY | |
Fo ot e Fm o e e e e e e e e e e e e o e e o o e e o e e e o - ot

Figure 1: The conparison between Local MAC and Split MAC

4. Functions in Local MAC and Split MAC

As shown in Figure 2, main functions are processed in different

pl aces in the Local MAC and Split MAC. In addition, for sone
functions (for exanple, the Frag. / Defrag. Assoc. / Disassoc /
Reassoc., Etc.) the protocol does not explicitly map processing of
such functions to the AP or the AC. Therefore the location of these
features becones vendor specific and this increases the difficulty of
interoperability between APs and ACs fromdifferent vendors.

Shao, et al. Expi res August 22, 2013 [ Page 4]



Internet-Draft capwap February 2013
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Figure 2: Functions in Local MAC and Split MAC

5.  Hybrid- MAC nodel recommendati on

As di scussed above, if the functions have been clearly defined to be
i mpl emented in AP or AC, the interoperability will be nuch better
between different vendors products. To achieve this goal a comon
Hybri d- MAC nodel, as shown in Figure 3, is proposed.
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Figure 3: Functions in Hybrid MAC

6. Hybrid-MAC nodel Franmes Exchange
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An exanpl e of frame exchange using the proposed Hybrid- MAC Model
shown in Figure 4.
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| Station Configurati on Request [
Add Station (Station MAC Address),
| EEE 802. 11 Add Station (WAN ID),
| EEE 802. 11 Session Key(Fl ag=A)]
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Fi gure 4: Hybrid- MAC nodel Frames Exchange

7. Security Considerations

TBD

8. | ANA Consi der ati ons

None
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