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Abst ract

CAPWAP bi nding for 802.11 is specified by RFC5416 and it was based on
| EEE 802-11. 2007 standard. After RFC5416 was published in 2009,
there was several new anendent of 802.11 has been published. 802.11n
is one of those anendent and it has been widely used in rea

depl oynent. This docunent extends the CAPWAP binding for 802.11 to
support 802.11n.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 5, 2013.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

| EEE 802. 11n standard was published in 2009 and it is an amendnent to
the | EEE 802. 11- 2007 standard to inprove network throughput. The
maxi mum data rate increases to 600Miit/s physical throughput rate.

In the physical layer, 802.11n use OFDM and M MO to achive the high

t hroughput. 802.11n use nultiple antennas to form antenna array which
can be dynamically adjusted to inporve the signal strength and extend
the coverage

There are couple of capabilities of 802.11n need to be supported by
CAPWAP control nessage such as radio capability, radio configuration
and station infornmation.

Conventions used in this docunent

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL","SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

CAPWAP 802. 11n support

| EEE 802. 11n standard was published in 2009 and it is an anmendnent to
the | EEE 802. 11-2007 standard to inprove network throughput. The
maxi mum data rate increases to 600Miit/s physical throughput rate.

In the physical layer, 802.11n use OFDM and M MO to achive the high

t hroughput. 802.11n use nultiple antennas to form antenna array which
can be dynamically adjusted to inporve the signal strength and extend
t he coverage

802. 11n support three nodes of channel usage: 20MHz node, 40Mhz node
and ni xed node. 802. 11n has a new feature called channel binding. It
can bind two adjacent 20MHz channel to one 40MHz channel to inprove
the throughput.|f using 40Mhz channel configuration there will be
only one non-overl appi ng channel in 2.4GH#. |In the large scale

depl oynent scenario, operator need to use 20MHz channel configuration
in 2.4CGHz to all ow nore non-overl appi ng channel s.

In MAC | ayer, a new feature of 802.11n is Short Guard Interval (d).
802. 11a/ g use 800ns guard interval between the adjacent infornmation
synmbols. In 802.11n, the G can be configured to 400nm under good
wirel ess condition.

Anot her feature in 802.11 MAC layer is Block ACK 802.11n can use one
ACK franme to acknow edge several MPDU receiving event.
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CAPWAP need to be extended to support the above new 802.11n features.
For exanple, CAPWAP should allow the access controller to know the
supported 802.11n features and the access controller should be able
to configure the differe channel binding nodes. One possible
solution is to extend the CAPWAP i nformation el enment for 802.11n

4. CAPWAP extension for 802.11n support

There are couple of capabilities of 802.11n need to be supported by
CAPWAP control nessage such as radio capability, radio configuration
and station information. This section defines the extension of
current CAPWAP 802. 11 information el enent to support 802.11n

1. 802.11n Radio Capability Information Elenment. The information
el ement need to be extended to include 802.11n radio capability.
Bel ow i s an exanple of the 802.11n radio capability information
el ement .
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ El enent 1D [ Lengt h [
B T e b i i e e . S SR SRR SR
[ Radio ID | SupChanl width | Power Save | ShortG 20 [
i T e e e o i e S S e o T o NI e
| Shortd 40 | HtDelyBl kack | Max Anmsdu | Max RxFactor |
B o o ks s S S e i el T R e S S e o o o o o =
| Mn StaSpacing | H SuppDat aRat e| AMPDUBUf Si ze | Ht cSupp [
T T e e i i T S i i i S e
[ 20MHZ 11gMCS [
i T e o o s S e e et e ok o Sl e
[ 20MHZ 11gMCS [
B i S S T s i S T st i S S S S S S S S i
[ 20MHZ 11gMCS [
B T i it T i i e R i JHI SR
[ 20MHZ 11gMCS [

T S S S T T T T S S i e e Sy
| 20MHZ 11laMCS |
Nk Lk T S SIS R T S A A ] e
| 20MHZ 11aMCS |
T S T
[ 20MHZ 11aMCS |
T S S S T T S S i s e ey
| 20MHZ 11laMCS |
Nk Lk T S SIS R T S A A ] e
[ 40MHZ 11gMCS [
T S
[ 40MHZ 11gMCS |
T S S S T T T T S S i e e Sy
[ 40MHZ 11gMCS [
I T Nk LT T SR i S e
[ 40MHZ 11gMCS [
T S
[ 40MHZ 11aMCS |
T S S S T T S S i s e ey
[ 40MHZ 11aMCS [
Nk Lk T S SIS R T S A A ] e
[ 40MHZ 11aMCS |
T S T
[ 40MHZ 11aMCS |
T S S S T T S S i s e ey

1. SupChanl wi dth: The supported bandw th node. 0x01: 20MHz
bandwi dt h bi ndi ng node. 0x02: 40MHz bandwi dt h bi ndi ng node.
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2. Power Save: 0x00: Static power saving node. 0x0l: Dynami c power
savi ng node. 0x03: Do not support power saving node.

3. Short G 20: Whet her support short @ . 0x00: Do not support short
G . ox01l: Support short d.

4, Ht Del yBl kack: Whet her bl ock Ack support delay node. 0x00: Do not

support del ay node. 0x01l: Support del ay node.
5. Max Ansdu: The maxi mal AMSDU | ength. 0: 3839 bytes. 1: 7935

byt es.

6. Max RxFactor: The nmaxinmal receiving AMPDU factor. Default
val ue: 3.

7. M n StaSpacing: Mninmum MPDU Start Spaci ng.

8. Hi SuppDat aRat e: Maxi mal transm ssion speed.

9. AMPDUBUf Si ze: AMPDU buffer size.

10. HtcSupp: Wether the packet have HT header.

11. 20MHz 11gMCS: 128 bitmap.|f support should be all zero,

ot herwi se all one.

12. 20MHZ 11aMCS: 128 bitnmap.|f support should be all zero,
ot herwi se all one.

13. 40MHZ 11gMCS: 128 bitmap.|f support should be all zero,
otherw se all one.

14. 40MHZ 11aMCS: 128 bitmap.|f support should be all zero,
ot herwi se all one.

15. 2. 802.11n Raido Configuration TLV. Following figure is an
exanpl e of 802.11n radio configuration TLV.

0 1 2 3
01234567890123456789012345678901
B i e S T e e S e e e SR S S S S i et oI SN S Rl S e S S e i et o
| El ement 1D | Length |
R e i e i i e T R S S e il sl S I R S S e S e s
| Radio ID | Amsdu Cfg | Ampdu Cf g | 1inOnly Cfg |
B e e s i i o e S e e sl sl s TR S S S S S S S
| ShortG Cfg | BandWdth Cfg | MaxSupp MCS | Max MandMCS |
B T i S S i S T h T i S S S S e
| TxAnt enna | RxAnt enna | Reserved |
B E e r e s i s i o T T s S S S S 2
| Reser ved |

B T T o T S S e i < S S S S SIS S S T S S

A- MSDU CFG. 0x00: Disable 0x01: Enal be

A- MPDU CFG 0x00: Disable 0x01: Enal be

1IN Only CFG Whether allow only 11n user access. 0x00: All ow
non-802. 11n user access. 0x01: Do not allow non-802.11n user
access.

4. Short A CFG O0x00: D sable 0x01l: Enable

5. Bandwi dt h CFG Bandw dt h bi ndi ng node. 0x00: 40MHz 0x01: 20MHz

wh e
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Max Support MCS: Maxi mal MCS.

Max Mandantory MCS: Maxi mal mandantory MCS.

TxAntenna: Transm tting antenna configuration.

RxAnt enna: Recei ving antenna configuration.

0. Each TxAntenna and RxAntenna bit represent one antenna, 1 neans
enabl e, 0 neans disable.

HOo®o~NOo

3. 802.11n Station Information. Following figure is an exanpl e of
802.11n station information informati on el ement.
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i T S e T T T e e e s T S e e eI S
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B i T e i ot S TR S R S S s ot I S S R S e ol S R
et |
B S il ks s ci (T S S S R S T S S S iy S S S
t I
i i T e S i e S S S S S e i o S e e e e e s
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(9)]
+ 3+
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1. SupChanl wi dt h: Supporting bandw dth node. 0x01l: 20MHz bandwi dt h
node. 0x02: 40MHz bandwi dt h bi ndi ng node.

2. Power Save: 0x00: Static power saving node. 0x0l: Dynami c power
savi ng node. 0x03: Do not support power saving node.

3. Short G 20: Whet her support short G in 20MHz bandw dt h node.
0x00: Do not support short G . ox01: Support short 4.

4. Short G 40: Whet her support short G in 40MHz bandw dt h node.
0x00: Do not support short G. ox01: Support short 4.

5. Ht Del yBl kack: Whet her bl ock Ack support delay node. 0x00: Do not
support del ay node. 0x01l: Support del ay node.

6. Max Amsdu: The maxi mal AMSDU | ength. 0x00: 3839 bytes. 0x01:
7935 bytes.

7. Max RxFactor: The maxi mal receiving AVPDU factor.

8. M n StaSpacing: Mninmm MPDU Start Spaci ng.
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9. Hi SuppDat aRat e: Maxi mal transm ssion speed.

10. AMPDUBUf Si ze: AMPDU buffer size.

11. HtcSupp: Wiether the packet have HT header

12. MCS Set: The MCS bitrmap that the station supports.

5. Power and Channel auto reconfiguration

Power and channel auto reconfiguration could avoid potential radio
interference and i nprove the W-Fi performance. In general, the
aut o-configuration of radio power and channel could occurre at two
stages: when the AP power on or during the AP running tinme.

When the AP is power-on, it is of necessity to configure a proper
channel to the AP in order to achieve best status of radio |inks.

| EEE 802.11 Direct Sequence Control elenents or | EEE 802. 11 OFDM
Control elenent defined in RFC5416 should be carried to offer AP a
channel at this stage. Those elenment should be carried in the
Configure Status Response nessage. |If those information elenment is
zero, the AP will determne its channel by itself, otherw se the AP
shoul d be configured according to the provided information el ement.

When the AP determines its own channel configuration, it should first
scan the channel information, then determ ne which channel it wll
work on and forma channel quality scan report. The channel quality
report will be sent to the AC using WIP Event Request nessage by the
AP. The AC can use | EEE 802.11 Direct Sequence Control or |EEE

802. 11 OFDM Control information elenent carried by the configure
Updat e Request nessage to configure a new channel for the AP.

| EEE 802.11 Tx Power information elenent is used by the ACto contro
the transm ssion power of the AP. The 802.11 Tx Power information
element is carried in the Configure Status Response message during
the power on phase or in the Configure Update Request nessage during
t he runni ng phase.

Channel Scan Procedure.

The Channel Scan Procedure is illustrated by the follow ng figure.
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WP Configure Status Req AC
" configure Status Res(Scan Para TLV, On Bind TLV)
Or< ------------------------------------------------------
WP Configure Update Req(Scan Para, Bind TLV) AC
Cm o e e e e e e e e e e e e

The definition of the Scan Para TLV is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| El ement 1D | Length |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Radio I D | AP oper node | Scan Type |
B E e r e s i s i o T T s S S S S 2
| Reser ved |
o +
| Report Time | Pri meChl SrvTi ne |
o o s ot o o o o e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| On Channel ScanTl e | O f Channel ScanTinme |
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee o +
LI Fl ag I I
o +
El ement I D TBD; Length: 18

AP oper node: the work node of the AP. 0x01: nornmal node. 0x02:
nmoni t or only node.

Scan Type: 0x01: active scan; 0x02: passive scan.

Report Time: Channel quality report tinme.

Pri meChl SrvTine: Service tinme on the working scan channel. This

segnment is invalid(set to 0) when AP oper node is set to 2. The
maxi mum val ue of this segnment is 10000, the mininmum value of this
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segrment is 5000, the default value is 5000.

On Channl e ScanTine: The scan tinme of the working channel. Wen the
AP oper node is set to 2, this segnent is invalid(set to 0). The
maxi mum val ue of thi segnent is 120, the m ni nrum val ue of this
segnment is 60, the default value is 60.

L=1: Open Load Bal ance Scan. D=1: Open Rogue AP detection scan
Flag: Bitmap, resered for furture use.

The definition of the Channel Bind TLV is as foll ows:

-II-OI\)
1
-II-OU.)

1
0123456789
e e T ok

+ P
+ N
+ w
+ IN
+ ol
+ o

123 789 1
+- +- +- +-+- + +

-+
h I
R i i e S e S B it I R R

Fl ag [
B I ST T i sl SIS S S S Y S S S S S i sty S
les | Reserved | Channel Count |

eng

+ El+ ~
)
+ 3 + o

456
+- +- +-
Lengt
+-+-+

+3 10
1 ~— 1
+ w)

- +-
io
- +-

+ 8+
1 Q_ 1
+ =+
+ 0+

+

;
g1

Scan Channel Set... |

+—+—+"+—+0O0

El ement I1D: TBD. Length>=12
Fl ag: bitmap, reserved

Scan Src: the trigger of the scan event. not defined in this version
of the docunent. set to O.

Devi ce Type: the scope of the scan. not defined is this version of
t he docunment. set to O.

Max Cycl es: Scan repeat tines. 255 means continuous scan.

Scan Channel Set: the channle information. the format is as foll ows:

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Channel 1D | Fl ag |
R i i T I S N e e i e e et S R R RIS R R R R I S S i el I S
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Channel 1D: the channel 1D of the channel which will be scanned.
Fl ag: bitmap, reserved for future use

The channl e scan procedure:

The AP has two work node: the first one is normal nmode. |In this
nmode, the AP can provide service for the STA access and scan the

channel at the sanme tinme. Wether the AP will scan the channel is
determ ned by the Max Cycles segnent in the Channle Bind TLV. When

this segnent is set to O, the AP will not scan the channle. If this
segnment is set to 255, the AP will continuous scan the channel. The
type of the scan is determnmined by the Sacn Type segnent. 1In the
passi ve scan type, the AP nonitor the airinterface, based on the
recei ved beacon frame to determ ne the nearby APs. 1In the active
scan type, the AP will send probe nessage and receive the probe
response nessage. |In the nornmal scan node, the AP will use 3

paraneters: PrineChl SrvTi ne, OnChannel ScanTl me, O f Channel ScnTI ne.
The AP will provide access service for the STAs for PrinmeChl SrvTine
duration and then start to scan the channel for On Channel ScnTine
duration. Back to the working channel, provide STA access service
for PrineChl SrvTime, then | eave the working channel, start to scan
the next channel for Of Channel ScanTinme duration. This process
will be repeated until all the channel is scanned.

When the AP work in the scan only node, there is no difference

bet ween the working channel and scan channel. Every channel’s scan
duration will be O f Channel ScnTime and the PrineChl SrvTi ne and
OnChannel ScanTinme is set to O.

Scan Report. THe AP send the scan report to the AC t hrough WIP Event
Request nessage. The information elenent that used to carry the scan
report is Channel Scan Report TLV and Nei ghbor AP Report TLV. The
definition of the Channel Scan Report TLV is as foll ows:

+ ON

1
0
+-

+

234567
B T S A

+

+

123 789
B +- 4 +-

+ OWw

9 23456789 456 1
+- B N i I S R e - +-
El ement | [ Lengt h

8
+- +
me [
B S S i i i T T T S iy Ak S S S S
+

W)

Radi o I D | Report Count | Channel Scan Report

0
0
+-
I
+

I
+

El ement 1D 133; Length: >= 20.

Report Count: the channle nunber will be reported. The definition of
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t he channel scan report is as follows:

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
[ Channel Number [ Radar Statistics | Mean [
B i s T T S T et S S T S I T s sl s ol ST S S S
| Ti me | Mean RSSI | Screen Packet Count |
o mm o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e eo oo +
| Nei ghbor Count| Mean Noi se | Interference | Self Tx Cccp |
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee o +
| SelfStaCccp | Unknown Cccp | CRC Err Cnt | Decrypt Err Cnt |
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e e e oo +
| Phy Err Cnt | Retrans Cnt |

o e e m e e e e e e e e oo +

Channel Nunber: The channel nunber.

Radar Statistics: Wiether detect radar signal in this channel. 0x0O0:
detect radar signal. 0x01: no radar signal is detected.

Mean Time: Channel neasurenent duration.

Mean RSSI: The signal strength of the scanned channel .
Screen Packet Count: Received packet nunber.

Nei ghbor Count: The nei ghbor nunber of this channel.
Mean Noi se: the average noise on this channel.
Interference: The interference of the channel.

Sel f Tx Occp: The time duration for transni ssion.
Unknown Cccp: TBD.

CRC Err Cnt: CRC err packet nunber.

Decrypt Err Cnt: Decryption err packet nunber.

Phy Err Cnt: Physical err packet numnber.

Retrans Cnt: Retransm ssion packet nunber.

The definition of neighbor AP report TLV is as foll ows:
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+H

234567
B ik SN

+\1
T°°
+ ©
+ ow
+

8
+- +
El ene [
B I I +
adio | D | Reser ved | Nurnber of Nei ghbor Report |
+
I
+

ST
o +

| Neighbor Infor...

El ement I D 134; Length:>=16

The definition of Neighbor info is as follows:

-Il-OI\)

3
2345678901234567890
i S i T i s

B T A T i wi S S S S T T S A

e I i S +
BSSI D |

+
BSSI D [ Channel Number [

BSSI D. The BSSI D of this neighbor channel.

Channel Number: The channel number of this neighbor channel.
2rd channel offset: TBD.

Mean RSSI: The average signal strength of the channel.

Sta Intf: TBD.

AP Intf: TBD.

6. Security Considerations

TBD

7. |1 ANA Consi derations

None
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