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Abstract
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i mplications of using nodern firewalls in networks. |t makes
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vendors
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1.

I nt roducti on

In this docunent, a firewall is defined as a device or software that

i nposes a policy whose effect is "a stated type of packets may or nmay
not pass fromAto B'". Al nodern firewalls allow an admi ni strator
to change the policies in the firewall, although the ease of

adm ni stration for making those changes, and the granularity of the
policies, vary widely between firewalls and vendors.

Gven this definition, it is easy to see that there is a perineter
(the position between A and B) in which the specific security policy
applies. |In typical deployed networks, there are usually sone easy-
to-define perineters. |If two or nore networks that are connected by
a single device, the perineter is inside the device. |If that device
is afirewall, it can inpose a security policy at the shared
perineters of those networks.

Many firewalls also enploy sonme perineters that are not as easy to
define. Sonme of these perineters in nodern firewalls include:

0 An application-layer gateway (ALG in front of a server creates a
peri neter between that server and the network it is connected to.
The ALG bl ocks sonme of the flows in the application protocol based
on policies such as "do not all traffic fromthis network” and "do
not allow the client to send a nessage of this type"

0 Routing dormains that are controlled with rol e-based adm ni stration
create perineters in a routed network. Role-based adm nistration
makes rul es such as "Donmain X cannot see Domain Y in its routing
table"; this prevents any host in Domain X fromsending traffic to
any host in Donain Y.

o [[[ MORE HERE with other interesting perimeters ]]]
Modern firewal | s apply perinmeters at three |ayers:

Layer 3: Most firewalls can filter based on source and destination
| Pv4 addresses. Many (but, frustratingly, not all) firewalls can
filter based on | Pv6 addresses.

Layer 4: Most firewalls can filter based on TCP and UDP ports.
Many (but, frustratingly, not all) firewalls can also filter based
on transports other than TCP and UDP

Layer 7: Modern firewalls can filter based on the application
protocol contents, such as to allow or block certain types of
prot ocol - defi ned nessages, or based on the contents of those
nmessages.
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Note that many firewall devices can only create policies at one or
two of the |ayers.

Har dwar e- based firewalls by their nature inspect traffic flow ng
through them sonetines using proprietary nechanisns to nmake traffic
anal ysis as fast as possible on the given hardware. Sone firewalls
use network visibility protocols such as NetFl ow and sFlow to help
capture and analyze traffic. [[ References needed ]]

1.1. Modern Firewal |l Features That Shoul d Not Be Confused with
Firewal i ng

There are a few features that appear in any firewall devices that
have becone associated with firewalls but in fact are not used for
firewal ling. Those non-firewalling features include:

Net wor k Address Transl ati on (NAT) [ RFC2993], which is not used for
security policy

| Psec [ RFC4301], which is used for virtual private networks
(VPNs). Although the core | Psec protocol has firewalling in it,
when | Psec appears in a firewall device, it is normally only
associated with the application of authenticated encryption and
integrity protection of traffic.

"SSL VPN' is a set of technologies that rely on tunneling traffic
through the TLS [ RFC5246] protocol running on port 443. Some
firewalls offer SSL VPNs as an alternative to |Psec.

Traffic prioritization is a feature conmon in firewalls, but does
not nmeet the definition of firewalling at all

1.2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Sone terms whi ch have specific nmeanings in this docunment (such as
"firewal ") are defined earlier in this section

2. High-Level Firewall Concepts

2.1. The End-to-End Principle

One common conpl aint about firewalls in general is that they violate
the End-to-End Principle [EndToEnd]. The End-to-End Principle is
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often incorrectly stated as requiring that "application specific
functions ought to reside in the end hosts of a network rather than
in intermedi ary nodes, provided they can be inplenented ’conpletely
and correctly’ in the end hosts" or that "there should be no state in
the network."

What it actually says is heavily nuanced, and is a |ine of reasoning
appl i cabl e when consi dering any two conmuni cation |ayers. The
docunent says that it "presents a design principle that hel ps guide
pl acenent of functions anong the nodul es of a distributed conputer
system The principle, called the end-to-end argunent, suggests that
functions placed at |low |l evels of a system may be redundant or of
little val ue when conpared with the cost of providing themat that

| ow | evel . "

In other words, the End-to-End Argunent is not a prohibition against
| ower layer retries of transm ssions, which can be inportant in
certain LAN technol ogi es, nor of the nmintenance of state, nor of
consi stent policies inposed for security reasons. It is, however, a
plea for sinplicity. Any behavior of a |l ower comrunication |ayer,
whet her found in the same system as the higher layer (and especially
application) functionality or in a different one, that fromthe
perspective of a higher layer introduces inconsistency, conplexity,
or coupling extracts a cost. That cost nmay be in user satisfaction
difficulty of managenment or fault diagnosis, difficulty of future

i nnovati on, reduced performance, or other forms. Such costs need to
be clearly and honestly wei ghed agai nst the benefits expected, and
used only if the benefit outwei ghs the cost.

From that perspective, introduction of a policy that prevents

conmuni cati on under an understood set of circunstances, whether it is
to prevent access to pornographic sites or prevents traffic that can
be characterized as an attack, does not fail the end to end argunent;
there are any nunber of possible sites on the network that are

i naccessi ble at any given tine, and the presence of such a policy is
easi |y expl ai ned and under st ood.

What does fail the end-to-end argunent is behavior that is

intermttent, difficult to explain, or unpredictable. If | can
sonetinmes reach a site and not at other tinmes, or reach it using this
host or application but not another, | wonder why that is true, and

may not even know where to | ook for the issue.
2.2. Building a Comunication

Any conmuni cation requires at |east three conponents:
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0 a sender, soneone or some thing that sends a nessage
0 a receiver, soneone or some thing that receives the nessage, and
0 a channel, which is a nedium by which the nessage i s comruni cat ed.

In the Internet, the IP network is the channel; it may traverse
something as sinple as a directly connected cable or as conplex as a
sequence of ISPs, but it is the neans of conmunication. |n nornal
conmmuni cati ons, a sender sends a nessage via the channel to the
receiver, who is willing to receive and operate on it. In contrast,
attacks are a formof harassnment. A receiver exists, but is
unwilling to receive the nessage, has no application to operate on
it, or is by policy unwilling to. Attacks on infrastructure occur
when nmessage vol ume overwhel ns infrastructure or uses infrastructure
but has no obvi ous receiver

By that Iine of reasoning, a firewall primarily protects
infrastructure, by preventing traffic that would attack it fromit.
The best prophylactic mght use a procedure for the dissem nation of
flow specification rules from|[RFC5575] to drop traffic sent by an
unaut hori zed or inappropriate sender or which has no host or
application willing to receive it as close as possible to the sender.

In other words, as discussed in Section 1, a firewall conpares to the
human skin, and has as its primary purpose the prophyl actic defense
of a network. By extension, the firewall also protects a set of
hosts and applications, and the bandwi dth that serves them as part
of a strategy of defense in depth. A firewall is not itself a
security strategy; the analogy to the skin would say that a body
protected only by the skin has an i mune system defici ency and cannot
be expected to long survive. That said, every security solution has
a set of vulnerabilities; the vulnerabilities of a | ayered defense is
the intersection of the vulnerabilities of the various |layers (e.qg.

a successful attack has to thread each |ayer of defense).

3. Firewalling Strategies

There is a great deal of tension in firewall policies between two
primary goals of networking: the security goal of "block traffic
unless it is explicitly allowed" and the networking goal of "trust
hosts with new protocols". The two inherently cannot coexist easily
in a set of policies for a firewall.
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3.1. Blocking Traffic Unless It Is Explicitly Al owed

The security goal of "block traffic unless it is explicitly allowed"
prevents useful new applications. This problem has been seen
repeatedly over the past decade: a new and useful application
protocol is deployed, but it cannot get w de adopti on because it is
bl ocked by firewalls. The result has been a tendency to try to run
new protocols over established applications, particularly over HITP
[ RFC3205]. The result is protocols that do not work as well they
mght if they were designed from scratch

Wrse, the sane goal prevents the depl oynent of useful transports
other than TCP, UDP, and ICWP. A conservative firewall that only
knows those three transports will block new transports such as SCTP

[ RFC4960]; this in turn causes the Internet to not be able to grow in
a healthy fashion. Many firewalls will also block TCP and UDP
options they don’t understand, and this has the sane unfortunate
result.

[[[ MORE HERE about forcing nore costly and error-prone |ayer 7
i nspection ]]]

3.2. Typical Firewall Categories

Most 1 Pv4 firewalls have pre-configured security policies that fal
into one of the follow ng categories:

I: Block all outside-initiated traffic, allow all inside-initiated
traffic
Il: Sane as |, but allow outside-initiated traffic to sonme

specific inside hosts. The specified hosts are often added by IP
address (or sonetimes by DNS host name), and the host may be
limted to particular transport and application protocols. For
exanple, arule mght allowtraffic destined to 203.0.113.226 on
TCP ports 80 and 443.

Ill: Sanme as | or Il, but allow sone outside-initiated traffic
over some protocols to all hosts. For exanple, a firewall
protecting a farmof web servers mght want to allow traffic using
TCP ports 80 and 443 to all addresses protected by the firewall so
that new servers can be depl oyed w thout having to update the
firewall rules.

Firewal | s that understand | Pv6 nmay have a fourth category:

IV: Allow nearly all outside-initiated traffic. [[[ MORE HERE
about why this is considered a good i dea by sone and a bad idea by
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others 1111
3.3. Newer categories of firewalling

[[[ MORE HERE on bl ocking traffic based on dynamic origin reputation
such as the | ong-expired vyncke-advanced-i pv6-security ]]]

4. Recommendations for Operators
[[[ MORE HERE with the followi ng outline ]]]

Firewal ling strategies
None. This is really the operator’s choice.
Be aware that deep packet inspection causes varying amounts of
delay in firewalls, particularly for long-lived flows
Don't enforce protocol semantics in the firewall
Applications are easier to change than firewalls
Avoi d using application-layer gateways for firewalling
Use the security in the applications servers instead
Servers are easier to change than firewalls
However, ALGs are useful for |1Pv4-1Pv6 conversion and proxying
in some protocols
Al'l ow fragnments
Except in specific protocols where layer 7 content filtering is
deened cruci al
Docunent your intended firewall strategy and settings
Be sure that other operators of the firewall are able to see it
Don't rely on a NAT for security (see Appendi x A)
If using IPsec or SSL VPN, test whether the filtering rules for the
rest of the firewall apply

5. Recommendations for Firewall Vendors
[[[ MORE HERE with the following outline ]]]

Make a set of NAT-like rules for IPv6 easily choosabl e

Interface for pinholing of 1Pv4d NATs needs clearly identify security
i ssues

Fol | ow t he BEHAVE RFC rul es for binding timeouts on NATs

Keep a summary | og of non-nornal events to aid review ng

Make | eaving notes about the firewalling rules easy and useful

I mpl enent draft-ietf-pcp-base and probably the foll ow on protocols
fromthat WG
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6.

9.

| ANA Consi der ati ons

None.

Security Considerations

This docunment is all about security considerations.

new ones.
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Appendi x A. I Pv4 NATs Are Not Security Devices
Their security is a side-effect of their design. [[[ MORE HERE about
the history and why sone operators nistake the security policy of
NATs with firewalls. ]]]
[[[ MORE HERE about how pi nhol es nmess badly that security policy. ]]1]

[[[ MORE HERE about PCP and how to integrate it with a firewall
security policy. ]1]]

Recomendati ons for deploying NATs in firewalls include:
0 NATs should only be used when nore | Pv4 addresses are needed
0 Operators should not pinhole to addresses that are unpredictably
assi gned by DHCP
Appendix B. Oigin Reputation and Firewalls
[[[ MORE HERE with the followi ng outline ]]]
Letting soneone el se curate your security policy
Different types of reputation for different |ayers
draft-ietf-repute-nodel
draft-vyncke-advanced-i pv6-security
draft- hal | anbaker - ommi br oker
Recommrendat i ons
Check |l ogs to be sure updates are happeni ng
Check vendors’ policies
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