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Abst r act

Thi s docunent updates RFC 5066. |t anends that specification by
informing the internet community about the transition of the EFM CU
M B nodul e fromthe concluded | ETF Ethernet Interfaces and Hub M B
Wrking Goup to the Institute of Electrical and El ectronics

Engi neers (1 EEE) 802. 3 worki ng group

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on June 13, 2014.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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described in the Sinplified BSD License.
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1.

I ntroduction
RFC 5066 [ RFC5066] defines two M B nodul es:

EFMCU-MB, with a set of objects for managi ng 10PASS-TS and
2BASE-TL Ethernet in the First M| e Copper (EFMCu) interfaces;

| F- CAP- STACK-M B, with a set of objects describing cross-connect
capability of a managed device with multi-layer (stacked)
interfaces, extending the stack nmanagenent objects in the
Interfaces Goup MB and the Inverted Stack Tabl e M B nodul es.

Wth the conclusion of the [HUBM B] working group, the responsibility
for the mai ntenance and further devel opment of a M B nodul e for
managi ng 2BASE- TL and 10PASS-TS interfaces, has been transfered to
the Institute of Electrical and El ectronics Engineers (I EEE) 802.3

[ EEEB02. 3] working group. In 2011, the | EEE devel oped | EEEB023- EFM
CU-M B nodul e, based on the original EFM CU-M B nodul e [ RFC5066] .

The current revision of | EEE8023-EFM CU- M B is defined in | EEE Std
802. 3. 1- 2013 [ | EEE802. 3. 1] .

The | EEE8023- EFM CU-M B and EFM CU-M B M B nodul es can coexi st.

Exi sting depl oynents of the EFM CU-M B need not be upgraded, but
operators using the MB shoul d expect that new equi prent will use the
| EEE8023- EFM CU- M B.

Pl ease note that |F-CAP-STACK-M B nodul e was not transfered to | EEE
and remains as defined in RFC 5066. This neno provides an updated

security considerations section for that nodul e, since the original
RFC did not list any security consideration for |F-CAP-STACK-M B.

The I nternet-Standard Managenent Framewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [ RFC2119].

Mappi ng bet ween EFM CU-M B and | EEE8023- EFM CU- M B

The current version of | EEE8023-EFM CU-M B, defined in | EEE Std

802. 3. 1- 2013, has MODULE- I DENTI TY of ieee8023efmCuM B with an object
identifier allocated under the { org ieee standards-associati on-
nunber s-seri es-standards | an-man-stds i eee802dot 3 i eee802dot 3dot 1m bs
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} sub-tree.

The EFM CU-M B has MODULE-I DENTITY of efnCuM B with an obj ect
identifier allocated under the mib-2 sub-tree.

The nanes of the objects in the first version of the | EEE8023- EFM CU-
MB are identical to those in the EFM CU-M B. However, since both

M B nodul es have different O D val ues, they can coexist, allow ng the
managenent of the newer | EEE M B-based devi ces, al ongside the |egacy
| ETF M B- based devi ces.

4. Updating the M B Mdul es

Wth the transfer of the responsibility for maintenance and further
devel opment of the EFM CU-M B nodul e to the | EEE 802. 3 wor ki ng group,
the EFM CU-M B defined in RFC 5066 becomes the |ast version of that
M B nodul e.

Al'l further devel opnent of the EFM Copper Interfaces MB will be done
by the | EEE 802.3 working group in the | EEE8023- EFM CU-M B nodul e.
Requests and coments pertaining to EFM Copper Interfaces M B shoul d
be sent to the | EEE 802.3.1 task force, currently chartered with MB
devel opnent, via its mailing list [LIST802.3.1].

The | F- CAP- STACK-M B remrai ns under | ETF control and is currently
mai nt ai ned by the [ OPSAWF wor ki ng group.

5. Security Considerations

There are no nanaged objects defined in | F- CAP- STACK-M B nodul e with
a MAX- ACCESS cl ause of read-wite and/or read-create.

Sone of the readable objects in this MB nodule (i.e., those with
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents since they can reveal sone
configuration aspects of the network interfaces.

In particular, ifCapStackStatus and iflnvCapStackStatus can identify
cross-connect capability of multi-layer (stacked) network interfaces,
potentially revealing the underlying hardware architecture of the
managed devi ce.

It is thus inportant to control even GET access to these objects and
possi bly even encrypt the values of these objects when sending them
over the network via SNWVP.

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using | PSec),
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8.

8.

there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/delete) the objects in this
M B nodul e.

| mpl enent ati ons MUST provide the security features described by the
SNWPv3 framework (see [RFC3410]), including full support for

aut hentication and privacy via the User-based Security Mdel (USM
[ RFC3414] with the AES cipher algorithm][RFC3826]. |Inplenentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Further, deployment of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them
| ANA Consi derations
No action is required from | ANA.
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