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Abst ract

The Renpte Authentication Dial In User Service (RADIUS) protocol is
neari ng exhaustion of its current 8-bit Attribute Type space. In
addi tion, experience shows a growi ng need for conpl ex grouping, along
with attributes which can carry nore than 253 octets of data. This
docunent defines changes to RADI US which address all of the above
probl ens.
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1.

I nt roducti on

Under current allocation pressure, we expect that the RADIUS
Attribute Type space will be exhausted by 2014 or 2015. W therefore
need a way to extend the type space, so that new specifications may
continue to be developed. Oher issues have al so been shown with
RADI US. The attribute groupi ng nmethod defined in [ RFC2868] has been
shown to be inpractical, and a nmore powerful mechanismis needed.
Multiple attributes have been defined which transport nore than the
253 octets of data originally envisioned with the protocol. Each of
these attributes is handled as a "special case" inside of RAD US

i mpl ement ations, instead of as a general nethod. W therefore also
need a standardi zed nmet hod of transporting |arge quantities of data.
Finally, some vendors are close to allocating all of the Attributes
within their Vendor-Specific Attribute space. It would be useful to
| everage changes to the base protocol for extending the Vendor-
Specific Attribute space.

We satisfy all of these requirenments through the foll ow ng changes
given in this docunent:

* defining an "Extended Type" format, which adds 8 bits of "Extended
Type" to the RADIUS Attribute Type space, by using one octet of the
"Val ue" field. This nmethod gives us a general way of extending
the Attribute Type Space. (Section 2.1)

* allocating 4 attributes as using the format of "Extended Type"
This allocation extends the RADIUS Attri bute Type Space by
approxi mately 1000 val ues. (Sections 3.1, 3.2, 3.3, and 3.4)

* defining a "Long Extended Type" format, which inserts an additiona
octet between the "Extended Type" octet, and the "Value" field.
This nmethod gives us a general way of adding additiona
functionality to the protocol. (Section 2.2)

* defining a nethod which uses the additional octet in the "Long
Ext ended Type" to indicate data fragnentation across nmultiple
Attributes. This method provides a standard way for an Attribute
to carry nore than 253 octets of data. (Section 2.2)

* allocating 2 attributes as using the format "Long Extended Type"
This allocation extends the RADIUS Attribute Type Space
by an additional 500 values. (Sections 3.5 and 3.6)

* defining a new "Type Length Value" (TLV) data type. The data type
allows an attribute to carry TLVs as "sub-attributes", which can in
turn encapsul ate other TLVs as "sub-sub-attributes."” This change
creates a standard way to group a set of Attributes. (Section 2.3)
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* defining a new "extended Vendor- Specific" (EVS) data type. The
data type allows an attribute to carry Vendor-Specific Attributes
(VSAs) inside of the new attribute formats. (Section 2.4)

* defining a new "integer64" data type. The data type allows
counters which track nore than 2732 octets of data. (Section 2.5)

* allocating 6 attributes using the new EVS data type. This
al | ocati on extends the Vendor-Specific Attribute Type space by
over 1500 values. (Sections 4.1 through 4.6)

* Define the "Vendor-ID'" for Vendor-Specific attributes to enconpass
the entire 4 octets of the Vendor field. [RFC2865] Section 5.26
defined it to be 3 octets, with the high octet being zero.
(Section 2.5)

* Describing conpatibility with existing RADIUS systens. (Section 5)

* Defining guidelines for the use of these changes for | ANA
i mpl ementations of this specification, and for future RAD US
specifications. (Section 6)

As with any protocol change, the changes defined here are the result

of a series of conpromises. W have tried to find a bal ance between

flexibility, space in the RADI US nessage, conpatibility with existing
depl oynents, and inplenentation difficulty.

1.1. Caveats and Limtations

This section describes sonme caveats and linmtations with the
proposal

1.1.1. Failure to Meet Certain Goals

One goal which was not net by the above nodifications is to have an
incentive for standards to use the new space. That incentive is
bei ng provi ded by the exhaustion of the standard space.

1.1.2. Inplenentati on Recommendati ons

It is RECOVWENDED that inplenentations support this specification
It is RECOWENDED that new specifications use the formats defined in
this specification.

The alternative to the above recommendations is a circul ar argunent
of not inplenenting this specification because no other standards
reference it, and al so not defining new standards referencing this
speci fication because no inpl enentations exist.
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As noted earlier, the "standard space" is alnost entirely allocated.
Ignoring the loonming crisis benefits no one.

1.2. Termnol ogy
Thi s docunment uses the follow ng terns:

Silently discard
This means the inplenmentation discards the packet without further
processing. The inplenentation MAY provide the capability of
| ogging the error, including the contents of the silently discarded
packet, and SHOULD record the event in a statistics counter

Invalid attribute
This nmeans that the Length field of an Attribute is valid (as per
[ RFC2865], Section 5, top of page 25), but the contents of the
Attribute do not follow the correct format. For exanple, an
Attribute of type "address" which encapsul ates nore than four, or
|l ess than four, octets of data. See Section 2.8 for a nore
compl ete definition.

St andard space
Codes in the RADIUS Attribute Type Space that are allocated by | ANA
and that follow the format defined in Section 5 of [RFC2865].

Ext ended space
Codes in the RADIUS Attribute Type Space that require the
extensions defined in this docunent, and are an extension of the
standard space, but which cannot be represented within the standard
space.

Short extended space
Codes in the extended space which use the "Extended Type" fornmat.

Long extended space
Codes in the extended space which use the "Long Extended Type"
format.

The following ternms are used here with the nmeani ngs defined in BCP
26 [ RFC5226]: "nane space", "assigned value", "registration",
"Private Use", "Reserved", "Unassigned", "I|IETF Review', and

" St andards Action"
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1.3. Requirenents Language

In this docunent, several words are used to signify the requirenents
of the specification. The key words "MJST", "MJST NOT", "REQUI RED",
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', " MNAY",
and "OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .
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2

Ext ensi ons to RADI US

This section defines two new attribute formats; "Extended Type"; and
"Long Extended Type". It defines a new Type-Length-Value (TLV) data
type, an Extended-Vendor-Specific (EVS) data type, and an |nteger64
data type. It defines a new nethod for naming attributes and
identifying Attributes using the new attribute formats. It finally
defines the newterm"invalid attribute", and describes how it

af fects inplenmentations.

The new attribute formats are designed to be conpatible with the
attribute format given in [ RFC2865] Section 5. The neaning and
interpretation of the Type and Length fields is unchanged from t hat
specification. This reuse allows the new formats to be conpati bl e
with RADIUS i npl ementations which do not inplenment this
specification. Those inplenentations can sinply ignore the Val ue
field of an attribute, or forward it verbatim

The changes to the attribute fornmat come about by "stealing" one or
more octets fromthe Value field. This change has the effect that
the Value field of [RFC2865] Section 5 contains both the new octets
given here, and any attribute-specific Value. The result is that
Values in this specification are linted to |l ess than 253 octets in
size. This limtation is overcone through the use of the "Long

Ext ended Type" format.

We reiterate that the formats given in this docunent do not insert
new data into an attribute. Instead, we "steal" one octet of Value,
so that the definition of the Length field remai ns unchanged. The
new attribute formats are designed to be conpatible with the
attribute format given in [RFC2865] Section 5. The neaning and
interpretation of the Type and Length fields is unchanged fromt hat
specification. This reuse allows the new formats to be conpati bl e
RADI US i npl ement ati ons which do not inplenent this specification
Those i npl enentations can sinply ignore the Value field of an
attribute, or forward it verbatim

The changes to the attribute format come about by "stealing" one or
nmore octets fromthe Value field. This change has the effect that
the Value field of [RFC2865] Section 5 contains both the new octets
given here, and any attribute-specific Value. The result is that
Values in this specification are linted to |l ess than 253 octets in
size. This limtation is overcone through the use of the "Long

Ext ended Type" format.
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2.1. Extended Type

This section defines a new attribute format, called "Extended Type"
A summary of the Attribute format is shown below. The fields are
transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i

[ Type [ Length | Extended-Type | Value ..
B i i S S i I e i S S R L e e e e

Type

This field is identical to the Type field of the Attribute fornmat
defined in [ RFC2865] Section 5.

Lengt h

The Length field is one octet, and indicates the length of this
Attribute including the Type, Length, Extended-Type, and Val ue
fields. Permitted values are between 4 and 255. |If a client or
server receives an Extended Attribute with a Length of 2 or 3,
then that Attribute MJUST be considered to be an "invalid
attribute", and handled as per Section 2.8, bel ow

Ext ended- Type

The Extended-Type field is one octet. Up-to-date values of this
field are specified according to the policies and rul es descri bed
in Section 10. Unlike the Type field defined in [ RFC2865] Section
5, no values are allocated for experinental or inplenentation-
specific use. Values 241-255 are reserved and MUST NOT be used.

The Extended-Type is neaningful only within a context defined by
the Type field. That is, this field nmay be thought of as defining
a new type space of the form "Type. Ext ended- Type". See Section
2.5, below, for additional discussion

A RADI US server MAY ignore Attributes with an unknown
"Type. Ext ended- Type"

A RADIUS client MAY ignore Attributes with an unknown
"Type. Ext ended- Type"

Val ue

This field is simlar to the Value field of the Attribute fornat
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defined in [ RFC2865] Section 5. The format of the data MJUST be a
valid RADI US data type

The Value field is one or nore octets.

| mpl ement ati ons supporting this specification MIUST use the
Identifier of "Type.Extended-Type" to deternmine the interpretation
of the Value field.

The addition of the Extended-Type field decreases the nmaxi mum
length for attributes of type "text" or "string" from253 to 252
octets. Were an Attribute needs to carry nore than 252 octets of
data, the "Long Extended Type" format MJST be used.

Experi ence has shown that the "experimental” and "inplenmentation
specific" attributes defined in [ RFC2865] Section 5 have had little
practical value. W therefore do not continue that practice here
wi th the Extended-Type field.

2.2. Long Extended Type

This section defines a new attribute format, called "Long Extended
Type". It leverages the "Extended Type" format in order to permt
the transport of attributes encapsulating nore than 253 octets of
data. A summary of the Attribute format is shown below. The fields
are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T I T S S T i T S S M T s

| Type | Length | Extended-Type |M Reserved
B i s T T S T et S S T S I T s sl s ol ST S S S
| Val ue ..

B S T S S e e e s S S S S S S S R S S i S S

Type

This field is identical to the Type field of the Attribute format
defined in [ RFC2865] Section 5.

Length

The Length field is one octet, and indicates the length of this
Attribute including the Type, Length, Extended-Type, and Val ue
fields. Permtted values are between 5 and 255. |If a client or
server receives a "Long Extended Type" with a Length of 2, 3, or
4, then that Attribute MJUST be considered to be an "invalid
attribute", and be handl ed as per Section 2.8, bel ow
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Note that this Length is limted to the length of this fragment.
There is no field which gives an explicit value for the total size
of the fragnented attribute.

Ext ended- Type

This field is identical to the Extended-Type field defined above
in Section 2. 1.

M ( Mor e)

The More field is one (1) bit in length, and indicates whether or
not the current attribute contains "nmore" than 251 octets of data.
The More field MJUST be clear (0) if the Length field has val ue

| ess than 255. The Mirre field MAY be set (1) if the Length field
has val ue of 255.

If the More field is set (1), it indicates that the Value field
has been fragnented across nultiple RADI US attributes. Wen the
More field is set (1), the attribute MIUST have a Length field of
val ue 255; there MJST be an attribute followi ng this one; and the
next attribute MUST have both the sane Type and Extended Type.

That is, nmultiple fragnments of the sane value MJST be in order and
MUST be consecutive attributes in the packet, and the | ast
attribute in a packet MJUST NOT have the Mire field set (1).

That is, a packet containing a fragnmented attri bute needs to
contain all fragments of the attribute, and those fragnents need
to be contiguous in the packet. RADI US does not support inter-
packet fragnentation, which neans that fragnenting an attribute
across nultiple packets is inpossible.

If aclient or server receives an attribute fragment with the
"More" field set (1), but for which no subsequent fragnment can be
found, then the fragnented attribute is considered to be an
"invalid attribute", and handl ed as per Section 2.8, bel ow

Reserved

This field is 7 bits long, and is reserved for future use.

| npl enentati ons MJUST set it to zero (0) when encoding an attribute
for sending in a packet. The contents SHOULD be ignored on
reception.

Future specifications may define additional neaning for this

field. Inplenentations therefore MJUST NOT treat this field as
invalid if it is non-zero.
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Val ue

This field is simlar to the Value field of the Attribute format
defined in [ RFC2865] Section 5. It may contain a conplete set of
data (when the Length field has value | ess than 255), or it may
contain a fragnent of data.

The Value field is one or nore octets.

I npl enent ati ons supporting this specification MJST use the
Identifier of "Type.Extended-Type" to deternmine the interpretation
of the Value field.

Any interpretation of the resulting data MJST occur after the
fragments have been reassenbled. The length of the data MJST be
taken as the sumof the lengths of the fragnments (i.e. Val ue
fields) fromwhich it is constructed. The fornmat of the data
SHOULD be a valid RADIUS data type. |f the reassenbl ed data does
not match the expected format, all fragnents MJUST be treated as
"invalid attributes", and the reassenbl ed data MJST be di scarded.

We note that the maxi num size of a fragnented attribute is linted
only by the RADI US packet length Iimtation (i.e. 4096 octets, not
counting various headers and overhead). |nplenentations MJST be
abl e to handle the case where one fragnented attribute conpletely
fills the packet.

This definition increases the RADIUS Attribute Type space as above,
but al so provides for transport of Attributes which could contain
nmore than 253 octets of data.

Not e that [ RFC2865] Section 5 says:

If multiple Attributes with the sane Type are present, the order
of Attributes with the sane Type MJST be preserved by any proxies.
The order of Attributes of different Types is not required to be
preserved. A RADI US server or client MJST NOT have any
dependenci es on the order of attributes of different types. A
RADI US server or client MJUST NOT require attributes of the same
type to be contiguous.

These requirenents also apply to the "Long Extended Type" attribute,
i ncluding fragments. |nplenentations MJST be able to process non-
contiguous fragnments -- that is, fragments which are m xed together
with other attributes of a different Type. This will allowthemto
accept packets, so long as the attributes can be correctly decoded.
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2.3. TLV Data Type

We define a new data type in RADIUS, called "tlv". The "tlv" data
type is an encapsul ation | ayer which pernmits the "Value" field of an
Attribute to contain new sub-Attributes. These sub-Attributes can in
turn contain "Value"s of data type TLV. This capability both extends
the attribute space, and pernits "nested" attributes to be used.

This nesting can be used to encapsul ate or group data into one or
nmore | ogi cal containers.

The "tlv" data type re-uses the RADIUS attribute format, as given
bel ow:

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| TLV-Type | TLV-Length | TLV-Val ue ...

B E e r e s i s i o T T s S S S S 2

TLV- Type

The Type field is one octet. Up-to-date values of this field are
specified according to the policies and rules described in Section
10. Val ues 254-255 are "Reserved" for use by future extensions to
RADI US. The val ue 26 has no special neaning, and MJST NOT be
treated as a Vendor Specific attribute.

As with Extended-Type above, the TLV-Type is neani ngful only
within the context defined by "Type" fields of the encapsul ating
Attributes. That is, the field may be thought of as defining a
new type space of the form"Type. Ext ended- Type. TLV- Type". \Were
TLVs are nested, the type space is of the form"Type. Ext ended-
Type. TLV- Type. TLV- Type", etc.

A RADI US server MAY ignore Attributes with an unknown "TLV-Type".
A RADIUS client MAY ignore Attributes with an unknown "TLV-Type".

A RADI US proxy SHOULD forward Attributes with an unknown "TLV-
Type" verbatim

TLV-Length

The TLV-Length field is one octet, and indicates the | ength of
this TLV including the TLV-Type, TLV-Length and TLV-Val ue fi el ds.
It MUST have a value between 3 and 255. If a client or server
receives a TLV with an invalid TLV-Length, then the attribute
whi ch encapsul ates that TLV MJUST be considered to be an "invalid
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attribute", and handled as per Section 2.8, bel ow
TLV- Val ue

The TLV-Value field is one or nore octets and contains information
specific to the Attribute. The format and | ength of the TLV-Val ue
field is deternined by the TLV-Type and TLV-Length fi el ds.

The TLV-Value field SHOULD encapsul ate a standard RADI US dat a
type. Non-standard data types SHOULD NOT be used within TLV-Val ue
fields. W note that the TLV-Value field MAY al so contain one or
nmore attributes of data type "tlv", which allows for sinple
grouping and multiple |ayers of nesting.

The TLV-Value field is limted to containing 253 or fewer octets
of data. Specifications which require a TLV to contain nore than
253 octets of data are inconpatible with RAD US, and need to be
redesi gned. Specifications which require the transport of enpty
Values (i.e. Length = 2) are inconpatible with RADIUS, and need to
be redesi gned.

The TLV-Value field MJUST NOT contain data using the "Extended
Type" formats defined in this docunent. The base Extended
Attributes format allows for sufficient flexibility that nesting
theminside of a TLV offers little additional val ue.

This TLV definition is conmpatible with the suggested format of the
"String" field of the Vendor-Specific attribute, as defined in

[ RFC2865] Section 5.26, though that specification does not discuss
nesti ng.

Vendors MAY use attributes of type "tlv" in any Vendor Specific
Attribute. It is RECOMWWENDED to use type "tlv" for VSAs, in
preference to any other fornat.

If multiple TLVs with the sane TLV-Type are present, the order of
TLVs with the sane TLV-Type MJST be preserved by any proxies. The
order of TLVs of different TLV-Types is not required to be preserved.
A RADI US server or client MIUST NOT have any dependencies on the order
of TLVs of different TLV-Types. A RADI US server or client MJST NOT
require TLVs of the same TLV-type to be contiguous.

The interpretation of nmultiple TLVs of the sane TLV- Type MJST be that
of a logical "and", unless otherw se specified. That is, multiple
TLVs are interpreted as specifying an unordered set of val ues.

Speci fications SHOULD NOT define TLVs to be interpreted as a | ogica
"or". Doing so would nean that a RADIUS client or server would nake
an arbitrary, and non-deterninistic choice anong the val ues.
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2.3.1. TLV Nesting

TLVs may contain other TLVs. Wen this occurs, the "container" TLV
MUST be conpletely filled by the "contained" TLVs. That is, the
"container" TLV-Length field MJST be exactly two (2) nore than the
sum of the "contained" TLV-Length fields. |If the "contained" TLVs
over-fill the "container" TLV, the "container" TLV MJST be consi dered
to be an "invalid attribute", and handl ed as described in Section
2.8, bel ow

The depth of TLV nesting is limted only by the restrictions on the
TLV-Length field. The limt of 253 octets of data results inalinit
of 126 levels of nesting. However, nesting depths of nore than 4 are
NOT RECOVMMENDED. They have not been denonstrated to be necessary in
practice, and they appear to make inplenentations nore conpl ex.
Reception of packets with such deeply nest TLVs nmy indicate

i mpl ementation errors or deliberate attacks. Were inplenentations
do not support deep nesting of TLVs, it is RECOMVENDED t hat the
unsupported layers are treated as "invalid attributes"

2.4. EVS Data Type

We define a new data type in RADIUS, called "evs", for "Extended
Vendor-Specific". The "evs" data type is an encapsul ation | ayer
which pernmits the "Value" field of an Attribute to contain a Vendor-
Id, followed by a Vendor-Type, and then vendor-defined data. This
data can in turn contain valid RADIUS data types, or any other data
as determ ned by the vendor.

This data type is intended use in attributes which carry Vendor-
Specific information, as is done with the Vendor-Specific Attribute
(26). It is RECOWENDED that this data type be used by a vendor only
when the Vendor-Specific Attribute Type space has been fully

al | ocat ed.

Where [ RFC2865] Section 5.26 nakes a recomendation for the fornat of
the data following the Vendor-1d, we give a strict definition

Experi ence has shown that nany vendors have not followed the

[ RFC2865] recommendations, leading to interoperability issues. W
hope here to give vendors sufficient flexibility as to neet their
needs, while mnimzing the use of non-standard VSA fornats.

The "evs" data type MAY be used in Attributes having the format of
"Ext ended Type" or "Long Extended Type". It MJST NOT be used in any
other Attribute definition, including standard RADIUS Attri butes,
TLVs, and VSAs.

A summary of the "evs" data type format is shown below. The fields
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are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T I I S i T i T S S e It L i T S A s

[ Vendor-1d [
e e e e i e s S e R CE o o R
| Vendor- Type | Vendor-Value ...

B i S S T s i S T st i S S S S S S S S i
Vendor-1d

The 4 octets are the Network Managenent Private Enterprise Code
[PEN] of the Vendor in network byte order.

Vendor - Type

The Vendor-Type field is one octet. Values are assigned at the
sol e discretion of the Vendor.

Vendor - Val ue

The Vendor-Value field is one or nore octets. |t SHOULD
encapsul ate a standard RADI US data type. Using non-standard data
types is NOT RECOMVENDED. W note that the Value field may be of
data type "tlv". However, it MJST NOT be of data type "evs", as
the use cases are unclear for one vendor delegating Attribute Type
space to anot her vendor.

The actual format of the information is site or application
specific, and a robust inplenentation SHOULD support the field as
undi sti ngui shed octets. W recogni se that Vendors have conpl ete
control over the contents and format of the Value field, while at
the sane tine recomendi ng that good practices be foll owed.

Further codification of the range of allowed usage of this field
is outside the scope of this specification

Note that unlike the format described in [ RFC2865] Section 5.26, this
data type has no "Vendor length" field. The length of the Vendor-
Value field is inplicit, and is deternmi ned by taking the "Length" of
t he encapsul ating RADIUS Attribute, and subtracting the length of the
attribute header (2 octets), the extended type (1 octet), the Vendor-
Id (4 octets), and the Vendor-type (1 octet). i.e. For "Extended
Type" attributes, the Iength of the Vendor-Value field is eight (8)

| ess than the value of the Length field. For "Long Extended Type"
attributes, the length of the Vendor-Value field is nine (9) |ess
than the value of the Length field.
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2.5. Integer64 Data Type

We define a new data type in RADIUS, called "integer64", which
carries a 64-bit unsigned integer in network byte order

This data type is intended to be used in any situation where there is
a need to have counters which can count past 2732. The expected use
of this data type is within Accounting-Request packets, but this data
type SHOULD be used in any packet where 32-bit integers are expected
to be insufficient.

The "integer64" data type can be used in Attributes of any fornat,
standard space, extended attributes, TLVs, and VSAs.

A summary of the "integer64" data type format is shown bel ow. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S

| Val ue ..
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

T I T S T T i T S S M T Sy

Attributes having data type "integer64" MJST have the rel evant Length
field set to eight nore than the length of the Attribute header. For
standard space Attributes and TLVs, this nmeans that the Length field
MUST be set to ten (10). For "Extended Type" Attributes, the Length
field MUST be set to eleven (11). For "Long Extended Type"
Attributes, the Length field MIST be set to twelve (12).

2.6. Vendor-ID Field

We define the Vendor-ID field of Vendor-Specific Attributes to
enconpass the entire 4 octets of the Vendor field. [RFC2865] Section
5.26 defined it to be 3 octets, with the high octet being zero. This
change has no i medi ate i npact on RADIUS, as the maxi num Private
Enterprise Code defined is still within 16 bits.

However, it is best to nake advance preparations for changes in the
protocol. As such, it is RECOMVENDED that all inplementations
support four (4) octets for the Vendor-1D field, instead of three

(3).
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2.7. Attribute Nanming and Type ldentifiers

Attributes have traditionally been identified by a unique nanme and
nunber. For exanple, the attribute naned "User-Nane" has been

al | ocated nunber one (1). This schenme needs to be extended in order
to be able to refer to attributes of Extended Type, and to TLVs. It
will also be used by I ANA for allocating RADIUS Attribute Type

val ues.

The nanes and identifiers given here are intended to be used only in
specifications. The systempresented here nay not be useful when
referring to the contents of a RADI US packet. It inmposes no

requi renents on inplenmentations, as inplenentations are free to
reference RADIUS Attributes via any nethod they choose.

2.7.1. Attribute and TLV Nani ng

RADI US specifications traditionally use nanes consisting of one or
nmore words, separated by hyphens, e.g. "User-Nane". However, these
nanes are not allocated froma registry, and there is no restriction
ot her than convention on their global uniqueness.

Simlarly, vendors have often used their conpany nane as the prefix
for VSA names, though this practice is not universal. For exanple,
for a vendor naned "Exanple", the name "Exanpl e-Attribute- Name"
SHOULD be used instead of "Attribute-Nane". The second form can
conflict with attributes from other vendors, whereas the first form
cannot .

It is therefore RECOWENDED that specifications give nanes to
Attributes which attenpt to be globally unique across all RAD US
Attributes. It is RECOMWENDED that vendors use their name as a

uni que prefix for attribute nanmes, e.g. Livingston-IP-Pool instead of
IP-Pool. It is RECOMWENDED that inplenentations enforce uni queness
on nanes, which would otherwi se |ead to anbiguity and probl ens.

We recogni se that these suggestions may sonetinmes be difficult to
i mpl ement in practice.

TLVs SHOULD be nanmed with a unique prefix that is shared anobng
related attributes. For exanple, a specification that defines a set
of TLVs related to tinme could create attributes nanmed "Ti nme- Zone"
"Time-Day", "Tinme-Hour", "Time-Mnute", etc

2.7.2. Attribute Type ldentifiers

The RADI US Attribute Type space defines a context for a particular
"Ext ended- Type" field. The "Extended-Type" field allows for 256
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possi bl e type code values, with values 1 through 240 avail able for
all ocation. W define here an identification nethod that uses a
"dotted number” notation simlar to that used for Cbject ldentifiers
(O Ds), formatted as "Type. Ext ended- Type"

For exanple, an attribute within the Type space of 241, having
Ext ended- Type of one (1), is uniquely identified as "241.1".
Simlarly, an attribute within the Type space of 246, having
Ext ended- Type of ten (10), is uniquely identified as "246.10".

2.7.3. TLV ldentifiers

We can extend the Attribute reference scheme defined above for TLVs.
This is done by |l everaging the "dotted nunmber" notation. As above,
we define an additional TLV type space, within the "Extended Type"
space, by appendi ng another "dotted nunber"” in order to identify the
TLV. This nethod can be repeated in sequence for nested TLVs.

For exanple, let us say that "245.1" identifies RADIUS Attribute Type
245, containing an "Extended Type" of one (1), which is of type
"tlv". That attribute will contain 256 possible TLVs, one for each
val ue of the TLV-Type field. The first TLV-Type value of one (1) can
then be identified by appending a ".1" to the nunber of the

encapsul ating attribute ("241.1"), to yield "241.1.1". Sinmilarly,
the sequence "245.2.3.4" identifies RADIUS attribute 245, containing
an "Extended Type" of two (2) which is of type "tlv", which in turn
contains a TLV with TLV-Type nunber three (3), which in turn contains
anot her TLV, with TLV-Type nunber four (4).

2.7.4. VSA ldentifiers

There has historically been no method for numerically addressing
VSAs. The "dotted nunber” nethod defined here can al so be | everaged
to create such an addressing schene. However, as the VSAs are

conmpl etely under the control of each individual vendor, this section
provi des a suggested practice, but does not define a standard of any
ki nd.

The Vendor-Specific Attribute has been assigned the Attri bute nunber
26. It in turn carries a 24-bit Vendor-1d, and possibly additiona
VSAs. Wiere the VSAs foll ow the [ RFC2865] Section 5.26 recomended
format, a VSA can be identified as "26.Vendor-1d. Vendor- Type"

For exanpl e, Livingston has Vendor-1d 307, and has defined an
attribute "IP-Pool"” as nunber 6. This VSA can be uniquely identified
as 26.307.6, but it cannot be uniquely identified by nane, as other
vendors may have used the sane nane.
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Note that there are fewrestrictions on the size of the nunerica
values in this notation. The Vendor-ld is a 24-bit nunber, and the
VSA may have been assigned froma 16-bit vendor-specific Attribute
Type space. |nplenentations SHOULD be capabl e of handling 32-bit
nunbers at each |evel of the "dotted nunber" notation

For exanple, the company USR has been all ocated Vendor-1d 429, and
has defined a "Version-1d" attribute as nunmber 32768. This VSA can
be uniquely identified as 26.429. 32768, and agai n cannot be uniquely
i dentified by nane.

Where a VSA is a TLV, the "dotted nunber” notation can be used as
above: 26. Vendor-Id. Vendor-Type. TLV1. TLV2. TLV3 where "TLVn" are the
nunerical values assigned by the vendor to the different nested TLVs.

2.8. Invalid Attributes

The term"invalid attribute" is newto this specification. It is
defined to nmean that the Length field of an Attribute permits the
packet to be accepted as not being "mal formed". However, the Val ue

field of the attribute does not follow the format required by the
data type defined for that Attribute, and therefore the attribute is
"mal formed”. In order to distinguish the two cases, we refer to
"mal f ormed" packets, and "invalid attributes".

For exanple, an inplenentation receives a packet which is well -
fornmed. That packet contains an Attribute allegedly of data type
"address", but which has Length not equal to four. In that
situation, the packet is well formed, but the attribute is not.
Therefore, it is an "invalid attribute".

A simlar analysis can be perforned when an attribute carries TLVs.
The encapsul ating attribute may be well formed, but the TLV may be an
"invalid attribute". The existence of an "invalid attribute" in a
packet or attribute MJUST NOT result in the inplenentation discarding
the entire packet, or treating the packet as a negative

acknow edgnent. Instead, only the "invalid attribute" is treated
speci al ly.

When an i npl enentation receives an "invalid attribute", it SHOULD be
silently discarded, except when the inplenentation is acting as a
proxy (see Section 5.2 for discussion of proxy servers). |If it is

not discarded, it MJST NOT be handled in the sane manner as a well -
forned attribute. For exanple, receiving an Attribute of data type
"address" containing less than four octets, or nore than four octets
of data neans that the Attribute MJUST NOT be treated as being of data
type "address". The reason here is that if the attribute does not
carry an | Pv4 address, the receiver has no idea what format the data
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isin, and it is therefore not an | Pv4 address.

For Attributes of type "Long Extended Type", an Attribute is
considered to be an "invalid attribute"” when it does not match the
criteria set out in Section 2.2, above.

For Attributes of type "TLV', an Attribute is considered to be an
"invalid attribute" when the TLV-Length field allows the

encapsul ating Attribute to be parsed, but the TLV-Value field does
not match the criteria for that TLV. |[|nplenentations SHOULD NOT
treat the "invalid attribute" property as being transitive. That is,
the Attribute encapsulating the "invalid attribute" SHOULD NOT be

treated as an "invalid attribute". That encapsulating Attribute
m ght contain multiple TLVs, only one of which is an "invalid
attribute”.

However, a TLV definition nmay require particular sub-TLVs to be
present, and/or to have specific values. |f a sub-TLV is missing, or
contains incorrect value(s), or is an "invalid attribute", then the
encapsul ati ng TLV SHOULD be treated as an "invalid attribute". This
requi renent ensures that strongly connected TLVs are handl ed either
as a coherent whole, or are ignored entirely.

It is RECOWENDED that Attributes w th unknown Type, Ext-Type, TLV-
Type, or VSA-Type are treated as "invalid attributes". This
recomrendation is conpatible with the suggestion in [ RFC2865] Section
5, that inplenmentations "MAY ignore Attributes with an unknown Type"

3. Attribute Definitions

We define four (4) attributes of "Extended Type", which are allocated
fromthe "Reserved" Attribute Type codes of 241, 242, 243, and 244.
We also define two (2) attributes of "Long Extended Type", which are
all ocated fromthe "Reserved" Attribute Type codes of 245 and 246.

Type Nane

241 Ext ended- Type-1

242 Ext ended- Type- 2

243 Ext ended- Type- 3

244 Ext ended- Type- 4

245 Long- Ext ended- Type-1
246 Long- Ext ended- Type- 2

The rest of this section gives a detailed definition for each
Attribute based on the above sumary.
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3.1. Extended-Type-1
Description

This attribute encapsul ates attributes of the "Extended Type"
format, in the RADIUS Attribute Type Space of 241.{1-255}.

A summary of the Extended-Type-1 Attribute format is shown bel ow
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T S i i S S i i S S

| Type | Length | Extended-Type | Value ..

B i S S T s i S T st i S S S S S S S S i

Type
241 for Extended- Type-1

Length
>= 4

Ext ended- Type
The Extended-Type field is one octet. Up-to-date values of this
field are specified in the 241.{1-255} RADIUS Attribute Type
Space, according to the policies and rules described in Section
10. Further definition of this field is given in Section 2.1
above.

Val ue
The Value field is one or nore octets.

| mpl ement ati ons supporting this specification MUST use the
Identifier of "Type.Extended-Type" to determine the interpretation
of the Value field.

3.2. Extended-Type-2
Descri ption

This attribute encapsul ates attributes of the "Extended Type"
format, in the RADIUS Attri bute Type Space of 242. {1-255}.
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A summary of the Extended-Type-2 Attribute format is shown bel ow
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T I T S S T i T S S M T s

| Type | Length | Extended-Type | Value ..

B i s T T S T et S S T S I T s sl s ol ST S S S

Type
242 for Extended- Type-2

Length
>= 4

Ext ended- Type
The Extended-Type field is one octet. Up-to-date values of this
field are specified in the 242.{1-255} RADIUS Attribute Type
Space, according to the policies and rules described in Section
10. Further definition of this field is given in Section 2.1
above.

Val ue
The Value field is one or nore octets.
| mpl ement ati ons supporting this specification MUST use the
Identifier of "Type.Extended-Type" to deternmine the interpretation
of the Value field
3.3. Extended- Type-3

Descri ption

This attribute encapsul ates attributes of the "Extended Type"
format, in the RADIUS Attri bute Type Space of 243.{1-255}.

A summary of the Extended-Type-3 Attribute format is shown bel ow
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e

| Type | Length | Extended-Type | Value ..
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B T i S i T S i e S S i T S S
Type
243 for Extended- Type-3.
Length
>= 4
Ext ended- Type

The Extended-Type field is one octet. Up-to-date values of this
field are specified in the 243.{1-255} RADIUS Attribute Type
Space, according to the policies and rules described in Section
10. Further definition of this field is given in Section 2.1
above.

Val ue
The Value field is one or nore octets.

| npl enent ati ons supporting this specification MJST use the
Identifier of "Type.Extended-Type" to deternmine the interpretation
of the Value field.
3.4. Extended- Type-4
Description

This attribute encapsul ates attributes of the "Extended Type"
format, in the RADIUS Attri bute Type Space of 244.{1-255}.

A summary of the Extended-Type-4 Attribute format is shown bel ow
The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
Bl it I R S e T e R i ol ik thT DI TR TR i SR SR T S e T i i 5

[ Type [ Length | Extended-Type | Value ..
B i i S S i I e i S S R L e e e e
Type

244 for Extended- Type-4.

Length
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3.

5.

>= 4

Ext ended- Type
The Extended-Type field is one octet. Up-to-date values of this
field are specified in the 244.{1-255} RADIUS Attribute Type
Space, according to the policies and rules described in Section
10. Further definition of this field is given in Section 2.1
above.

Val ue

The Value field is one or nore octets.

| mpl enent ati ons supporting this specification MIST use the

Identifier of "Type.Extended-Type" to deternmine the interpretation

of the Value Field.

Long- Ext ended- Type-1

Description

This attribute encapsul ates attributes of the "Long Extended Type"
format, in the RADIUS Attri bute Type Space of 245.{1-255}.

A summary of the Long- Ext ended- Type-1 Attribute format is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S o T ST S e S i < S S S S SIS S S S S S

| Type | Length | Extended-Type |M Reserved
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Val ue ..

T S i i S i i i S ik ik S N
Type
245 for Long- Ext ended- Type-1
Length
>= 5
Ext ended- Type

The Extended-Type field is one octet. Up-to-date values of this
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field are specified in the 245.{1-255} RADIUS Attribute Type
Space, according to the policies and rules described in Section
10. Further definition of this field is given in Section 2.1
above.

M (NMore)
The More field is one (1) bit in length, and indicates whether or
not the current attribute contains "nore" than 251 octets of data.
Further definition of this field is given in Section 2.2, above.

Reser ved

This field is 7 bits long, and is reserved for future use.

I mpl enentati ons MJUST set it to zero (0) when encoding an attribute
for sending in a packet. The contents SHOULD be ignored on
reception.

Val ue
The Value field is one or nore octets.
| npl enent ati ons supporting this specification MJST use the
Identifier of "Type.Extended-Type" to deternmine the interpretation
of the Value field.
3.6. Long- Ext ended- Type- 2

Description

This attribute encapsul ates attributes of the "Long Extended Type"
format, in the RADIUS Attri bute Type Space of 246.{1-255}.

A summary of the Long- Ext ended-Type-2 Attribute format is shown
below. The fields are transnitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Type [ Lengt h | Extended-Type |M Reserved
B i i S S i I e i S S R L e e e e
| Val ue ..

T i T S T it T S S S S S T S s

Type
246 for Long- Ext ended- Type-2
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Length
>= 5
Ext ended- Type

The Extended-Type field is one octet. Up-to-date values of this
field are specified in the 246.{1-255} RADIUS Attribute Type
Space, according to the policies and rules described in Section
10. Further definition of this field is given in Section 2.1
above.

M ( More)

The More field is one (1) bit in length, and indicates whether or
not the current attribute contains "nmore" than 251 octets of data.
Further definition of this field is given in Section 2.2, above.

Reserved

This field is 7 bits long, and is reserved for future use.

I npl enentati ons MJUST set it to zero (0) when encoding an attribute
for sending in a packet. The contents SHOULD be ignored on
reception.

Val ue
The Value field is one or nore octets.

| mpl ement ati ons supporting this specification MUST use the
Identifier of "Type.Extended-Type" to deternmine the interpretation
of the Value field.

4. Vendor Specific Attributes

We define six new attributes which can carry Vendor Specific
informati on. W define four (4) attributes of the "Extended Type"
format, with Type codes (241.26, 242.26, 243.26, 244.26), using the
"evs" data type. W also define two (2) attributes using "Long

Ext ended Type" format, with Type codes (245.26, 246.26), which are of
the "evs" data type

Type. Ext ended- Type Name

241. 26 Ext ended- Vendor - Speci fic-1
242. 26 Ext ended- Vendor - Speci fic-2
243. 26 Ext ended- Vendor - Speci fic-3
244. 26 Ext ended- Vendor - Speci fic-4
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245. 26 Ext ended- Vendor - Speci fic-5
246. 26 Ext ended- Vendor - Speci fic-6

The rest of this section gives a detailed definition for each
Attribute based on the above sumary.

4.1. Extended-Vendor-Specific-1
Description

This attribute defines a RADIUS Type Code of 241.26, using the
"evs" data type

A summary of the Extended-Vendor-Specific-1 Attribute format is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T S i i S S i i S S

| Type | Length | Extended-Type | Vendor-1d ..
B i S S T s i S T st i S S S S S S S S i
Vendor-1d (cont) | Vendor-Type |

B T i i S i i SN S
| Value ...
T S T i i S T iy S S S S S
Type. Ext ended- Type

241. 26 for Extended-Vendor-Specific-1
Length

>= 9
Vendor -1 d

The 4 octets are the Network Managenent Private Enterprise Code
[PEN] of the Vendor in network byte order.

Vendor - Type

The Vendor-Type field is one octet. Values are assigned at the
sol e discretion of the Vendor.

Val ue

The Value field is one or nore octets. The actual format of the
information is site or application specific, and a robust
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4.

2

i mpl emrent ati on SHOULD support the field as undistingui shed octets.

The codification of the range of allowed usage of this field is
outside the scope of this specification

The length of the Value field is eight (8) less than the val ue of
the Length field.

| mpl enent ati ons supporting this specification MIST use the
Identifier of "Type. Extended- Type. Vendor-|d. Vendor-Type" to
deternmine the interpretation of the Value field.

Ext ended- Vendor - Speci fic-2

Description

This attribute defines a RADIUS Type Code of 242.26, using the
"evs" data type

A summary of the Extended-Vendor-Specific-2 Attribute format is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e

| Type | Length | Extended-Type | Vendor-1d ..

B i S S T s i S T st i S S S S S S S S i
Vendor-1d (cont) | Vendor-Type |

T T i it i T s S e i S N S

| Value ...

i S e e e i e S S e R Ch o o SR

Type. Ext ended- Type

242.26 for Extended- Vendor- Specific-2
Length

>= 9
Vendor -1 d

The 4 octets are the Network Managenent Private Enterprise Code
[PEN] of the Vendor in network byte order.

Vendor - Type

The Vendor-Type field is one octet. Values are assigned at the
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4. 3.
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sol e discretion of the Vendor.
Val ue

The Value field is one or nore octets. The actual format of the
information is site or application specific, and a robust
i mpl emrent ati on SHOULD support the field as undistingui shed octets.

The codification of the range of allowed usage of this field is
outside the scope of this specification

The length of the Value field is eight (8) less than the val ue of
the Length field.

| mpl enent ati ons supporting this specification MIST use the
Identifier of "Type. Extended- Type. Vendor-|d. Vendor-Type" to
deternmine the interpretation of the Value field.

Ext ended- Vendor - Speci fic-3
Description

This attribute defines a RADIUS Type Code of 243.26, using the
"evs" data type

A summary of the Extended-Vendor-Specific-3 Attribute format is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e

| Type | Length | Extended-Type | Vendor-1d ..

B i S S T s i S T st i S S S S S S S S i
Vendor-1d (cont) | Vendor-Type |

T T i it i T s S e i S N S

| Value ...

i S e e e i e S S e R Ch o o SR

Type. Ext ended- Type

243. 26 for Extended- Vendor- Specific-3
Length

>= 9

Vendor-1d
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The 4 octets are the Network Managenent Private Enterprise Code
[PEN] of the Vendor in network byte order.

Vendor - Type

Val

4.4.

The Vendor-Type field is one octet. Values are assigned at the
sol e discretion of the Vendor.

ue

The Value field is one or nore octets. The actual format of the
information is site or application specific, and a robust
i mpl emrent ati on SHOULD support the field as undistingui shed octets.

The codification of the range of allowed usage of this field is
outside the scope of this specification.

The length of the Value field is eight (8) less than the val ue of
the Length field.

| mpl enent ati ons supporting this specification MIST use the
Identifier of "Type. Extended- Type. Vendor-|d. Vendor-Type" to
deternmine the interpretation of the Value field.

Ext ended- Vendor - Speci fic-4

Description

This attribute defines a RADIUS Type Code of 244.26, using the
"evs" data type.

A summary of the Extended-Vendor-Specific-3 Attribute format i s shown

bel

0
0

ow. The fields are transnmitted fromleft to right.

1 2 3
1234567890123456789012345678901

T I T S i T i S S S i T i S S S S S S S

Type | Length | Extended-Type | Vendor-Id ...

B S S I e S S e s Sy it St SR S S S S S S o

Vendor-1d (cont) | Vendor-Type |

T I T S T T i T S S S L. S i S S S S S s

Val ue .. ..

T i T S T it T S S S S S T S s

Type. Ext ended- Type

244. 26 for Extended-Vendor- Specific-4
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Length
>= 9
Vendor-1d

The 4 octets are the Network Managenent Private Enterprise Code
[PEN] of the Vendor in network byte order.

Vendor - Type

The Vendor-Type field is one octet. Values are assigned at the
sol e discretion of the Vendor.

Val ue

The Value field is one or nore octets. The actual format of the
information is site or application specific, and a robust
i mpl emrent ati on SHOULD support the field as undistingui shed octets.

The codification of the range of allowed usage of this field is
outside the scope of this specification

The length of the Value field is eight (8) less than the val ue of
the Length field.

| mpl enent ati ons supporting this specification MIST use the
Identifier of "Type. Extended- Type. Vendor-|d. Vendor-Type" to
deternmine the interpretation of the Value field.

4.5. Extended-Vendor-Specific-5
Description

This attribute defines a RADIUS Type Code of 245.26, using the
"evs" data type

A summary of the Extended-Vendor-Specific-5 Attribute format is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e

| Type | Length | Extended-Type |M Reserved
B i S S T s i S T st i S S S S S S S S i
[ Vendor -1 d [
T T e b i i e e s . S I SR S
| Vendor-Type | Value ...
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B T i S i T S i e S S i T S S
Type. Ext ended- Type

245. 26 for Extended- Vendor- Specific-5
Length

>= 10 (first fragment)
>= 5 (subsequent fragments)

When a VSA is fragnmented across nultiple Attributes, only the
first Attribute contains the Vendor-l1d and Vendor-Type fi el ds.
Subsequent Attributes contain fragnments of the Value field only.
M ( Mor e)
The More field is one (1) bit in length, and indicates whether or
not the current attribute contains "nmore" than 251 octets of data.
Further definition of this field is given in Section 2.2, above.
Reserved
This field is 7 bits long, and is reserved for future use.
I mpl enent ati ons MJUST set it to zero (0) when encoding an attribute
for sending in a packet. The contents SHOULD be ignored on
reception.
Vendor -1 d

The 4 octets are the Network Managenent Private Enterprise Code
[PEN] of the Vendor in network byte order.

Vendor - Type

The Vendor-Type field is one octet. Values are assigned at the
sol e discretion of the Vendor.

Val ue
The Value field is one or nore octets. The actual format of the
information is site or application specific, and a robust
i mpl emrent ati on SHOULD support the field as undistingui shed octets.

The codification of the range of allowed usage of this field is
outside the scope of this specification

| mpl ement ati ons supporting this specification MUST use the
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Identifier of "Type.Extended- Type. Vendor-1d. Vendor-Type" to
determine the interpretation of the Value field.

4.6. Extended-Vendor-Specific-6
Descri ption

This attribute defines a RADIUS Type Code of 246.26, using the
"evs" data type

A sunmary of the Extended-Vendor-Specific-6 Attribute format is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e

| Type | Length | Extended-Type |M Reserved
B E e r e s i s i o T T s S S S S 2
[ Vendor-1d [
B i s T T S T et S S T S I T s sl s ol ST S S S
| Vendor- Type | Value ...

B T i S S i S T h T i S S S S e

Type. Ext ended- Type
246. 26 for Extended-Vendor- Specific-6
Length

>= 10 (first fragnent)
>= 5 (subsequent fragments)

When a VSA is fragnented across nultiple Attributes, only the
first Attribute contains the Vendor-l1d and Vendor-Type fi el ds.
Subsequent Attributes contain fragments of the Value field only.

M (More)
The More field is one (1) bit in length, and indicates whether or
not the current attribute contains "nmore" than 251 octets of data.
Further definition of this field is given in Section 2.2, above.
Reserved
This field is 7 bits long, and is reserved for future use.
I npl enentati ons MJUST set it to zero (0) when encoding an attribute

for sending in a packet. The contents SHOULD be ignored on
reception.
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Vendor-1d

The 4 octets are the Network Managenent Private Enterprise Code
[ PEN] of the Vendor in network byte order

Vendor - Type

The Vendor-Type field is one octet. Values are assigned at the
sol e discretion of the Vendor.

Val ue

The Value field is one or nore octets. The actual format of the
information is site or application specific, and a robust
i mpl ement ati on SHOULD support the field as undistingui shed octets.

The codification of the range of allowed usage of this field is
out side the scope of this specification

| mpl enent ati ons supporting this specification MIST use the
Identifier of "Type.Extended- Type. Vendor-1d. Vendor-Type" to
deternmine the interpretation of the Value field.

5. Conpatibility with traditional RADI US

There are a nunber of potential conpatibility issues with traditiona
RADI US, as defined in [RFC6158] and earlier. This section describes
t hem

5.1. Attribute Allocation

Some vendors have used Attribute Type codes fromthe "Reserved"”
space, as part of vendor-defined dictionaries. This practice is
consi dered anti-social behavior, as noted in [ RFC6158]. These vendor
definitions conflict with the attributes in the RADIUS Attri bute Type
space. The conflicting definitions may nmake it difficult for

i mpl ementations to support both those Vendor Attributes, and the new
Extended Attribute formats.

We RECOMMEND t hat RADIUS client and server inplenentations delete al
references to these inproperly defined attributes. Failing that, we
RECOMVEND t hat RADI US server inplenentations have a per-client
configurable flag which indicates which type of attributes are being
sent fromthe client. |If the flag is set to "Non-Standard
Attributes", the conflicting attributes can be interpreted as being

i mproperly defined Vendor Specific Attributes. If the flag is set the
"I ETF Attributes", the attributes MJST be interpreted as being of the
Ext ended Attributes format. The default SHOULD be to interpret the

DeKok, Al an St andards Track [ Page 36]



| NTERNET- DRAFT RADI US Ext ensi ons 25 February 2013

attributes as being of the Extended Attributes format.

O her nethods of determ ning how to decode the attributes into a
"correct" formare NOT RECOWENDED. Those nethods are likely to be
fragile and prone to error.

We RECOMMVEND t hat RADI US server inplenentations re-use the above flag
to determ ne which type of attributes to send in a reply nmessage. |If
the request is expected to contain the inproperly defined attributes,
the reply SHOULD NOT contain Extended Attributes. |If the request is
expected to contain Extended Attributes, the reply MJUST NOT contain
the inproper Attributes.

RADIUS clients will have fewer issues than servers. Cients MJST NOT
send inproperly defined Attributes in a request. For replies,
clients MUST interpret attributes as being of the Extended Attributes
format, instead of the inproper definitions. These requirenents

i mpose no change in the RADI US specifications, as such usage by
vendors has al ways been in conflict with the standard requirenents
and t he standards process.

Exi sting clients that send these inproperly defined attributes

usual Iy have a configuration setting which can disable this behavior
We RECOWMEND t hat vendors ship products with the default set to

"di sabl ed". W RECOMMEND that administrators set this flag to

"di sabl ed" on all equi prent that they nanage.

5.2. Proxy Servers

RADI US Proxy servers will need to forward Attributes having the new
format, even if they do not inplement support for the encoding and
decodi ng of those attributes. W rem nd inplenenters of the
followi ng text in [ RFC2865] Section 2. 3:

The forwarding server MUST NOT change the order of any attributes
of the same type, including Proxy-State.

This requirement solves some of the issues related to proxying of the
new format, but not all. The reason is that proxy servers are
permtted to exanmine the contents of the packets that they forward.
Many proxy inplenentations not only exam ne the attributes, but they
refuse to forward attributes which they do not understand (i.e.
attributes for which they have no local dictionary definitions).

This practice is NOT RECOMVENDED. Proxy servers SHOULD forward
attributes, even ones which they do not understand, or which are not
in a local dictionary. Wen forwarded, these attributes SHOULD be
sent verbatim wth no nodifications or changes. This requirenent
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includes "invalid attributes", as there may be sone other systemin
the network which understands them

The only exception to this recommendation is when |ocal site policy
dictates that filtering of attributes has to occur. For exanple, a
filter at a visited network nmay require renoval of certain

aut hori zation rules which apply to the honme network, but not to the
visited network. This filtering can soneti mes be done even when the
contents of the attributes are unknown, such as when all Vendor -
Specific Attributes are designated for renoval.

As seen in [ EDUROAM nmany proxies do not follow these practices for
unknown Attributes. Sone proxies filter out unknown attributes or
attributes which have unexpected | engths (24% 17/70), some truncate
the attributes to the "expected" length (11% 8/70), sone discard the
request entirely (1% 1/70), with the rest (63% 44/70) follow ng the
recomended practice of passing the attributes verbatim It will be
difficult to widely use the Extended Attributes format until all non-
conformant proxies are fixed. W therefore RECOWEND that al

proxi es which do not support the Extended Attributes (241 through
246) define them as being of data type "string", and delete all other
| ocal definitions for those attributes.

This | ast change shoul d enabl e wi der usage of the Extended Attributes
format.

6. Cuidelines
This specification proposes a nunber of changes to RADI US, and
therefore requires a set of guidelines, as has been done in
[ RFC6158]. These guidelines include suggestions around design
interaction with | ANA, usage, and inplenentation of attributes using
the new formats.

6.1. Updates to RFC 6158
This specification updates [ RFC6158] by adding the data types "evs"
"tlv" and "integer64"; defining themto be "basic" data types; and
permtting their use subject to the restrictions outlined bel ow

The recomendations for the use of the new data types and attribute
formats are given bel ow

6.2. Qidelines for Sinple Data Types
[ RFC6158] Section A 2.1 says in part:

* Unsigned integers of size other than 32 bits.
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SHOULD be repl aced by an unsigned integer of 32 bits. There is
insufficient justification to define a new size of integer.

We update that specification to pernit unsigned integers of 64 bits,
for the reasons defined above in Section 2.5. The updated text is as
fol | ows:

* Unsigned integers of size other than 32 or 64 bits.
SHOULD be repl aced by an unsigned integer of 32 or 64 bits.
There is insufficient justification to define a new size
of integer.

That section later continues with the following list item

* Nested attribute-value pairs (AVPS).
Attributes should be defined in a flat typespace.

We update that specification to pernit nested TLVs, as defined in
this docunent:

* Nested attribute-value pairs (AVPs) using the extended
attribute format MAY be used. All other nested AVP or TLV
formats MUST NOT be used.

The [RFC6158] recomendations for "basic" data types apply to the
three types listed above. All other recommendations given in
[ RFC6158] for "basic" data types remai n unchanged.

6.3. CQuidelines for Conplex Data Types
[ RFC6158] Section 2.1 says:

Conpl ex data types MAY be used in situations where they reduce

conmpl exity in non-RADI US systens or where using the basic data
types

woul d be awkward (such as where grouping would be required in
order

to link related attributes).

Since the extended attribute format allows for grouping of conplex
types via TLVs, the guidelines for conplex data types need to be
updat ed as foll ows:

[ RFC6158], Section 3.2.4, describes situations in which conpl ex
data types m ght be appropriate. They SHOULD NOT be used even in
those situations, wthout careful consideration of the described
limtations. |In all other cases not covered by the conpl ex data
type exceptions, conplex data types MJST NOT be used. |Instead,
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compl ex data types MUST be deconposed into TLVs.

The checklist in Appendix A 2.2 is simlarly updated to add a new
requirenent at the top of that section

Does the attribute:
* define a conplex type which can be represented via TLVs?
If so, this data type MJST be represented via TLVs.

Note that this requirenent does not over-ride Section A 1, which
permits the transport of conplex types in certain situations.

Al'l other recommendations given in [RFC6158] for "conplex" data types
remai n unchanged.

6.4. Design Quidelines For the New Types

This section gives design guidelines for specifications defining
attributes using the new format. The itens |isted bel ow are not
exhaustive. As experience is gained with the new formats, |ater
specifications may define additional guidelines.

* The data type "evs" MJIST NOT be used for standard RADI US
Attributes, or for TLVs, or for VSAs.

* The data type "tlv" SHOULD NOT be used for standard RADI US
attributes

* [ RFC2866] "tagged" attributes MJUST NOT be defined in the
Ext ended- Type space. The "tlv" data type should be used instead
to group attributes.

* The "integer64" data type MAY be used in any RADIUS attribute.
The use of 64-bit integers was not recomended in [ RFC6158],
but their utility is now evident.

* Any attribute which is allocated fromthe "l ong extended space” of
data type "text", "string", or "tlv" can potentially carry nore
than 251 octets of data. Specifications defining such attributes
SHOULD define a maxi mum |l ength to guide inplenentations.

Al'l other recommendations given in [RFC6158] for attribute design

guidelines apply to attributes using the "short extended space" and
"l ong extended space".
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6.5.

TLV Cui del i nes

The following itens give design guidelines for specifications using
TLVs.

*

when multiple attributes are intended to be grouped or nanaged
together, the use of TLVs to group related attributes is
RECOMVENDED.

nore than 4 |ayers (depth) of TLV nesting is NOT RECOVVENDED.

Interpretation of an attribute depends only on its type
definition (e.g. Type. Extended-Type. TLV-Type), and
not on its encoding or location in the RAD US packet.

Where a group of TLVs is strictly defined, and not expected to
change, and totals |ess than 247 octets of data, they SHOULD
request allocation fromthe "short extended space"

Where a group of TLVs is | oosely defined, or is expected to change,
they SHOULD request allocation fromthe "l ong extended space”

Al'l other recommendations given in [ RFC6158] for attribute design
gui delines apply to attributes using the TLV fornmat.

6. 6.

Al l ocati on Request Guidelines

The following itens give guidelines for allocation requests nmade in a
RADI US specification

*

Di scretion is recomended when requesting allocation of attributes.
The new space is much larger than the old one, but it is not
infinite.

Speci fications which allocate many attri butes MJUST NOT request that
al l ocation be nade fromthe standard space. That space is under

al | ocation pressure, and the extended space is nore suitable for

| arge allocations. As a guideline, we suggest that one
specification allocating twenty percent (20% or nore of the
standard space woul d neet the above criteria.

Speci fications which allocate many related attri butes SHOULD define
one or nmore TLVs to contain related attributes.

Speci fications SHOULD request allocation froma specific space.
The | ANA considerations given in Section 9, below, give instruction
to | ANA, but authors should assist | ANA where possi bl e.
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* Specifications of an attribute which encodes 252 octets or |ess of
data MAY request allocation fromthe "short extended space”

* Specifications of an attribute which always encode | ess than 253
octets of data MJST NOT request allocation fromthe | ong extended
space. The standard space, or the short extended space MJST be
used i nstead.

* Specifications of an attribute which encodes 253 octets or nore of
data MJST request allocation fromthe "long extended space"”

* When the extended space is nearing exhaustion, a new specification
will have to be witten which requests allocation of one or nore
RADI US Attributes fromthe "Reserved" portion of the standard
space, values 247-255, using an appropriate format ("Short
Ext ended Type", or "Long Extended Type")

An al | ocation request made in a specification SHOULD use one of the
followi ng formats when all ocating an attribute type code:

* TBDn - request allocation of an attribute fromthe "standard
space". The value "n" should be "1" or nore, to track individua
attributes which are to be all ocated.

* SHORT-TBDn - request allocation of an attribute fromthe "short
ext ended space". The value "n" should be "1" or nore, to track
i ndi vidual attributes which are to be all ocat ed.

* LONG TBDn - request allocation of an attribute fromthe "l ong
ext ended space". The value "n" should be "1" or nore, to track
i ndi vidual attributes which are to be allocated.

These gui del i nes shoul d hel p specification authors and | ANA
communi cate effectively and clearly.

6.7. Allocation Requests Guidelines for TLVs

Specifications may allocate a new attribute of type TLV, and at the
same time, allocate sub-attributes within that TLV. These

speci ficati ons SHOULD request allocation of specific values for the
sub-TLV. The "dotted nunber" notation MJUST be used.

For exanpl e, a specification may request allocation of a TLV as
SHORT-TBD1. Wthin that attribute, it could request allocation of
three sub-TLVs, as SHORT-TBDl. 1, SHORT-TBD1.2, and SHORT- TBDL. 3.

Speci fications nay request allocation of additional sub-TLVs within
an existing attribute of type TLV. Those specifications SHOULD use
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6

6

8.

9.

the "TBDn" format for every entry in the "dotted number" notation

For exanple, a specification may request allocation within an
existing TLV, with "dotted nunmber" notation MM NN. Wthin that
attribute, the specification could request allocation of three sub-
TLVs, as MM NN. TBD1, MM NN. TBD2, and MM NN. TBD3

| mpl enent ati on Cui del i nes

* RADIUS client inplenentations SHOULD support this specification
in order to pernit the easy depl oynment of specifications using
t he changes defined herein.

* RADI US server inplenentations SHOULD support this specification
in order to permit the easy depl oynment of specifications using
t he changes defined herein.

* RADI US proxy servers MJST follow the specifications in section 5.2
Vendor Gui del i nes

* Vendors SHOULD use the existing Vendor-Specific Attribute Type
space in preference to the new Ext ended- Vendor- Specific
attributes, as this specification may take tinme to becone widely
depl oyed.

* Vendors SHOULD i npl enent this specification. The changes to
RADI US are relatively small, and are likely to quickly be used
in new specifications.

Rational e for This Design

The path to extending the RADIUS protocol has been | ong and arduous.
A nunber of proposals have been nade and di scarded by the RADEXT
wor ki ng group. These proposal s have been judged to be either too
bul ky, too conplex, too sinple, or to be unworkable in practice. W
do not otherw se explain here why earlier proposals did not obtain
wor ki ng group consensus.

The changes outlined here have the benefit of being sinple, as the
"Ext ended Type" format requires only a one octet change to the
Attribute format. The downside is that the "Long Extended Type"
format is awkward, and the 7 Reserved bits will |ikely never be used
for anyt hing.
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7.1. Attribute Audit

An audit of alnobst five thousand publicly available attributes [ATTR]
(2010), shows the statistics sunmmarized bel ow. The attributes include
over 100 Vendor dictionaries, along with the | ANA assigned

attributes

Count Data Type
2257 i nteger

1762 t ext

273 | Pv4 Address
225 string

96 other data types
35 | Pv6 Address
18 date

10 i nt eger 64

4 Interface Id
3 | Pv6 Prefix
4683 Tot al

The entries in the "Data Type" columm are data types recommended by
[ RFC6158], along with "integer64". The "other data types" row
enconpasses all other data types, including conplex data types and
data types transporting opaque data.

W see that over half of the attributes encode |l ess than 16 octets of
data. It is therefore inportant to have an extensi on nmechani sm which
adds as little as possible to the size of these attributes. Another
result is that the overwhelning majority of attributes use sinple
data types.

O the attributes defined above, 177 were decl ared as being inside of
a TLV. This is approximately 4% of the total. W did not

i nvestigate whether additional attributes were defined in a flat nane
space, but could have been defined as being inside of a TLV. W
expect that the nunber could be as high as 10% of attri butes.

Manual inspection of the dictionaries shows that approxinmately 20 (or
0.5% attributes have the ability to transport nore than 253 octets
of data. These attributes are divided between VSAs, and a snall
nunber of standard Attributes such as EAP- Message.

The results of this audit and analysis is reflected in the design of

the extended attributes. The extended fornmat has m ni nal overhead,
it permits TLVs, and it has support for "long" attributes.
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8. D anmeter Considerations

The attribute formats defined in this specification need to be
transported in Dianeter. While D ameter supports attributes |onger
than 253 octets and grouped attributes, we do not use that
functionality here. Instead, we define the sinplest possible
encapsul ati on net hod.

The new formats MUST be treated the same as traditional RADI US
attributes when converting fromRADIUS to Dianeter, or vice versa.
That is, the new attribute space is not converted to any "extended"

D aneter attribute space. Fragnented attributes are not converted to
a single long Dianeter attribute. The new EVS data types are not
converted to Dianeter attributes with the "V' bit set.

In short, this docunent nmandates no changes for existing RADIUS to
D aneter, or Dianeter to RADI US gat eways.

9. Exanples

A few exanpl es are presented here in order to illustrate the encoding
of the new attribute formats. These exanples are not intended to be
exhaustive, as many others are possible. For sinplicity, we do not
show conpl et e packets, only attributes
The exanpl es are given using a domai n-specific |anguage i npl enent ed
by the program given in Appendix A. The | anguage is line oriented,
and conposed of a sequence of |ines matching the grammar ([ RFC5234])
gi ven bel ow.

Identifier = 1*DIAT *( "." 1*DIA T )

HEXCHAR = HEXDI G HEXDI G

STRI NG = DQUOTE 1* CHAR DQUOTE

TLV = "{" SP 1*DIGA T SP DATA SP "}"

DATA = (HEXCHAR *(SP HEXCHAR)) / (TLV *(SP TLV)) / STRING

LI NE Identifier SP DATA

The program has additional restrictions on its input that are not
reflected in the above grammar. For exanple, the portions of the
Identifier which refer to Type and Extended-Type are linmted to

val ues between 1 and 255. We trust that the source code in Appendi X
Ais clear, and that these restrictions do not negatively affect the
conmprehensibility of the exanples.
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The programreads the input text, and interprets it as a set of
instructions to create RADIUS Attributes. It then prints the hex
encodi ng of those attributes. It inplenments the m ninum set of
functionality which achieves that goal. This mninmalismneans that
it does not use attribute dictionaries; it does not inplenent support
for RADIUS data types; it can be used to encode attributes with
invalid data fields; and there is no requirenent for consistency from
one exanple to the next. For exanple, it can be used to encode a
User-Nanme attribute which contains non-UTF8 data, or a Framed-|P-
Addr ess which contains 253 octets of ASCII data. As a result, it
MUST NOT be used to create RADIUS Attributes for transport in a

RADI US nessage.

However, the programcorrectly encodes the RADIUS attribute fields of
"Type", "Length", "Extended-Type", "More", "Reserved", "Vendor-I|d"
"Vendor - Type", and "Vendor-Length". It encodes RADI US attribute data
types "evs" and TLV. It can therefore be used to encode exanple
attributes frominputs which are humanly readabl e.

We do not give exanples of "malfornmed" or "invalid attributes". W
al so note that the exanples show format, rather than consistent

meani ng. A particular Attribute Type code may be used to denonstrate
two different formats. In real specifications, attributes have a
static definitions based on their type code.

The exanpl es given below are strictly for denonstration purposes
only, and do not provide a standard of any kind.

9.1. Extended Type
The following are a series of exanples of the "Extended Type" format.
Attribute encapsul ati ng textual data.

241.1 "bob"
->f1 06 01 62 6f 62

Attribute encapsulating a TLV with TLV-Type of one (1).

241.2 { 1 23 45}
-> f1 07 02 01 04 23 45

Attribute encapsulating two TLVs, one after the other

241.2 { 12345} { 2 67 89}
-> f1 Ob 02 01 04 23 45 02 04 67 89

Attribute encapsulating two TLVs, where the second TLV is itself
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encapsul ating a TLV.

241.2 { 12345} { 3{ 1abcd} }
->f1 0d 02 01 04 23 45 03 06 01 04 ab cd

Attribute encapsulating two TLVs, where the second TLV is itself
encapsul ating two TLVs.

241.2 { 12345} { 3{ 1abcd} { 2 "foo"
->f1 12 02 01 04 23 45 03 Ob 01 04 ab cd 02 05 66 6f 6f

Attribute encapsulating a TLV, which in turn encapsulates a TLV,
to a depth of 5 nestings.

241.1 { 1 { 2{3{ 4{5cdef }}}1}}
-> f1 0f 01 01 Oc 02 Oa 03 08 04 06 05 04 cd ef

Attribute encapsul ati ng an extended Vendor Specific attribute,
with Vendor-1d of 1, and Vendor-Type of 4, which in turn
encapsul ates textual data.

241.26.1.4 "test"
->f1 Oc 1a 00 00 00 01 04 74 65 73 74

Attribute encapsul ati ng an extended Vendor Specific attribute, with
Vendor-1d of 1, and Vendor-Type of 5, which in turn encapsul ates
a TLV with TLV-Type of 3, which encapsul ates textual data.
241.26.1.5 { 3 "test" }
->f1 Oe 1a 00 00 00 O1 05 03 06 74 65 73 74
9.2. Long Extended Type

The following are a series of exanples of the "Long Extended Type"
format.

Attribute encapsul ati ng textual data.

245.1 "bob"
-> f5 07 01 00 62 6f 62

Attribute encapsulating a TLV with TLV-Type of one (1).

245.2 { 1 23 45}
-> f5 08 02 00 01 04 23 45

Attribute encapsulating two TLVs, one after the other
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245.2 { 123 451} { 2 67 89 }
-> f5 0c 02 00 01 04 23 45 02 04 67 89

Attribute encapsulating two TLVs, where the second TLV is itself
encapsul ating a TLV.

245.2 { 12345} { 3{ 1abcd} }
-> f5 0e 02 00 01 04 23 45 03 06 01 04 ab cd

Attribute encapsulating two TLVs, where the second TLV is itself
encapsul ating two TLVs.

245.2 { 12345} { 3{ 1 abcd} { 2 "foo" } }
->f5 13 02 00 01 04 23 45 03 0Ob 01 04 ab cd 02 05 66 6f 6f

Attribute encapsulating a TLV, which in turn encapsulates a TLV,
to a depth of 5 nestings.

245.1{ 1{ 2{3{4{5cdef }}}}}
-> 5 10 01 00 01 Oc 02 Oa 03 08 04 06 05 04 cd ef

Attribute encapsul ati ng an extended Vendor Specific attribute,
with Vendor-1d of 1, and Vendor-Type of 4, which in turn
encapsul ates textual data.

245.26.1.4 "test"
-> f5 0d 1a 00 00 00 00 01 04 74 65 73 74

Attribute encapsul ati ng an extended Vendor Specific attribute,
with Vendor-1d of 1, and Vendor-Type of 5, which in turn
encapsul ates a TLV with TLV-Type of 3, which encapsul at es
textual data.

245.26.1.5 { 3 "test" }
-> f5 0f la 00 00 00 00 01 05 03 06 74 65 73 74

Attribute encapsul ating nore than 251 octets of data. The "Data"
portions are indented for readability.

245. 4 "aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaabbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbcccccccecececececececceccccc
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ccccececececcccec”

-> f5 ff 04 80 aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa
aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa
aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa
da aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa
aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa

Attribute encapsul ati ng an extended Vendor Specific attribute,
with Vendor-1d of 1, and Vendor-Type of 6, which in turn
encapsul ates nore than 251 octets of data.

As the VSA encapsul ates nore than 251 octets of data, it is
split into two RADIUS attributes. The first attribute has the
More field set, and carries the Vendor-1d and Vendor- Type.

The second attribute has the Mire field clear, and carries

the rest of the data portion of the VSA. Note that the second
attribute does not include the Vendor-1d ad Vendor-Type fi el ds.

The "Data" portions are indented for readability.

245.26. 1.6 "aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
adaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaabbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbcccccccecececccce
ccececececcccccccccc”

-> f5 ff 1a 80 00 00 00 01 06 aa aa aa aa aa aa aa aa aa aa aa
aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa
aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa
aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa
aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa aa
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10.

10.

10.

bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb
bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb
bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb
bb bb bb bb bb bb bb bb bb bb bb bb bb bb bb f5 18 1a 00 bb
bb bb bb bb cc cc cc cc cc cc cc cc cc cc cc cc cc cc ccC

| ANA Consi der ati ons

Thi s docunent updates [RFC3575] in that it adds new | ANA
considerations for RADIUS Attributes. These considerations nodify
and extend the | ANA considerations for RADI US, rather than replacing
t hem

The 1 ANA considerations of this docunent are limted to the "RAD US
Attribute Types" registry. Some Attribute Type val ues which were
previously nmarked "Reserved" are now all ocated, and the registry is
extended froma sinple 8-bit array to a tree-like structure, up to a
maxi mum depth of 125 nodes. Detailed instructions are given bel ow.

1. Attribute Allocations

I ANA is requested to nove the following Attribute Type val ues from
"Reserved", to "Allocated", with the correspondi ng nanes:

241 Extended- Type-1
242 Ext ended- Type- 2
243 Ext ended- Type- 3
244 Ext ended- Type- 4
245 Long- Ext ended- Type- 1
246 Long- Ext ended- Type- 2

L

These val ues serve as an encapsul ation |ayer for the new RADI US
Attribute Type tree.

2. RADIUS Attribute Type Tree

Each of the Attribute Type val ues all ocated above extends the "RAD US
Attribute Types" to an N-ary tree, via a "dotted nunber" notation
Al'location of an Attribute Type value "TYPE" using the new Extended
type format results in allocation of 255 new Attribute Type val ues,

of format "TYPE. 1" through "TYPE. 255". Value twenty-six (26) is

assi gned as "Ext ended- Vendor- Specific-*". Values "TYPE. 241" through
"TYPE. 255" are marked "Reserved”. All other values are "Unassi gned"

The initial set of Attribute Type val ues and nanes assigned by this
docunent is given bel ow

DeKok, Al an St andards Track [ Page 50]



| NTERNET- DRAFT RADI US Ext ensi ons 25 February 2013

10.

241 Ext ended- Attri bute-1
241.{1- 25} Unassi gned

241. 26 Ext ended- Vendor - Speci fic-1
241.{27-240} Unassi gned

241.{241- 255} Reserved

242 Ext ended- Attri bute-2

242. {1- 25} Unassi gned

242. 26 Ext ended- Vendor - Speci fi c-2
242.{27-240} Unassigned

243 Ext ended- Attribute-3

242.{241- 255} Reserved

243.{1- 25} Unassi gned

243. 26 Ext ended- Vendor - Speci fic-3
243.{27- 240} Unassi gned

243.{241- 255} Reserved

244 Ext ended- Attri bute-4

244, {1- 25} Unassi gned

244. 26 Ext ended- Vendor - Speci fic-4
244.{27- 240} Unassigned

244.{241- 255} Reserved

245 Ext ended- Attri bute-5
245.{1- 25} Unassi gned

245. 26 Ext ended- Vendor - Speci fic-5
245. {27- 240} Unassi gned

245. { 241- 255} Reserved

246 Ext ended- Attri but e-6

246. {1- 25} Unassi gned

245. 26 Ext ended- Vendor - Speci fic-6

246.{27-240} Unassi gned
246. { 241- 255} Reserved

L R S T T T I N R R T A R I N N

As per [RFC5226], the values nmarked "Unassi gned" above are avail abl e
via for assignment by 1ANA in future RADI US specifications. The
val ues marked "Reserved" are reserved for future use.

The Ext ended- Vendor-Specific spaces (TYPE. 26) are for Private Use,
and al | ocations are not managed by | ANA

Al'l ocation of Reserved entries in the extended space requires
St andards Acti on.

Al'l other allocations in the extended space require | ETF Revi ew
3. Allocation Instructions
This section defines what actions | ANA needs to take when allocating

new attributes. Different actions are required when all ocating
attributes fromthe standard space, attributes of Extended Type
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format, attributes of the "Long Extended Type" format, preferential
al l ocations, attributes of data type TLV, attributes within a TLV,
and attributes of other data types.

10.3.1. Requested Allocation fromthe Standard Space

Speci fications can request allocation of an Attribute fromw thin the
standard space (e.g. Attribute Type Codes 1 through 255), subject to
the considerations of [RFC3575] and this docunent.

10.3.2. Requested Allocation fromthe short extended space

Speci fications can request allocation of an Attribute which requires
the format Extended Type, by specifying the short extended space In
that case, | ANA should assign the | owest Unassigned nunber fromthe
Attribute Type space with the relevant format.

10.3.3. Requested Allocation fromthe | ong extended space

Speci fications can request allocation of an Attribute which requires
the format "Long Extended Type", by specifying the extended space
(long). In that case, | ANA should assign the | owest Unassi gned
nunber fromthe Attribute Type space with the relevant fornat.

10.3.4. Allocation Preferences

Speci fications which make no request for allocation froma specific
Type Space should have Attributes allocated using the foll ow ng
criteria:

* when the standard space has no nore Unassigned attri butes,
all allocations should be perforned fromthe extended space.

* specifications which allocate a snall nunber of attributes
(i.e. less than ten) should have all allocations nade from
t he standard space.

* specifications which would allocate a nore than twenty percent
of

the remai ning standard space attributes should have all

al | ocati ons nmade fromthe extended space.

* specifications which request allocation of an attribute of
data type TLV should have that attribute allocated fromthe
ext ended space.

* specifications which request allocation of an attribute
whi ch can transport 253 or nore octets of data should have
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10.

10.

that attribute allocated fromw thin the | ong extended space,
We note that Section 6.5, above requires specifications to
request this allocation

There is otherwise no requirenent that all attributes within a
specification be allocated fromone type space or another

Speci fications can simultaneously allocate attributes fromboth the
standard space and the extended space.

3.5. Extending the Type Space via TLV Data Type

When specifications request allocation of an attribute of data type
"tlv", that allocation extends the Attribute Type Tree by one nore
level. Allocation of an Attribute Type value "TYPE. TLV', with Data
Type TLV, results in allocation of 255 new Attribute Type val ues, of
format "TYPE. TLV. 1" through "TYPE. TLV. 255". Val ues 254-255 are

mar ked "Reserved". Al other values are "Unassigned". Value 26 has
no special neaning.

For exanple, if a new attribute "Exanple-TLV' of data type "tlv" is
assigned the identifier "245.1", then the extended tree will be
al | ocated as bel ow

* 245.1 Exanpl e- TLV
* 245.1.{1-253} Unassi gned
* 245.1.{254- 255} Reserved

Note that this exanple does not define an "Exanple-TLV' attribute.

The Attribute Type Tree can be extended nultiple levels in one
speci fication when the specification requests allocation of nested
TLVs, as discussed bel ow.

3.6. Allocation within a TLV

Speci fications can request allocation of Attribute Type values wthin
an Attribute of Data Type TLV. The encapsul ating TLV can be

all ocated in the sane specification, or it can have been previously
al | ocat ed.

Speci fications need to request allocation within a specific Attribute
Type value (e.g. "TYPE. TLV.*"). Allocations are perforned fromthe
smal | est Unassi gned val ue, proceeding to the |argest Unassigned

val ue.

Where the Attribute being allocated is of Data Type TLV, the
Attribute Type tree is extended by one level, as given in the
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previous section. Allocations can then be made within that |evel
10.3.7. Alocation of G her Data Types

Attribute Type value allocations are otherwi se allocated fromthe
smal | est Unassi gned val ue, proceeding to the |argest Unassigned
value. e.g. Starting from241.1, proceeding through 241.255, then to
242.1, through 242. 255, etc.

11. Security Considerations

Thi s docunent defines new formats for data carried inside of RAD US
but otherw se makes no changes to the security of the RAD US
pr ot ocol

Attacks on cryptographi c hashes are well known, and are getting
better with time, as discussed in [RFC4270]. The security of the
RADI US protocol is dependent on MD5 [ RFC1311], which has security
i ssues as discussed in [RFC6151]. It is not known if the issues
described in [RFC6151] apply to RADIUS. For other issues, we

i ncorporate by reference the security considerations of [RFC6158]
Section 5.

As with any protocol change, code changes are required in order to

i mpl ement the new features. These code changes have the potential to
i ntroduce new vulnerabilities in the software. Since the RAD US
server perfornms network authentication, it is an inviting target for
attackers. W RECOVMEND that access to RADI US servers be kept to a
ni ni mum
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Appendi x A - Extended Attribute Generator Program

This section contains "C' program source which can be used for
testing. It reads a line-oriented text file, parses it to create
RADI US formatted attributes, and prints the hex version of those
attributes to standard out put.

The i nput accepts a grammar sinmilar to that given in Section 9, with
some nodifications for usability. For exanple, blank lines are

all owed, lines beginning with a '# character are interpreted as
comments, nunbers (RADIUS Types, etc.) are checked for mininum/
maxi mum val ues, and RADI US Attribute | engths are enforced.

The programis included here for denonstration purposes only, and
does not define a standard of any kind.

Copyright (c) 2010 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or without
nmodi fication, are permtted provided that the followi ng conditions
are net:

Redi stri buti ons of source code nust retain the above copyright
notice, this list of conditions and the follow ng disclainer.

Redi stributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclaimer in
the docunentation and/or other materials provided with the

di stribution.

Neit her the nanme of Internet Society, |ETF or | ETF Trust, nor the
nanes of specific contributors, nmay be used to endorse or pronote
products derived fromthis software without specific prior witten
per mi ssi on.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND

CONTRI BUTORS "AS |'S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES

I NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE

DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OWNER OR CONTRI BUTCRS
BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NClI DENTAL, SPECI AL,
EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG, BUT NOT LI M TED
TO, PROCUREMENT OF SUBSTI TUTE GOODS COR SERVI CES; LOSS OF USE,
DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON
ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRICT LI ABILITY

LR S . T T T R I R S R I N
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OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY OUT
OF THE USE OF TH'S SOFTWARE, EVEN | F ADVI SED OF THE POSSI BI LI TY OF

Aut hor: Al an DeKok <al and@et wor kr adi us. cone

/
#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude
#i ncl ude

*
*
* SUCH DANMAGE
*
*
*

<stdlib. h>
<stdi o. h>
<stdint.h>
<string. h>
<errno. h>
<ctype. h>

static int encode_tlv(char *buffer, uint8_t *output, size_t outlen);

static const char *hextab = "0123456789abcdef";

static int encode_data string(char *buffer

{

i nt

uint8 t *output, size_t outlen)

I ength = 0;

char *p

p:

buffer + 1;

while (*p & (outlen > 0)) {
f

DeKok, Al an

if (p=="'")

return | ength;

}

if (*p!="\\")
*(output++) = *(p++);
outl en--;
| engt h++;
conti nue;

}

switch (p[1]) {

defaul t:
*(out put ++)
br eak;

p[1];

n
*(out put ++) "\ n’
br eak;

case

case r

*(oﬁtput++)

\r’
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br eak;
case 't’:
*(output++) = "\t’;
br eak;
}
outl en--;
| engt h++;
}
fprintf(stderr, "String is not term nated\n");
return O;

static int encode _data tlv(char *buffer, char **endptr,
uint8 t *output, size_t outlen)

{
int depth = 0;
int |ength;
char *p
for (p = buffer; *p !'="\0"; p++) {
if (*p =="{") depth++
it (*p=="1}") {
dept h- -;
if (depth == 0) break
}
}
it (rpt="31") { o _ _ _
fprintf(stderr, "No trailing '}’ in string starting "
"wth \"%\"\n",
buffer);
return O;
}
*endptr = p + 1;
*p = '\0;
p = buffer + 1;
while (isspace((int) *p)) p++;
I ength = encode_t|v(p, output, outlen);
if (length == 0) return O;
return | ength;
}
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size_t outlen)

outlen);

{
int |ength;
if (lisspace((int) *p)) {
fprintf(stderr, "Invalid character following attribute "
"definition\n");
return O;
}
while (isspace((int) *p)) p++;
if(rp=="{") {
i nt subl en;
char *q
l ength = 0;
do {
mhile (isspace((int) *p)) p++
it (1*p) {
if (length == 0) {
fprintf(stderr, "No data\n");
return O;
}
br eak;
}
subl en = encode_data_tlv(p, &q, output, outlen);
if (sublen == 0) return O;
| ength += subl en;
out put += subl en;
outl en -= subl en;
p = q;
} while (*q);
return | ength;
}
if (vp=="") |
I ength = encode_data_string(p, output,
return | ength;
}
l ength = 0;
while (*p) {
DeKok, Al an St andards Track
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char *cl, *c2;
while (isspace((int) *p)) p++;
if (!*p) break

if(!'(cl = nmenchr(hextab, tolower((int) p[0]), 16)) ||
I'(c2 = menchr(hextab, tolower((int) p[1l]), 16))) {
fprintf(stderr, "lInvalid data starting at "
"\"os\"\n", p);
return O;

}

*output = ((cl - hextab) << 4) + (c2 - hextab);
out put ++;

| engt h++;

p += 2;

outl en--;

if (outlen == 0) {
fprintf(stderr, "Too nuch data\n");
return O;

if (length == 0) {
fprintf(stderr, "Enpty string\n");

return O;
}
return | ength;
}
static int decode_attr(char *buffer, char **endptr)
{

long attr;

attr = strtol (buffer, endptr, 10);
if (*endptr == buffer) {
fprintf(stderr, "No valid nunber found in string "
"starting with \"%\"\n", buffer);
return O;

}

if (I'**endptr) {
fprintf(stderr, "Nothing follows attribute nunber\n");
return O;
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if ((attr <=0) || (attr > 256)) {
fprintf(stderr, "Attribute nunber is out of valid "
"range\n");
return O;

}

return (int) attr;

static int decode_vendor(char *buffer, char **endptr)

| ong vendor;

if (*buffer 1=".")
fprintf(stderr, "lnvalid separator before vendor id\n");
return O;

}

vendor = strtol (buffer + 1, endptr, 10);

if (*endptr == (buffer + 1)) {
fprintf(stderr, "No valid vendor nunber found\n");
return O;

}

if (!'**endptr) {
fprintf(stderr, "Nothing follows vendor nunber\n");
return O;

}
if ((vendor <= 0) || (vendor > (1 << 24))) {

fprintf(stderr, "Vendor nunber is out of valid range\n");
return O;

}

if (**endptr !'="
fprintf(stderr, "Invalid data foll owi ng vendor nunber\n");
return O;

}

(*endptr) ++;

return (int) vendor;

static int encode_tlv(char *buffer, uint8_t *output, size_t outlen)

int attr;
int |length;
char *p
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attr = decode_attr(buffer, &p);

if (attr == 0) return O;
output[0] = attr;
output[1l] = 2;
if (*p=="."){

p++;

I ength = encode_tlv(p, output + 2, outlen - 2);
} else {

I ength = encode_data(p, output + 2, outlen - 2);
}

if (length == 0) return O;

if (length > (255 - 2)) {
fprintf(stderr, "TLV data is too long\n");
return O;

}
out put[ 1] += | ength;

return length + 2;

}
static int encode_vsa(char *buffer, uint8_t *output, size_t outlen)
{
i nt vendor;
int attr;
int |length;
char *p
vendor = decode_vendor (buffer, &p);
if (vendor == 0) return O;
output[0] = O;
output[1] = (vendor >> 16) & Oxff;
output[2] = (vendor >> 8) & Oxff;
out put[3] = vendor & Oxff;
length = encode_tlv(p, output + 4, outlen - 4);
if (length == 0) return O;
if (length > (255 - 6)) {
fprintf(stderr, "VSA data is too long\n");
return O;
}
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return |l ength + 4;
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}
static int encode_evs(char *buffer, uint8_t *output, size_t outlen)
{
i nt vendor;
int attr;
int |ength;
char *p
vendor = decode_vendor (buffer, &p);
if (vendor == 0) return O;
attr = decode_attr(p, &p);
if (attr == 0) return O;
output[0] = O;
output[1] = (vendor >> 16) & Oxff;
output[2] = (vendor >> 8) & Oxff;
out put[3] = vendor & Oxff;
output[4] = attr;
I ength = encode_data(p, output + 5, outlen - 5);
if (length == 0) return O;
return |l ength + 5;
}

static int encode_extended(char *buffer

uint8 t *output, size t outlen)

int attr;
int |ength;
char *p

attr = decode_attr(buffer, &p);
if (attr == 0) return O;

output[0] = attr;

if (attr == 26) {

I ength = encode_evs(p, output + 1,

} else {

I ength
}
if (length == 0) return O;
if (length > (255 - 3)) {

encode_data(p, output + 1,

outlen - 1);

outlen - 1);

fprintf(stderr, "Extended Attr data is too long\n");
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return O;

}

return length + 1;

static int encode_extended _flags(char *buffer
uint8 t *output, size_t outlen)

t
Int attr;
int length, total
char *p

attr = decode_attr(buffer, &p);

if (attr == 0) return O;

/[* output[0O] is the extended attribute */
output[1l] = 4;

output[2] = attr;

output[3] = 0;

if (attr == 26) {
I ength = encode_evs(p, output + 4, outlen - 4);
if (length == 0) return O;

output[1l] += 5;
l ength -=5;
} else {
| ength = encode_data(p, output + 4, outlen - 4);

}
if (length == 0) return O;
total = O;
while (1) {
int sublen = 255 - output[1];
if (length <= sublen) {
out put[ 1] += Il ength;
total += output[1];
br eak;

}

| ength -= subl en;

menmove(out put + 255 + 4, output + 255, |ength);
mencpy(out put + 255, output, 4);

out put[1l] = 255;
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stati

out put[3] |= 0x80;
out put += 255;
output[1l] = 4;
total += 255;

}

return total

c int encode _rfc(char *buffer, uint8 t *output, size_t outlen)

int attr;
int length, sublen;
char *p

attr = decode_attr(buffer, &p);

if (attr == 0) return O;
length = 2;

output[0] = attr;
output[1l] = 2;

if (attr == 26) {
subl en = encode_vsa(p, output + 2, outlen - 2);

} elseif ((*p==" ") || ((attr < 241) || (attr > 246))) {
subl en = encode_data(p, output + 2, outlen - 2);
} else {
if (*pl!=".")
fprintf(stderr, "lInvalid data following "
"attribute nunber\n");
return O;
}

if (attr < 245) {
subl en = encode_extended(p + 1,
output + 2, outlen - 2);

} else {
/*
* Not |i ke the others!
*/
return encode_extended_flags(p + 1, output, outlen);
}
if (sublen == 0) return O;
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if (sublen > (255 -2)) {
fprintf(stderr, "RFC Data is too long\n");
return O;

}

out put[ 1] += sublen
return length + sublen

}
int main(int argc, char *argv[])
{

int lineno;

size_t i, outlen;

FI LE *fp;

char input[8192], buffer[8192];
uint8 t output[4096];

if ((argc < 2) || (strenp(argv[l], "-") == 0)) {
fp = stdin;

} else {
fp open(argv[1], "r");

= f
if (tfp) {
fprintf(stderr, "Error opening %: %\n",
argv[1l], strerror(errno));
exit(1);

}

lineno = 0;
while (fgets(buffer, sizeof(buffer), fp) !'= NULL) {
char *p = strchr(buffer, "\n");

| i neno++;

it (tp) {
if (!feof(fp)) {
fprintf(stderr, "Line % too long in %\n",
i neno, argv[1]);
exit(1);

} else {
*p =\0O
}
p = strchr(buffer, "#);
it (p) *p ="\0";

p = buffer;
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while (isspace((int) *p)) p++;
if (!*p) continue;

strcpy(input, p);

outlen = encode_rfc(input, output,

if (outlen == 0) {

fprintf(stderr, "Parse error

i neno, input);
exit(1);

printf("% ->", buffer);
for (i =0; i < outlen; i++) {

printf("%2x ", output[i]);

printf("\n");
}

if (fp != stdin) fclose(fp);

return O;
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si zeof (out put));

inline %d of %\n",
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