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Abst ract

Thi s docunment describes nethods for RADIUS servers to conmunicate
optional extended abilities to RADIUS clients. The abilities
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descri bed provide for exchange of RADIUS packets where total packet
| ength exceeds 4096 bytes.
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1. Introduction

Hi storically RADI US packets transporting Authentication

Aut hori zation and Accounting (AAA) information required a smnal
fraction of 4096 byte message linmt allotted by [ RFC2865]. Today
need for |arger packets driven by progressively conplex security and
configuration requirenments has increased pressure for RAD US beyond
4096 byt es.

This text describes nmethods for enabling RADIUS clients and servers
to effectively exchange | arge RADI US packets above limts prescribed
by [ RFC2865] .

To nmaintain conpatibility with existing RADIUS infrastructure a
protocol is defined such that |arge packets shall be pernmitted by
RADI US server or client only after support for |arge packets has
been established. This is achieved automatically using the protoco
defined in this text or by non-default adm nistrative settings.

Two met hods for supporting RADI US packets beyond 4096 bytes are
descri bed.

Switching to TCP - Cients normally using UDP may el ect to use TCP
[ RFC6614] always or only while | arge packets shall be exchanged.
Since RADIUS over TCP is also linmted to 4096 bytes procedures are
described for establishing availability of TCP to UDP clients as
well as TCP support for |arge packets to UDP and TCP clients. TCP
is the recoormended nmethod for transmitting | arge RADI US packets.

Fragnentation - Intended for UDP interoperability with TCP. This
approach is based on fragnenting | arge packets into a series of
smal | er RADI US packets, transmitting and finally reassenbling al
packet fragments. Procedures to signal support for fragnmentation to
client and server are descri bed.

1.1. Term nol ogy
Thi s docunent uses these terns:

Head Attribute Attribute imediately foll ow ng header of an
Ext ended- Request packet.
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Qut er Packet When a packet encapsul ates anot her packet the
encapsul ati ng packet is known as the outer packet.

I nner Packet When a packet encapsul ates anot her packet the
encapsul at ed packet is known as the inner packet.

RADIUS Cient For purposes of this docunent a RADIUS client is
that which initiates a RADI US request packet.

RADI US Server For purposes of this docunent a RADI US server is
that which responds to a RADI US request packet.

Attribute Usage of the word attribute in this docunment does
not include "long attributes" or simlar concepts
where a logical attribute is created by aggregation
of multiple Type-Length-Value fields.

2. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [ RFC2119].

In this docunment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying RFC- 2119 significance.

In this docunent, the characters ">>" preceding an indented |ine(s)
i ndi cates a conpliance requirenent statenent using the key words
|listed above. This convention aids reviewers in quickly identifying
or finding the explicit conpliance requirenents of this RFC

3. Ext ended- Request

An Ext ended- Request packet is sent to the RADI US server requesting
an action whose purpose is determned by an attribute present

i mredi ately after RADI US header within Extended- Request packet. This
attribute is known as the "head attribute". Al subsequent
attributes are evaluated exclusively within defined context of the
head attribute. Subsequent attributes have no neani ng or purpose
outside of those explicitly defined within the head attributes
specification. Section 4 provides descriptions of each head
attribute defined by this text.

In response to an Extended- Request packet sent to RADI US server an

Ext ended- Response or Extended-Reject packet is returned to the
client indicating result of Extended-Request.
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Ext ended- Response packets nmay include one or nore response
attributes. Extended-Reject packets indicate failure. Extended-

Rej ect packets include failure attributes to conmuni cate diagnostic
information to the RADIUS client.

A RADI US server not supporting a head attribute responds with

Ext ended- Rej ect containing attribute Error-Cause = "Unsupported

Ext ensi on" [RFC5176]. RADI US servers MJST NOT nake any attenpt to
use or interpret attributes subsequent to the head attribute in the
event head attribute is unknown or not supported. Al such
attributes MJST be ignored.

Shoul d RADI US server receive an Extended- Request packet with no
attributes or receive a request containing Mssing attributes per
the specification of a supported head attribute an Extended- Reject
message is returned containing attribute Error-Cause = "M ssing
Attribute”

3. 1. Packet For nat

Packet format consists of the fields: Code, Identifier, Length,
Aut henti cator and optional Attributes. Al fields hold the sane
meani ng as those described in RADI US [ RFC2865] .

Aut henticator field is cal cul ated using same nethod specified for
Account i ng- Request and Accounti ng- Response packets [ RFC2866].

0 1 2 3
01234567890123456789012345678901
B o i T e e S e S i T S R S e S e e sl S B T S

Code | ldentifier [ Length |
B T T S T T i i S o T sl i S S I S

Aut hent i cat or

T T T S B T S S S G S T O R S
Attributes ..
S I N S S N S

I
+-
|
I
I
I
+-
I
+-
Code

The Code field is one octet, and identifies the type of RAD US

packet. RADIUS codes described in this docunent are assigned as
fol | ows:
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TBD - Extended- Request
TBD - Ext ended- Response
TBD - Extended- Rej ect

I dentifier

The ldentifier field is one octet, and aids in matching requests
and replies. The RADI US server can detect a duplicate request if
it has the same client source |P address and source UDP port and
Identifier within a short span of tine.

Lengt h

The Length field is two octets. It indicates the length of the
packet including the Code, ldentifier, Length, Authenticator and
Attribute fields. GCctets outside the range of the Length field
MUST be treated as padding and ignored on reception. |If the
packet is shorter than the Length field indicates, it MJST be
silently discarded. The minimumlength is 20 and nmaxi num | ength
is 4096 when transmtted over UDP

Aut hent i cat or

The Authenticator field is sixteen (16) octets. This value is used
to authenticate packets between the RADI US server and client.

Request Aut henti cator
The Authenticator field in a Request packet (e.g. Extended-
Request) is called the Request Authenticator. The Request
Aut henticator is calculated the same way as for an Accounti ng-
Request packet specified in [ RFC2866] .

Response Aut henti cat or
The Authenticator field in a Response packet (e.g. Extended-
Response or Extended-Reject) is called the Response Authenticator
This field is calculated the same way as for an Accounti ng-
Response packet specified in [ RFC2866].

Attributes

Attributes may have none or multiple instances.
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4. Extended Request head attributes

Head attributes always appear inmredi ately after RADI US header within
an Ext ended- Request and conditionally wi thin Extended-Response
packets. Each head attribute defines purpose and usage of Extended-
Request and Ext ended- Response packets.

4.1. Fragnent-Data

Fragnent - Data head attribute describes a nmethod for encapsulating a
| arge RADI US packet within series of snmaller Extended-Request
packets and | ater reassenbling the encapsul ated packet.

In this section "outer packet" refers to the Extended-Request or
Ext ended- Response RADI US packet acting as an envel ope for the
encapsul at ed RADI US packet. "Inner packet" refers to the
encapsul at ed packet.

4.1.1. dient to server packet fragnmentation

This section describes nmethod for RADIUS client to fragnent and
transmit request packets (e.g. Access-Request) to server

4.1.1.1. Prerequisites

RADI US client SHALL neet one or nmore of the follow ng requirenments
bef ore sending a fragmented request:

1. Adm nistrative setting indicating RAD US server support for
fragments. |If client has previously received successfu
Fragment -1 nquire response either omtting Fragment-Linit or
consi sting of value <= 4096 bytes the adm nistrative setting is
i gnored, a fragnented request MJST NOT be sent.

2. Fragnent-Inquire response containing Fragnent-Limt having
val ue > 4096.

4.1.1.2. Preparing inner request packet
RADI US client generates a conplete RADI US request packet in a
storage buffer rather than transmitting to RADIUS server. Prior to
generating request packet follow ng changes to normal processing
SHALL be observed:

1. Identifier field of RADIUS request is set 0. This fieldis
unused while inner packet is encapsul ated in outer packet.
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2.

4096 byte maxi num packet |ength [RFC2865] linmit is replaced
with |l ower of follow ng three constraints:

A. Maxi mum Length RADI US header field can accommpdate. (e.g.
65535 byt es)

B. Value of Fragnent-Limt obtained by prior Fragnent-Inquire
request.

C. Administrative limt.

4.1.1.3. Generating outer request packet

Once inner packet is generated it is fragnmented and transmitted to
RADI US server in a series of outer Extension-Request/Extension-
Response packet exchanges.

For each fragnent followi ng nmethod is used to construct outer packet
sent to the RADI US server:

1.

2.

Deacon

Fragnment - Dat a head attri bute added to Extensi on- Request packet.

I nner packet header authenticator field copied to Fragnent-Data
"I'nner Authenticator" field. See section 4.1.5 for Fragnent-
Data fornmat.

I nner packets header code field copied to Fragnment-Data "I nner
Code" field.

Fragnent - Dat a Sequence field is increnmented. First fragnent
starts at 1.

If there are nore fragments to transmt Fragnent-Data Mbit is
set 1. Mbit is set O if current fragnent is |ast.

Attributes are appended to outer packet frominner packet until
either per-fragment length limit is reached or there are no
more attributes remaining within inner packet. Attributes are
copied in order they appear within inner packet w thout

nodi fication. An attribute is copied to outer packet only
whil e there is enough space renmining to acconmodate the full
attribute. |If sufficient space is unavailable attribute is
sent with the next fragment.

Request authenticator of outer packet cal culated normally per
[ RFC2866]
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4.1.1.4. Transnitting fragments to RADI US server

Once an outer packet is sent server responds with Extended- Response
acknow edgi ng receipt. The process is repeated until all fragnments
are delivered. Receipt of final fragment is acknow edged by RADI US
Servers response to assenbl ed i nner packet rather than a fina

Ext ended- Response.

RADI US | Ext-Request, Frag-Data [Seq=1, M1, C=0] | RADI US
dient | ------mmmim e > | Server

|
Ext - Request, Frag-Data [Seq=2, M1, C=0] [
I
I

Ext - Request, Frag-Data [ Seq=3, M0, C=0]

(e.g. Access-Accept)
Ext - Response, Frag-Data [Seq=1, M=0, C=0]

4.1.1.5. Server state and fragnment validation

RADI US servers processing fragnented requests fromclients SHALL
performthe follow ng validation steps:

1. Request authenticator of outer packet validated per [RFC2866].
If validation fails the outer packet is silently discarded.

2. Attributes contained within outer packet nust be well forned
otherwi se outer packet is silently discarded.

3. Upon receipt of first fragment Fragnent-Data head attribute
sequence field shall be 1. 1In this case server allocates state
necessary to uniquely track and assenble this and all
subsequent fragments using Fragnent-Data excludi ng Sequence and
Flag fields as a unique identifier. |If a request is received
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i n which sequence nunber is greater than 1 and for which no
state exists the outer packet responds w th Extended-Reject
packet containing attribute Error-Cause = "lInvalid Request”

4, |f Continuation bit is 1 or Sequence nunber is O within
Fragnent - Data head attribute outer packet is silently
di scar ded

5. If "Inner code" field is Extended-Request, Extended-Response or
Ext ended- Rej ect the outer packet is silently discarded.

6. If a request is received in which Fragnent-Data sequence nunber
is less than sequence of previously accepted fragnent or does
not contain the next expected sequential value the outer packet
is silently discarded.

7. If outer packet is less than 400 bytes and More bit is 1 or if
storing this fragment woul d cause total inner packet length to
exceed the set inner packet linit then state for this request
is renmoved and outer packet responds w th Extended-Reject
packet containing attribute Error-Cause = "Administratively
Pr ohi bi t ed"

In any case descri bed above where outer packet is silently discarded
this MJUST NOT trigger release of stored state for fragment assenbly.

4.1.2. Server to client packet fragmentation

This section describes nmethod for RADI US server to fragnent and
transmt response packets (e.g. Access-Accept) to client.

4.1.2.1. Prerequisites

A RADI US server SHALL neet one or nore of the follow ng requirenents
bef ore sending a fragnmented response.

1. Administrative option indicating client support for fragments.
2. Request packet from RADI US client delivered using fragnents.

3. Request contai ned Fragnent-Reply-Supported attribute having
val ue of Yes (4000).

4.1.2.2. Preparing inner response packet

RADI US server generates a conplete RADI US response packet in a
storage buffer rather than transmitting to RADIUS client. Prior to
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generating response packet follow ng changes to nornal processing
SHALL be observed:

1. Identifier field of RADIUS response is set 0. This field is
unused while inner packet is encapsul ated in outer packet.

2. 4096 byte maxi num packet |ength [RFC2865] limt is replaced
with lower of following two constraints:

A. Maxi mum Length RADI US header field can accommpdate. (e.g.
65535 byt es)

B. Adninistrative limt.
4.1.2.3. Generating outer response packet

Once inner packet is generated it is fragnmented and transmitted to
RADIUS client in a series of outer Extension-Response/Extension-
Request packet exchanges.

For each fragnent followi ng nmethod is used to construct outer packet
sent to the RADIUS client:

1. Fragnment-Data head attribute added to Extension-Response
packet .

2. I nner packet header authenticator field copied to Fragnent-Data
"Inner Authenticator" field. See section 4.1.5 for Fragnent-
Data fornmat.

3. I nner packets header code field copied to Fragment-Data "I nner
Code" field.

4. Fragnent-Data Sequence field is increnmented. First fragnent
starts at 1.

5. If there are nore fragnents to transnit Fragment-Data Mbit is
set 1. Mbit is set O if current fragment is |ast.

6. Attributes are appended to outer packet frominner packet until
either per-fragment length limt is reached or there are no
nore attributes remaining within inner packet. Attributes are
copied in order they appear within inner packet w thout
nmodi fication. An attribute is copied to outer packet only
whil e there is enough space remaining to acconmodate the full
attribute. |If sufficient space is unavailable attribute is
sent with the next fragnent.
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7. Response authenticator of outer packet cal cul ated normally per
[ RFC2866]
4.1.2.4. Transnmtting fragnents to RADI US client
Once an outer packet (Extended-Response) is sent RADI US client
responds by issuing an Extended-Request containing Fragnent-Data
head attri bute copied fromresponse with Continuation bit set to 1.

The process is repeated until all fragments are delivered. Receipt
of final fragnent is unacknow edged.

| Ext - Response, Frag-Data [Seq=1, M1, C=0] | RADIUS
dient | <e----mmmmmm e | Server
| Ext-Request, Frag-Data [Seq=1, M1, C=1]

|
| Ext - Response, Frag-Data [Seq=2, M1, C=0]
I
|

Ext - Request, Frag-Data [ Seq=2, M1, C=1]

|
| Ext - Response, Frag-Data [Seq=3, M0, C=0]
I
|

4.1.2.5. Cient state and fragnment validation

RADI US clients processing fragnmented responses from servers SHALL
performthe followi ng validation steps:

1. Response authenticator of outer packet validated per [RFC2866].
If validation fails outer packet is silently discarded.

2. Attributes contained within outer packet nust be well forned
ot herwi se outer packet is silently discarded.

3. Upon receipt of first response fragnment Fragnent-Data head
attribute sequence field shall be 1 otherw se the outer packet
is silently discarded.

4. If Continuation bit is 1 within Fragnent-Data head attribute
outer packet is silently discarded.
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5. If "Inner code" field is Extended-Request, Extended-Response or
Ext ended- Rej ect the outer packet is silently discarded.

6. If a response is received in which Fragnent-Data sequence
nunber is less than sequence of previously accepted fragnent or
does not contain the next expected sequence val ue outer packet
is silently discarded.

4.1.3. Inner packet reassenbly

Once all fragnents are received then inner packet is assenbled by
reversing fragmentation process.

I nner packet RADI US header is generated as foll ows:
1. Code = Fragnent-Data "l nner Code" field
2. ldentifier =0
3. Length = RADI US header length (e.g. 20) + sumof all attributes
within all fragnments excluding Fragment-Data head attribute of
each fragnent.

4. Authenticator = Fragment-Data "Inner Authenticator" field

Attributes are appended to packet in order received excl uding
Fragnment - Dat a head attri bute of each fragnent.

Ful ly assenbl ed i nner packet is processed normally as if packet were
received fromthe network including validation of applicable
aut henti cator fields.

4.1.4. Request response options

RADI US clients supporting fragnentati on MJST be capabl e of accepting
a fragnented response in reply to a non-fragnmented request.

If a request is fragmented response SHALL al so be fragmented.
4.1.4.1. Fragnented response to non-fragnented request
The non-fragnmented requests authenticator is used both during

production of the inner RADI US response packet and production of the
first outer packet carrying first fragmented response.
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When client reassenbles fragnmented response to obtain inner packet
original request authenticator from non-fragmented request is used
to validate the inner packets response authenticator

4.1.4.2. Fragnented response to fragnmented request
I nner and outer packets authenticators are separate.

4.1.5. Fragnent-Data head attribute format
0 1 2 3

01234567890123456789012345678901
T I T S i T i S S S i T i S S S S S S S

| Type | Length | Inner Code |[MCLRRRRR
B i S S T s i S T st i S S S S S S S S i
[ Sequence [ I nner Aut henti cat or

B i i S S i I e i S S R L e e e e
I I nner Aut henti cat or I
I +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|-
[ | Attributes
B i i S S i I e i S S R L e e e e
Type

TBD for Fragment-Data
Length

24

I nner Code

Represents inner packet header code field

Fl ags
M- More
1 = Additional fragnments pending
0 = Final fragnent

C - Continuation

RADI US client requests next response fragnent
Packet contains inner packet fragnments

o
I
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L - Reserved

This field is reserved for future use and MJUST be set O.

R - Reserved

These fields are reserved for future use and MJST be set O.
Sequence

The 16-bit unsigned fragnent sequence nunber in network byte
or der.

| nner Aut henti cator
Represents inner packet header authenticator field
4.1.6. Server state managenent

RADI US servers are required to keep state to facilitate assenbly of
fragments into conpleted i nner packets. This process occurs between
client and server and cannot be proxied. RAD US servers nay do no
processing of a request until after the conpleted i nner packet has
been transmitted. These constraints allow selection of a | ow
threshold for retention of state to account for worse case round
trip delays, server delay and client retransm ssion policy. It is
RECOMVENDED st ate be kept for no |longer than 30 seconds after |ast
successfully received fragnent.

It is recommended RADI US servers devel op a robust policy for
managi ng state to guard agai nst resource exhaustion. One nethod of
acconplishing this is to alter state retention period proportionally
to pressure on state resources until a lower threshold is reached.
Beyond this if state is exhausted the RADI US server MAY respond to
new fragnment requests by sendi ng Extended-Reject containing

attribute Error-Cause = "Resources Unavail able". Upon recei pt
clients MAY attenpt to contact an alternate RADI US server if
avail abl e.

4.1.7. Per-fragnent and inner packet sizing

M ni mum | engt h of an outer packet shall be 400 bytes when the Mre
bit is set 1.

Maxi mum accept abl e | ength of an outer packet varies between 400 and

4096 bytes inclusive for UDP or 65535 bytes for TCP. Using
Fragnment -1 nquire request described in section 4.2 clients MAY obtain
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Framed- MTU hint from RADI US server to size request fragments on IP
packet boundari es.

For clients to signal MIU to server client includes Franed-MIU hint
in fragnented or non-fragnented Access- Request packet.

RADI US packets SHOULD only be fragmented if they woul d exceed 4096
bytes in length. It is not reconmended MIU hinting be used as a
threshold to fragment attributes.

It is RECOWENDED by default servers support inner packets up to
65535 bytes in length. Admnistrative settings SHOULD be avail abl e
to allow operators to change the linit.

4.2. Fragnment-lnquire

Fragnment -1 nquire requests optional fragnent related capabilities and
paraneters fromthe RADI US server

4.2.1. Request

When RADI US i s used over a connection based transport (e.g.

TLS/ DTLS) Fragnent-Ilnquire requests are sent upon initial
connection. \Wen used over a connectionless transport (e.g. UDP)
Fragment -1 nquire requests are sent upon startup or before issuing
first RADI US request.

If RADIUS is used over a connection based transport follow ng
additional attributes MAY be included after the Fragnent-Ilnquire
head attri bute.

Fragment - Stream Lim t (Section 6.4)
Fragnent - Repl y- Supported (Section 6.1)

If RADIUS is used over a connectionless transport no additiona
attributes SHALL be sent.

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e

| Type | Length | Extended-Type | Val ue
B E e r e s i s i o T T s S S S S 2
I

B T I S e T A D i S Sug S

Type
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TBD

Length
7

Ext ended- Type
TBD

Val ue (I nteger)
1

4.2.2. Response

In response to Fragnment-lnquire the follow ng attributes MAY be
present w thin Extended-Response packet.

Fragment - Repl y- Al | owed Section 6.2
Fragnment - Stream Lim t Section 6.3
Fragnent - Lim t Section 6.4
Fragnent - | nqui re- 1 nt erval Section 6.5
Framed- MTU Section 6.6 [ RFC2865]
Event - Ti nest anp Section 6.7 [ RFC2869]

5. Conpatibility

Whi | e procedures described in this text provide a neans to nanage
conmpatibility amongst servers and clients capable systens are stil
required to exchange RADI US packets beyond 4096 bytes. dients and
Servers may not send or process |arge packets unless both client and
server support |arge packets. Likew se proxy systens may not
process | arge packets unless they are capable of processing them

If a RADIUS server is part of a proxy network w thout support for
packets |l arger than 4096 bytes it SHOULD NOT advertise support for

fragmentation or TCP | arge packet support via Fragnent-Inquire. In
this case clients and servers should seek to nminimze the need for
| arge packets by other neans (e.g. linmting capability, out-of-band

signals or conpression) until such tinme remaining systems can be
upgr aded.
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6. Attributes
6. 1. Fragnent-Repl y- Supported

When sent within an Access- Request packet this attribute signals
client support for fragmented response of packets beyond 4096 bytes.
(e.g. Access-Accept).

This attribute MIST only be transmtted fromclient after a
successful Fragment-lnquire request contains attribute Fragnent-
Reply-Al l owed=1 within its response. This attribute MJST NOT be
adm nistratively configured nor SHALL it be forwarded for proxy
unl ess the sanme procedure is foll owed.

0 1 2 3
01234567890123456789012345678901
T o i I S i S S S I  h i e s

| Type | Length | Val ue

T e e i S i i iy S SIS S S S
Val ue (cont.) |

B i S S S i i T S N S

Type
TBD
Length
6
Val ue (I nteger)

4000 = Yes
Al other values = No

6. 2. Fragment - Reply-AlIlowed
If RADI US server supports Fragment-Reply-Supported attribute
described in section 6.1 then Fragnment-Reply-Allowed is sent within
Ext ended- Response to Fragnment-lnquire head attribute.

The server MJUST neet followi ng requirenments before this attribute
can be sent.

1. Server supports Fragnent-Data head attribute or is using TCP
transport supporting RADI US packets exceedi ng 4096 bytes.
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2. Server will not forward Fragnent-Reply-Supported attribute for
proxy unl ess sane client procedure described in section 6.1 has
been foll owed toward forward proxy destination.

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e

| Type | Length | Extended-Type | Val ue
B i S S T s i S T st i S S S S S S S S i

B i e i o S i ik e T S B TR e
Type

TBD
Length

7
Ext ended- Type

TBD
Val ue (I nteger)

1

6.3. Fragnent-StreamLimnt

When sent in response to Fragnent-Inquire head attribute this
attribute signals to RADIUS clients maxi mum (non-fragmented) RADI US
packet length in bytes accepted by server over a stream (e.g. TCP)
transport.
This attribute MJUST NOT be sent if RADI US server does not support
any streamtransports or is otherw se unable to offer support to the
client. Attribute MJST NOT be sent if maxi mum packet |ength
supported by RADI US server over streamtransport is 4096 bytes or
| ess.
When sent to UDP clients this provides a hint client MAY establish a
stream connection while there is a need to send requests |arger than

4096 bytes or where a large response is anti cipated.

When sent to non-UDP clients the client MUST NOT attenpt to send a
request packet larger than indicated by Fragnent-StreamLinit.
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A RADI US client SHOULD only switch fromUDP if protocol being
switched to offers the sane or higher |evel of security.

When sent within a Fragnent-lnquire head attribute this signals to
server that client is capable of receiving response packets up to

I ength indicated by Fragnment-StreamLimit. |If this attribute was

sent by a UDP client it MJST be ignored.

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e

| Type | Length | Extended-Type | Val ue
R R e R e s s e o S S e R e o o

B S S T i A T S I Y S S S S S S
Type
TBD
Length
7
Ext ended- Type
TBD
Val ue (I nteger)
> 4096 (bytes)
6.4. Fragnent-Limt

When sent in response to Fragnent-Inquire head attribute this
signal s maxi nrum fragnented i nner packet length in bytes server is
willing to accept and advertises to clients that fragnentation is
supported. If Fragnent-Linmit is sent it MJST be greater than 4096
byt es.

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e

| Type | Length | Extended-Type | Val ue
B i S S T s i S T st i S S S S S S S S i

s
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Type

TBD
Length

7
Ext ended- Type

TBD
Val ue (I nteger)

>4096 bytes

6.5. Fragnment-lnquire-Interva

When sent in response to Fragnent-Inquire head attribute this
attribute controls interval in seconds at which additional Fragnent-
Inquire requests should be sent in order for clients to be nade
aware of configuration changes. |If the attribute is not set clients
are not expected to check periodically for configuration change.
Fragnent-1nquire-Interval SHOULD be no | ess than 60 seconds.
0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e

| Type | Length | Extended-Type | Val ue
R R e R e s s e o S S e R e o o

B s S S S S I i i I N S S i S +-!|-
Type
TBD
Length
7
Ext ended- Type
TBD

Val ue (I nteger)
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>= 60
6. 6. Framed- MTU
When sent in response to Fragnent-Inquire head attribute Franed- MU
[ RFC2865] provides client a hint as to server MIU. (See also section
4.1.7)
6. 7. Event-Ti mestanp
When sent in response to Fragnent-Inquire head attribute Event-
Ti mestanp [ RFC2869] reflects tinme at which server generated
Ext ended- Response packet.
7. Table of Attributes

The following table provides a guide to which attributes nmay be
found in which kinds of packets and in what quantity.

Aut h Acct Di sconnect CoA Ext ended- Req
B T T T Tl ST SR S
REQ ACK| NAK REQ ACK REQ ACK| NAK REQ ACK| NAK REQ ACK| NAK

B e T e S L o e el T U SRR YRR e
Fragnent - Dat a

oforof f(ojof (ojpofpof | o0ofpojfjoj| |0-1/0-1] O
Fragment - I nquire

ofojof j[ojpofj fojpojfof |ofpojfjoj] |01 0] O
Fr agnent - Repl y- Support ed

o-if 0| o O] O] [O]OJO] | O]O] O] [O10]O
Fragnent - Repl y- Al | owed

oforof fojpof fojpofpof opojfjpoj| | o0fjo-1 0
Fragment - Stream Li m t

ofojpof fojrof fojpofof |ofpojfjoj] |0-1/0-1] O
Fragnment -Li mt

oforof f(orof fojpofpof (opojjpof| | ojfo-1 0
Fragnent -1 nqui re-1nterval

ofojrof f(oyrof fojpofpof ofpojpoj| | ojo-1 0

0 This attribute MIUST NOT be present in packet.

0-1 Zero or one instance of this attribute MAY be present in
packet .
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8. Security Considerations
An attacker can collect and replay previous fragment exchanges in a
bid to overwhel m server resources or cause previous packets to be
r epr ocessed.
Al'l security considerations which apply to confidentiality,
integrity and availability of RADI US Accounting [ RFC2866] packets
apply to this documnent.

9. | ANA Consi derations

Thi s docunment defines following RADIUS attribute types and packet
codes.

Protocols / RADIUS Types / RADI US Packet Type Codes
TBD - Extended- Request
TBD - Ext ended- Response
TBD - Extended- Rej ect
Protocols / RADIUS Types / RADIUS Attribute Types (Standard Space)

TBD - Fragnent - Dat a
TBD - Fragment - Repl y- Support ed

Protocols / RADIUS Types / RADIUS Attribute Types (Extended Space)
TBD - Fragnent-lnquire
TBD - Fragnent - Repl y- Al | owed
TBD - Fragnment-StreamLimt
TBD - Fragment-Linit
TBD - Fragnent-1nquire-Interval
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