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Abstract

RTCWEB have sel ected SCTP over DTLS over UDP with | CE for peer-to-
peer data channels. There is sone debate over the best way to
negoti ate channels. This proposal is a nose-to-tail description of
an alternative to existing proposals.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 22, 2013.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1.

1.

I nt roducti on

RTCWAEB [I-D.ietf-rtcweb-overview has defined the use of the Stream
Control Transm ssion Protocol (SCTP) [ RFC4960] over Datagram
Transport Layer Security (DTLS) [ RFC6347] over UDP with Interactive
Connectivity Establishnment (I1CE) [ RFC5245] for peer-to-peer data
channel s.

Thi s docunment describes a proposal for how this protocol stack is
used. The proposal attenpts to reconcile the follow ng basic
requirenents:

o the ability to have data channel s used interchangeably with
websockets, after establishnent

o the ability to use as nany SCTP features as possible

Li ke other proposals, this proposal uses an APl that is largely

i nterchangeabl e with the WebSockets APl [REF: TBD]. O course, that
alone is insufficient because the way that data channels are created
is completely different to websockets [ RFC6455]. Only the genera
usage of the APl follows the WebSockets API, channel establishnent
requires a very different process.

Furt hernmore, not every application will care for conpatibility with
the WebSockets API. For those applications, additional properties
are exposed to enabl e val uabl e SCTP features

In these aspects, all data channel proposals are the sane. The
details differ. For exanple, this one doesn’'t need an in-band
protocol. It even avoids the need for negotiation, except where it
is needed. If not for the fact that the WebSockets APl designers -
intheir infinite wisdom- decided to distinguish text from binary,
it wouldn’t even need to use a PPID to identify textual nessages.

1. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED",
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWMENDED', " NOT
RECOMVENDED', "NMAY", and "OPTIONAL" are to be interpreted as
described in BCP 14, RFC 2119 [RFC2119] and indicate requirenent

| evel s for conpliant inplenmentations.

Overvi ew of Operation

A data channel is a bidirectional conmunication nedi um between WbRTC
peers.
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Every data channel is bound to a specific SCTP stream nunber. The
same SCTP streamidentifier is used for both directions of the data
channel . Though SCTP streans are unidirectional, and this concept
doesn’t hold any particular nmeaning for SCTP, this sinplification
ensures that channels can be created with m nimal overhead.

Each data channel has a set of properties that governs how it sends
messages. Unlike other SCTP APlIs where properties like reliability
settings are set on a per-nessage basis, this APl places these
properties on the data channel. This allows the APl to behave
exactly like the WebSockets APl when sendi ng nessages. Details of
the avail abl e data channel properties are included in Section 4.

There are three ways that a data channel can be created. All three
result in an object representing the data channel being provided to
the application. Each differs in the manner of delivery and how
properties are selected for the data channel

1. The application can request the creation of a new data channe
directly. The browser selects appropriate properties for the
channel , using any val ues provided by the application and
providing defaults for others.

This triggers a notification to the application that indicates
that it needs to renegotiate the session

2. Ofer/answer negotiation can trigger the creation of a new data
channel. In this case, the session description provided in an
of fer or answer describes the properties of the channel

3. Messages can arrive on an SCTP stream that does not have a data
channel allocated. |If messages arrive on a stream the browser
provi des default values for all stream properties.

Channel creation can fail if there are an insufficient nunber of
avai |l abl e SCTP streans. This is based on either a | oca
unwi I I i ngness to receive nore streans, or based on know edge of the
unwi | I i ngness of the peer to receive nore streans.

Creation can also fail if the application specifies a stream|D that
is already in use. These should trigger the appropriate error
nmechani sms (exceptions or somet hing).

Channel s are closed by sending a RE-CONFI G chunk that includes

I ncom ng and Qutgoi ng SSN Reset Request paraneters, as defined in

[ RFC6525]. dosing a channel doesn’t permt the sending of a code
and nessage as exposed in the WbSockets API, any values that are

provided by the application are di scarded.
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3. (In)consistent Properties

The creation of the first data channel will require offer/answer
negotiation. This is necessary to ensure that the SCTP associ ation
is created, including ICE, the DTLS handshake, plus any

aut hentication that mght be required.

Once an SCTP association is live, data channels can be used to
exchange nessages inmmedi ately after they are created. The drawback
is that nessages arrive at the peer wi thout any information about
what properties the sender attaches to the correspondi ng data

channel
How rmuch property consistency matters to the application will depend
on the application. |If the application is perform ng SS7 signaling

usi ng MBUA [ RFC4666], this is unlikely to matter, but sone
applications could rely on having consistent data channel properties.

3.1. Negotiation

The safest (and sl owest) way to establish new channels with
consistent properties is to negotiate them This is perfornmed using
an of fer/answer exchange. The application is able to choose where
and when this negotiation occurs. |If there is an existing data
channel, then this provides a |low | atency path for performing this
negoti ati on.

The negotiation includes a description for every SCIP streamthat a
peer is sending that includes all of the data channel properties (see
Section 4), so that the receiver can create a data channel with the
same properties. The browser creates a data channel with the

descri bed properties and provides that to the application. |If the
data channel description appears in an offer, the answer describes
the data channel that is used on the sanme stream nunber.

An offer or answer that includes a description for a data channe

that already exists, then the properties of that data channel are not
nmodi fied. An answer MJST include the properties of the existent data
channel, not the channel that the offer describes.

3.2. Dealing with Msnatched Properties
An application that chooses to send on data channels prior to
negotiation will cause the receiving peer to create a data channe

with a default configuration. Applications can handle this in a
nunber of ways:
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o The application on the receiving peer can create data channels in
the sane order as the sender to ensure consistent properties.
This is possible because streamidentifiers are assigned in the
same way by both peers.

0 The application on the receiving peer mght apply application-
specific default values for all non-negotiated channel s.

o The application on the receiving peer mght not care about having
consi stent data channel properties. Note that data channe
properties only apply to the sending of nessages.

Note: It is possible to provide an application with information about
the values that are in use by a peer. This would in npst cases be
possi bl e after negotiation, though sonme properties are reveal ed when
new nessages arrive. O course, this is a lot of effort after the
application has already effectively declared that it doesn't care.

G ven that the application could exchange this information using the
data channel (s) it has conveni ent, adding new APls seem of very | ow
val ue.

[[Irrelevant APl Note: Adding a data channel triggers a notification
to the application that it should renegotiate the session. Nornally,
the 'negotiation needed’ state is cleared when the negotiation
comrences (or conpletes?). |If the application decides to send
packets, then the danage is done and there is no point negotiating.
That being the case, a data channel could renoved fromthe set of
unnegoti ated things upon sending a packet. Negotiation fromthis
point isn't going to change anything.]]

4. Avail abl e Data Channel Properties

The follow ng properties are exposed to the application. Al of
these properties can be set during the creation of a data channel
Once the channel object is created, these properties are mnutable,
with the exception of "stream d".

streamld The SCTP stream|ID to use for the channel. |If not provided
by the application, the |l owest valued stream|ID that is not
already in use by a data channel is selected. |f the channel is

created as a result of negotiation or packet arrival, the stream
I D has al ready been chosen

bi naryPPID The SCTP payl oad protocol identifier (PPID) that is used
for binary nessages. Textual nessages are always sent using a
PPID that indicates textual content, so this value only deterni nes
the PPID that is attached to binary nessages. This field is a 32-
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bi t nunber.

Unl ess ot herw se specified, channels use the PPID for WbRTC

bi nary data channels. Channels created in response to the receipt
of a nessage use the PPID fromthe received nessage, unless the
message uses the PPID for WebRTC textual data channels, which
causes the binary PPID to be selected instead. Details on the
newly defined PPIDs are included in Section 6.

reliabilityTime The anmobunt of tine (in mlliseconds) that the
browser will attenpt to retransnmt nessages for reliable delivery.
Together with reliabilityRetransnissions, this enables unreliable
or partially reliable transnission of data. The default value for
this property is the |argest number available (e.g.

Nunber . POSI TI VE_I NFI NI TY) .

reliabilityRetransni ssions The nunmer of retransm ssions that the
browser will make for any packet reliable delivery. Together with
reliabilityTime, this enables unreliable or partially reliable
transm ssion of data. The default value for this property is the

| argest nunber available (e.g., Nunber.POSI TI VE_I NFI NI TY)

| abel The label to assign to the data channel. A default value is
sel ected by the receiving browser.

protocol A protocol |abel that identifies the protocol used on the
data channel. This property is undefined unless set by the
appl i cation.

bi naryType The BinaryType defined in The WbSockets APl determ nes
whet her binary data is provided to the application as Blob or
ArrayBuffer objects. The default value is "blob". Note that
changing this m ght not have an imedi ate effect if nmessages have
started to arrive prior to the change

Al'l these properties are specific to each message that is sent.
Changes to nmutable properties take effect for the next message that
is sent on the channel
This isn't a WBC WebRTC docunent, so specifics of the APl aren't
really relevant, but it is inagined that these properties could be
passed in a dictionary to the nethod that creates a new data channe
and exposed as attributes on the data channel object.

5. SDP For mat

The properties described above appear in SDP. Al properties are
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decl arative. Though the specifics of the syntax doesn’'t matter nuch,
the followi ng exanple could indicate sonething that woul d work:

meappl i cation 12345 SCTP/DTLS 0 1 2 5

c=INIP6 ::1

a=fnt p: 0 bi naryPPlI D=177; | abel =contro

a=fm p: 1 | abel =chat

a=fm p: 2 | abel =characters;reliabilityTi me=2000; protocol =l rudfb
a=fmp:5 | abel =bul l ets;reliabilityTi mre=5000

[[ Formal SDP grammar TBD] ]

This assunes that the SCTP port nunber (inside the DTLS

encapsul ation) is fixed, so that this doesn’t need to be indicated
anywhere. |'’mnot sure whether asking I ANA for a port allocation
makes sense though.

6. Payload Protocol ldentifiers

Two SCTP payl oad protocol identifiers are defined for WDbRTC data
channel s.

The WbRTC textual data channel PPID (nunmber TBD) is used for al
nmessages that are identified as being textual. The payl oad of
messages marked with this PPI D MUST be UTF-8 encoded text.
The WebRTC bi nary data channel PPID (nunber TBD) is used as the
default PPID for new data channels.

7. | ANA Consi derations
Thi s docunent probably should register the PPIDs, but | don't really
have tine to do that right now

8. Security Considerations
I thought about this, and | can’t think of any specific security
considerations. | could blather on about willingness to accept

streans and | arge volunes of data, but that’'s pretty |ane.

I"msure sonmething will turn up eventually.
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