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Abst ract

Thi s docunent describes path segnents and query paraneters needed to
construct HTTP URLs that may be used to search for and retrieve
registration information fromregistries (including both Regiona
Internet Registries (RIRs) and Domain Nanme Registries (DNRs)) using
"RESTful " web access patterns. It also describes a nethod of
encodi ng responses using Javascript Object Notation (JSON).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 20, 2013.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Acronyns and Abbrevi ations

DNR: Domai n Name Registry

IDN: Internationalized Domai n Name
RDAP: Regi stration Data Access Protocol
RI R Regional Internet Registry

I nt roducti on

Thi s docunent describes a specification for registration data search
functions using a RESTful web service. The search functions are
i mpl ement ed using the Hypertext Transfer Protocol (HTTP) [ RFC2616].

Lookup processing as specified in [I-D.ietf-weirds-rdap-query] is
used when a client wishes to retrieve informati on associated with a
data object represented by a character string that exactly matches a
particul ar key. There is no provision for partial string pattern
mat ching to represent unknown characters or nultiple result
possibilities. Experience with WHO S [ RFC3912] i npl ementati on and
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operation has shown that people are often unsure of exact spellings
and they often want to receive multiple results that match a
particul ar pattern. This specification is intended to nmeet that need
for the Registration Data Access Protocol (RDAP).

3. Query and Search Paraneters

RDAP search path segnments are formed using a concatenation of the
plural form of the object being searched for, a forward sl ash
character ('/’, ASCI| value 0x002F), and an HTTP query string. The
HTTP query string is formed using a concatenation of the question
mark character ('?', ASCI| value 0x003F), the JSON object val ue
associ ated with the object being searched for, the equal sign
character (’'=", ASCI| value 0x003D), and the search pattern. For the
domain and entity objects described in this docunent the plura
objects forns are "donmi ns" and "entities". The JSON object value is
"name". One could construct a query string for an entity enail
address using the "email" object nane, but that is beyond the scope
of this specification

3.1. Domain Search
Synt ax: donai ns/ ?nane=<donai n search pattern>
Searches for domain information are of the form/domai ns/ ?name=XXXX
where XXXX is a search pattern representing a fully-qualified domain
nane [ RFC4343] in a zone administered by the server operator of a
DNR. The followi ng path would be used to find DNR i nformation for
domai n nanes natching the "exanpl e*. cont' pattern:
/ domai ns/ ?name=exanpl e*. com

Internationalized Domain Names (IDNs) in U-|label format [RFC5890] can
al so be used as search patterns (see Section 4).

Note that this search is relevant to DNRs, not RIRs.

3.2. Entity Search
Syntax: entities/?nane=<entity search pattern>
Searches for entity information are of the form/entities/ ?name=XXXX
where XXXX is a search pattern representing an entity name as
specified in Section 7.1 of [I-D.ietf-weirds-json-response]. The
followi ng path would be used to find DNR information for DNR entity
nanes mat ching the "Bobby Joe*" pattern

/entities/ ?nane=Bobby%20Joe*
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4.

URLs MUST be properly encoded according to the rules of [RFC3986].
In the exanpl e above, "Bobby Joe*" is encoded to "Bobby%?20Joe*".

Sear ch Processing

Searching occurs either on whole strings or on partial strings.
Partial string searching uses the asterisk ('*', ASCI| val ue 0x002A)
character to match zero or nore characters. The | ocation or nunber
of occurrences of the asterisk character is not dictated by this
specification. Sone servers mght support the asterisk in a trailing
| ocation only (e.g. "/donmains/exanple*.cont) while others nmay all ow
it aleading location (e.g. "/donains/*exanple.con), or within
strings, or even in nultiple |ocations.

If a server receives a search request but cannot process the request
because it does not support a particular style of partial match
searching, it SHOULD return an HTTP 422 [ RFC4918] error. \Wen
returning a 422 error, the server MAY also return an error response
body as specified in Section 12 of [I-D.ietf-weirds-json-response] if
the requested nedia type is one that is specified in
[I-D.ietf-weirds-using-http].

Because Uni code characters nmay be conbi ned with another Unicode
character or characters, partial matching is not feasible across
conbi nati ons of Unicode characters. Servers SHOULD NOT partially

mat ch combi nations of Uni code characters where a Uni code character
may be | egally conbined with another Unicode character or characters.
Clients MJST NOT issue a partial match search of Unicode characters
where a Uni code character may be legally conbined with another

Uni code character or characters. Partial match searches with

i nconpl ete conbi nati ons of characters where a character nust be

combi ned wi th anot her character or characters are invalid. Partial
mat ch searches with characters that may be conbi ned with anot her
character or characters are to be considered non-conbi ned characters
(that is, if character x nmaybe conbined with character y but
character y is not subnmtted in the search string then character x is
a conpl ete character and no conbi nati ons of character x are to

sear ched).

Because Uni code characters nmay be conbi ned with another Unicode
character or characters, partial matching requires that a server
maintain a list of valid character conbinations to be considered a
mat ch.  When conparing DNS U-1abel s, servers SHOULD use the code
points specified in [ RFC5892] to determ ne partial matches. Wen
comparing entity nanes, servers SHOULD use the normalization rules
and code points specified by [I-D.ietf-precis-nicknane] to determ ne
partial matches.
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Clients SHOULD NOT submit search requests with partial matching for
DNS A-labels. A-labels represent an encoding that can only be
reconstructed properly when the |abel is conplete.

5. Search Results

The nmethod to return search results described here is not limted to
the /domains or /entities searches defined in this docunent. |t can
al so be used by future specifications to define search results for
other types of registration data.

Search results are returned in a JSON object. This object contains
data structures as outlined in Section 5 of
[I-D.ietf-weirds-json-response] (e.g. "rdapConformance", "notices"
etc...) and an array called "results" containing the objects that are
a result of the search. For the /domains (Section 3.1) and /entities
(Section 3.2) searches, the entity object class and the donmi n object
class are defined in [I-D.ietf-weirds-json-response].

To identify the type of object returned in the "results" array, each
obj ect SHOULD contain a JSON string naned "objectC ass" (see

Section 4.2 of [I-D.ietf-weirds-json-response] regarding the

i nclusion of new JSON data in object classes). For donmins, the
string MJUST be "domain" and for entities the string MJST be "entity".

Servers SHOULD signify their compliance with this specification by
including the string "domain_entity _search_level _0" in the
"rdapConf or mance" array.

{

"rdapConf or mance"

"rdap_| evel _0",
"domain_entity search_| evel 0"

1.

"resul ts"

[

{
"handl e" : "1-XXXX",
"name" : "1.exanple.cont,
"objectd ass" : "domain",

b

{
"handl e" : "2-XXXX",
"name" : "2.exanple.cont,
"objectd ass" : "domain",
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10.

10.

Figure 1
Internationalization Considerations

TBD. G ve guidelines for how a local policy could work for
sear chi ng.

| ANA Consi derati ons
Thi s docunent does not specify any | ANA acti ons.
Security Considerations

Security services for the operations specified in this docunent are
described in "Security Services for the Registration Data Access
Protocol™ [I-D.ietf-weirds-rdap-sec]. Additional considerations that
are specific to search functionality are described here.

Search functionality typically requires nore server resources (such
as nmenory, CPU cycles, and network bandw dth) when conpared to basic
| ookup functionality. This increases the risk of server resource
exhausti on and subsequent denial of service due to abuse. This risk
can be mtigated by devel oping and inplenenting controls to restrict
search functionality to identified and authorized clients. |f those
clients behave badly, their search privileges can be suspended or
revoked. Rate linmting as described in Section 5.5 of "Using the
Regi stration Data Access Protocol (RDAP) with HTTP"
[I-D.ietf-weirds-using-http] can al so be used to control the rate of
recei ved search requests. Server operators can also reduce their
risk by restricting the anount of information returned in response to
a search request.
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Appendi x A. Change Log
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-01: Changed HTTP error code from500 to 422 in Section 4. Added a
normati ve reference to RFC 4918

-02: Updated Security Considerations. Added |IDN processing text in
Section 3. 1.
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