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Abst ract

Thi s docunment describes the searchability details of the Registration
Data Access Protocol (RDAP). It specifies basic and extended
searching paraneters, defines the JSON (JavaScript Object Notation)
formats of searching and respondi ng data structure and al so proposes
the specification of bool ean search functionality.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 5, 2013.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

This docunent may contain material from | ETF Docunents or |ETF
Contri butions published or nmade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
mat eri al may not have granted the I ETF Trust the right to allow
nmodi fi cations of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |license fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into |anguages other
than Engli sh.
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1. Introduction

A searchabl e RDAP service is a HITP (Hypertext Transfer Protocol)
based function which supports nultiple searching paraneters and

bool ean search capabilities. This docunent describes the
specifications for searching paranmeters, searching response formats,
bool ean search function and sonme security consideration about RDAP
searchability.

First the RESTful query URI formats for searching specific
informati on are defined. There are 5 basic searching types and sone
ext ended searching parameters that nmay be used according to the New
gTLD Applicant Guide Book. The basic searching types, including
search of I P, AS (Autononous System nunber, domain, name server and
entity, that are consistent with the query types defined in
draft-ietf-weirds-rdap-query [I-D.ietf-weirds-rdap-query].

The second section of this docunment describes the bool ean search
function that supports a set of search criteria Iike AND, OR NOT.

The third part of this docunent gives sone response data format
specified in JSON and proposes sone consideration on ordering and

pagi ng.
Finally, this docunment tal ks about sonme security issues that should
be considerated to avoid abuses of this searchability feature

2. Searching Paraneters
In this section, basic and extended searching paranmeters are mainly
presented. The conbination of foll owing paraneters can al so be used
as searching paraneters.

2.1. Basic Search

Basi ¢ search neans 5 types of searching paraneters which includes IP
AS number, domain, nane server and entity.

2.1.1. |P Search
Syntax: /search/?i p=<IP address> or i p/?address=<ClI DR for mat >
| P search parameter is either an | Pv4 RFC 1166 [ RFC1166] or |Pv6 RFC
5952 [RFC5952] address (i.e. XXX) or an IPv4 or 1Pv6 Cl DR RFC 4632
[ RFC4632] notation address block (i.e. XXX/ YY).

This is an exanple URL for the nost specific network containing
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192.0.2.0:
/ search/ ?i p=192.0. 2.0

This is an exanple URL for the nost specific network containing
192.0. 2.0/ 24:

/ sear ch/ ?i p=192. 0. 2. 09%f 24

2.1.2. AS Nunber Search
Synt ax: /search/ ?as=<aut ononobus system nunber >
Searches for information regardi ng autononous system nunber
registrations are of the form/autnunf ?as=XXX where XXX is an
aut ononous system nunber RFC 5396 [ RFC5396].
The following is an exanple URL for the AS nunber search
/ sear ch/ ?as=65551

2.1.3. Donmin Search
Synt ax: /search/?domai n=<donmai n nanes>
Searches for domain information are of the form/?domai n=XXXX, where
XXXX is a fully-qualified domain nane RFC 4343 [RFC4343] in either
the in-addr.arpa or ip6.arpa zones (for Regional Internet Registries
(RIRs)) or a fully-qualified domain nane in a zone admi ni stered by

the server operator (for Domain Name Registries (DNRs)).

The exanple URL for searching domain nane |ike exanple.comis defined
bel ow.

/ sear ch/ ?donai n=exanpl e. com

2.1.4. Nanme Server Search
Synt ax: /search/ ?ns=<nane server nhanmes>
This paranmeter represents a fully qualified nane as specified in RFC
952 [RFC0952] and RFC 1123 [RFC1123]. Internationalized nanes
represented in A-label format RFC 5890 [ RFC5890] are also valid nane

Server nanes.

This is an exanple URL for the specific nane server searching
cot ai ni ng ns. exanpl e. com
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/ sear ch/ ?ns=ns. exanpl e. com
2.1.5. Entity Search
Syntax: /search/?entityl D=<Entity Handl e>

This paranmeter represents an entity (such as a contact, registrant,
or registrar) identifier.

The exanple URL for searching entity handle such as CID0193 is
defi ned bel ow.

/ search/ ?entityl D=Cl D0193
2.2. Extended Search

Thi s seachabl e function defined in New gTLD Applicant Gui de Book
shoul d offer partial or exact match capabilities on sone fields, such

as contact nanme, city, street, postal code etc.. So besides the
basi ¢ search paraneters, other extended search paranmeters are al so
speci fi ed.

Synt ax: /search/ ?keywor d=<val ue>

Fol | owi ngs are sonme search exanples that this functionality that
woul d support.

1. The "entitynane" field represents the nanes of a specified
contact, registrant or registrar. This an exanple URL for the
entity names search: /search/?entitynane=Janes%0Bl unt

2. The "street" parameter contains the entity’'s street address
defined in RFC 5733 [ RFC5733]. A street search exanple: /search/
?street =123%20Exanpl e%20Dr

3. The "city" paraneter contains the entity's city defined in RFC
5733 [RFC5733]. A city search exanple: /search/?city=Beijing

4. The "sp" parameter contains the entity’s state or province
defined in RFC 5733 [ RFC5733]. A state or province search
exanpl e: /search/ ?sp=VA

5. The "pc" paraneter contains the entity’'s postal code defined in
RFC 5733 [RFC5733]. A postal code search example: /search/
?pc=100190

6. The "cc" paraneter contains the entity's country code defined in
RFC 5733 [ RFC5733]. A country code search exanpl e: /search/
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3.

?cc=CN

Bool ean Search

RIRs and DNRs shal | offer Bool ean search capabilities supporting, at
| east, the following | ogical operators to join a set of search
criteria: AND, OR, NOT.

Any fields described above can be conbi ned together by the bool ean
criteria to be the search input paraneters. Partial-nmatch and exact-
mat ch capabilities would al so be offered by RIRs and DNRs. "*" is the
replace mark for partial-match function. "&" mark represents AND, "+"
mark means OR and "-" mark nmeans that none of the input text is

inl cuded in the response results.

An exanpl e is given bel ow searching for entity nanme called Janmes ***
or Tom *** registered donmain nane is xyz.com and country code is not
CN.

/ sear ch/ ?ent i t yname=Janmes* +Tont &domai n=xyz. con&cc=- CN

Sear ch Response For nmat

The search results will be returned in a JSON object, the format of
which is discussed in the section 5 of

draft - hol | enbeck-wei r ds-rdap-search

[1-D. hol | enbeck-wei rds-rdap-search]. Odering and pagi ng are taken
into consideration in this docunment. Three JSON objects, which are
"page", "total" and "orderby" are defined as bel ow.

The server could specifiy the nunber of display results per page
according to different registries’ requirenents. The search response
wi Il include the page nunber and total page nunber information in the
results. "orderby" is the field using for ordering all the results.
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{
"results”
[
{
"handl e" : "1-XXXX",
"name" : "1.exanple.cont,
"objectd ass" : "domain",
"page" : "1",
“total" : "10",
"orderby" : "domain"
1
{
"handl e" : "2- XXXX"
"name" : "2.exanple.cont,
"obj ectd ass" : "domain"
"page" : "1",
“total™ : "10",
"orderby" : "domain"
}
]
}

This response format is a prelimnary design for future di sscussion
If the idea is adopted by the working group, the search UR including
pagi ng and ordering information should al so be specified, such as

/ sear ch/ ?donai n=exanpl e. con&page=1&or der by=donai n.

5. | ANA Consi der ati ons

Thi s docunent does not specify any | ANA acti ons.

6. Security considerations

The service shall include appropriate precautions to avoid abuse of
this feature.

A registrar or registrant may only login the searchable Wois system
using their own |ID and password, and nmay only search information
related to their own domai n nanes

If aregistrar, registrant or a third-party user wants to search

others’ information, they need to explain the reasonabl e purposes,
commit to protect privacy and security, and sign an agreenment at
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