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Abst ract

Thi s docunent inproves the security of the Extensible Messagi ng and
Presence Protocol (XMPP) in two ways. First, it specifies how
"prooftypes” can establish a strong associ ati on between a domai n name
and an XML stream Second, it describes how to securely delegate a
source donain to a derived domain, which is especially inportant in
virtual hosting environments.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 26, 2013.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
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1. Introduction

The need to establish a strong associ ati on between a domai n name and
an XML streamarises in both client-to-server and server-to-server
conmmmuni cati on using the Extensible Messaging and Presence Protoco
(XMPP), because XMPP servers are typically identified by DNS donai n
nanes. However, a client or peer server needs to verify the identity
of a server to which it connects. To date, such verification has
been established based on informati on obtained fromthe Domai n Name
System (DNS), the Public Key Infrastructure (PKI), or simlar

sources. This docunent (1) generalizes the nodel currently in use so
that additional prooftypes can be defined, (2) provides a basis for
noder ni zi ng some prooftypes to reflect progress in underlying
technol ogi es such as DNS Security [ RFC4033], and (3) describes the

fl ow of operations for establishing a domain name associ ati on

Furt hernore, the process for resolving the donmai n nane of an XMPP
service into the I P address at which an XM. streamwi || be negoti at ed
(defined in [ RFC6120]) can involve del egati on of a source donain
(say, exanple.com) to a derived domain (say, hosting.exanple.net).

If such delegation is not done in a secure manner, then the domain
nane associ ati on cannot be authenticated. Therefore, this docunent
provi des guidelines for defining secure del egati on net hods.
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Thi s docunent does not define any DNA prooftypes or secure del egation
met hods; such technol ogi es are defined in conpani on docunents.

2. Term nol ogy

Thi s docunment inherits XMPP term nology from[RFC6120] and

[ XEP-0220], DNS term nology from[RFC1034], [RFC1035], [RFC2782] and
[ RFC4033], and security term nology from[RFC4949] and [ RFC5280].
The terns "source domain", "derived domain", "reference identity",
and "presented identity" are used as defined in the "CertlD"
specification [ RFC6125]. The terns "perm ssive federation”
"verified federation", and "encrypted federation" are derived from

[ XEP-0238], although we substitute the term "authenticated
federation" for the term"trusted federation" fromthat docunent.

3. Flow Chart

The following flow chart illustrates the protocol flow for
est abl i shing domai n nane associ ati ons between Server A and Server B
as described in the renmaining sections of this docunent.

I
(Section 4: A Sinple Scenario)

|
DNS RESOLUTI ON ETC.

A: <stream from=" a. exanpl e’ to="b. exanpl e’ >

B: <stream frome’ b. exanpl e’ to="a.exanple’ >

I

| B: Server Certificate

| [B: Certificate Request]
| [A dient Certificate]
I
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{client certificate?} ----+
| |
| yes no |
v |

SASL EXTERNAL |
(mutual auth!) |

| B needs to auth A

(Section 5: One-Way Aut hentication)
I

I
DNS RESOLUTI ON ETC.

B: <stream frome' b. exanpl e’ to='a.exanple’ >

A: <stream frone a. exanpl e’ to="b. exanple >

(B establishes DNA for a.exanple!)

|
(Section 6.1: Piggybacking Assertion)

I

| B: <db:result frone c.exanple’
[ to="a.exanple' />
I

I
S DNA DANCE AS ABOVE- - - - -----sznmmn-- +

| |
| DNS RESOLUTI ON, STREAM HEADERS, |
| TLS NEGOTI ATI ON, AUTHENTI CATI ON |
I I
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o e e e e e e e e e e e e e e e e e e e e e e e e e mm e — - ==

o Dl ALBACK | DENTI TY VERI FI CATI ON-- - - - - -

I

| A <db:verify fronr a.exanple’

| to="c. exanpl €’

[ type="valid />

I

o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m ==
|

(Section 6.2: Piggybacking Supposition)

|

e SUBSEQUENT CONNECTI ON---------------

I

| B: <stream fron¥' c.exanple

| to=" chatroons. a. exanpl e’ >

I

| A <stream frone’ chatroons. a. exanpl e’

| to="c. exanpl e’ >

I

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm e — ==
|

e DNA DANCE AS ABOVE------------------

I

[ DNS RESCLUTI ON, STREAM HEADERS

[ TLS NEGOTI ATI ON, AUTHENTI CATI ON

I

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm——— . — =

e DI ALBACK OPTIM ZATION-- - ------------

I

| B: <db:result fron¥ c.exanple’

| to=" chatroons. a. exanpl e’ / >

I

| B: <db:verify fron¥ chatroons. a. exanpl e’

| to="c. exanpl e’

| type='valid />

I

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm e — ==
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4.

A Sinple Scenario

To illustrate the problem consider the sinplified order of events
(see [ RFC6120] for details) in establishing an XM. stream bet ween
Server A (a.exanple) and Server B (b.exanple):

1.

2

Server A resolves the DNS donai n name b. exanpl e.
Server A opens a TCP connection to the resolved | P address.

Server A sends an initial stream header to Server B, asserting
that it is a.exanple:

<stream stream from=" a. exanpl e’ to="b. exanpl e’ >

Server B sends a response stream header to Server A, asserting
that it is b.exanple:

<stream stream from=" b. exanpl e’ to="a. exanpl e’ >

The servers attenpt TLS negoti ation, during which Server B
(acting as a TLS server) presents a PKIX certificate proving that
it is b.exanple and Server A (acting as a TLS client) presents a
PKI X certificate proving that it is a.exanple.

Server A checks the PKI X certificate that Server B provided and
Server B checks the PKIX certificate that Server A provided; if
these proofs are consistent with the XMPP profile of the matching
rules from[RFC6125], each server accepts that there is a strong
domai n name association between its streamto the other party and
the DNS domai n nane of the other party.

Several sinplifying assunptions underlie the happy scenario just
out | i ned:

(0]

Server A presents a PKIX certificate during TLS negoti ation, which
enables the parties to conplete nmutual authentication

There are no additional domains associated with Server A and
Server B (say, a subdomain chatroons. a.exanple on Server A or a
second donai n c. exanple on Server B)

The server administrators are able to obtain PKIX certificates in
the first place

The server administrators are running their own XMPP servers
rat her than using hosting services.
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5.

6

6

Let’'s consider each of these "winkles" in turn
One- Wy Aut henti cati on

If Server A does not present its PKIX certificate during TLS
negoti ati on (perhaps because it w shes to verify the identity of
Server B before presenting its own credentials), Server B is unable
to nutually authenticate Server A Therefore, Server B needs to
negoti ate and authenticate a streamto Server A, just as Server A has
done:

1. Server B resolves the DNS domai n nane a.exanpl e.
2. Server B opens a TCP connection to the resolved |IP address.

3. Server B sends an initial stream header to Server A, asserting
that it is b.exanple:

<stream stream from=" b. exanpl e’ to="a. exanpl e’ >

4. Server A sends a response stream header to Server B, asserting
that it is a.exanple:

<stream stream from=" a. exanpl e’ to="b. exanpl e’ >

5. The servers attenpt TLS negotiation, during which Server A
(acting as a TLS server) presents a PKIX certificate proving that
it is a.exanple.

6. Server B checks the PKIX certificate that Server A provided; if
it is consistent with the XMPP profile of the matching rules from
[ RFC6125], Server B accepts that there is a strong domai n name
associ ation between its streamto Server A and the DNS domain
nane a.exanpl e.

Unfortunately, now the servers are using two TCP connections instead
of one, which is sonewhat wasteful. However, there are ways to tie
the aut hentication achi eved on the second TCP connection to the first
TCP connection; see [ XEP-0288] for further discussion

Pi ggybacki ng
1. Assertion
Consi der the conmon scenario in which Server B hosts not only
b. exanpl e but also a second domain c.exanple. |If a user of Server B

associated with c.exanple wi shes to conmunicate with a friend at
a. exanpl e, Server B needs to send XMPP stanzas fromthe donmain
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c.exanpl e rather than b.example. Although Server B could open an new
TCP connection and negotiate new XM. streans for the domain pair of
c.exanple and a.exanple, that too is wasteful. Server B already has
a connection to a.exanple, so howcan it assert that it wuld like to
add a new donmain pair to the existing connection?

The traditional nethod for doing so is the Server D al back protocol
first specified in [ RFC3920] and since noved to [ XEP-0220]. Here,
Server B can send a <db:result/> el enent for the new domain pair over
the existing stream

<db:result frome' c.exanple’ to='a.exanple >
some- di al back- key
</db:result>

This elenent functions as Server B's assertion that it is (also)
c.exanple, and thus is functionally equivalent to the 'from address
of an initial stream header as previously described.

In response to this assertion, Server A needs to obtain some kind of
proof that Server Breally is also c.exanple. It can do the sane
thing that it did before

1. Server A resolves the DNS domai n nane c. exanpl e.

2. Server A opens a TCP connection to the resolved |IP address (which
m ght be the sane | P address as for b.exanple).

3. Server A sends an initial stream header to Server B, asserting
that it is a.exanple:

<stream stream from=" a. exanpl e’ to="c. exanpl e’ >

4, Server B sends a response stream header to Server A, asserting
that it is c.exanple:

<stream stream from=" c. exanpl e’ to="a. exanple >

5. The servers attenpt TLS negotiation, during which Server B
(acting as a TLS server) presents a PKIX certificate proving that
it is c.exanple.

6. Server A checks the PKIX certificate that Server B provided; if
it is consistent with the XMPP profile of the matching rules from
[ RFC6125], Server A accepts that there is a strong domai n name
associ ation between its streamto Server B and the DNS domain
name c.exanpl e.
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Now t hat Server A accepts the dommin nane association, it inforns
Server B of that fact by sending verification of the Server D al back
key over the original connection

<db: verify fronr a.exanple’ to='c.exanple type=valid />

The parties can then term nate the second connection, since it was
used only for Server A to associate a streamover the sane |P:port
conbi nation with the domai n nane c. exanpl e (di al back key |inks the
original streamto the new associ ation).

6.2. Supposition

Pi ggybacki ng can al so occur in the other direction. Consider the
common scenario in which Server A provides XMPP services not only for
a. exanpl e but also for a subdonmai n such as a groupchat service at
chatroons. a. exanpl e (see [ XEP-0045]). |If a user fromc. exanple at
Server B wishes to join a roomon the groupchat sevice, Server B
needs to send XMPP stanzas fromthe domain c.exanple to the domain
chatroons. a. exanpl e rather than a.exanple. Therefore, Server B needs
to negotiate and authenticate a streamto chatroons. a. exanpl e:

1. Server B resolves the DNS domai n nane chatroons. a. exanpl e.
2. Server B opens a TCP connection to the resolved |IP address.

3. Server B sends an initial stream header to Server A acting as
chatroons. a. exanpl e, asserting that it is b.exanple:

<stream stream from=" b. exanpl e’ to='chatroons. a. exanpl e’ >

4. Server A sends a response stream header to Server B, asserting
that it is chatroons. a. exanpl e:

<stream stream from=’ chatroons. a. exanpl e’ to="b. exanpl e’ >

5. The servers attenpt TLS negotiation, during which Server A
(acting as a TLS server) presents a PKIX certificate proving that
it is chatroons. a. exanpl e.

6. Server B checks the PKIX certificate that Server A provided; if
it is consistent with the XMPP profile of the matching rules from
[ RFC6125], Server B accepts that there is a strong domai n name
associ ation between its streamto Server A and the DNS domain
nane chatroons. a. exanpl e.
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As before, the parties now have two TCP connections open. So that
they can cl ose the now redundant connection, Server B sends a
di al back key to Server A over the new connection

<db:result fron¥ c.exanple’ to='chatroons. a. exanpl e’ >
some- di al back- key
</ db:result>

Server A then inforns Server B that it accepts the domai n name
associ ation by sending verification of the dial back key over the
ori gi nal connection:

<db: verify from=’ chatroons. a. exanpl e’ to="c.exanple’ type='valid />

Server B can now cl ose the connection over which it tested the domain
name associ ation for chatroons. a. exanpl e.

7. Aternate Prooftypes

The foregoing protocol flows assuned that donmai n name associ ations
were proved using the standard PKlI prooftype specified in [ RFC6120]:
that is, the server’s proof consists of a PKIX certificate that is
checked according to a profile of the matching rules from[RFC6125],
the client’s verification material is obtained out of band in the
formof a trusted root, and secure DNS is not necessary.

However, sonetines XMPP server administrators are unable or unwilling
to obtain valid PKIX certificates for their servers (e.g., the

adm ni strator of imcs.podunk. exanple can't receive certification
authority verification nmessages sent to

mai | t o: host mast er @odunk. exanpl e, or hosting. exanpl e. net does not
want to take on the liability of holding the certificate and private
key for exanple.con). 1In these circunstances, prooftypes other than
PKI X are desirable. Two conpani on docunents, [XMPP-DANE] and

[ XMPP- PCSH], define alternate prooftypes:

o In the DANE prooftype, the server’s proof consists of a PKIX
certificate that is conpared as an exact match or a hash of either
the Subj ectPublicKeylnfo or the full certificate, and the client’s
verification material is obtained via secure DNS. See the
acconpanyi ng [ XMPP- DANE] spec for discussion and exanpl es.

o In the POSH (PKI X Over Secure HITP) prooftype, the server’s proof
consists of a PKIX certificate that is checked according to the
rules from[RFC6120] and [ RFC6125], the client’'s verification
material is obtained by retrieving the PKIK certificate over HTTPS
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8.

at a well-known URI [RFC5785], and secure DNS is not necessary
since the HITPS retrieval nmechanismrelies on the chain of trust
fromthe public key infrastructure. See the acconpanying

[ XMPP- PCSH] spec for discussion and exanpl es.

Virtual Hosting

One common net hod for deploying XMPP services is virtual hosting:
e.g., the XMPP service for exanple.comis actually hosted at

hosti ng. exanpl e.net. Such an arrangenent is relatively convenient in
XMPP given the use of DNS SRV records [ RFC2782], such as the
followi ng pointer fromexanple.comto hosting. exanple. net:

_Xnpp-server. _tcp.exanple.com O IN SRV 0 0 5269 hosti ng. exanpl e. net

To inprove security and limt liability, in typical deploynents the
adm ni strators of hosting. exanpl e.net do not wish to hold the
certificate and private key for exanple.com and the owners of

exanpl e.com do not wish to share their certificate and private key
with the adm nistrators of hosting.exanmple.net. |In practice this
means that server-to-server comuni cations to exanple.com go
unencrypted or the communications are TLS-encrypted but the
certificates are not checked (which is functionally equivalent to an
unencrypted connection). This is also true of client-to-server
communi cations, forcing end users to override certificate warnings or
configure their clients to accept certificates for

hosti ng. exanpl e. net instead of exanple.com The fundanental problem
here is that if DNSSEC is not used the act of delegation is

i nherently insecure.

Thi s docunent does not describe how to achi eve secure del egation
However, [ XMPP-DANE] explains how to use DNSSEC for secure del egation
in the PKI and DANE prooftypes and [ XMPP- POSH] expl ai ns how to use
HTTPS redirects for secure delegation in the POSH prooftype

Proof t ype Mbdel
In general, a DNA prooftype conforns to the followi ng definition

prooftype: A mechanismfor proving an associati on between a donai n
nane and an XM. stream where the mechani sm defines (1) the nature
of the server’s proof, (2) the matching rules for conparing the
client’s verification material against the server’s proof, (3) how
the client obtains its verification material, and (4) whether the
mechani sm depends on secure DNS
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The PKI, DANE, and PCSH prooftypes adhere to this nodel. In

addi tion, other prooftypes are possible (examples mght include PGP
keys rather than PKIX certificates, or a token mechani sm such as
Ker beros or QAuth).

Sone prooftypes depend on (or are enhanced by) secure DNS and
therefore also need to describe how secure del egati on occurs for that
pr oof t ype.

10. Security Considerations

Thi s docunment suppl ements but does not supersede the security
consi derations provided in [ RFC6120] and [ RFC6125].

11. | ANA Consi derations

Thi s document has no actions for the | ANA
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