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Abst ract

Thi s docunent defines a prooftype involving PKIX over Secure HITP
(PCsH) for associating a domain name with an XML streamin the

Ext ensi bl e Messagi ng and Presence Protocol (XMPP). It also defines a
met hod i nvol ving HTTPS redirects (appropriate for use with the POSH
prooftype) for securely delegating a source donmain to a derived
domain in XVPP.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 26, 2013.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The [ X\MPP-DNA] specification defines a franework for secure

del egati on and strong domai n name associations (DNA) in the

Ext ensi bl e Messagi ng and Presence Protocol (XMPP). This docunent
defines a DNA prooftype using PKIX certificates obtai ned over secure
HTTP ("POSH'), as well as a secure del egation nmethod, based on HITPS
redirects, that is appropriate for use with the PCSH prooftype.

The rationale for POSH is driven by current operational realities.

It is effectively inpossible for a hosting service to provide and

mai ntain PKI X certificates [RFC5280] that include the appropriate
identifiers [ RFC6125] for each hosted domain. It is true that DNS-
based technol ogi es are energing for secure delegation, in the form of
DNS Security ([RFC4033] and [ RFC6698]); however, these technol ogies
are not yet wi dely deployed and m ght not be deployed in the near
future for donains out side the nobst common top-level donmmins (e.qg.,
".COM', ".NET", ".EDU'). Because the XMPP comunity wi shes to depl oy
secure delegatlon and strong donmai n nanme associ ations as w dely and
as quickly as possible, this docunent specifies howto use secure
HTTP ([ RFC2616] and [ RFC2818]) and PKI X certificates [ RFC5280] to
verify that a domain is delegated to a hosting provider and al so
establish a strong assocati on between a domain nane and an XM
stream
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Ter ni nol ogy

Thi s docunment inherits XMPP term nology from[RFC6120] and security
term nol ogy from|[RFC5280]. The terns "source dommi n", "derived
domai n", "reference identifier", and "presented identifier" are used
as defined in the "Certl D' specification [ RFC6125].

This docunment is applicable to connections nmade froman XMPP client
to an XMPP server ("_xmpp-client. _tcp") or between XMPP servers

(" _xnpp-server. _tcp"). |In both cases, the XMPP initiating entity
acts as a TLS client and the XMPP receiving entity acts as a TLS
server. Therefore, to sinplify discussion this docunent uses " _Xxnpp-
client. _tcp" to describe both cases, unless otherw se indicated.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Proof t ype

PCSH stands for PKI X Over Secure HTTP: the server’s proof consist of
a PKI X certificate [ RFC5280], the certificate is checked according to
the rules from[RFC6120] and [ RFC6125], the client obtains its
verification material by retrieving the certificate over HITPS

([ RFC2616] and [ RFC2818]) from a wel |l -known URI [RFC5785], and secure
DNS is not necessary since the HITPS retrieval nechanismrelies on
the chain of trust based on the public key infrastructure.

The process for retrieving a PKIX certificate over secure HITP is as
fol | ows.

1. The initiating entity perfornms an HTTPS GET at the source domain
to the path "/.well-known/ posh. <service>. _tcp.json"; where
" <service>" MJIST be either " xnpp-client"” for XMPP client-to-
server connections or " _xnpp-server" for XMPP server-to-server
connections. Here is an exanple:

HTTP GET /.well -known/ posh. xnpp-server. _tcp.json HITP/ 1.1
Host: i m exanpl e.com

2. If the source domain HTTPS server has a certificate for the
requested path, it MJST respond with a success status code, wth
the nmessage body as a JSON Wb Key Set (JWK Set) [JOSE-JVK],
which itself contains at |east one JWK of type "PKIX'

[ JOSE- PKI X- KEY] that the XMPP server at the source dormain wll
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present during the TLS negotiati on phase of XMPP stream set up
(l'i nebreaks and whitespace added for readability). Here is an
exanpl e:

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cont ent - Lengt h: 806

"keys": [

"kty":"PKI X",
"x5c¢": [
"M | CPTCCAaYCCQDDVeBaBmAC j ANBgkghki GOwWOBAQUFADBj Mk wCQY

DVQQGEW] VUz ERMA8B GA1UECBM Q9sb3JhZG8x Dz ANBgNVBAC TBKRI bn
Zl cj EXMBUGALUEChMOaWDuZXhhbXBsZS5j b20x Fz AVBgNVBAMIDmi t L
nMv4AYWLwb GUu Y29t MBAXDTEyY MDYXMT| x NTQONFoXDT| y MDYWOT| x NT QO
NFowYz EL MAK GA1 UEBhMCVVIMK ETAPBgNVBAgQ TCENvV b Ry YWRv MBWDQY
DVQRHEWZEZW2ZXI x Fz AVBgNVBAOTDM t LmvVAYWLwbGUuY29t MRewFQ
YDVQRDEWSpbS51 eGRt ¢ Gxl Lm\vbTCBnz ANBgk ghki GCOWOBAQEFAACE]
QAwg Yk Cg YEA4hoKhi _B07eQH 1NB9gW NFDT__ AbTHQOECOAOr 4Gn_o
9PUp7kDOgkl Uduv7r SAhAyCe4WAO Q HShzEr yG Hi Zmwht 0BaYnj 19
i UPWRecZOXWIKZj i 9Nt Axn9l 3kdon_YLJcr PGYNTCGK66- ggNaqy8LkQ
Qol 4r f f 60yHHZ_0Xk CAWEAATANBgk ghki GOWOBAQUFAACBgQDcw u30
bSM ykWyz-t TDSI QBWLSVBIRsSR8] XmIvMo7y7i cXwg54a9MBxi pj Zt r
f AhYMBI 5i qUTQPki 6s26n9SQRbbonEFDA3IWAM wra35bi P9- NSBW
SaDF8Azt wFNKXXI 6_UBhWv305G_NdeS11gpww9ONUDr aJgVoDpRK0O4t g

4, Secure Del egation

When PKI X Over Secure HTTP (PCSH) is the DNA prooftype, it is
possible to use HITPS redirects in determning if a domain is
securely del egated, as foll ows:

1. The initiating entity perforns an HTTPS GET at the source donmin
to the path "/.well-known/ posh. <service>. _tcp.json"; where
" _<service>" MJIST be either " _xnpp-client"” for XMPP client-to-
server connections or "_xnpp-server" for XMPP server-to-server
connections. Here is an exanpl e:
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GET /.wel | -known/ posh. _xnpp-server. _tcp.json HITP/ 1.1
Host: i m exanpl e.com

2. |If the source domain HTTPS server has del egated to a derived
domain, it MJUST respond with one of the redirect mechani snms
provi ded by HTTP (e.g., using the 302, 303, 307, or 308
response). The ’'Location’ header MJST specify an HTTPS URL,
where the hostnane and port is the derived domain HITPS server,
and the path MJUST nmatch the pattern " _<service>. _tcp.json"; where
" _<service>" MJST be identical to the "_<service>" portion of the
original request (line breaks added for readability). Here is an
exanpl e:

HTTP/ 1.1 302 Found
Location: https://hosting.exanple.net/.well-known
/ posh. _xnpp-server. _tcp.json

3. The initiating entity perforns an HITPS GET to the URL specified
in the 'Location’ header. Here is an exanpl e:

GET /.wel | -known/ posh. _xnpp-server. _tcp.json HITP/ 1.1
Host: hosting. exanpl e. net

4. |If the derived domain HTTPS server has a certificate, it MJST
respond with a success status code, with the nessage body as a
JSON Wb Key Set (JWK Set) [JOSE-JWK], which itself contains at
| east one JWK of type "PKI X' [JOSE-PKI X-KEY] that the XMPP server
at the derived domain will present during the TLS negoti ation
phase of XWMPP stream setup. Here is an exanple:

HTTP/ 1.1 200 K
Cont ent - Type: application/json
Cont ent - Lengt h: 806

{
"keys": [
{
"kty":"PKI X",
"x5¢c": [

"M | CPTCCAaYCCQDDVeBaBmAC j ANBgkghki GOWOBAQUFADB] MQswCQY
DVQQGEWJ VUz ERVAS GALUECBM QR9sb3JhZG8x Dz ANBgNVBACTBKR! bn
ZI ¢j EXVMBUGALUEChMOaW uZXhhbXBs ZS5j b20x Fz AVBgNVBAMI D t L
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MV4YWLwb GUu Y29t MB4XDTEy MDYXMTT x NTQONFoXDT! y MDYWOT| x NTQO
NFowYz EL MAk GA1 UEBhMCVWIVK ETAPBgNVBAgG TCENV by YWRv MBWDQY
DVQRHEWZEZW 2ZXI x Fz AVBgNVBAOTDM t LmvV4AYWLwbGUuY29t MRewFQ
YDVQRDEWSphS5I eGRt ¢ Gx| LnNvb TCBnz ANBgk ghki GOwWOBAQEFAACH;

QAwg YK Cg YEA4hoKhi _BO7eQH 1NB9gW NFDT__ AbTHQOECOAGr 4Gn_o
9PUp7kDOgkl U4uv7r SAhAyCedWAO Q HShzEr yG Hi Zmwht 0BaYnj 19
i UPVRecZOXWYKZj i 9Nt Axn9l 3kdon_YLJcr PGyNTGK66- ggNagqy8LkQ
Qol 4r f £ 60yHHZ_0Xk CAWEAATANBgk ghki GOWOBAQUFAACBgQDcw u30
bSM ykWyz-t TDSI QBWLSVBIRsR8j XmlvMb7y7i cXwg54a9MBxi pj Ztr

f AhYMbI 5i qUTQPKi 6s26Nn9SQoRbbonEFDA3WGM wra35bi P9- NSBW
SaDF8Azt WFNKXXI 6_UBhWMA05G_NdeS11gpwwONUDr aJgVoDpRK0O4t g"

4.1. Permanent versus Tenporary Redirects

Care needs to be taken with which redirect nmechanismis used for

del egation. dients mght renenber the redirected |ocation in place
of the original, which can |ead to verification nisnmatches when a
source dormain is mgrated to a different del egated domain

To mtigate this concern, source domains SHOULD use only tenporary
redi rect mechani snms, such as HITP status codes 302 (Found) and 307
(Tenporary Redirect). Clients MAY treat any redirect as tenporary,
i gnoring the specific semantics for 301 (Mved Pernmanently) or 308
(Permanent Redirect) [HTTP- STATUS-308].

5. O der of Operations

The processes for the POSH prooftype MIUST be conplete before the TLS
handshake over the XMPP connection finishes, so that the client can
performverification of reference identities. |Ideally a TLS client
ought to performthe PCSH processes in parallel with other XMPP
session establishnent processes; this is sonetinmes called the "happy
eyebal | s" approach, simlar to [ RFC6555] for IPv4 and | Pv6. However,
a TLS client might delay as nmuch of the XMPP session establishnment as
it needs to in order to gather all of the POSH based verification
material. For instance, a TLS client mi ght not open the socket
connection until it retrieves the PKIX certificates.

6. Caching Results

Ideally, the initiating entity relies on the expiration time of the
certificate obtained via POSH, and not on HTTP cachi ng nechani sns.
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To that end, the HTTPS servers for source and derived domai ns SHOULD
specify a ' Cache-Control’ header indicating a short duration (e.g.,
max- age=60) or "no-cache" to indicate the response (redirect or
content) is not appropriate to cache at the HTTP | evel.

7. Alternates and Roll-over

To indicate alternate PKI X certificates, such as when an existing
certificate will soon expire, the returned JW Set can contain
multiple "PKIX'" JW objects. The JW Set SHOULD be ordered with the
nost rel evant certificate first as determned by the XMPP server
operator (e.g., the certificate soonest to expire), followed by the
next nost relevant certificate (e.g., the renewed certificate). Here
i s an exanpl e:

{
"keys": [

"kty":"PKI X",

"x5c¢c": [
"M | CYTCCAcqgAW BAgl JAK Lh7cXMzvdMAOGCSqGS| b3 DQEBBQUANME
8xCz AJBgNVBAYTAI VTVREWDWYDVQQ EwhDb2xvcnFkbz EPMAOGALUEB
x MGRGVuUd mvy MRwGg YDVQRDEX Nob3NOaWbn L miv4 YW wb GUub mvOVB4 X
DTEz MDI wiNzE4AM YOMFoXDTI zMDI WNTE4AM YOMFowTz EL MAK GALUEBhM
CVWWMK ETAPBgNVBAgGTCENv b @y YWRv MBWDQYDVQQRHEWZEZW 2 ZXI x HD
AaBgNVBAMTE2hv c 3RpbntuZXhhbXBs ZS5uZXQngZ8wDQYJKoZI hvcNA
QEBBQADg YOAM GQJA0GBAOL] gQxacJ- DQNCUVxNzoBBRyLku7V_ZEpFY
8SHPyr K381 7@l WhEpAy UanpMC DWOB_EJQ@eueJgVkyr gd6bDZLvi
_ Ut Gha9E4qg- | pHO6cM ¢ SE9d 0ZuCcdGV8HH| KOnilx HUEy e TGAMLt MA
n7j BNFdhETkUqTf FPggFdVhAXAgMVBAAG RTBDVEEGATUJEQQEMDI gl
QY KwYBBQUHCAWIFQANTa@zdd uzy5l eG-t cGxl Lnbl dI | TaGzdd u
Zy5l eGFt cGxl Lmbl dDANBgkghki GOWOBAQUFAAOBgQAaz81gC5KgFQo
WS 8mlz_mYx2pWbsi - QeYw BgpdAgdkr RvOH J4pYRhkaj Kf di auvHCM
ZDPWiuSni7j zI EOPqzZdz YXKf f gf r 4br 5UQAMYQgpi kpj | SsTLd5h_38p-
3l z-1 502wecs1xveBTYTI T13MAI 8441 BCZF- xDI - wpJG3kkt t A"

"kty":"PKI X",

"x5c": [
"M | C- zCCAeOgAW BAgl BA] ANBgkghki GOw0BAQUFADBGMVQs WCQYDVQ
QGEWI VUz ERMAS GALUECBM (29sb3JhZG8x Dz ANBgNVBACTBKRI bnZl ¢
j ETMBEGALUEAX MKRXhhbXBs ZSBDQTAe FwOx Mz Ay MT1 y MT1 5MDBaFwOx
NDAy MT1 y MT1 5MDBaME8x Cz AJBgNVBAYTAI VT VREWDWYDVQQ EwhDb2x
vcnFk bz EPMAO GA1 UEBXx MGRGVuUdmvy MRwmwvGg Y DVQRDEX Nob3NOaWsnLm
VAYWLWh GUUbnmvOM GF MAOGCSqGS| b3 DQEBAQUAA4 GNADCBI QKBgQDi 4
6KMMCE gODTr | cTc6AQUCI 5Lulf 2RKRWPEhz8qyt COON5SVpxXKQM Gp
6 TApQz FAAf x CUA3r ni YFpMy4Hem2S74v1LRoW/ ROKvi KRzunDP3EhP
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Xf 6GhgnHR f Bx4yvZt cR1BWVhkxgJt bTAJu4_wWTRXYRE5FKk3xT41 BXT
| @wi DAQAB028wh TAMBgNVHRVBAf 8EA] AAMBOGAL Ud DgQUBBRgaaG6v
5py2Kwj t X- TOLKTEI qeVTALBgNVH@BEBAMCBe AWEQYJYI ZI AYb4QyEB
BAQDAgZANMB4 GCCWCGSAGG- El BDQRRFg94Y2EgY2Vydd maViNhd GUwWDQY
JKoZI hvc NAQEFBQADggEBAE6VhvdOOUMHIj yi 8F8NoFSCRYQIXOr y5B
I mJ6eVwEc UQSAKHaCAQi sWCI ES58Wrb P2WQTYBUN58H7ZR9- 71 00j

YWkKwEI QrE_aaVs MM 8AWTMI 7qj 7aCGhXFl KT2xwi PMWq9JF_Gr43qSy
VOGI3UnsJz 6 ANAVAwWXM | VDOeKhPoHSDOOW nFc8KMBHPU7JXgl ri X
18w4j fj 3ySuH kXeG dbDWjZW 7ak BVf 8McbB05t XP5T7sDTV-t 8qH5
6f dNSQC- O sQymMN KLFt KybT6Fa6J7ChEd_sQINgB9SoMar 5sRYyf S
f oVOD7m_| F1M 6X95r L1YnKI GxDYWBg4ck",

"M | DeTCCAMGgAW BAgl BATANBgkghki GOw0BAQUFADBGMQs wCQYDVQ
QGEW] VUz ERVASGA1UECBM Q9sb3JhZG8x Dz ANBgNVBACTBKRI bnZl ¢
j ETMBEGAL UEAX MKRXhhbXBs ZSBDQTAe FwOx Mz Ay MT 1 y MT1 4MDBaFw0y
Mz Ay MT1 y MT1 4MDBaMEYx Cz AJBgNVBAYTAI VT VREWDWYDVQQ EwhDb2x
vcnFk bz EPMAO GAL UEBX MCRGVU dmvy MRMAMEQYDVQQRDEWpFeGRt cGxl | E
NBM | Bl j ANBgkghki GOwWOBAQEFAACCABAM | BCgKCAQEAZ NQBOX7uX
Tg- 4) Kadt ROGBUQEMRWnhk Zv Dnpt bWAt x0d1Psuf 2kf vogOgbhi gj PEZ
DV9S- zn63l a- eqJ3ROT9j DXj t F6s_| awl Tf 5cPSNxn8gP8w- vbi yOr B
AWMINKIDW | 7KI_WKNoOmvOx_ qWNj Sk3yoaU4sUEul ypi zgLxKAr 25vV
vAJAXF6HAf dQoVAI dCZ_7qbBPI 7aur dU_NdnbbKBKOI p8aViMyYLzz8D
| OhweBQa2- gOSUcd_yTlaz7UpM d | bnVI UDxyJeCzbBaHny5N WAHs
GnsbucbM 9yeAMoRes z0KeHxcRt ond8bh7As12RI XKr k5GRoNVKAOI

wLQ DAQAB03! we DAPBgNVHRVBAf 8EBTADAQH MBOGALUdDgQABBSYi e
t 77Rf WWH3X8NMWVGFVu2l dJ PTAL BgNVH@BEBAMCAQYWEQYJ YI ZI AYb4Q
gEBBAQDAg AHVBA GCWCGSAGG- El BDQORFg94Y2EgY2Vydd maVWhd GUw
DQYJKoZI hvc NAQEFBQADggEBAI E- gv YX- 2MOANL3qOr al YUbleDeUyC
rxroqrl 1xX3j DapMPl t CxuZr 8VKLI j HaNpe7sLJl F\WsaQHkZe4snx WL
Sdl NLr gFhxskcl Al SLut PVTA4xPwo60t OhBJEONJ8kC8gWvI WKWAI |

| Vsz@&3vLBcf xZeuOs4JsWwW@ Tt 5uKsVI J2VKRi BGAey 5l sS5Q8u0vRf

ei 7HFr 1NzZ8y5BHoi x9VLN2- - n11SNi cwDOo2V618B8COnPgM2dsaba
Alw r MZeEyoRt | N25j cW as4sS9dPJ1ueNl zr Suzl Xt KY@ f | aTcEf D
- _kl mrwot Hz S57i BXHqQgQTQo61pYzAZM kOwA"

Security Considerations

Thi s docunment suppl ements but does not supersede the security
consi derations provided in [ RFC2616], [RFC2818], [RFC6120], and
[ RFC6125] .

Specifically, comunication via HTTPS depends on checki ng the
identity of the HTTP server in accordance with [ RFC2818].
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9. | ANA Consi derati ons
9.1. The "posh._xnmpp-client._tcp.json" Well-Known UR

This specification registers the "posh. xnpp-client. tcp.json" well-
known URI in the Well-Known URI Registry as defined by [ RFC5785].

URI suffix: posh._xmpp-client. _tcp.json
Change controller: |ETF
Speci fication docunent(s): [[ this docunent ]]
9.2. The "posh. _xnpp-server._tcp.json" Well-Known UR

This specification registers the "posh. xnpp-server. tcp.json" well-
known URI in the Well-Known URI Registry as defined by [ RFC5785].

URI suffix: posh._xmpp-server._tcp.json
Change controller: |ETF
Speci fication docunent(s): [[ this docunent ]]
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