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Abst ract

Thi s docunent defines a binding for the XMPP protocol over a
WebSocket transport |layer. A WebSocket binding for XMPP provides
hi gher performance than the current HTTP bi ndi ng for XMPP.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 29, 2013.
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This docunent is subject to BCP 78 and the | ETF Trust’s Lega
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1. Introduction

Applications using XMPP (see [ RFC6120] and [RFC6121]) on the Wb
currently make use of BOSH (see [ XEP-0124] and [ XEP-0206]), an XWPP
binding to HTTP. BOSH is based on the HITP | ong pol ling technique,
and it suffers fromhigh transport overhead conpared to XMPP' s native
binding to TCP. In addition, there are a nunber of other known

i ssues with long polling [ RFC6202], which have an inpact on BOSH
based systens.

It woul d be nmuch better in nmobst circunstances to avoid tunneling XMPP
over HTTP |l ong polled connections and instead use the XMPP protoco
directly. However, the APIs and sandbox that browsers have provided
do not allow this. The WbSocket protocol [RFC6455] now exists to
sol ve these kinds of problenms. The WbSocket protocol is a bi-
directional protocol that provides a sinple nmessage-based fram ng

| ayer over raw sockets and allows for nore robust and efficient
communi cation in web applications.

The WebSocket protocol enables two-way comunication between a client
and a server, effectively emulating TCP at the application |ayer and
t heref ore overcom ng many of the problenms with existing | ong-polling
techni ques for bidirectional HTTP. This docunent defines a WebSocket
sub-protocol for the Extensible Messagi ng and Presence Protoco

( XMPP)
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2. Term nol ogy

The basic unit of framng in the WebSocket protocol is called a
message. In XMPP, the basic unit is the stanza, which is a subset of
the first-level children of each docunent in an XMPP stream (see
Section 9 of [RFC6120]). XMPP also has a concept of nessages, which
are stanzas whose top-level element nane is nessage. In this
docunent, the word "nessage” will nmean a WebSocket nessage, not an
XMPP nmessage stanza (see Section 3.2).

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

3. XMPP Sub- Protoco
3.1. Handshake

The XMPP sub-protocol is used to transport XMPP over a WebSocket
connection. The client and server agree to this protocol during the
WebSocket handshake (see Section 1.3 of [RFC6455]).

During the WebSocket handshake, the client MJUST include the | Sec-
WebSocket - Prot ocol | header in its handshake, and the val ue | xnpp|
MUST be included in the list of protocols. The reply fromthe server
MUST al so contain |[xnmpp| in its own | Sec- WebSocket - Protocol | header
in order for an XMPP sub-protocol connection to be established.

Once the handshake is conplete, WbSocket nessages sent or received
will conformto the protocol defined in the rest of this docunent.

3.2. Messages

Data franme nmessages in the XMPP sub-protocol MJIST be of the text type
and contain UTF-8 encoded data. The close control frane's contents
are specified in Section 3.5. Control franes other than close are
not restricted.

Unl ess noted in text, the word "nmessage” will nmean a WebSocket
message containing a text data frane.

3.3. XMPP Stream Setup

The first message sent after the handshake is conplete MJST be an
XMPP opening streamtag as defined in XMPP [ RFC6120] or an XM text
declaration (see Section 4.3.1 of [WC. REC-xnl -20081126]) foll owed by
an XWMPP opening streamtag. The streamtag MJST NOT be closed (i.e.
the closing </stream streanr tag should not appear in the nessage) as
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it is the start of the client’s outgoing XM.. The ’'< character of
the tag or text declaration MIST be the first character of the text
payl oad.

The server MJUST respond with a nessage containing an error (see
Section 3.4), its own opening streamtag, or an XM text declaration
foll owed by an opening streamtag.

Except in the case of certain streamerrors (see Section 3.4), the
openi ng streamtag, <streamstreanr, MJST appear in a nessage by
itself.

3. 4. Stream Errors

Stream | evel errors in XMPP are terminal. Should such an error
occur, the server MJST send the streamerror as a conplete elenent in
a nmessage to the client.

If the error occurs during the opening of a stream the streamerror
message MJST start with an opening streamtag (see Section 4.7.1 of
[ RFC6120]) and end with a cl osing streamtag.

After the streamerror and closing streamtag have been sent, the
server MJST cl ose the connection as in Section 3.5.

3.5. dosing the Connection

Either the server or the client may close the connection at any tine.
Bef ore closing the connection, the closing party MJST cl ose the XMPP
streamif it has been established. To initiate the close, the
closing party MUST send a nornmal WbSocket close nessage with an
enpty body. The connection is considered cl osed when a nmat ching

cl ose nessage is received (see Section 1.4 of [RFC6455]).

Except in the case of certain streamerrors (see Section 3.4), the
closing streamtag, </streamstrean», MJST appear in a nessage by
itself.

3.6. Stanzas
Each XMPP stanza MJST be sent in its own nessage. A stanza MJST NOT
be split over multiple nessages. Al first level children of the
<stream streanr el enent MJUST be treated the sane as stanzas (e.(g.
<stream features> and <streamerror>).

3.7. Stream Restarts
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After successful SASL authentication, an XMPP stream needs to be
restarted. In these cases, as soon as the nessage is sent (or

recei ved) containing the success indication, both the server and
client streans are inplicitly closed, and new streans needs to be
opened. The client MJST open a new streamas in Section 3.3 and MJST
NOT send a closing streamtag.

3.8. Pings and Keepalives

XMPP servers send whitespace pings as keepalives between stanzas, and
XMPP clients can do the sane thing. These extra whitespace
characters are not significant in the protocol. Servers and clients
SHOULD use WebSocket ping nmessages instead for this purpose.

The XMPP Ping extension [ XEP-0199] allows entities to send and
respond to ping requests. A client sending a WbSocket ping is
equi val ent to pinging the WebSocket server, which may al so be the
XMPP server. Wen the XMPP server is not also the WbSocket server
a WebSocket ping nmay be useful to check the health of the

i ntermedi ary server.

3.9. Use of TLS

TLS cannot be used at the XMPP sub-protocol |ayer because the sub-
protocol does not allow for raw binary data to be sent. |nstead,
enabl ing TLS SHOULD be done at the WebSocket | ayer using secure
WebSocket connections via the |wss| URI schene. (See Section 10.6 of
[ RFC6455]) .

Because TLS is to be provided outside of the XMPP sub-protocol |ayer,
a server MUST NOT advertise TLS as a stream feature (see Section 4.6
of [RFC6120]), and a client MJST ignhore any advertised TLS stream
feature, when using the XMPP sub- protocol

3.10. Stream Managenent

I mplications of, and reconmendation to use, the XMPP Stream
Managenment extension [ XEP-0198] to be added.

4. Exanpl es

Exanpl es will be added as soon as the WbSocket protocol
specification is nore stable.

5. Security Considerations
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Since application |evel TLS cannot be used (see Section 3.9),
applications which need to protect the privacy of the XMPP traffic
need to do so at the WebSocket or other appropriate |ayer.

The Security Considerations for both WbSocket (See Section 10 of
[ RFC6455] and XWMPP (See Section 13 of [RFC6120]) apply to the
WebSocket XMPP sub- protocol .

6. | ANA Consi der ations

This specification requests IANA to register the WbSocket XMPP sub-
protocol under the "WhbSocket Subprotocol Nanme" Registry with the
foll owi ng dat a:

Subprotocol Identifier: xnmpp

Subprot ocol Commobn Name: WebSocket Transport for the Extensible
Messagi ng and Presence Protocol (XWVPP)

Subprotocol Definition: RFC XXXX

[[ NOTE TO RFC EDI TOR: Pl ease change XXXX to the nunber assigned to
this docunment upon publication.]]
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