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Overview

e Based on future draft-mcgrew-ipsecme-esp-
ah-reqts-00

* Incorporates feedback from WG
— Triple-DES now a MAY (instead of SHOULD NOT)

— HMAC-MD5 now ignored (instead of a SHOULD
NOT)

— MAY algorithms only listed if they were previously
SHOULD, SHOULD+, or MUST



What's new in the draft

e Adds a section discussing algorithm diversity

— Cites new work on the selection of future
cryptographic standards

McGrew, Grieco, and Sheffer, Selection of Future
Cryptographic Standards, draft-mcgrew-standby-cipher, 2013.

 More secure rationale

— Cites publication showing insecurity of 64-bit block
ciphers (e.g. Triple-DES) used to encrypt more than a
gigabyte of data

Impossible plaintext cryptanalysis and probable-plaintext

collision attacks of 64-bit block cipher modes, Fast Software
Encryption Workshop 2013.



Next Steps

 Please review and send feedback to WG and
authors



