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Overview

JSON representation for private and
symmetric keys

— Symmetric keys added since IETF 85 per WG
request

Complements JWK public key representations
— Written as an extension to JWK

Created in response to interest by W3C
WebCrypto WG

Also created to meet needs of XMPP use case



Elliptic Curve Private Key Example

{"alg":"EC",

"crv":"P-250",
"x":"MKBCTNIcKUSDi1ii11lySs35261iDZ8AiTo7TubKPAqv7D4",
"y":"4Et]16SRW2Y1iLUrNSvEvVHUhp 7x8Px1tmWWlbbM4TIFyM",
"d":"870MB6gfuTJ4HtUnUvYMyJpr5eUZNP4Bk43bVd]3eAE",

use":"enc",
"kid" : "1"



RSA Private Key Example

{"alg":"RSA",

"n":"0vx7agoebGcQSuuPiLIXZptNonndrOmbXEps2ai AFbWhM78LhWx4cbbfAAtVT86zwulRK7aPFEFxuhDR1IL6tS
oc_BJECPebWKRXJBZCiFV4n3oknjhMstn64tZ 2W-5JsGY4Hc5n9yBXArwl931qgt7 RNS5wo6Cf0h4QyQ5v-65YG])
QRO _FDW2QvzgY3680Q0MicAtaSqzs8KJIZgnYb9c7d0zgdAZHzu6gMQVRL5hajrnln91CbOpbISDO8gNLyrdkt-bF
TWhAT4vMQFh6WeZuOfM41Fd2NcRwr3XPksINHaQ-G xBniIgbwOLsljF44-csFCur-kEgU8awapJzKngDKgw",

"e":"AQAB",

"d":"X4cTtedJY gnd4FYPsXB8rdXix5vwsglFLNSE3EaG6RJOVH-HLLKDOM7dx5007GURknchnrRweUkC7hT5£JLMO
WOFAKNLWY2vv7B6NgXSzUvxT0 YSfqijwp3RTz1BaCxWp4doFk5N208Gy nHNKroADIkJ46pRUohsXywbReAdYa
MwFs9tv8d cPVY3i07a3t8MN6TNwmO0dSawm9v47UiC138k521G7x0]jPLudsbglU2jx4IBTNBznbJSzFHK66]T8b
gkugsk0GjskDJk19Z4gwijwbsnn4j2WBii3RL-Us21GVkY8fkFzmelz0HbIkfz0Y6mgnOYtgc0X4jfcKoAC8Q",

"p":"831-7TIVMGXoMXCskv73TKr8637F107227zv807] 6pbWUQyLPOBOxtPVNwD20R-60eTDmD2ujnMt5PogMrm8RE
mNhVWDt § jMmCM] OpSXicFHI 7X0uvVIYQyqVWIWEh6AN36GVZYk93N8BcOvY41xy8BIRZZzOGVQzZXVNEVvN700nVbfs™,

"g":"3dfOR9cuYg-0S-mkFLzgItgMEfFzB2g3hWehMuGOoCugnb3vobLyumgjVZzQ01ldIrdwgTnCdpYzBcOfW5r370
AFXJiWft NGEiovonizhKpo9VVS78TzFgxkIdrecRezsZ-1kYd slgDbxtkDEgfAITAGILUnADun4vIcboyelxk",

"dp":"G4sPXkc6Ya9y8oJW9 ILjd4xuppullzi H7VTkS8xj5SdX3coEloimYwxIiZemTAue0UOa5dpgFGyBJ4c8tQ
2VF402XRugKDTP8akYhFo5tAA77Qe NmtuYZc3C3m3I24G2GVR5sSDxUyAN2zg8LEn9EUmMs6rY30b8YeiKkTiBj0",

"dg":"s91AH9fggBsoFR80ac2R E2gw282rT2kGOAhvI11ETElefrA6huUUvMEBcMpn8lgeWovzznYY5SSQF7pMdC
~agI3nG8IbplBUbO0JUiraRNgUELhcQb d9GF4Dh7e74WbRsobRonujTYN1xCaP6TO61JvWrX-L18txXw4940Q cgk",

"gi":"GyM p6JrXySizltoFgKbWV-JdI3jQ4ypu9rbMWx3rQJBfmtO0FoYzgUIZEVFEcOgwemRN81zoDAaa-BkOKWN
GDJjJHZDADmFhW3AN71I-puxk mHZGJ11lrxyR8055XLSe3SPmMREKwZI6yU24ZxvQKFYItdldUKGz06Ia6zTKhAVRU",

"kid":"2011-04-29"

}



Symmetric Key Example

{"kty" . "OCt",
"alg":"A128KW",
"k":"GawgguFyGrWKav /AX4VKUg"

}



Request for WG Action

* Request WG decision to:
— Adopt spec as WG draft

* (once rechartering is complete)

* Related decision:
— Should this spec be folded into JWK & JWA specs?
— The charter will allow us to, or to keep it separate



