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Documents:

SIS BESEE « draft-jones-jose-jws-json-

Signature serialization
JSON e http://tools.ietf.org/html/draft—

Jjones—jose—jwsS—Json-—

Serialization eriolisetion-04

JSON Web ¢ draft-jones-jose-jwe-json-

Encryption serialization
JSON e http://tools.ietf.orqg/html/draft—-

Jjones—jose—jwe—json-—

Serialization eriolizetion-04
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JSON Serialization Goals

JSON representation for JWS, JWE
values

Support multiple signatures/recipients

Use identical crypto operations as
compact (dot-separated) serializations




Design Methodology

Use JSON members for each JWS/JWE element

* (instead of separating them with ‘.” characters)

Use single JSON values for elements common to multiple
signatures/recipients

+ JWS Payload
« JWE Initialization Vector
« JWE Ciphertext

Use JSON arrays for elements specific to each signature/

recipient

« JWS Header, JWS Signature
« JWE Header, JWE Encrypted Key, JWE Integrity Value
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Specs Very Stable

Last change was to use an array theaders™+

of structures for per-recipient —“eydhblotfidFuz b0 T
values (Oct. 20, 2012) B e A
—siepatures—*f
At the request of the working ("recipients”: [
group {"header”:”eyJhbGci0iJSUZIINiJ9”,

“signature”:
“cC4hiUPo j9Eetdgtv3hF80EGrhuB__dzERatOXF9g2VtQgr9IPJbu3

mh7AAuHIm4Bh-0Qc_I|F5YKt_08W2Fp5jujGbds9uJdbF9CUA
KBYNX4BAynRFdiuB--f_nZLgrnbyTyWz075vRK5h6xBArLIA
b1L07Qe7K0GarZRmB_eSN9383Lc0OLn6_d0--xi12jzDwusC
c6Bf I 7no0PavhJ1phCnvWh61eYI2w9QOYEUipUTI8np6Lbg(
LIhWkWyw!VmtVrBpOigcN_loypGIUPQGe77Rw"},
{"header”:“eyJhbGciOiJFUzI1INiJ9”,

“signature”:
"DtEhU3IjbEg8L38VWAfU5quKAM6—Xx—F4GawxaemeFCngjwa5

| SApmWAxfKTUJqPP3-Kg6NU1Q™} ],
“payload”:
“eyJpc3MiOiJagb2UiLAOKICJIeHAiOjEzMDA4MTkz0ODAsDQogI

\ tcGxILmNvbS9pc19yb2901 jpOcnVIfQ”
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It's Time for WG Draft Status

Once rechartering is complete, it's time to add

these as working group documents

* Jo meet needs of use cases requiring multiple
signatures/recipients

Whether to combine these with JWS, JWE?

« Rechartering will allow us either option
« Simpler to first publish WG versions of existing docs

» Keeping them separate makes life easier for developers
who only need the Compact Serialization
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Headers from Example JWS-JS

{("alg":"RS256")

{("alg":"ES256"}
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Example JWS-JS

{"recipients": [
{"header" :"eyJhbGci101JSUzI1IN1J9",
"signature":

"cC4hiUPoj9Eetdgtv3hF80EGrhuB dzERat0XF9g2vVtQgr9PJbu3X01iZ]j5RZ
mh7AAuHIm4Bh-0Qc 1F5YKt O8W2Fp5jujGbds9uJdbFICUAr7tldnZcAcQjb
KBYNX4BAynRFdiuB--f nZLgrnbyTyWzO75vRK5h6xBArLIARNPvkS]tQBMHL
blL07Q0e7K0GarZRmB eSN9383LcOLn6o dO--x112jzDwusC-eOkHWEsQtFZES
c6BfI7noOPgvhdlphCnviwheIeYI2wO9QOYEUipUTI8npobLbgGY9Fs98rgVt5AX
LIhWkWywlVmtVrBpOigcN ToypGlUPQGe/7Rw" },

{"header" :"eyJhbGciOi1JFUzI1INiJ9",
"signature":

"DtEhU31]JbEg8L38VWAfUAOYKAMb6-Xx-F4GawxaepmXFCgfT)jDxwbdjxLa8IS
1SApmWQOx fKTUJqPP3-Kg6NU1Q"} 1,

"payload":
"eyJpc3Mi101Jgb2Ui1LAOKICJ1leHA10JEzZzMDA4MTkzODAsDQogImhOdHAG6LYy91eGFEF
tcGx1ILmNvbSO9pcl9yb290Ijp0cnV1EQ"
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Headers from Example JWE-JS

{("alg":"RSAl 5","enc":"A128CBC+HS256"}

{"alg":"RSA-OAEP", "enc":"A128CBC+HS256" )
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Example JWE-JS

{"recipients": [
{"header" :"eyJhbGciOiJSUOExXzUiLCJlbmMiOiJBMTI4Q0JDKOhTM3U2INO", |77
"encrypted key":
"O6AgXqgV1JJ4cd4lp5sXZd7bpGHAWO6ARKHUeXQOxD1cAW4-X1x0gtj ANOmukgE
014Y6UOWIXIJY9-GlELK-RQWrKH StR-AMOH7GpKmSE]ji8QYOcMOjr-u9HILt
_PBE1eG802SxWz0rbFTXRc]j4BWLxcpCtjUZ31AP-sc-L eCZ5UN10aSRNgFsk
uPkzRsFZRDJQgSSJeVOyJ7pZCQ83f1119Vgi 3R7XMUgluQuuc7ZHOWixid7jX
1BT1WRZ51FxaS8G6J8wUrd4BKggAw3gX5XoT fXQV1QZEOVmkg zQSTo5LnFKy
owoORcdsEuUNh9BOMkyt0ZQE1G-JGAtHW]jZSOA",
"integrity value":"RBGhYzE8 cZLHjJgqHuLhzbgWgL wV3LDSUrcbkOiIA"},
{"header" :"eyJhbGciOiJSUOEtTOFFUCIsImVuYyI6IkExXMjhDQkMrSFMyNTYifQ",
"encrypted key":
"myoFYZHErXG4gMVW19UrFOCFIwvOUudYrxTsRsOt6maTc3W8G1FgGVOIBSZve
BdZz21.gS42xta50XEwLYaocObUxt fHIH8VvMsjO-mBo7U%mp PkS9PgVIMkeEe
PLhzNLHOecg/nYT6AFr5sSt4WMOP ) SwHVQWtx43fZt4HvYaE vgeSrxdi8KADb
xbLzK -gqcYToH7cwOMZrT6SFcXgLXESuKpF0azSGQtUmoOMLICPOYPBecGLTO
PiveOH2awKZx0FkzPwi4JIJmOIvnAJ wVQQJIDVELwWO9SIoF801CQRHGyZ9rzDrr
GRkoYgm2jVz-x0BuFVQFa4zZNufudtiT8pQxKg",
"integrity value":"i45dXWFJjRKk805VtjIw 8igGgqlr9gPV7ULDLbnNAC Q"}],
"initialization vector":"AxY8DCtDaGlsbGljb3RozZQ",
"ciphertext":

"1eBWFgcrz40wC88cgv8rPgul3EfmClp4zTO0kIxxfSF2zDJcQ-1EHk1 JOMO5xAdr52"
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