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Federated identity in an EU context
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Mapping signature and federated identity
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Mapping signature and federated identity
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Signing service
Issuing certificates at signing time
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Provides the missing piece of information in certs in
these use cases

Allow the RP to map the subject identity in the cert
to be understood within the originating;

SAML attribute context, and;
SAMIL Authentication context

Allows the certificate subject identity to conform to
any cert profile or standard (e.g. RFC 3739).

Allows expression of implicit and explicit context
and mapping information.



» SEQUENCE of AuthenticationContext

» AuthenticationContext ::=

SEQUENCE
contextType (holds a URI identifier)
contextInfo (Optional XML data according to URI identifier)

» Works very similar to SAML AuthnContextClassRef
and AuthnContextDecl:

contextType URI identifies an XML Schema for providing
contextInfo

A contextInfo is optional allowing declaration of implicit rules
by ID.



» The draft provides one contextType for SAML based
authentication contexts.

» Holds 2 elements:

AuthContextInfo

Holding info about a SAML Authentication instant

o IdP, Date and Time, Assertion Ref, LoA, Verifier
IdAttributes

Mapping information for present cert attributes and name forms

o Cert name type

o Cert name ref (Attribute OID, SAN type)

o SAML attribute



Example - AuthContextInfo
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Example — Mapping info
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Example — Just mapping. No attr vals

O




O

Swedish National Signing Service

https://eid2cssp.3xasecurity.com/login/




Questions

O

Stefan Santesson

sts@aaa-sec.com




