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Abstract:

This document identifies use cases, derived functional capabilities,
and requirements needed to provide a foundation for creating
interoperable automation tools and continuous monitoring solutions
that provide visibility into the state of endpoints, user activities,
and network behavior. Stakeholders will be able to use these tools
to aggregate and analyze relevant security and operational data to
understand the organizations security posture, quantify business
risk, and make informed decisions that support organizational
objectives while protecting critical information. Organizations will
be able to use these tools to augment and automate information
sharing activities to collaborate with partners to identify and
mitigate threats. Other automation tools will be able to integrate
with these capabilities to enforce policies based on human decisions
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to harden systems, prevent misuse and reduce the overall attack :

surface.

Abstract has been updated
to reflect altered scope.




Frame Of Reference

Overall Problem Domain

____________

Operational Risk Management

Information Risk Management

Control Frameworks
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A refresher from our
Atlanta BokF...
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Information Risk Management
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Control Frameworks

Subdomain Area of Concentration



Plan and Organize

Improve and Adapt
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Use Case focus has
changed slightly for UC1
and UC2, but pretty much
the same.

ucCs
Security Control
Verification and
Monitoring

UC1
Endpoint Posture
Assessment

Enforcement of
Acceptable State

Continuous
assessment of the
implementation and
effectiveness of
security controls
based on machine
processable content.

Allow or deny access
to a desired resource
based on system
characteristics
compliance with
enterprise policy.

Assess security state
of a given system to
be in compliance with
enterprise standards
and, therefore, ensure
alignment with
enterprise policy



Possibly change "Asset
Management" to "Asset
Scoping”
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Streamlined the functional

capabilities supporting Assessment
UC2. Query and
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Streamlined the functional
capabilities supporting
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Open Issues:

1. Are updated use cases sufficiently narrow?

2. Are updated use cases aligned with draft charter?

3. Thoughts around renaming "Asset Management" to "Asset Scoping"?




