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Abst ract

This meno docunents a GRE fragnmentation strategy that has been

i mpl ement ed by nmany vendors and depl oyed in many networks. It was
witten so that a) inplenentors will be aware of best common practice
and b) those who rely on GRE will understand how i npl enent ati ons
work. The scope of this nmeno is linmted to point-to-point GRE
tunnels. Al other tunnel types are beyond the scope of this neno.

Requi rement s Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
Status of This Menp

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Decenber 24, 2013.
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1. Introduction

Provi sions and are provided wi thout warranty as

OCOOWOWOWOWOOONNNOOOOITUITWWN

Generic Routing Encapsul ation (GRE) [ RFC2784] can be used to carry
any network | ayer protocol over any network | ayer protocol.
been i npl enented by nmany vendors and is wi dely deployed on the

| nt er net.

[ RFC2784], by
fragment ati on.
devel oped i npl

GRE has

desi gn, does not describe procedures that affect
Lacki ng gui dance fromthe specification, vendors have

enent ati on-specific fragnentation strategies.

For the

nost part, devices inplenenting one fragnentation strategy can

interoperate with devices that
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strategy. Operational experience has denonstrated the relative
merits of each strategy. Section 3 of [RFC4459] describes four
fragmentation strategies and evaluates the relative nmerits of each

This meno docunents a GRE fragnentation strategy that has been

i mpl emrent ed by nmany vendors and deployed in many networks. It was
witten so that a) inplenentors will be aware of best conmon practice
and b) those who rely on GRE will understand how i npl enent ati ons
work. The scope of this menp is linmted to point-to-point GRE
tunnels. Al other tunnel types are beyond the scope of this neno.

This meno specifies requirenents beyond those stated in [ RFC2784].
However, it does not update [ RFC2784]. Therefore, a GRE

i mpl ementati on can be conpliant with [RFC2784] wi t hout satisfying the
requirenents of this meno.

1.1. How To Use Thi s Docunent

This neno is presented in sections. Section 2 reviews four
fragmentation strategies presented in [ RFC4459] and provi des an
overvi ew the strategy described herein.

Section 3 defines generic requirenents for GRE ingress routers.
These include conpliance with the specifications of [RFC2784] and
Tunnel MIU Estinmation and Di scovery.

Section 4 defines procedures affecting generation of the GRE delivery
header. It is divided into two subsections. Section 4.1 is
appl i cabl e when CGRE is delivered over |Pv4 [ RFCO791] and Section 4.2
is applicable when GRE is delivered over |Pv6 [ RFC2460].

Section 5 defines procedures for handling payl oads that are so |arge
that they cannot be forwarded through the GRE tunnel w thout
fragmentation. Section 5.1 is applicable when the payload is |Pv4,
Section 5.2 is applicable when the payload is I Pv6 and Section 5.3 is
applicable with the payload is MPLS

Section 6 discusses | ANA considerations and Section 7 di scusses
security considerations.

1.2. Termnol ogy
The following terns are specific to CRE and are taken from [ RFC2784]:
0 GCRE delivery header - an IPv4 or |1 Pv6 header whose source address
is that of the GRE ingress and whose destination address is that

of the GRE egress. The GRE delivery header encapsul ates a GRE
header .
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(o]

GRE header - the GRE protocol header. The GRE header is
encapsul ated in the GRE delivery header and encapsul ates GRE
payl oad.

GRE payl oad - a network |ayer packet that is encapsul ated by the
GRE header. The GRE payl oad can be IPv4, | Pv6 or MPLS

Procedures for encapsulating IPv4 and |Pv6 in GRE are described in
[ RFC2784]. Procedures for encapsulating MPLS in GRE are descri bed
in [RFC4023]. While other protocols nmay be delivered over GRE
they are beyond the scope of this docunent.

GRE payl oad header - the IPv4, 1Pv6 or MPLS header of the GRE
payl oad

GRE overhead - the combined size of the CGRE delivery header and
the GRE header, neasured in octets

The following terns are specific MU di scovery:

0

link MU (LMIU) - the maxi mumtransm ssion unit, i.e., maxi num
packet size in octets, that can be conveyed over a link. LMUis
a unidirectional netric. A bidirectional link nmay be

characterized by one LMIU in the forward direction and anot her MIU
in the reverse direction

path MU (PMru) - the mnimum LMIU of all the links in a path

bet ween a source node and a destination node. |If the source and
destination node are connected through an equal cost nultipath
(ECVMP), the PMIU is equal to the m nimum LMIU of all 1inks

contributing to the multipath.

tunnel MIU (TMIU) - the nmaxi mumtransm ssion unit, i.e., maxinmm
packet size in octets, that can be conveyed over a GRE tunne

wi thout fragnentation. The TMIU is equal to the PMIU associ at ed
with the path between the tunnel ingress and the tunnel egress,
nm nus the CRE overhead

Path MIU Di scovery (PMIUD) - A procedure for dynamically

di scovering the PMIU between two nodes on the Internet. PMIUD
procedures rely on a router’s ability to deliver |ICVWP feedback to
the host that originated a packet. PMIUD procedures for |Pv4 are
defined in [ RFC1191]. PMIUD procedures for I Pv6 are defined in

[ RFC1981] .

Packeti zati on Layer MIU Di scovery (PLMIUD) - An extension of PMIUD
that is designed to operate correctly in the absence of | CW
feedback froma router to the host that originated a packet.
PLMTUD procedures are defined in [ RFC4821]
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The following terns are introduced by this nmeno:
o fragnmentable packet - all |IPv4 packets with DF-bit equal to O

o non-fragnentable packet - all |1Pv4 packets with DFbit equal to 1.
Al so, for the purposes of this docunent, all |IPv6 packets are
consi dered to be non-fragmentabl e.

2. Candidate Strategies and Strategic Overview
2.1. Candidate Strategies

Section 3 of [RFC4459] identifies the follow ng tunnel fragnentation
strat egi es:

1. Fragnentation and Reassenbly by the Tunnel Endpoints
2. Signalling the Lower MIU to the Sources

3. Encapsulate Only When There is Free MIU

4. Fragnentation of the I nner Packet

In Strategy 1, the tunnel ingress router encapsulates the entire

payl oad, w thout fragnmentation, into a single GRE-delivery packet.

It then fowards the GRE-delivery packet in the direction of the
tunnel egress. |If the CGRE-delivery packet exceeds the LMIU of any
link along the path to the tunnel egress, the router directly
upstream of that link fragnments it. The tunnel egress router
reassenbl es the GRE-delivery packet, de-encapsul ates its payl oad, and
processes the payl oad appropriately.

In Strategy 2, the tunnel ingress router perforns PMIUD procedures or
sonme variant thereof (e.g., PLMIUD). Wen the tunnel ingress router
receives a non-fragnentable | Pv4 packet so large that it cannot be
forwarded through the tunnel, it discards the packet and sends an

| CMPv4 [ RFCO792] Destination Unreachabl e message to the packet
source, with type equal to 4 (fragnentation needed and DF set). The
| CMP Destination Unreachabl e message contains a Next-hop MU (as
specified by [RFC1191]) and the next-hop MU is equal to the TMIU
associated with the tunnel. |f the | CWv4 nessage reaches the packet
source, and if the packet source executes PMIUD procedures, the
packet source adjusts its PMIU for the packet destination and enits
subsequent packets with size |less than the TMIU

In Strategy 3, the network is engineered so that all network ingress

Iinks have LMIU | ess than the TMIU of any tunnel contained by the
network. In this case, all packets entering the network are snall
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enough to be forwarded through any tunnel contained by the network,
wi t hout fragmentation. The entire issue is thus avoided.

In Strategy 4, the tunnel ingress router perforns PMIUD procedures or
some variant thereof (e.g., PLMIUD). Wen the tunnel ingress router
receives a fragnentabl e | Pv4 packet so large that it cannot be
forwarded through the tunnel wi thout fragnmentation, it fragments the
payl oad and encapsul ates each payl oad fragment in to a conplete,
separate GRE-delivery packet. It forwards those conplete packets to
the tunnel egress router which de-encapsul ates them and forwards each
payl oad fragnent, individually and without re-assenbly, to the

payl oad destination. The payl oad destination reassenbl es packet.

Strategy 3 is attractive because it avoids fragnmentation. However,
net wor ks cannot al ways be designed to neet the requirenents of
Strategy 3. Wen this is the case, Strategies 1, 2 and 4 becone
appl i cabl e.

Strategy 2 is also attractive, because it avoids fragnmentation
However, Strategy 2 requires the payl oad source and the tunnel egress
to execute PMIUD procedures. PMIUD procedures require | CVMP feedback
from downstreamrouters and fail when the network bl ocks required

| CMP nessages. Therefore, Strategy 2 can cause bl ackholing in

net wor ks that block | CWP

Strategy 1 is an attractive alternative to Strategy 1, because it
does not rely on PMIUD. However, Strategy 1 may not be feasible in
many operational environnents because it assigns the task of
reassenbly to the tunnel egress router. Wen the tunnel supports
hi gh data rates, reassenbly at the tunnel egress is not cost-
effective.

Strategy 4 noves the task of packet reassenmbly fromthe tunnel egress
to the payl oad destination. However, it is applicable only when the
payl oad is fragnentable. Furthernore, it requires the tunnel ingress
router to perform PMIUD procedures and fails when the network bl ocks
| CMP nmessages fromtunnel interior to the tunnel ingress.

2.2. Strategic Overview

The fragnentation strategy described herein, has two npdes of
operation. The default node resenbles Strategies 2 and 4, above.
When a GRE ingress router runs in the default node, and it receives a
non-fragment abl e packet that is too large to forward through the

tunnel, it behaves as described in Strategy 2, above. When the it
receives a fragnentabl e packet that is too large to forward through
the tunnel, it behaves as described in Strategy 4, above. |In neither

case will the GRE ingress router fragment the GRE-delivery packet.
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When GRE is delivered over IPv4, the DF-bit on the delivery header is
al ways set to 1 (Don't Fragnent).

Default node operation is desirable with the followi ng conditions are
true:

o the payl oad source supports PMIUD procedures
o the tunnel ingress supports PMIUD procedures
o the network does not block | CMP nessages required by PMIuD

Real i zi ng that some devices do not support PMIUD and that sone
networ ks indiscrimnately block | CMP nmessages, the fragnmentation
strategy described herein includes a non-default node, which

i ncorporates sone characteristics of Strategy 1, above.

When a GRE ingress router runs in the non-default node, and it
receives a non-fragnmentabl e packet that is too large to forward
through the tunnel, it behaves as described in Strategy 2, above.
When the it receives a fragnentabl e packet that is too large to
forward through the tunnel, it behaves as described in Strategy 4,
above. In neither case will the GRE ingress router fragnent the CGRE-
delivery packet. In this respect, the default and non-default nodes
are identical to one another.

However, if the ingress router delivers fragnentable payl oad over
IPv4, it copies the DF-bit value fromthe payl oad header to the
delivery header. Therefore, the GRE delivery packet may be
fragmented by any router between the GRE ingress and egress. Wen
this occurs, the GRE delivery packet is reassenbled by the GRE

egr ess.

The non-default node of operation is desirable in sone scenarios
where networks bl ock | CMP nessages required by PMIUD.

3. Generic Requirements for GRE Ingress Routers

This section defines procedures that all GRE ingress routers nust
execute.

3.1. GCenera

| mpl enent ati ons MUST satisfy all of the requirenents stated in
[ RFC2784] .

3.2. Tunnel MIU (TMIU) Estimation and Di scovery
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4.

1.

I mpl ement ati ons MUST maintain a running TMIU estimate. The TMIU
associated with a tunnel MJUST NOI, at any time, be greater than the
LMIU associ ated with the next-hop towards the tunnel egress mnus the
GRE over head.

I mpl enent ati ons SHOULD execute either PMIUD or PLMIUD procedures to
further refine their TMIU estimate. |If they do so, they MJST set the
TMIU to a value that is less than or equal to the di scovered PMIU

m nus the CRE over head.

However, if an inplenentation supports PMIUD or PLMIUD for GRE
tunnels, it MJST include a configuration option that disables those
procedures. This configuration option nmay be required to nmitigate
certain denial of service attacks (see Section 7). Wen PMIUD is

di sabl ed, the TMIU MUST be set to a value that is |less than or equa
to the LMIU associated with the next-hop towards tunnel egress, mnus
t he CGRE over head.

The ingress router’s TMIU estimate will not always reflect the actua
TMIU. It is only an estimate. Wen the TMIU associated with a
tunnel changes, the tunnel ingress router will not discover that
change i mediately. Likewise, if the ingress router perforns PMIUD
procedures and tunnel interior routers cannot deliver | CWP feedback
to the tunnel ingress, TMIU estinates may be inaccurate.

Procedures Affecting The CGRE Deliver Header

This section defines procedures that GRE ingress routers execute
whi |l e generating the GRE delivery header.

Tunnel i ng GRE Over | Pv4

By default, the GRE ingress router MJST set the DF-bit in the
delivery header to 1 (Don't Fragnent). Also, by default, the GRE

i ngress router MUST NOT enmit a delivery header with M—bit equal to 1
(More Fragnents) or Offset greater than O.

However, the GRE ingress router MJST support a configuration option
that invokes the foll ow ng behavior

o0 when the GRE payload is I Pv6, the DF-bit on the delivery header is
set to O (Fragnents All owed)

0 when the GRE payload is IPv4, the DF-bit value is copied fromthe
payl oad header to the delivery header

When the DF-bit on the delivery header is set to 0, the GRE delivery
packet nmay be fragnmented by any router between the GRE i ngress and
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egress and the GRE delivery packet will be reassenbled by the GRE
egr ess.

4.2. Tunneling GRE Over |Pv6

The GRE ingress router MJUST NOT enit a delivery header containing a
fragment header.

5. Procedures Affecting the GRE Payoad

This section defines procedures that GRE ingress routers execute when
they receive a packet a) whose next-hop is a GRE tunnel and b) whose
size is greater than the TMIU associated with that tunnel

5.1. I Pv4 Payl oads

If the payload is non-fragnentable, the GRE ingress router MJST

di scard the packet and send an | CMPv4 Destination Unreachabl e nessage
to the payload source, with type equal to 4 (fragnmentation needed and
DF set). The I CWP Destination Unreachabl e nmessage MJST contain an
Next - hop MIU (as specified by [RFC1191]) and the next-hop MU MIST be
equal to the TMIU associated with the tunnel

If the payload is fragmentable, the GRE ingress router MJST fragnent
t he payl oad and subnit each fragnent to GRE tunnel. Therefore, the
GRE egress router will receive conplete, non-fragnented packets,
contai ni ng fragmented payl oads. The GRE egress router will forward
the payload fragnents to their ultimate destination where they wll
be reassenbl ed.

5.2. I Pv6 Payl oads
The GRE ingress router MJST discard the packet and send an | CMPv6
[ RFC4443] Packet Too Big nessage to the payload source. The MIU
specified in the Packet Too Big nessage MJUST be equal to the TMIU
associ ated with the tunnel

5.3. MPLS Payl oads
The GRE ingress router MJST discard the packet. As it is inpossible
toreliably identify the payl oad source, the GRE i ngress router MJST
NOT attenpt to send an | CVMPv4 Destination Unreachabl e message or an
| CMPv6 Packet Too Bi g nessage to the payl oad source.

6. | ANA Consi derations

Thi s docunent nakes no request of | ANA
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7.

9.

9.

Security Considerations

PMIU Di scovery is vulnerable to two denial of service attacks (see
Section 8 of [RFC1191] for details). Both attacks are based upon on
a malicious party sending forged | CMPv4 Desti nation Unreachabl e or

| CMPv6 Packet Too Big nmessages to a host. In the first attack, the
forged nessage indicates an inordinately small PMIU. I n the second
attack, the forged nessage indicates an inordinately large MIU. In

bot h cases, throughput is adversely affected. On order to nmitigate
such attacks, GRE inplenentations MJST include a configuration option
to di sable PMIU di scovery on GRE tunnels. Also, they MAY include a
configuration option that conditions the behavior of PMIUD to
establish a nini rum PMIU.
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