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Abst ract

Thi s docunment provides a framework for comunicating information

el ements (a.k.a. netadata) in a consistent nanner between
applications and the network to provide better visibility of
application flows, thereby enabling differentiated treatnent of those
flows. These information el enents can be conveyed using various
signaling protocols, including PCP, RSVP, and STUN
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Thi s docunent provides a framework for conmunicating information
elements (a.k.a. netadata) in a consistent nanner between
applications and the network to provide better visibility of
application flows, thereby enabling differentiated treatnent of those
flows. These infornmation el enents can be conveyed using various
signaling protocols, including PCP, RSVP, and STUN

The framework is built around the definition of four key conmponents:
1. A set of application independent infornmation elenents (IEs)

2. An encoding of these IEs that is independent of the signaling
prot ocol used as transport

3. Usages of these IEs to support various transactional semantics

4. A nmapping of one of nore to these usages to an initial set of
signaling protocols, including PCP, RSVP, and STUN

This docunment defines an initial set of IEs, a set of encoding rules,
and initial usage nodel. The actual encoding is defined in

[1-D. choukir-tsvwg-fl ow net adat a- encodi ng]. Additional docunents
define the mapping to specific signaling protocols (e.g. RSVP

[I-D. zanfir-tsvwg-fl ow netadata-rsvp], STUN
[1-D.martinsen-nmusic-malice], and PCP [I|-D.w ng-pcp-fl owdat a] )

Backgr ound
This section provides background on the notivation for the framework.

Identification and treatnent of application flows are critical for
the successful deploynent and operation of applications based on a
wi de range of signaling protocols. Historically, this functionality
has been acconplished to the extent possible using heuristics, which
i nspect and infer flow characteristics.

Heuristics may be based on port ranges, |P subnetting, or deep packet
i nspection (DPl), e.g. application |level gateway (ALG. Port based
solutions suffer fromport overloading and inconsistent port usage.

| P subnetting solutions are error prone and result in network
managenent hassle. DPl is conputationally expensive and becones a
chal l enge with the wi der adoption of encrypted signaling and secured
traffic. An additional drawback of DPlI is that the resulting
insights are not avail able, or need to be reconputed, at network
nodes further down the application flow path.

The proposed solution allows applications to explicitly signal their
flow characteristics to the network. It also provides network nodes
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with visibility of the application flow characteristics and enabl es
themto contribute to the flow description. The resulting flow
description may be comuni cated as feedback fromthe network to
appl i cations.

2.1. Deep packet inspection
2.1.1. Benefits

Deep Packet Inspection (DPl) and other traffic observation nethods
(such as perfornance nonitoring) are successfully being used for two
type of workfl ows:

1. Provide network operators with visibility into traffic for
troubl eshooti ng, capacity planning, accounting and billing and
other off network workflows. This is done by exporting observed
traffic analysis via protocol such as | PFI X and SNWP

2. Provide differentiated network services for the traffic according
to network operator defined rule sets, including policing and

shaping of traffic, providing adm ssion control, inpacting
routing, permtting passage of traffic (e.g. firewall functions),
etc.

Note: For the context of this docunment, we consider that DPlI starts
as early into packets as using ACLs with UDP/ TCP port nunbers to
classify traffic.

2.1.2. Limtation

These two workflows, visibility and differentiated network services,
are critical in many networks. However, their reliance on inspection
and observation limts the ability to enable these workfl ows nore

wi del y.

o Sinple observation based classification, especially ones relying
on TCP/UDP, ports often result in incorrect results due to port
overloading (i.e. ports used by applications other than those
claimng the port with | ANA)

o Mre and nore traffic is encrypted, rendering deep packet
i nspection inpossible or nuch nore conplex (e.g. needing to share
encryption keys with network equi pnent).

0 (bservation generally requires inspecting the control and
signaling traffic of applications. This traffic may flow through
a different network path than the actual application data traffic.
Impacting the traffic behavior is ineffective in those scenari os.
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2

2

0 Observation of control, signaling and data traffic with DPl will
in general result in less insight into the applications intent
than if the application was explicitly signaling its intent to the
net wor K.

0 Wthout explicit desire by the application to signal its intent to
the network, it will also not consider to explicitly provide
aut hentication to the network. DPlI mechani sm have a nore
difficult job in analyzing application traffic when authentication
mechani sns are in use (if they even can)

0 Wthout explicit involvenent of the application, network services
| everaging DPI traffic classification inpact the application
behavi or by inpacting its traffic, but cannot provide explicit
feedback to the application in the form of signaling.

Explicit signaling nmethods

There are a variety of existing and evol ving signaling options that
can provide explicit application to network signaling and serve the
visibility and differentiated network services workfl ows where DPl is
currently being used. It seens clear that there will be no single
one-protocol -fits-all solution. Every protocol is currently defined
inits own silo, creating duplicate or inconsistent information
model s. This results in duplicate work, nore operational complexity
and an inability to easily convert information between protocols to
easily |l everage the best protocol option for each specific use case.
Exanpl es of existing signaling options include the follow ng:

0 RSVP is the original on path signaling protocol standardized by

the 1ETF. It operates on path out-of-band and coul d support any
transport protocol traffic (it currently supports TCP and UDP).
Its original goal was to provide adm ssion control. Arguably, its

success was inpacted by its reliance on router-alert because this
often | eads to RSVP packets being filtered by intervening
networks. To date, nore |ightweight signaling workflows utilizing
RSVP have not been standardi zed within the | ETF.

0 NSIS (next Steps in Signaling) is the next iteration of RSVP-like
signaling defined by the IETF. Because it focused on the sane
fundanent al wor kfl ow as RSVP adni ssion control as its main driver
and because it did not provide significant enough use-case
benefits over RSVP, it has seen even | ess adoption than RSVP

o STUN is an on path, in-band signaling protocol that could easily
be extended to provide signaling to on path network devices
because it provides an easily inspected packet signature, at |east
for transport protocols such as UDP and SCTP. Through its
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3.

3.

3.

extensions TURN and ICE, it is becoming quite popular in
application signaling driven by the initial use-case of
automatically opening up firewall pinholes and determning the
best | ocal and renote addresses for peer-to-peer connectivity
(1CE)

0o PCP is a protocol designed to support use cases simlar to UPnP
firewall traversal. It also can easily be extended to provide
nmore generic application to network signaling for traffic flows.
Unlike the prior protocols, it is not neant to be used on path
end-to-end but rather independently on one "edge" of a traffic
flow It is therefore an attractive alternative (albeit with
chal | enges under path redundancy) because it allows the
i ntroduction of application to network signaling without relying
on the renote peer. This is especially useful in multi-domain
conmmuni cati ons.

0o In addition to these, depending on the devices where it is
performed, different degrees of DPI nay be used to achieve
explicit signaling. For exanple, inspection of HITTP connections
is often viable in high-touch network devices. Such inspection
may provide explicit signaling if the application purposely keeps
or inserts information elenents that are nmeant to be signaled to
the network in the clear, or knowi ngly uses an encryption schene
shared with the network.

Rat her than encourage i ndependent, protocol specific solutions to
this problem this docunment provides a protocol and application

i ndependent franework that can be applied in a consistent fashion
across the various protocols.

Pr oposed framewor k
1. Overview
The proposed franmework includes the follow ng el enents:

1.1. Conmon, application independent, |PFIX registered, information
el ement s

An application nedia flow my be expressed as a set of information

el ements that are defined and registered |ike observation-based | PFI X
attributes. W propose leveraging | PFl X as the information nodel

(not necessarily as the transport signaling) for the foll ow ng
reasons:

0 As outlined above, export of traffic information is one of the two
big workflows. [|PFIX is arguably the nost flexible, extensible

Eckert, et al. Expi res January 16, 2014 [ Page 6]



Internet-DraftFramework for Signaling Flow Characteristics July 2013

and best defined option for this. Leveraging the same information
nmodel for flow characteristics facilitates export of this
information via | PFIX

o IPFIX allows for |ETF/ I ANA standardized i nformation el enents, but
al so for unanbi guous vendor-defined attributes by including the
so-called PEN (Private Enterprise Number) into the infornmation
el ement type. Note that |IPFIX has ongoing work to better
di ssem nate vendor specific registration of attributes. The
framewor k defined here expects to be able to | everage the output
of that work

3.1.2. Cross-protocol information el enent encoding rules

The majority of the protocols listed previously (RSVP, NSIS, STUN
ICE, PCP) require (or favor) conpact binary encoding of information
elements. This is natively supported by the information el enent
regi stration of |PFIX

The I PFI X regi stry defines each information el ement’s data-type, and
there is a native binary network encoding for each of these types.

At a mininmum every protocol |everaging common information el enents
woul d need to use an encoding that identifies the information
element’s PEN and | E-I1 D, and that |everages network standard binary
encodi ng of the value including the length of the value. Including
the length of the value into the encoding is required for
extensibility because otherwi se new information el enments could not be
i ntroduced without first having all network devices know the data-
type, and therefore the length, of the information el enent.
Leveragi ng network standard binary encoding is equally inportant to
permit network el enents to propagate information el enents from one
protocol to another protocol wthout understanding the information
el emrent s dat a-type.

In protocols that are not constrained to binary encoding, it is
nevert hel ess highly desirable to include the equivalent information
and therefore pernit propagati on between binary and non-bi nary
transport of information elenments w thout having to understand al

i nformati on el enents.

3.1.3. Anticipated Usage Mdels

The signaling of information el enents may be fromapplication to the
network or fromnetwork to application. Wen signaled within a given
protocol, the information elements may be interpreted independently
of that protocol, or it may be used in conbination with the given

pr ot ocol
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3.1.3.1. | nf or mat i ona

The nmost sinplistic usage nodel is one in which applications signa
informati on el enents describing their anticipated or existing flows
into the network along the path of those fl ows w thout expecting or
requi ring anything back fromthe network. Network elenments along the
flow path may or may not do sonmething with this infornmation.

This "informational" usage nodel enables network el ements al ong the
path to support the workflows traditionally perforned via DP
mechani sns, as described previously.

3.1.3.2. Advisory

Thi s usage nodel extends the "informational" usage in that the
application expects or requests sonme information back fromthe
network. Wth this usage, the sane infornmation elenents apply and
may be comuni cated by the application into the network, but the
application indicates its interest in receiving sone feedback.

Default values are defined for each information elenment to

unanbi guously support cases in which an application does not have a
valid value to communicate with the network; rather, it wants the
network to provide a value back to it in response. |In essence, this
all ows an application to ask a question and receive an answer from
the network. O course, a network el ement may provide simlar

f eedback for cases in which an application conmuni cated a non-defaul t
value as well. Network elenents may al so provide unsolicited

advi sory feedback.

In all cases, applications are not guaranteed to receive an answer or

any specific service fromthe network. In the event an answer is
provi ded, that answer is simlarly not a guarantee of any specific
service or treatnment by the network. It is to be interpreted as

advi sory only.

As nentioned previously, the same information elenments are used in
the signaling fromthe application to the network as well as fromthe
network to the application. The underlying transport protocol used
to carry the information elenents is expected to provide the
necessary request/response senmantics or sone other nechani sm by which
t he communi cation in both directions can be tied together
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3.1.3.3. Service Request

Thi s usage nodel extends the "advisory" usage to operate as an
explicit service request. Unlike the advisory usage, infornmation
el ements signalled by the application are interpreted by network
elements within the context of a service request, and information
el ements signalled by the network back to the application are
interpreted within the context of a response to that request.

As with the advisory usage, the sane information elenents are used in
the signaling fromthe application to the network as well as fromthe
network to the application. The underlying transport protocol used
to carry the information elenments is expected to provide the
necessary service request/response semanti cs.

3.1.4. Considerations for signaling of commobn infornation elenents
3.1.4.1. Proxy originated information

The goal of this framework is to enable applications to explicitly
signal conmon information el ements about their traffic flows and
optionally receive common infornmation elenments fromthe network as
feedback. Nevertheless, it is clear that broad adoption of such
technol ogy is inproved by enabling the use of proxies. The proxies
can provide or amend the flow description information in the absence
of Flow Metadata support by the application itself.

3.1.4.2. Authentication
Conmon i nformation el enents should provide for cryptographic
aut hentication by the sender. |In general the authentication provides
some formof identification of the sender and proves that the conmon
i nformati on el enents covered by the authentication were originated
from or approved by, that identity.

3.1.4.3. Common encodi ng
A compani on docunent [1-D. choukir-tsvwg-fl ow netadat a- encodi ng]
covers recomended encoding rules that take the foll owi ng aspects
into account:
0 Conpact binary encoding rul es

0 Signaling for both sent and received traffic flows

o0 Signaling of standard and vendor specific information el enents
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(o]

(0]

M ni m zes protocol specific definition required to add
i nformati onal or advisory conmon information elenents into
exi sting transactions

Signaling of feedback fromthe network
Identification of originator to support proxies and facilitate
mtigation between comon information el enents fromdifferent

originators

Signaling of authenticators

3.1.4.4. Usage Model to Protocol integration

There is a range of options for howthis framework is integrated with
a particular transport protocol. W describe two exanples we
consi der usef ul

3.1.4.4.1. Conmon transport informative integration

1.

A transport protocol signaling nmethod is defined to carry the
common encoded i nformation el enents at least in signaling from
application to network.

If the transport by itself does not already have a mechanismto
indicate a purely informative protocol transaction, then a
protocol specific indication for this is added.

In result, this integration achieves two option

1.

I nformati ve common information el enents can be sent from
application to network by using the protocol’s nmethod to indicate
the purely informational protocol transaction. This option
effectively | everages the protocol as transport for additiona
informative attribute based services w thout inpacting the
services and transactions of the protocol otherw se.

I nformative common information el enents can be sent al ongsi de an
exi sting protocol transaction. |In this case they may either be
ships in the night (triggering informative attribute based
services), or they may additionally be used by the policy rules
of the protocol transaction itself which could be advisory or
service request. All feedback of the transaction would stil

rely on protocol specific information el enent (conmon information
el ements only used from host to network).
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This integration is for exanple defined in [I-D. wi ng-pcp-fl owdata],
[I-D.zanfir-tsvwg-fl ow netadata-rsvp], and
[1-D. martinsen-nmusic-malice].

3.1.4.4.2. Common transport advisory integration

3.

3.

In addition to the conmon transport informative integration, the
transport encoding is extended to carry the comon transport
informati on el enent in feedback nmessages fromthe network to the host
[application. The nethod to indicate informative only transaction
when sending to the network is used to indicate advisory only
transacti on when signaling fromthe network

This option primarily enables informative and advi sory usage nodel s,
but it can equally interact with pre-existing service-request options
of the transport protocol and inpact advisory feedback or the service
request itself based on that interaction

2. Proposed conmon information el enents

2

The section defines an initial set of common infornation el enents.
These information elenents are intended to be added to the set of

| ANA standardi zed information el ements either by this or associated
docunents. Additional docunents are expected to define additiona
attributes that can use either | ANA or other vendor- PEN

Al'l information el enent definition nmust include the foll ow ng:

1. Default value to be provided by an application when it does not
have an informative value to provide to the network, but is
interested in receiving an advisory value of the attribute from
the network. |If no advisory feedback is requested, and no
informative value is known, the attribute may sinply not be sent.

2. Conflict resolution in the presence of different values for the
sane information element (e.g. two peers signaling information
el ements for both the upstream and downstreamdirection of a flow
include different values for the information el enent)

1. Bandwidth Attributes

3.2.1.1. Maxi nrum Bandwi dt h

This attribute is used to convey the nmaxi mum sustai ned bandw dth for
the flow. It is a 64 bit value and is specified in bits per second.

Default Value: O
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Conflict Resolution: Mninmumfor the set of non-default val ues
3.2.1.2. M ni mum Bandwi dt h

This attribute is used to convey the m ni nrum sustai ned bandw dth for
the flow. It is a 64 bit value and is specified in bits per second.
Not sending the M nimum Bandwi dth is equivalent to sending the sane
val ue as for ©Maxi num Bandwi dt h.

Default Value: O
Conflict Resolution: Mninmmof the set of non-default val ues

3.2.1. 3. Bandwi dt h Pool

This attribute is used to convey that the traffic dynam cally shares
bandwi dth with other traffic using the sane Bandwi dth Pool. Variable
length GUD (A obal Unique ID) of at |east 48 bits. The Maximum
Bandwi dth used by the pool is the |argest Maxi num Bandw dt h indi cated
by any nenber, the M ninum Bandwi dth of the Pool is the |argest

M ni rum Bandw dt h i ndi cated by any menber.

3.2.2. Traffic Class Attributes

3.2.2.1. RFC4594- DSCP
This attribute is used to convey the DSCP val ue appropriate for the
flow It is an 8 bit value. Values signaled are assuned to be in
conmpliance with [ RFC4594] or backward conpati bl e extensions thereof.
O her val ues are undefi ned.
Def aul t Val ue: Oxff
Conflict Resolution: thd

3.2.2.2. Traffic Oass Label (TCL)
The data type of this information elenent is a string. It carries
the Traffic C ass Label defined in
[I-D.ietf-nmusic-traffic-class-for-sdp]. Depending on the outcone of
that drafts standardization, the version carried as an information
el ement may be slightly expanded over the its definition for SDP.
The TCL is a structured string of the form
<cat egory>. <application>(.adjective)(.adjective)

category and application provide a base categorization of the traffic
class that attenpts to provide a sinplified and extensible, framework
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for the traffic class definitions in [ RFC4594]. These base
classifications can be refined with zero or nore adjectives.
Exanpl es of a TCL is "conversational . vi deo.avconf".

Default Value: Enpty string
Conflict Resolution: thd
3.2.3. Acceptable Path Attributes
3.2.3.1. Delay Tol erance

This attribute is used to convey the delay tol erance of an
application with respect to the associated flow. \When provided by a
network elenment, it indicates the delay tol erance expected of the
application with respect to the associated flow. It is a 16 bit
field defined in terms of milliseconds.

Def ault Value: 0

Conflict Resolution: For application to network, the m ni rumof the
set of non-default values. For network to application, the nmaxi mum
of the set of non-default val ues.

3.2.3.2. Loss Tol erance

This attribute is used to convey the loss tolerance of an application
with respect to the associated flow. Wen provided by a network
element, it indicates the |oss tol erance expected of the application
with respect to the associated flow It is a 16 bit field defined in
terns of hundredths of a percent of dropped packets (e.g. 5 == 0.05%
150 == 1.50% etc.)

Default Value: 0
Conflict Resolution: For application to network, the mni mumof the
set of non-default values. For network to application, the maxi mum
of the set of non-default val ues.

3.2.4. Application ldentification
Application identification is clearly one of the nore difficult
classification goals. The proposals included here are as of yet not

widely vetted

3.2.4.1. RFC 6759 style application identification
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[ RFC6759] defines the IPFIX IE-1Ds that pernmt both | ANA and vendor
specific application identification. Though defined for observation
(a.k.a.: DPlI), it could also be used with explicit signaling from
appl i cations.

Applications that use one of the protocols for which there is an | ANA
port allocation could explicitly indicate this port via the | ANA-L4
engine-id in their application to network signaling. This would
identify the application even if the application is not using the

| ANA assigned port for it. This covers cases in which applications
use ports other than registered, such as HITP servers runni ng on
other than 80, or when ports get nmapped due to PAT

To avoid collision with DPl exported | ANA-L4 classification, it is
necessary to assign a new engine-id for application-self assigned

| ANA-L4 classification (e.g. new engine-id for |ANA-L4-SELF-
ASSIGNED). If an application vendor has a PEN, the application can
use a PANA-L7-PEN classification with the PEN of the originating
application vendor. Likewise, if applications are in general made
avail able via "market" type reseller mechanism (comon in nobile
devi ce applications), then the application vendor could request an
application identification fromthe market owner and | everage the
mar ket owners PEN.

3.2.4.2. URL style application identification

One problemw th [ RFC6759] style application identification
especially non-1ANA regi stered ones is the conplexity in nmaking all
network el enents |learn the semantic of the nuneric encodi ng of e.qg.

t he PANA-L7-PEN information element in signaling protocols that only
use the numeric encoding of information elenents. The second probl em
may be to determ ne what PEN to use, because not every devel oper of
an application may be a conpany that has a PEN or otherw se woul d
intend to apply for one. Application identification via a URL
encoded string information elenent is a way to overcone both issues.
Today, alnost all applications have some DNS domain associated with
them t hrough which they are being marketed or that belongs to the
conpany devel opi ng the application. Therefore, one sinple form of
self assigned application identification is a new I PFI X information
el ement: Url Appld. The value of this infornation elenent is an
abbreviated URL of the followi ng form

<fqdn> / <app-name> /[ <version> | <other-details> ]
The idea is that the owner of <fqdn> (fully qualified domain nane) is
assi gni ng an <app-nanme>, and by signaling both <domai n-nanme> and

<app-nane>, this information el enent provides a self-identifying,
unanbi guous application identification
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Exanpl e:
exanpl e. com net wor k- enm ngs/ sdn-edition

A game publishing house or application market operator with the
domai n name exanple.comis initially allocating the Ul Appld

exanpl e. conf networ k-1 enmm ngs to that application. After 35 years, a
new variant of the game is rel eased, the SDN edition, and the app-
devel oper decides that it would best like to distinguish this
application variant by the above Url Appld exanpl e. com net wor k-

| enmi ngs/ sdn-edi tion

In general, different traffic flows within a single application
shoul d best not be distinguished via the Ul Appld, but instead rely
on attributes nore specifically targeted for that purpose (such as
the TrafficC assLabel). |If there is no adequate better attribute
defined, application devel opers may choose to use the other-details
section of the Ul Appld to distinguish flows within the sane
application.

Formal ly, the only requirenent against the Url Appld is that the fqdn
part is a DNS donmain owned by the assigner, and that the rest of the
string after the first / is as self explanatory as possible.

It should be noted that in the context of DPI, classification of web-
based application traffic is very often perforned by URL inspection
of HTTP traffic. This proposed intent based information el ement

| everages that nodel and nakes it usable where it can not be
currently used with just DPl: encrypted HTTP, non-HTTP applications,
HTTP applications with non-descriptive URLs, etc.
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