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Abst ract

The One-Way Active Measurenent Protocol (OMM) and the Two-Way
Active Measurenent Protocol (TWAMP) are used for perfornmance
monitoring in | P networks. Delay neasurenent is perforned in these
protocol s by using tinmestanped test packets. Sonme inplenentations use
har dwar e- based ti nestanpi ng engi nes that integrate the accurate
transm ssion tinmestanp into every outgoi ng OMM/ TWAMP t est packet
during transnission. Since these packets are transported over UDP,
the UDP checksum field is then updated to reflect this nodification.
Thi s docunent proposes to use the last 2 octets of every test packet
as a Checksum Trailer, allowi ng tinestanping engines to reflect the
checksum nodi fication in the last 2 octets rather than in the UDP
checksum fi el d. The behavior defined in this docunment is conpletely
i nteroperable with existing OMMY/ TWAMP i npl enent ati ons.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/lid-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htmi .

This Internet-Draft will expire on October 28, 2013.

M zrahi, T. Expi res Novenber 28, 2013 [ Page 1]



Internet-Draft OMMP and TWAMP Checksum Trai l er May 2013

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The One-Way Active Measurenent Protocol ([OMM]) and the Two- Wy
Active Measurenent Protocol ([TWAMP]) are used for perfornmance
monitoring in | P networks.

Del ay and delay variation are two of the metrics that OMM/ TWAMP can

measure. This nmeasurement is performed using timnmestanped test
packets.
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The accuracy of delay neasurenents relies on the tinmestanping nethod
and its inplementation. In order to facilitate accurate tinestanping,
an i npl enmentati on MAY use a hardware based tinestanpi ng engi ne, as
shown in Figure 1. In such cases, the OMM/ TWKAP packets are sent
and received by a software | ayer, whereas the tinestanping engine
nmodi fi es every outgoing test packet by incorporating its accurate
transmission tinme into the <Tinmestanp> field in the packet.

OWNAMP/ TWAMP- enabl ed Node
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Figure 1 Accurate Tinestanping in OMM/ TWAMP

OMMP/ TWAMP t est packets are transported over UDP. Wen the UDP

payl oad i s changed by an internediate entity such as the tinestanping
engi ne, the UDP Checksum field nust be updated to reflect the new
payl oad. When using UDP over |IPv4 ([UDP]), an internediate entity

t hat cannot update the val ue of the UDP checksum can assign a val ue
of zero to the checksumfield, causing the receiver to ignore the
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checksum field. UDP over IPv6, as defined in [IPv6], does not allow a
zero checksum and requires the UDP checksumfield to contain a
correct checksum of the UDP payl oad.

Since an internediate entity only nodifies a specific field in the
packet, i.e. the tinestanp field, the UDP checksum update can be
performed increnentally, using the concepts presented in [Checksun.

A simlar problemis addressed in Annex E of [I|EEE1588]. When the
Precision Tinme Protocol (PTP) is transported over |IPv6, two octets
are appended to the end of the PTP payload for UDP checksum updat es.
The val ue of these two octets can be updated by an internediate
entity, causing the value of the UDP checksumfield to remain
correct.

This docunent defines a simlar concept for [OMM] and [ TWAMP]
allowing internediate entities to update OMMP/ TWAMP test packets and
mai ntain the correctness of the UDP checksum by nodifying the |ast 2
octests of the packet.

The term Checksum Trailer is used throughout this docunent and refers
to the 2 octets at the end of the UDP payl oad, used for updating the
UDP checksum by internedi ate entities.

The usage of the Checksum Trailer can in sonme cases sinplify the

i mpl ementation, since if the packet data is processed in a seria
order, it is sinpler to first update the tinestanp field, and then
update the Checksum Trailer rather than to update the tinestanp and
then update the UDP checksum residing at the UDP header

Conventions used in this docunent

2. 1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ KEYWORDS] .

2.2. Abbreviations

NTP Net wor k Ti me Prot ocol
ONAMP One-Way Active Measurenent Protocol
PTP Preci sion Tine Protoco

TWAMP Two- Way Active Measurenent Protoco
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ubP User Dat agram Protoco
3. Using the UDP Checksum Trailer in OMM and TWAMP
3.1. Overview
The UDP Checksum Trailer is a two-octet trailer that is piggybacked

at the end of the test packet. It resides in the last 2 octests of
the UDP payl oad.

o e e oo +
| | Pv4 | | Pv6 Header |
e e e +
| UDP Header |
o mm e e e e e e e e e e e e +

ubP | packet |
Payl oad  +-----------------oe oo +
| | UDP Checksum Trailer (2 octets) |
Vv o mm e e e e e e e e e e e e +

Fi gure 2 Checksum Trailer in OMMY TWAMP Test Packet
3.2. OMMWP / TWAMP Test Packets with Checksum Trailer

The One-Way Active Measurenent Protocol [OMM], and the Two-Vay
Active Measurenent Protocol [TWAMP] both nake use of tinestanped test
packets. The formats of these packets are defined in [OMMP] and in

[ TWAMP] .

OMMP/ TWAMP t est packets are transported over UDP, either over |Pv4
or over |IPv6. This document applies to both OMM/ TWAMP over | Pv4 and
over | Pv6.

OMAMP/ TWAMP t est packets contain a Packet Padding field. This
docunent proposes to use the last 2 octests of the Packet Padding
field as the Checksum Trailer. In this case the Checksum Trailer is
al ways the last 2 octets of the UDP payload, and thus the trailer is
| ocated UDP Length - 2 octets after the beginning of the UDP header

Figure 3 illustrates the OMM test packet format including the UDP
checksumtrailer.
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Fi gure 3 Checksum Trailer in OMM Test Packets

Figure 4 illustrates the TWAMP test packet format including the UDP
checksumtrailer.
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Fi gure 4 Checksum Trailer in TWAMP Test Packets

The I ength of the Packet Padding field in test packets is announced
during the session initiation through the "Padding Length" field in
t he Request-Session nessage [OMMP], or in the Request-TW Session

[ TWAMP] .

When a Checksum Trailer is included, the "Padding Length" MJST
i nclude the Checksum Trailer.
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3.2.1. Transm ssion of OMNMMP/ TWAMP wi t h Checksum Trail er

The transmtter of an OMM/ TWAMP test packet MAY include a Checksum
Trailer field, incorporated in the last 2 octets of the Packet
Paddi ng.

A transmitter that includes a Checksum Trailer in its outgoing test
packets MJST include a Packet Padding in these packets, the | ength of
which is at |east 2 octets.

3.2.2. Internedi ate Updates of OMM/ TWAMP wi th Checksum Trail er

An internediate entity that receives and alters an OMM/ TWAMP t est
packet MAY alter the Checksum Trailer field in order to maintain the
correctness of the UDP checksum val ue.

3.2.3. Reception of OMM/ TWAMP wi th Checksum Trail er

Thi s docunent does not inpose new requirenments on the receiving end
of an OMMP/ TWAMP t est packet.

The UDP | ayer at the receiving end verifies the UDP Checksum of
recei ved test packets, and the OMM/ TWAMP | ayer SHOULD treat the
Checksum Trailer as part of the Packet Paddi ng.

3.3. Interoperability with Existing |nplenentations

The behavi or defined in this docunent does not inpose new

requi renents on the reception behavior of an OMM receiver or a
TWAMP reflector, since the existence of the checksumtrailer is
transparent fromthe perspective of the receiver/reflector. Thus, the
functionality described in this document allows interoperability with
exi sting inplenentations that conply to [ OMMP] or [ TWAMP].

3.4. Using the Checksum Trailer with or wi thout Authentication

When nmessage authentication is used, internediate entities that alter
test packets nust also re-conpute the Message Authentication Code
(MAC) accordingly. The MAC update typically requires the internediate
entity to store the packet, re-conpute its MAC, and then forward it.

Whi l e a Checksum Trailer MAY be used when authentication is enabl ed,
in practice the Checksum Trailer is nore useful in unauthenticated
nmode, allowing the internmediate entity to performserial processing
of the packet w thout storing-and-forwarding it.
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4. Security Considerations
Thi s docunment describes how the last two octests of a test packet can
be used for updating the checksum This concept is logically simlar
to an internediate node that directly nodifies the UDP Checksum
field, and thus does not present any new security inplications.
As described in Section 3.4. , the concept described in this docunent
is especially useful for unauthenticated node. However, this docunent
does not meke a statenment about the circunmstances in which
aut henti cation should or should not be used.

5. 1 ANA Consi derati ons
There are no | ANA actions required by this docunent.
RFC Editor: please delete this section before publication
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