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1. Introduction

Re- mar ki ng of Type-P Descriptor, i.e. change in value, night be
demonstration of intentional or errorneous behavior. Monitoring of
Type-P Descriptor can provide valuable information for network
operators. One-Way Active Measurenent Protocol [RFC4656] and Two- Wy
Active Measurenent Protocol [RFC5357] define negotiation of TypeP
Descriptor value that nust be used by Session-Sender and Session-
Refl ector. But there’'s not neans for Session-Sender to know whet her
Type-P Descriptor was received by Session-Reflector unchanged.

Opi onal nonitoring of Type-P Descriptor between Session-Sender and
Sessi on- Ref |l ector requires extensions to TWAMP [ RFC5357] that are
described in this docunent.

1.1. Conventions used in this docunent
1.1.1. Term nol ogy

DSCP: Differentiated Service Codepoint

| PPM | P Performance Measurenent

TWAMP: Two-Way Active Measuremmt Protoco

OMMP:  One-Vay Active Measurenment Protoco
1.1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119].

2. TWAMP Extensions

TWAMP connection establishment foll ows the procedure defined in
Section 3.1 of [RFC4656] and Section 3.1 of [RFC5357] where the Mbdes
field been used to identify and sel ect specific conmmunication
capabilities. At the sane tinme the Mddes field been recogni zed and
used as extension nmechani sm [ RFC6038]. The new feature requires new
bit position to identify the ability of a Session-Reflector to return
val ue of received Type-P Descriptor back to a Session-Sender, and to
support the new Session-Refl ector packet format in the TWAMP- Test
protocol. See the Section 3 for details on the assigned val ue and
bit position.
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2.1. Setting Up Connection to Mnitor Type-P Descriptor

The Server sets Type-P Descriptor Mnitoring flag in Mbdes field of
the Server Greeting message to indicate its capabilities and
willingness to nonitor Type-P. |If the Control-Cient agrees to

nmoni tor Type-P Descriptor on sonme or all test sessions invoked with
this control connection, it MJST set the Type-P Descriptor Monitoring
flag in Mbdes field in the Setup Response nessage.

2.2. TWAMP- Test Extension

Moni toring of Type-P Descriptor requires support by Session-Reflector
and changes format of its test packet format both in unauthenticated,
aut henti cated and encrypted nodes. Monitoring of Type-P Descriptor
does not alter Session-Sender test packet format but certain

consi derations nmust be taken when and if this node is accepted in
conbi nation with Symetrical Size node[ RFC6038].

2.2.1. Session-Reflector Packet Fornmat for Type-P Descriptor Mnitoring

When Sessi on- Refl ector supports Type-P Descriptor Mnitoring in MJST
construct Sender Type-P Descriptor for each test packet it sends to
Sessi on- Sender according to the follow ng procedure:

- first two bits MUST be the same as two first bits of Type-P
Descriptor field Request-Session control packet;

- remaining bits MIUST be copied fromreceived Session-Sender test
packet according to two first bits:

Section 3.5 in [ RFC5357] states that Type-P Descriptor capability
supported in TWAMP is to set Differentiated Services Codepoi nt (DSCP)
val ue, as defined in [ RFC2474]. Thus first two bits MJIST be set to
00. Then DSCP val ue copied into subsequent six bits. For a Session-
Sender, upon receiving reflected TWAMP-Test packet, If the first two
bits are not 00, then subsequent val ue should be ignored.

For unaut henti cat ed node:
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Figure 1. Session-Reflector test packet format with Type-P

Descriptor nonitoring in unauthenticated node

For authenticated and encrypted nodes:
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Figure 2: Session-Reflector test packet format with Type-P
Descriptor nonitoring in authenticated or encrypted nodes

2.2.2. Type-P Descriptor Mnitoring with RFC 6038 extensions
[ RFC6038] defined two extensions to TWAMP. First, to ensure that

Sessi on- Sender and Sessi on- Refl ect or exchange TWAMP- Test packets of
equal size. Second, to specify nunmber of octets to be reflected by

Hedin & M rsky Expi res Decenber 27, 2013 [ Page 6]



I nternet-Draft Type-P Descriptor Mnitoring in TWAMP June 2013

Session-Reflector. |f Type-P Descriptor nonitoring and Symmetri cal
Size and/or Reflects Octets npdes being negotiated between Server and
Control-Client in Unauthenticated node, then because Sender Type-P
Descriptor increases size of unauthenticated Session-Refl ector packet
by 4 octets the Padding Length val ue SHOULD be >= 31 octets to all ow
for the truncation process that TWAMP recomends in Section 4.2. 1 of
[ RFC5357] .
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Figure 3: Session-Sender test packet format with Type-P Descri ptor
moni toring and Symmetrical Test Packet in unauthenticated node
3. | ANA Consi derati ons
The TWAMP- Mbdes registry defined in [ RFC5618].

I ANA is requested to reserve a new Type-P Descriptor Mnitoring
Capability as foll ows:
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Tabl e 1: New Type-P Descriptor Monitoring Capability

4., Security Considerations

Moni toring of Type-P Descriptor does not appear to introduce any
additional security threat to hosts that conmunicate with TWAMP as
defined in [ RFC5357], and existing extensions [ RFC6038]. The
security considerations that apply to any active neasurenent of |ive
networks are relevant here as well. See the Security Considerations
sections in [ RFC4656] and [ RFC5357].
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