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Abst ract
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enabl e tunnel end-users, as well as operators, to neasure one-way and
two-way network performance. Unfortunately, however, standard |IP
performance neasurenent security nechani sns cannot be readily used
with I Psec. This docunment makes the case for enploying |IPsec to
protect the One-way and Two-Way Active Measurenent Protocols (O
TWAMP) and proposes a net hod which conbi nes | KEv2 and O TWAMP as
defined in RFC 4656 and RFC 5357, respectively. This specification
ains, on the one hand, to ensure that O TWAMP can be secured with the
best nmechani snms we have at our disposal today while, on the other
hand, it facilitates the applicability of O TWAMP to networks that
have al ready depl oyed | Psec.
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I nt roducti on

The One-way Active Measurenent Protocol (OMM) [RFC4656] and the
Two- Vay Active Measurenent Protocol (TWAMP) [RFC5357] can be used to
measur e networ k performance paraneters, such as |atency, bandwi dth
and packet |oss by sending probe packets and nonitoring their
experience in the network. 1In order to guarantee the accuracy of
net wor k measurenent results, security aspects nust be consi dered.

O herw se, attacks may occur and the authenticity of the measurenent
results may be violated. For exanple, if no protection is provided,
an adversary in the mddle may nodi fy packet tinestanps, thus
altering the neasurenent results.
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Crypt ographi c security nmechani sns, such as | Psec, have been
considered during the early stage of the specification of the two
active nmeasurenent protocols nentioned above. However, due to
several reasons, it was decided to avoid tying the devel opment and

depl oynent of O TWAMP to such security nmechanisns. |n practice, for
many networks, the issues listed in [ RFC4656], Sec. 6.6 with respect
to | Psec are still valid. However, we expect that in the near future
I Psec will be deployed in nany nore hosts and networks than today.

For exanple, IPsec tunnels may be used to secure wirel ess channels.
In this case, what we are interested in is neasuring network
performance specifically for the traffic carried by the tunnel, not

in general over the wireless channel. This docunment nekes the case
that O TWAMP shoul d be cogni zant when | Psec and ot her security
mechani sms are in place and can be | everaged upon. |In other words,

it is nowtine to specify how O TWAMP is used in a network

envi ronnment where | Psec is already deployed. W expect that in such
an environnment, neasuring |P perfornmance over |Psec tunnels with O
TWAMP is an inportant tool for operators.

For exanpl e, when considering the use of O TWAMP in networks with

| Psec depl oyed, we can take advantage of the |IPsec key exchange
protocol [RFC5996]. In particular, we note that it is not necessary
to use distinct keys in OMM-Control and OMMP-Test |ayers. One key
for encryption and another for authentication is sufficient for both
Control and Test layers. This obviates the need to generate two keys
for each layer and reduces the complexity of O TWAMP protocols in an
| Psec environnent. This observation cones fromthe fact that
separate session keys in the OMMP-Control and OMMP-Test | ayers were
designed for preventing reflection attacks when enploying the current
mechanism Once | Psec is enployed, such a potential threat is

al | evi at ed.

The remai nder of this docunent is organized as follows. Section 3
notivates this work by revisiting the argunents made in [ RFC4656]
agai nst the use of IPsec; this section also summarizes protoco
operation with respect to security. Section 4 presents a nethod of
bi nding O TWAMP and | KEv2 for network measurenents between a sender
and a receiver which both support |IPsec. Finally, Section 3

di scusses the security considerations arising fromthe proposed
mechani sns.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3. Motivation

In order to notivate the solutions proposed in this document, let us
first revisit Section 6.6 of [ RFC4656]. As we explain below, the
reasons originally listed therein may not apply in many cases today.
RFC 4656 opts against using |Psec and instead favors the use of "a
si mpl e cryptographic protocol (based on a block cipher in CBC node)".
The first argunment justifying this decision in [ RFC4656] is that
partial authentication in OMM authentication node is not possible
with I Psec. |[|Psec indeed cannot authenticate only a part of a
packet. However, in an environnment where | Psec is already depl oyed
and actively used, partial authentication for OMM contradicts the
operational reasons dictating the use of IPsec. It also increases
the operational conplexity of OMMP (and TWAMP) in networks where

I Psec is actively used and may in practice limt its applicability.

The second argunent nade is the need to keep separate depl oynent
pat hs between OMM and | Psec. |n several currently depl oyed types
of networks IPsec is wdely used to protect the data and signaling

pl anes. For exanple, in nobile tel ecommuni cati on networks, the

depl oynent rate of | Psec exceeds 95% with respect to the LTE serving
network. In older technology cellular networks, such as UMIS and
GSM | Psec use penetration is lower, but still quite significant.
Additionally, there is a great nunber of |PSec-based VPN applications
whi ch are widely used in business applications to provide end-to-end
security over untrusted | EEE 802.11 wirel ess LANs. At the sane tine,
many | ETF- st andar di zed protocols make use of |Psec/|KE, including

M Pv4/v6, H P, SCTP, BGP, NAT and SIP, just to nane a few.

The third argunent in [RFC4656] is that, effectively, the adoption of
| Psec in OMMP may be problematic for "lightweight enbedded devi ces”
However, since the publication of RFC 4656, a | arge nunber of
limted-resource and | ow cost hardware, such as Ethernet switches,
DSL nodens, and other such devices conme with support for |Psec "out
of the box". Therefore concerns about inplenentation, although
likely valid a decade ago, are not well founded today.

Finally, everyday use of |Psec applications by field technicians and
good understandi ng of the | Psec APl by nmany programers should no

| onger be a reason for concern. On the contrary: By now, |Psec open
source code is available for anyone who wants to use it. Therefore,
al t hough | Psec does need a certain | evel of expertise to deal with
it, in practice, nost conpetent technical personnel and progranmers
have no problens using it on a daily basis.

OMMP and TWAMP actual ly consist of two inter-related protocols: O
TWAMP- Control and O TWAMP-Test. Wth respect to TWAMP, since "TWAMP
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and OMAMP use the sanme protocol for establishnent of Control and Test
procedures" [ RFC5357] (Section 6), IPsec is also not considered. O
TWAMP-Control is used to initiate, start, and stop test sessions and
to fetch their results, whereas O TWAMP-Test is used to exchange test
packets between two neasurenent nodes

In the remai nder of this section we review security for O TWAMP-
Control and O TWAMP- Test separately and then nmake the case for using
t hem over | Psec

3.1. O TWAMP-Control Security
O TWAMP uses a sinple cryptographic protocol which relies on
0 AES in C pher Block Chaining (AES-CBC) for confidentiality
0 HWAC- SHALl truncated to 128 bits for nessage authentication

Three nodes of operation are supported: unauthenticated,

aut henti cated, and encrypted. The authenticated and encrypted nodes
require that endpoints possess a shared secret, typically a
passphrase. The secret key is derived fromthe passphrase using a
passwor d- based key derivation function PBKDF2 (PKCS#5) [ RFC2898].

In the unaut henticated node, the security paraneters are |eft unused.
In the authenticated and encrypted nodes, security paraneters are
negoti ated during the control connection establishnment. 1In short,
the client opens a TCP connection to the server in order to be able
to send OMMP-Control conmands. The server responds with a server
greeting, which contains the Challenge, Mdde, Salt and Count. |[If the
client-requested node is available, the client responds with a Set-
Up- Response nessage, wherein the Keyl D, Token and Client IV are

i ncluded. The Token is the concatenation of a 16-octet challenge, a
16-octet AES Session-key used for encryption, and a 32-octet HVAC
SHA1 Session-key used for authentication. The Token is encrypted
usi ng AES- CBC.

Encryption uses a key derived fromthe shared secret associated with
KeylD. 1In the authenticated and encrypted nodes, all further

conmmuni cation is encrypted using the AES Session-key and

aut henticated with the HVAC Sessi on-key. The client encrypts
everything it transnmits through the just-established O TWAMP-Contro
connection using streamencryption with Cient-1V as the |IV.
Correspondi ngly, the server encrypts its side of the connection using
Server-1V as the V. The IVs thenselves are transmitted in
cleartext. Encryption starts with the block inmediately foll ow ng
that containing the IV.
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The AES Sessi on-key and HMAC Sessi on-key are generated randomy by
the client. The HVAC Session-key is comuni cated al ong with the AES
Sessi on-key during O TWAMP- Control connection setup. The HVAC

Sessi on-key is derived independently of the AES Sessi on-key.

3.2. O TWAMP- Test Security

The O TWAMP- Test protocol runs over UDP, using the sender and
receiver IP and port nunbers that were negotiated during the Request-
Sessi on exchange. O TWAMP-Test has the sane three nodes as with O
TWAMP- Cont rol (unaut henti cated, authenticated, and encrypted) and all
O TWAMP- Test sessions inherit the correspondi ng O TWAMP- Cont r ol

sessi on node.

The O TWAMP- Test packet format is the same in authenticated and
encrypted nodes. The encryption and authentication operations are,
however, different. Sinmlarly with the respective O TWAMP- Cont r ol
sessi on, each O TWAMP- Test session has two keys: an AES Sessi on- key
and an HVAC Session-key. However, there is a difference in how the
keys are obtai ned:

O TWAMP- Control : the keys are generated by the client and
communi cated (as part of the Token) during connection
establishnent with the Set-Up- Response nessage.

O TWAMP-Test: the keys are derived fromthe O TWAMP- Control keys and
the session identifier (SID), which serve as inputs of the
key derivation function (KDF). The O TWAMP- Test AES Sessi on-
key is generated using the O TWAMP- Control AES Sessi on-key,
with the 16-octet session identifier (SID), for encrypting
and decrypting the packets of the particular O TWAWP- Test
session. The O TWAMP- Test HMAC Sessi on-key i s generated
usi ng the O TWAMP- Control HVAC Session-key, with the 16-octet
session identifier (SID), for authenticating the packets of
the particular O TWAMP- Test sessi on.

3.3. O TWAMP Security Root

As di scussed above, the AES Session-key and HVAC Sessi on-key used in
the O TWAMP- Test protocol are derived fromthe AES Session-key and
HVAC Sessi on-key which are used in O TWAMP-Control protocol. The AES
Sessi on-key and HVAC Sessi on-key used in the O TWAMP- Control protocol
are generated randomy by the client, and encrypted with the shared
secret associated with KeylD. Therefore, the security root is the
shared secret key. Thus, key provision and managenent nay becone
overly conplicated. Conparatively, a certificate-based approach

usi ng | KEv2/ | Psec can automatically nanage the security root and
solve this problem as we explain in Section 4.
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O TWAMP and | Psec

According to RFC 4656 the "depl oyment paths of |Psec and OMM coul d
be separate if OMMP does not depend on | Psec.” However, the problem
that arises in practice is that the security nechani smof O TWAMP and
| Psec cannot coexist at the sane tinme w thout addi ng overhead or

i ncreasing conplexity.

| Psec provides confidentiality and data integrity to |IP datagrans.
Di stinct protocols are provided: Authentication Header (AH)

Encapsul ating Security Payload (ESP) and Internet Key Exchange (I|KE
vl/v2). AH provides only integrity protection, while ESP can al so
provide encryption. |KE is used for dynam cal key negotiation and
aut omati ¢ key managenent.

When sender and receiver inplement O TWAMP over |Psec, they need to
agree on a shared secret key during the | Psec tunnel establishnent.
Subsequently, all |IP packets sent by the sender are protected. |If
the AH protocol is used, |IP packets are transnitted in plaintext.
The aut hentication part covers the entire packet. So all test

i nformati on, such as UDP port nunber, and the test results will be
visible to any attacker, which can intercept these test packets, and
i ntroduce errors or forge packets that nmay be injected during the
transm ssion. |In order to avoid this attack, the receiver nust
validate the integrity of these packets with the negotiated secret
key. If ESP is used, |IP packets are encrypted, and hence only the
recei ver can use the I Psec secret key to decrypt the |IP packet, and
obtain the test data in order to assess the I P network perfornmance
based on the neasurenents. Both the sender and receiver nust support
| Psec to generate the security secret key of |Psec.

Currently, after the test packets are received by the receiver, it
cannot execute active neasurenent over |Psec. That is because the
recei ver knows only the shared secret key but not the | Psec key,
whil e the test packets are protected by the | Psec key ultinately.
Therefore, it needs to be considered how to neasure | P network
performance in an | Psec tunnel with O TWAMP. W thout this
functionality, the use of OMM and TWAMP over |Psec is hindered.

O course, backward conpatibility should be considered as well. That
is, the intrinsic security nmethod based on shared key as specified in
the O TWAMP standards can also still be suitable for other network

settings. There should be no inmpact on the current security

mechani snms defined in O TWAMP for other use cases. This docunent
descri bes possible solutions to this probl emwhich take advant age of
the secret key derived by IPsec, in order to provision the key needed
for active network nmeasurements based on RFC 4656 and RFC 5357
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4.

4.

O TWAMP for | Psec Networks

This section presents a nethod of binding O TWAMP and | KEv2 for

net wor k measurenents between a sender and a receiver which both
support | Psec. |In short, the shared key used for securing O TWAMP
traffic is derived using | KEv2 [ RFC5996].

1. Shared Key Derivation
If the AH protocol is used, the I P packets are transmtted in
plaintext, but all OTWAMP traffic is integrity-protected by | Psec.

Therefore, even if the peers choose to opt for the unauthenticated
nmode, | Psec integrity protection is extended to O TWAMP

In the authenticated and encrypted nodes, the shared secret can be
derived fromthe | KEv2 Security Association (SA), or |IPsec SA |If
the shared secret key is derived fromthe | KEv2 SA, SKEYSEED nust be
generated firstly.

SKEYSEED and its derivatives are conputed as per [RFC5996], where prf
i s a pseudorandom function

SKEYSEED = prf( Ni | Nr, g*ir )
Ni and Nr are nonces negotiated during the initial exchange. g*ir is
the shared secret fromthe epheneral Diffie-Hell man exchange and is
represented as a string of octets. Note that this SKEYSEED can be
used as the O TWAMP shared secret key directly.
Al ternatively, the shared secret key can be generated as foll ows:
Shared secret key = PRF{ SKEYSEED, Session ID}
wherein the Session IDis the O TWAMP-Test SID.

If the shared secret key is derived fromthe |IPsec SA, the shared
secret key can be equal to KEYMAT, wherein

KEYMAT = prf+( SK.d, Ni | N )
The term"prf+" stands for a function that outputs a pseudorandom
stream based on the inputs to a prf, while SK d is defined in
[ RFC5996] (Sections 2.13 and 1.2, respectively). The shared secret
key can alternatively be generated as foll ows:

Shared secret key = PRF{ KEYMAT, Session ID}

wherein the session IDis is the O TWAMP-Test SI D.
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If rekeying for the |KE SA and | Psec SA occurs, the correspondi ng key
of the SA is updated. Generally, ESP and AH SAs al ways exist in
pairs, with one SA in each direction. |If the SAis deleted, the key
generated fromthe I KE SA or | Psec SA should al so be updat ed.

As di scussed above, a binding associ ati on between the key generated
fromlPsec and the O TWAMP shared secret key needs to be considered.
The Security Association can be identified by the Security Paraneter
I ndex (SPI) and protocol uniquely for a given sender and receiver
pair. So these paraneters should be agreed upon during the
initiation of O TWAMP. At the stage that the sender and receiver
negotiate the integrity key, the I Psec protocol and SPI SHOULD be
checked. Only if the two paraneters are matched with the | Psec

i nformati on, should the O TWAMP connection be established.

The SPI and protocol type are included in the Server Greeting of the
O TWAMP- Control protocol (Figure 1). After the client receives the
greeting, it MJST close the connection if it receives a greeting with
an erroneous SPI and protocol value (Figure 2). Oherw se, the
client SHOULD respond with the foll ow ng Set-Up-Response nessage and
generates the shared secret key.

Fom e e e oo + Fom e e e oo +
| Aient | | Server |
F + F +

I I

| <---- TCP Connection ----- >|

I I

| <---- Greeting nessage ----|

I I

[----- Set - Up- Response ---->

I I

| <---- Server-Start -------- [

Figure 1: Initiation of O TWAMP-Contro

When using ESP, all | P packets are encrypted, and therefore only the
recei ver can use the I Psec key to decrypt the I P active neasurenent
packets. In this case, the I Psec tunnel between the sender and

recei ver provides additional security: even if the peers choose the
unaut henti cat ed node, |Psec encryption and integrity protection is
provided to O TWAMP. |f the sender and receiver decide to use the
aut henticated or encrypted node, the shared secret can al so be
derived fromIKE SA or | Psec SA. The nmethod for key generation and
bi ndi ng association is the sanme di scussed above for the AH protoco
node.
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Figure 2: Server Greeting fornmat

There is an encryption-only configuration in ESP, though this is not
recommended due to its limtations. Since it does not produce
integrity key in this case, either encryption-only ESP shoul d be
prohibited for O TWAMP, or a decryption failure should be

di stingui shed due to possible integrity attack

4.2. Optimnzations

The previous subsection described a nmethod for deriving the shared
key for O TWAMP by capitalizing on IPsec. W note, however, that the
QO TWAMP protocol uses distinct encryption and integrity keys for O
TWAMP- Control and O TWAMP-Test. Consequently, four keys are
generated to protect O TWAMP-Control and O TWAMP- Test nessages.
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In fact, once | Psec is enployed, one key for encryption and anot her
for authentication is sufficient for both the Control and Test
protocols. Therefore, in an |IPsec environment we can reduce the
operational conplexity of O TWAMP protocols in a straightforward
manner, as discussed bel ow.

EDI TOR' S NOTE:
We expect that both optimization alternatives will be discussed
in the | PPM working group and we are | ooking forward to
community conmments and feedback.

4.2.1. Aternative 1

If an I Psec SA is established between the server and the client, or
both server and client support |IPsec, the root key for O TWAMP-based
active network neasurenents can be derived fromthe I KE or | Psec SA

If the root key that will be used in O TWAMP networ k performance
measurenents is derived fromthe | KE SA, SKEYSEED nust be generated
first. SKEYSEED and its derivatives are conputed as per [RFC5996].
SKEYSEED can be used as the root key of O TWAMP directly; then the
root key of O TWAMP is equal to SKEYSEED.

If the root key of O TWAMP is derived fromthe | Psec SA, the shared
secret key can be equal to KEYMAT. KEYMAT and its derivatives are
comput ed as per usual [RFC5996]. Then, the session keys for
encryption and aut hentication can be derived fromthe root key of O
TWAMP, wherei n:

Session key for enc = PRF{ root key of O TWAMP, "O TWAMP enc" }
Session key for auth = PRF{ root key of O TWAMP, "Q TWAMP aut h" }

The forner can provide encryption protection for O TWAMP-Control and
O TWAMP- Test nessages, while the latter can provide integrity
protection.

Note that there are cases where rekeying the IKE SA and I Psec SAis
necessary, and after which the corresponding key of SA is updated.
If the SAis deleted, the O TWAMP shared key generated fromthe |KE
SA or | Psec SA should al so be updat ed.

In this optimzation, the O TWAMP-Control nessage exchange flow
remains as per Figure 1. However, the optimzed Server Greeting
(Figure 3) can do without the Salt and Count paranmeters (cf. Figure
2) since the root key of O TWAMP is derived fromIKE SA or |Psec SA
O TWAMP security can rely on I Psec and the SPI can uniquely identify
the | Psec SA from which the root key was derived from
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Figure 3: Optimzed Server Geeting format

The format of the Set-Up-Response is illustrated in Figure 4. The
Token carried in the Set-Up-Response is calculated as foll ows:

Token = Enc_root-key( Chall enge )

where Challenge is the value received earlier in the Server Greeting
(Figure 3)
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Fi gure 4: Set-Up-Response in Alternative 1
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If the server authenticates the token successfully, then the O TWAMP-

Control message exchange fl ow can conti nue.
4.2.2. Aternative 2

Anot her way for optim zing the shared key use is to set the

o TWAWP

session keys equal to the keys of the IPsec SA directly, i.e:

Session key for enc = encryption key of the |IPsec SA

Session key for auth = integrity key of the IPsec SA

The former session key can provide encryption protection for O TWAMP-
Control and O TWAMP- Test nessages, while the latter can provide
integrity protection. The point made in the previous subsection

about rekeying the | Psec SA applies here too.

+ ON

0 1
01234567890123456789012345673829
B R i e ik o I N R R T S R S S R i I S R e e
[ Pr ot ocol
IR i i S e S e e i el S e S e e T e i o S e e
| SPI i

I e S R et S S e i e e S U I i i Ul e S e
I SPI

IR S T T i S i it i i P e i e S T T S T S T T
[ Mode

T i o S S e S I S S e el sl e e S S S S sl sl R o
I
I
|

MBZ (12 octets)
B s T i T s s sl T U S S S S S S

Figure 5: Optimzed Server Geeting format
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1
12345678901234567829 1234567829
B R e s e s i i o e e S e S e R e el ol i T i
Mode
T T i e o S e S S el i il S S S i i sl i o SRR

0
0
+-
I
+-
| .
| Client-1V (12 octets)
I

+-

B S T S S S e S T 2 T S i e e S

Figure 6: Set-Up-Response in Alternative 2
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8.

The O TWAMP control message exchange flow is the same (Figure 1),

while the Server Greeting format is illustrated in Figure 5. The
Salt, Count and Chal |l enge paraneters can be elim nated since the

session keys of O TWAMP are equal to keys of an IPsec SA directly.
SPI can identify the I Psec SA where the session keys derived from
The Set-Up-Response is illustrated in Figure 6

Security Considerations

As the shared secret key is derived fromlPsec, the key derivation
algorithmstrength and linitations are as per [ RFC5996]. The
strength of a key derived froma Diffie-Hellman exchange using any of
the groups defined here depends on the inherent strength of the
group, the size of the exponent used, and the entropy provided by the
random nunber generator enployed. The strength of all keys and

i npl ementation vulnerabilities, particularly Denial of Service (DoS)
attacks are as defined in [ RFC5996].

EDI TOR' S NOTE:
The 1 PPM conmunity may want to revisit the argunents listed in
[ RFC4656], Sec. 6.6. Oher wi dely-used Internet security
mechani snms, such as TLS and DTLS, nmay al so be consi dered for
future use over and above of what is already specified in
[ RFC4656] [ RFC5357].

| ANA Consi derations

I ANA may need to all ocate additional values for the options presented
in this docunent. The values of the protocol field needed to be
assigned from the nunbering space.
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