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1.

I nt roducti on

The | arge scal e depl oynent of | Psec[ RFC4301] |eads to |ots of
difficulties, such as configuration for each tunnel, adding or
renovi ng | Psec peer, etc. all need a |ot of configuration/
reconfiguration. Therefore, a protocol to establish |IPsec tunne
dynani cally w thout having the | arge overhead of configuration is
needed. Auto Discovery VPN Problem Statenment and Requirenent

[ ADVPN_Problen] defines all requirenments for the large scale | Psec
depl oynent probl em This docunent defines the Auto Discovery VPN
(ADVPN) protocol to satisfy these requirenents.

1.1. ADVPN Protocol Overview

The overall ADVPN solution has control plane and data pl ane el enents.
The ADVPN protocol operates in the control plane and uses the
standard | Psec [ RFC4301] for the data plane. The |Psec data pl ane
establishes and protects all the traffic in the ADVPN networ k

The ADVPN protocol is a client and server protocol. The ADVPN

Client (ADC) registers its information to the ADVPN Server (ADS). When
the ADC wants to establish an I Psec tunnel w th another ADC, the ADC
requests and queries another ADC s infornmation on the ADS. The ADVPN
Client(ADC) is the forwarding device in the data plane. ADC

i npl ements | Psec to protect its own traffic or the traffic flow ng

t hr ough ADC.

The ADVPN Server(ADS) is ADVPN information controller, which is
responsi ble for collection, naintenance and distribution of ADVPN
Client (ADC) information and the control policy. The client
information is registered by the ADVPN client. The client information
includes private | P address, public IP address and private network
information etc. The control policy is used to decide the topol ogy
shoul d be star topology or full nesh topol ogy, and the control policy
is pushed to hub ADC from ADS
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Figure 1. ADVPN Protocol WMbdel

In this diagram ADVPN protocol is inplenented between ADC and ADS.
Al the ADCs register information on the ADS. When the ADC tries to
build a direct IPsec tunnel with another ADC, it sends the Resol ution
message to ADS to query the information. In addition, to allow the
shortcut path establishnment between the ADCs, the ADS sends the
Shortcut Traffic Flow nessage to the hub ADCs. Wiich ADC is hub ADC
SHOULD be specified in the ADS by adninistrator.

ADVPN protocol can al so be inplenented between ADC and ADC. The ADC
sends the Session nmessage to another ADC to transfer ADC information;
otherw se the other ADC has to query the ADS if there is a reverse
traffic, which may not be practical in sone cases. The hub ADC sends
Redi rect nessage to spoke ADC to trigger the spoke ADC send

Resol uti on nmessage to ADS.

Wth ADVPN protocol, the |IPsec gateways and endpoints can obtain the

| Psec peer’s renpte address from ADS. Therefore, establishing |Psec
tunnel between them can scale well.
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1.2. Term nol ogy
Most term nol ogy has been specified in the [ ADVPN _Probl eni. However,
there are also sonme additional term nology in this docunent needs to
be clarified.
ADVPN Server - This is an entity as ADVPN network controller. It
mai ntai ns ADVPN client information database. It also can decide
whet her the spoke can directly comunicate with the other spoke.

ADVPN Client - This is an entity as ADVPN peer. It registers its
i nformati on to ADVPN server.

Hub ADC - This ADC is hub in the forwardi ng path.

Spoke ADC - This ADC is spoke in the forwardi ng path.

Private | P Address - Each ADVPN client has a logical private IP
address. This address is static and as identity of ADVPN client.
Through the private | P address, the Public I P address is discovered.
Public IP Address - This is | Psec peer address. This address can be
dynanic and attached with Private | P Address. There is private IP
address to public |IP address nappi ng.

Private Network Information - This information includes the network
behi nd the spoke and the next hop which is private | P address.

Shortcut Path - This is direct connectivity between spoke and spoke.
ADVPN Network - This is network conposed of ADVPN peers

Source ADVPN Peer - This ADVPN peer is the initiator to establish
| Psec tunnel

Destinati on ADVPN Peer - This ADVPN peer is the responder to
establish I Psec tunnel

1.3. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Design Overview

In the ADVPN network, there are thousands of ADVPN peers. It is
difficult to pre-configure the SPD and PAD for each ADVPN peer

Y. Mao Expi res February 19, 2014 [ Page 5]



| NTERNET DRAFT Aut o Di scovery VPN Prot ocol August 18, 2013

manual ly. In the use cases in the [ ADVPN _Probleni, the endpoints and
gat eways can use a dynamc | P address, it is inpossible to specify
the I P address towards this ADVPN peer in the renote ADVPN peer
Therefore, the design goal of ADVPN protocol described in this
docunent is each ADVPN peer only configures its own SPD and PAD. |f
the ADVPN peer tries to setup an | Psec tunnel wth another ADVPN
peer, it queries the ADS and obtains the client information of

anot her peer.

To di scover the renote ADVPN peer, a private | P address is used as
the search key. The search key is private | P address. The private IP
address is logical Virtual Private Network (VPN) | P address. Although
| Psec peer address is dynanmic, the private | P address is static. The
private I P address is also next hop towards the network behind the
ADVPN peer. Wien the traffic flows through the source ADVPN peer
routing table is | ooked up, the next hop is the private | P address of
destination ADVPN peer. The source ADVPN peer |ooks up session table
to find the public | P address of destination ADVPN peer. Session
table is the ADC information cache in the forwarding path, and it has
the private I P address to public |IP address mappi ng.

The private I P address with the private network infornmation SHOULD be
transferred via routing protocol (e.g. OSPF, BGP or R P) or another
means in the ADVPN network. A routing protocol can run over the |Psec
tunnel between the ADCs and ADS. The routing protocol helps
distribute routing information to all ADC s towards about the
destination network behind the ADCs.

After a spoke ADC finishes the registration on ADS, this ADC al so
obtains the informati on of hub ADC from ADS. An | Psec tunnel is then
establi shed automatically between the spoke ADC and hub ADC. The
routing protocol nessages are protected and transferred in this | Psec
tunnel and exchanged between the spoke ADC and hub ADC

In the full nesh ADVPN network, there are tens of thousands of ADVPN
peers. The spokes cannot be populated with a full routing table due
to constraints on the device capabilities; therefore the network is

| eft as a hub-and-spoke network initially. After routing information
exchanges between the hub and spokes, routing table in the source
ADVPN peer has the private | P address of hub ADVPN peer as the next
hop to networks behind the destination ADVPN peer. Therefore, the
traffic fromsource ADVPN peer to destination ADVPN peer is forwarded
to hub first.

In order to have direct connectivity between the ADVPN peers, the
ADVPN peer queries the direct route information on ADS. The spoke ADC
SHOULD register its private | P address and network behind the ADC to
the ADS. The private |IP address is the next hop to network behind the

Y. Mao Expi res February 19, 2014 [ Page 6]



| NTERNET DRAFT Aut o Di scovery VPN Prot ocol August 18, 2013

ADC. When the traffic is transferred through hub, the hub sends a
redirect message to source ADVPN peer. Wen the source ADVPN peer
recei ving Redirect nessage, it send a Resolution nessage to ADS to
query the direct route informati on and ADC i nfornmation for the
destination ADVPN peer. Receiving the resolution reply nessage, the
source ADVPN peer adds a direct route in the route table and setup a
direct IPsec tunnel with the destinati on ADVPN peer

The hub deci des whet her the spoke can be allowed to have a direct
communi cation with other spoke. The decision depends on the contro
policy pushed by the ADS after the hub ADC finishes registration in
the ADS. The control policy is flowinformation. If the traffic

mat ches the flow information, the hub sends a redirect nmessage to
source ADVPN peer to find a shortcut path to destinati on ADVPN peer.

3. How ADVPN Wbr ks

In the ADVPN sol ution, ADVPN protocol uses the |Psec protoco

[ RFC4301] data plane, as well as routing protocols to fulfill the
ADVPN function. This section describes the process to establish a
shortcut spoke-to-spoke I Psec tunnel in a nmesh topol ogy.

1. When the ADC device conmes up, it registers its infornation to ADS
The information includes the private | P address, the public IP
address and t he network behind the ADC

2. The ADS sends the registration reply nmessage to the ADC. The spoke
ADC obtains the information of hub ADC. The ADC creates the hub
session in the session table. After that, the spoke ADC establishes
an | Psec tunnel with hub ADC

3. The ADS sends Shortcut Flow nmessage to hub ADC in order to
det ermi ne whet her sending redirect nessage or not.

4. The spoke ADC send a Session Setup nessage to hub ADC protected by
| Psec tunnel, the hub ADC has the spoke ADC s infornation.

5. Al the route protocol packets run over |Psec tunnel between the
spoke ADC and hub ADC. The route protocol packet is copied and sent
to hub ADC. The ADVPN networ k has spoke-hub topol ogy.

6. When the traffic towards destination ADVPN peer arrives in the
source ADVPN peer device, fromthe routing table, the next hop is the
private I P address of hub ADVPN peer. Match the private |P address in
the session table to obtain the public I P address of hub ADVPN peer
By the public I P address, the spoke-to-hub I Psec SAis chosen to
encapsul ate the traffic.
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7. The traffic arrives in the hub, after processing |Psec packet, the
hub |1 ooks up routing table to determine if incom ng and outgoi ng
interface is in the same ADVPN network. If it is, this traffic is
transferred through hub towards the destination spoke and there is
shortcut path between them If the traffic natches the Shortcut Flow
table, the hub send a redirect nessage to source ADVPN peer.

8. The source ADVPN peer receives the redirect nessage, it sends
Resol uti on Request message with destination |IP address to ADS. ADS
| ookes in the ADC infornation database to find out the next hop to
the destination |P address and rel ated network informati on. The ADS
sends a Resol uti on Response nessage to the source ADVPN peer

9. The source ADVPN peer receives the Resol ution Response nessage.
Firstly, a route towards destination network is added into the route
table. Secondly, the source ADVPN peer establishes an | Psec tunne
with the destinati on ADVPN peer. Lastly, the source ADVPN peer send a
session nessage to destination ADVPN peer. The destinati on ADVPN peer
can add the reverse route in its route table and the ADC i nformation
in session table.

4. ADVPN protoco
ADVPN protocol listens and sends on UDP port 2013(pendi ng assi gnment
by 1ANA). Since the UDP is a datagran(unreliable) protocol, al

messages in ADVPN exist in pairs: a request and a response.

In the follow ng descriptions, the payloads contained in the nessage
are indicated by nanes as |isted bel ow.

Not at i on Descri ption

HDR ADVPN header

Cl DHdr Client Identification Header
SessHdr Sessi on Header

c Client Information payl oad
DC Destination dient Payl oad
NI Net wor k | nf ormati on Payl oad
TF Traffic Fl ow Payl oad

KP Keepal i ve Paraneter Payl oad
Red Redi rect Payl oad

The details of the contents of each header and payl oad are descri bed
in section 5. Payloads that may optionally appear will be shown in
brackets, such as [Cl]; this indicates that a ient Information
payl oad can optionally be included.

4.1. dient Information Registration
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The ADC sends a Registrati on Request nessage to ADS to register its
ADVPN i nformation. The ADVPN information is contained in the nessage
using Cl payload and NI payl oad. Wen receiving the Registration
Request nessage, ADS adds this ADVPN client information to ADC

i nformati on database and sends a Registrati on Request Response
message to the ADC. The Regi stration Request Response nessage

i ncl udes KP payl oad, which nake ADC send a keepal ive nessage to ADS
periodically after registration. If the hub ADC has been registered
in the ADS, ClI payl oad SHOULD be al so contained with hub’s ADC

i nformation.

The registration nmessages with payl oads are as foll ows:

dient Ser ver

<-- HDR, CIDHdr, KP, [Cl]

When the hub ADC is registered, a Hub Informati on nessage with Cl

payl oad should be sent to all the ADCs in the registration status.
The hub Informati on Acknow edgenent nessage has no payl oad, only

contai ns ADVPN header and dient Identification Header.

The hub nessages with payl oads are as foll ows:

dient Ser ver

HDR, Cl DHdr -->
4.2. dient Infornation Resol ution

There are two scenarios that the ADC needs to send Resol uti on Request
message to ADS to query the client information. 1. During the packet
processing in the forwarding path, the session table is consulted
with private IP address, If there is no session, the spoke ADC sends
a Resol ution Request nmessage to ADS to get the renote ADC s
information related with the private | P address. Before a Resol ution
Request Response comes, the data packets are forwarded to hub. Note
that a Resol uti on Request nessage for the private | P address MJST NOT
be triggered by every packet. 2. The spoke ADC received a Redirect
message fromthe hub ADC, the spoke ADC sends a Resol uti on Request to
ADS to get the renote ADC's information with the destination address.

The Resol ution Request nessage includes DC payload. If the next hop
address and destination address both are contained in the payl oad,
the ADS should | oop up ADC i nfornation database with destination
address firstly.

Y. Mao Expi res February 19, 2014 [ Page 9]



| NTERNET DRAFT Aut o Di scovery VPN Prot ocol August 18, 2013

When the ADS receives a Resol ution Request packet, it searches the
ADC i nformati on database by private | P address or destination
address. If an ADC is found, a Resolution Response nessage cont ai ni ng
Cl payload and NI payload is send to the spoke ADC. If there is no
mat ch, the error code is set in the header and no payload is included
in the response nmessage.

The resol ution nmessages with payl oads are as foll ows:

dient Server

<-- HDR, CIDHdr, [CI], [N]

After receiving the remote ADC s information, the ADC create session
cache based on the information in the Cl payload. If there is N

payl oad, the route towards the destination address is added in the
route table.

4.3. Private Network Information Managenent

To help the ADC find a shortcut path, the private network infornmation
dat abase is collected and distributed by the ADS. The private network
information is like a private network route table. The ADC can query
the next hop towards the private network.

In the Registration Request nessage, the private network information
can include in the NI payload and registered to ADS. After
registration on the ADS, if the ADC' s network information is
changed(e.g. add, delete or nodify), a Network Information

Regi stration packet including the NI payload is send to the ADS to
update the private network information database. After updating, a
Net wor k I nformation Regi strati on Response is send back to the ADC
the response nessage has no payl oad, only contai ns ADVPN header and
Client Identification Header

If the private network information is updated on ADS, a Network

I nformati on Update nmessage containing the NI payl oad MJST be send to
all ADCs in order to these ADCs have the correct route in their route
table. Al the ADC MUST send back a Network Infornation Update
Response nessage to ADS, the response nessage has no payl oad, only
contai ns ADVPN header and Cient Identification Header

The private network information can also be transferred in the
Session Setup nmessage. In the session establish process, the private
network route can be added in the renote ADC s route table in order
to avoid ADS query for reverse traffic.
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If receiving a Session Del ete nessage fromrenote ADC, the ADC MJST
tear down the session and clear the route added by the Session Setup
nessage.

4.4, Shortcut Decision

Whet her the shortcut path can be established depends on the control
policy in the ADS. The ADS defines the flow information to allow the
direct connectivity. After the hub ADC finishes the registration, the
ADS send the Shortcut Flow nessage contains TF payload to hub ADC.
After receiving the nessage and add the flow infornmation to shortcut
flow table, the hub ADC send back Shortcut Fl ow Acknow edgenent
nmessage to ADS.

The hub ADC has a shortcut flow table to match the traffic through
hub in the ADVPN network. If there is a match, the hub ADC send a
Redi rect nessage to source ADVPN peer.

If the control policy is changed(e.g. add, delete or nodify) on the
ADS, the ADS MUST send a Shortcut Fl ow nessage to the hub ADC to
update the shortcut flow table. If the shortcut flowitemis deleted,
the hub ADC send a Redirect nessage to source ADVPN peer to tear down
the direct |Psec Tunnel.

4.5. Redirect protocol

The hub ADC sends a Redirect nessage to spoke ADC neans there is

anot her path for traffic forwarding. In the hub ADC, when the traffic
mat ches the shortcut flow table, a Redirect nessage containing the
Red payl oad is sent to spoke ADC. The spoke ADC receives the Redirect
message, sends a Redirect Response nmessage to hub ADC and
subsequently sends a Resol ution nessage to ADS to query the shortcut

i nformati on. The Redirect Response nessage has no payl oad, only
cont ai ns ADVPN header and Sessi on Header

The redirect nessages with payl oads are as foll ows:

Hub dient Spoke dient

HDR, SessHdr, Red >
<-- HDR, SessHdr

If a shortcut flowis deleted in the hub ADC, the hub ADC send a
Redi rect nmessage to the ADCs which has received the Redirect message
to trigger the shortcut resolution before. Wen receiving this

Redi rect nessage, the spoke ADC deletes the route related with the
flow information. The shortcut |Psec tunnel is cleared up and the
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traffic goes through the hub to transfer
4.6. Keepalive protoco

After the ADC finishes registration on the ADS, the ADC SHOULD send a
Keepal i ve Request nessage to ADS to prove its liveness. The Keepalive
Request nessage contains the ADVPN header and Client ldentification
Header. The number of retries and | ength of timeouts depend on the
keepal i ve paraneter pushed from ADS by the Regi strati on Response
message. |f the nunber of retry attenpts is reached but the ADC does
not receive Keepalive Response nessage, the connection between ADC
and ADS is considered broken. The ADC clears up all the resources and
regi stered to ADS agai n.

On ADS, receipt of any ADVPN nessage from ADC can prove the ADC s
liveness. If the tineout is reached while the ADS does not receive
Regi strati on Response nessage, the ADS will clear all ADC infornation
from ADC i nformati on database. |If the ADC is hub, the ADS sends the
Hub I nformation nessage to all the ADCs to notify the hub renoving.

4.7. Session Protoco

Session table is an renote ADC i nformati on cache in the forwarding

path. It is conposed of private |P address, public |IP address, and

the index of IPsec SA. In the forwarding process, the session table
MUST be consulted with private | P address. Each session matches to

only one | Psec SA.

The function of session protocol is to facilitate the forwarding
process, the session information transported to the renote peer
avoids to query the ADS when reverse traffic fl ows.

There are two type sessions: pernmanent session established with hub
and dynam c session established between spokes. The permanent session
is static and established after the spoke ADC and hub ADC finish

regi stration. The dynamic session will be deleted if there is no
traffic between spokes,

The permanent session is established between the spoke and hub or

bet ween the hubs. After receiving the Hub’s ADC i nformati on from ADS
by Regi stration Response nessage or Hub Infornation nessage, the
spoke establishes an | Psec Tunnel with Hub firstly and then sends a
Session Setup nmessage to the hub, which is protected via | Psec
tunnel . When receiving the Session Setup nessage, the hub ADC create
a session for spoke ADC with the spoke’s ADC information, and a
Sessi on Setup Response nessage will be send back to the spoke ADC

When t he spoke ADC receives the Resol ution Response nessage for
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shortcut path and obtains the renote spoke ADC s information, the
spoke creates a | Psec tunnel with the renote spoke. After that, the
spoke sends a Session Setup nmessage to the renote spoke. The renote
spoke creates a session information towards the spoke and sends back
a Session Setup Response nessage. |f there is private network
information in the source spoke, a NI payl oad SHOULD be contained in
the Session Setup message. The Session Setup Response nessage has no
payl oad, only contai ns ADVPN header and Session Header.

The session nessages with payl oads are as foll ows:

HDR, SessHdr, [N] -->
<-- HDR, SessHdr

If there is no traffic in the spoke-to-spoke session, the spoke wll
send a Session Del ete nessage to the renote spoke to renove the
session item After the session is renoved, the I Psec tunnel is also
cl eared up.

5. ADVPN Message Formats

This section describes the format of ADVPN nessage. ADVPN nessages
begin imrediately following the UDP header. An ADVPN nessage is
composed of a Fixed Part, a Mandatory Part and a Payl oad Part. The
Fi xed Part is common to all ADVPN nessage types. The Mandatory Part
MUST be present, but varies dependi ng on nessage type. The Payl oad
Part al so varies dependi ng on nessage type.

The length of the Fixed Part is fixed at 12 octets. The length of the
Mandatory Part is determ ned on nmessage type. The Payl oad Part |ength
depends on the payl oad type.

5.1. ADVPN Fi xed Header
The Fixed Part of the ADVPN nessage contains those elenments of the

ADVPN nessage which are always present and do not vary in size with
the type of message
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Fi gure 2. ADVPN Header For nat

o Version (1 octet) -- Indicates the version of the ADVPN protocol
in use. Inplenmentations based on this version of ADVPN MJST set
the version to O.

0 Type (1 octet) -- Indicates the type of ADVPN nessage bei ng used.
Message Type Val ue
Regi strati on Request 1
Regi strati on Response 2
Resol uti on Request 3
Resol uti on Response 4
Del et e Request 5
Del et e Response 6
Keepal i ve Request 7
Keepal i ve Response 8
Net work | nfornation Registration 9
Net wor k | nf ormati on Response 10
Shortcut Fl ow 11
Shortcut Fl ow Acknow edgenent 12
Hub I nformation 13
Hub I nformati on Acknow edgenent 14
Redi r ect 15
Redi rect Acknow edgenents 16
Sessi on Setup Request 17
Sessi on Setup Response 18
Session Keepal i ve Request 19
Sessi on Keepal i ve Response 20
Sessi on Del et e Request 21
Sessi on Del ete Response 22
Session Network Information Request 23
Session Network | nformation Response 24

0 Length (2 octet) -- Length of total nessage beginning with the
Version elenment in octets.
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0 Message ID (4 octet) -- Used to provide a unique identifier for
the information contained in a Request nessage. This value is
copied directly froma Request message into the Response message.
When a sender receives the Response packet, it will match the
Message I D with the Request packet of local sent. Wen a match is
found then the Request is considered to be acknow edged.

The value is incremented each tine a new Request nessage is sent.
The sane val ue MUST be used when resendi ng a Request nessage. It
is RECOMWENDED that the initial value for this nunber be O.

0 ErrCode (2 octet) -- An error code indicating the type of error
detected, chosen fromthe follow list:
Error description Code
No ADC Found 1
Managenent Reject 2
I nsuf ficient Resources 3

0 Reserved (2 octet) -- MJST be zero.
5.2. Mandatory Part

Different Mandatory Part of the ADVPN nessage exists in different
message types, and is behind the ADVPN Header.

5.2.1. dient Identification Header
The Cient Identification Header, denoted Clhdr in this docunent, is

contained in the nessages that are sent and received between ADC an
ADS.

1
0
+

+©
+OI\J
1
-Ii-OOO

4 5 789 1 567829 1
T e S N e

[
_Tm

- -+
h I
- 4=+ R i sl it S SR B ol sl oIt S S
Client Private Address |
B i e e S e i el s ST S R T e I e S s s sl ol S S SR SR S

g

7
+
e eng
+

+—+oo
+m+|\>

3
-4
S
+

1
+|—+|\>

1 34
+- R
Fl ngt
+- - - -
Figure 3. Cient ldentification Header Format

0 Address Type (1 octet) -- ldentifies the address type of the
client private Address.

Y. Mao Expi res February 19, 2014 [ Page 15]



| NTERNET DRAFT Aut o Di scovery VPN Prot ocol August 18, 2013

Addr ess Type Val ue
IPv4 Address 1
| Pv6 Address 2
o Flags (1 octet) -- The flags field is coded as foll ows:
0 1

01234567

B i e S S S

|  Unused | H

+o e e e e e e -+
Hbit - The Hub bit. Wen set to 1, the Cient is Hub, otherw se
it is spoke.

0 Length (2 octet) -- Length in octets of the current nmandatory
part.

o Cient Private Address (variable length) -- The ADC s | ogica
private I P address. The value for this field is specified by the
IP version field. If the nmessage is sent fromADC to ADS, this
address is private | P address of ADC. If the nessage is sent from
ADS to ADC, this address is private | P address of destination ADC

5.2.2. Session Header

The Session Header, denoted Sesshdr in this docunent, is contained in
the nmessages that are sent and received between ADCs.

0 1 2 3
01234567890123456789012345678901
B e e s i i o e S e e sl sl s TR S S S S S S S
| Role ID | Address Type | Length |
B i e S T e e S e e e SR S S S S i et oI SN S Rl S e S S e i et o
| Source | P Address |
R e i e i i e T R S S e il sl S I R S S e S e s
| Destination | P Address |
B e e s i i o e S e e sl sl s TR S S S S S S S

Fi gure 4. Session Header For mat

0 Role ID (1 octet) -- ldentifies the forwarding role of the ADC
1 - Hub.
2 - Spoke.

0 Address Type (2 octet) -- ldentifies the type of Source and
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Destination | P Address type.

0 Length (2 octet) -- Length in octets of the current mandatory
part.

0 Source |IP Address (variable length) -- ldentifies the sender’s
| ogi cal private I P address. The address type is specified by the
Address Type fiel d.

0 Destination |IP Address (variable length) -- ldentifies the
receiver’'s logical private |P address. The address type is
specified by the Address Type field.

5.3. Payl oad Part

Each payl oad defined in the section 5.3.1 through 5.3.6 has the

general payload TLV(Type, Length, Value) fornat.

0 1 2 3

01234567890123456789012345678901

B i S S T s i S T st i S S S S S S S S i

[ Type [ Lengt h [

B i i S S i I e i S S R L e e e e

| Val ue |

R R e R e s s e o S S e R e o o

Figure 5. Payl oad TLV For nmat
The TLV fields are defined as foll ows:
o0 Type (2 octet) -- The type of this payl oad.
Payl oad Type Val ue
Client Information payload (Cl) 1
Destination dient Payload (DC) 2
Net wor k | nformati on Payl oad (NI) 3
Traffic Fl ow Payl oad (TF) 4
Keepal i ve Paramet er Payl oad (KP) 5
Redi rect Payl oad (Red) 6

0 Length (2 octet) -- Length in octets of the current payl oad,
i ncluding the type and | ength.

o Value (variable octet) -- The value of this payl oad. Each payl oad

has di fferent content.

5.3.1. dient Information Payl oad
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The dient Information Payload, denoted Cl in this docunent, is used
to be as part of Registration nmessage to notify the ADS of ADC s
information, or as part of Resolution Response message to notify the
ADC of the renmpte ADC s information.

01234567890123456789012345678901

T T S S T R
| Type | Length |
B i S S T s i S T st i S S S S S S S S i
[ Hol di ng Ti ne [ Reser ved [
T g S S
| Preference | Node Fl ags | Pub Addr Type | Pri Addr Type

T I S e T S
| Publ i c Address(vari abl e) |
B i S S T s i S T st i S S S S S S S S i
[ Private Address(vari able) [
g S S

Figure 6. Cient Information Payl oad Fornmat

0 Holding Time (2 octet) -- ldentifies the expire tine(seconds) of
the ADC s infornmation obtained from ADS. The ADS SHOULD i gnores
this field when receiving the Registration Request nessage.

0 Reserved (2 octet) -- MIST be sent as zero; MJIST be ignored on
receipt.
o0 Preference (1 octet) -- Identifies the ADC s preference. Higher

values in the range 1 to 255 indicates higher preference. A zero
val ue indicates no preference.

0 Node Flags (1 octet) -- The flags field is coded as foll ows:

0 1

01234567

+o e e e e e e -+

| Unused | N[ H

B S s S S
Hbit - The hub bit. Wen set to 1, this current ADC is a hub
ot herwi se a spoke.

N-bit - The NAT bit. Wen set to 1, it indicates the ADCis
behi nd t he NAT.

0 Pub Addr Type (1 octet) -- Identifies the ADC s Public Address
type.
1-- 1Pv4
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2 -- IPv6
o Pri Addr Type (1 octet) -- ldentifies the ADC s Private Address
type.
1-- IPv4
2 -- IPv6
0 Public Address (variable length) -- ldentifies the ADC s | Psec

peer address. The type of address for this field is specified by
the Pub Addr Type field.

0 Private Address (variable length) -- Identifies the ADC s | ogical
private I P address. The values for this field is specified by the
Pri Addr Type field.

5.3.2. Destination dient Payl oad

The Destination dient Payload, denoted DC in this docunent, is used
to be search key to discover the renote ADC s information.

1234567 012345 78901 3 5678901
i S o T i i S S A S R e S

- + O
-+ O

234

+- - +-
Length
B i I S S B i S S S i S S O e e
| Address Type Reserved [
T T T o i S i i i i S S SR S S
| Destinati on Address(vari abl e) [
i e e e i e S S e R Ch o o R
| Private Address(vari able) |
B i S S T s i S T st i S S S S S S S S i

89
+- +- +
Type I
+- +-

I

Figure 7. Destination dient Payl oad For nat

0 Address Type (1 octet) -- ldentifies the type of destination
address and next hop address.
1 -- IPv4
2 -- IPv6

0 Reserved (3 octet) -- MJST be zero.

0 Destination I P Address (variable length) -- ldentifies the

destination | P address of communi cation. The value for this field
is specified by the Address Type field.
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o0 Private Address (variable length) -- Identifies the next hop
address to the destination network. The value for this field is
specified by the Address Type field.

5.3.3. Network Information Payl oad

The Network | nformation Payl oad, denoted NI in this docunent, is
used to carry private network information.

+ P
+ N
+ w
+ B
+ o

+ O

+ ~

012345 78901 5678901
i SE N R R e

- -+
ength I
el ok Tk SR T + N R oE B E s i NI SRR
Net wor k # Reserved |

B T i S S I el s S P S S S S S S N e S
<Net wor ks> |

B S S i s S e S e N I S N i i N S

2 34
B

Lengt

+- +

8 9

-t -

Type

B I S
k

—+—+o0

+—+— +— + O

Figure 8. Network Information Payl oad Format

0 Network # (2 octet) -- ldentifies the nunber of network this
message contai ns.

0 Reserved (2 octet) -- MJIST be zero.

Each network has the foll owi ng formats:

0 1 2 3
01234567890123456789012345678901
B o i T e e S e S i T S R S e S e e sl S B T S
[ eration | Preference | Address Type | Prefix Length |
B T o S e i ik S S I i i S Tl i e e
| Net wor k Addr ess |
B o T T e e e i S L e s ol ST S S S S S S S S
| Next Hop Address |
B E e r e s i s i o T T s S S S S 2

Figure 9. Network Format

0 Operation (1 octet) -- Indicates the operation for the current
net wor k.

0 - Reserved.
1 - Add.

2 - Delete.
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3 - Update.
0 Preference (1 octet) -- Indicates the priority of network.
0 Address Type (1 octet) -- Indicates the Address type of network

address and next hop address.
1 - 1 Pv4 Address.

2 - | Pv6 Address

o Prefix Length (1 octet) -- Is the octet length of the routing
prefix.
0 Network Address (variable length) -- Identifies the address of the

ADC s private network. The value for this field is specified by
the Address Type field.

0 Next Hop Address(variable length) -- Identifies the next hop to
the Network Address in the routing path. The Next Hop is also the
ADC s private |IP address. The value for this field is specified by
the Address Type field.
5.3.4. Traffic Flow Payl oad

The Traffic Flow Payload is denoted TF in this docunment. This payl oad
contains the data flow information.

Y. Mao Expi res February 19, 2014 [ Page 21]



| NTERNET DRAFT Aut o Di scovery VPN Prot ocol August 18, 2013

3

F e
-lf-l\)
-!-00
+
-IP-U'I
-IP-CD

+ ~

—
S5 +< + @

9
+-
pe
+-
e

+ O

12345 78901 5678901
B I S S S S o i S SR

- + O
—+ N

+ +
ength |

B i o S R R R i I R i i el S S S e S S e
+

4
- +-
t
+
Fl ow Sequence Nunber | Flow Type | Flow Action
i T T e S e e T Sl R e S e  te T S RPN S e
Addr Protocol | [IP Protocol | Reserved |
B s T T ST S o i ST L o S i T ot ST S S S S
Starting Source Port | Endi ng Source Port |
B i i S T e S S e s i I S e e e
Starting Source Address |
B S S e i i i i i T T T S S S S S S S S i S
Endi ng Source Address [
B s T T ST S o i ST L o S i T ot ST S S S S
Starting Destination Port | Endi ng Destination Port |
B i i S T e S S e s i I S e e e
Starting Destination Address |
B S S e i i i i i T T T S S S S S S S S i S
Endi ng Destinati on Address [
B s T T ST S o i ST L o S i T ot ST S S S S

FT AT AT T T T T T+ + O

Fi gure 10. Shortcut Flow Payl oad For mat

o Flow Sequence Nunber (2 octet) -- ldentifies the preference of the
data flow. Lower values (in the range O to 65534) indicates higher

pr ef erence.
o Flow Type (1 octet) -- ldentifies the traffic flow type.
1 - Shortcut Data Fl ow.

o Flow Action (1 octet) -- ldentifies which action will to do when
mat ching this flow

1 - Permit. The packet which natching the floww Il trigger the
speci fied function, such as redirection.

2 - Deny. The packet which matching the flow will not trigger any
functi on.

3 - Discard. The packet which matching the flow will be discarded.

0 Addr Type (1 octet) -- ldentifies which the data flow address type

is, IPv4 or |Pv6.
1 - | Pv4 Address.

2 - | Pv6 Address.
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(o]

5.3.5.

The
pay

+-+

+-+

(0]

(0]

5.3.6.

I P Protocol (1 octet) -- ldentifies IP protocol of this data flow,
such as UDP, TCP or |CMP etc.

Reserved (2 octet) -- MJST be zero

Starting Source Port (2 octet) -- Value specifying the small est
source port nunber all owed.

Endi ng Source Port (2 octet) -- Value specifying the | argest
source port nunber all owed.

Starting Source Address (2 octet) -- The small est source address.
Endi ng Source Address (2 octet) -- The | argest source address.
Starting Destination Port (2 octet) -- Value specifying the
smal | est destination port nunber all owed.

Endi ng Destination Port (2 octet) -- Value specifying the | argest
destination port number all owed.

Starting Destination Address (2 octet) -- The snmllest destination
addr ess.

Endi ng Destination Address (2 octet) -- The |argest destination
addr ess.

Keepal i ve Paranet er Payl oad

Keepal i ve Paraneter Payload is denoted KP in this docunent. This
| oad contains the paranmeter to sendi ng keepal i ve nessage.
012345
e

78901 5678901
e B

- + o

234

+- - - +

Lengt h |

B S s s e S i i S i s
I nterval | Retries |

B i S T ik s S S S e S S i S S S i e
Figure 11. Keepalive Paraneter Payl oad Fornmat

Interval (2 octet) -- ldentifies the tineout(seconds) of sending a
Keepal i ve Request agai n.

Retries (2 octet) -- ldentifies the nunber of retry attenpts.

Redi rect Payl oad
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The Redirect Payload is denoted Red in this docunent. This payl oad
contains the original packet information. The original packet is used
for the spoke to send a Resolution Request packet to the ADS to get
the peer’s ADVPN i nformation.

+ ON
+ OWw

1
1234567890123456789 123456789 1
B T o ik i T S S S S
Type ength
B s T e e e i T e s i sl sl S S S S S S S S

As much of invoking packet as possible |

T

- + O
—+ N

0
0
+- +
| |
+-

I

+-

Figure 12. Redirect Payl oad Format
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6

| mpl ement ati on Status

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 6982

The description of inplementations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Pl ease note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the infornmati on presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplementations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to RFC 6982, "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

This draft is based on H3C/HP DVPN(Dynamic Virtual Private Network)
solution. DVPN has been wi dely used since 2005. DVPN solution is not
a single protocol, but an architecture. DVPN hel ps enterprises
simplify the configuration and managenment of |Psec VPN tunnels. DVPN
policies share security access, managenent, and quality of service
(QS) policies to easily connect thousands of renote branch and

regi onal offices to the corporate headquarters or data centers.

Admi ni strators no longer need to login to each VPN device to manual ly
set up site-to-site VPN tunnels at each branch or regional office,
corporate headquarters, and data centers. DVPN is an innovation to
simplify secure WAN connectivity for the enterprise.

DVPN is a conplete and cost-effective solution that is ideal for the
hub- and- spoke topol ogy, the nbpst comon topol ogy for enterprises,
where you al so have an option for mesh connectivity. DVPN spans
across various domains such as routing, security, and address
managemnent .

The H3C/ HP DVPN website link is:
http://h17007. wwl. hp. contf us/ en/ net wor ki ng/ sol uti ons/t echnol ogy/
dvpn/i ndex. aspx.

Al t hough this ADVPN protocol conmes from DVPN solution, it has been
simplified and optim zed to neet the requirenments. The nmin
differences is:

o VAM VPN Address Managenent) protocol and DVPN protocol is nerged
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10.

10.

into a single ADVPN protocol .

0 Security nmechanismin VAM protocol is deleted, the ADVPN protocol
shoul d be protected by | Psec.

o In DVPN, all packets and franes nust be encapsulated in GRE first,
and then be protected by | Psec. However, the ADVPN supports a pure

| Psec encapsul ati on.

Security Considerations

The ADVPN protocol has no protocol -internal security nechanism it
relies on other security protocol to protect the ADVPN nessages.

The messages between the ADC and ADS can be protected by the | Psec or
SSL/ TLS. The nmessages between ADCs is protected by | Psec.

It is highly recoormended that the wildcard pre-shared-key in | KEvl or
I KEv2 is not used in the ADVPN, the attacker can access the ADVPN
network if one ADVPN peer is conprom sed.

| ANA Consi derati ons

I ANA may need to all ocate additional values for the options presented
in this docunent. The values of the protocol field needed to be
assigned from the nunbering space.

Acknow edgrent s
Ref er ences
1. Normmtive References

[ KEYWORDS] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC1776] Crocker, S., "The Address is the Message", RFC 1776, April
1 1995.

[ TRUTHS] Callon, R, "The Twel ve Networking Truths", RFC 1925,
April 1 1996.

[ ADVPN_Pr obl enj
Hanna, S., "Auto Di scovery VPN Problem Statenent and
Requirements", draft-ietf-ipsecne-p2p-vpn-problem07.1txt,
June 2013.

[ | PSECARCH|

Kent, S. and K Seo, "Security Architecture for the
Internet Protocol", RFC 4301, Decenber 2005.

Mao Expi res February 19, 2014 [ Page 26]



| NTERNET DRAFT Aut o Di scovery VPN Prot ocol August 18, 2013

10.2. Informati ve References

[ NHRP] J. Luciani, "NBMA Next Hop Resol ution Protocol (NHRP)"
RFC2332, April 1998.

[ RFC5513] Farrel, A., "I ANA Considerations for Three Letter
Acronyns", RFC 5513, April 1 2009.

[ RFC5514] Wncke, E., "IPv6 over Social Networks", RFC 5514, April 1
2009.

Appendi x A. Conpari son Agai nst ADVPN Requirenents
Requi rement #1:

In this ADVPN protocol, each ADC only needs to configure its own SPD
and PAD. Adding or renoving an ADC in the ADVPN topol ogy does not
need configuration change for any other ADC

Requi rement #2:

Each ADC registers its public address(peer address) and private
address to ADS, and the other ADC query the ADS to obtain the public
address. Therefore, even the public address of one ADC i s updated
every time the device cones up, the other ADC can comunicate with it
wi t hout any configuration change.

Requi rement #3:

The tunneling protocol (e.g. GRE) and routing protocol (e.g. OSPF, BGP)
can run over the spoke-to-hub and spoke-to-spoke I Psec tunnel with

m ni mal configuration. These protocols do not need to aware of |Psec
tunnel, and al so | Psec does not need to be aware of these protoco
packets.

Requi rement #4:

The ADS is the controller of the ADVPN network. It has control policy
whi ch deci des whether the spoke can be allowed to have a direct
communi cation with other spoke. The control policy is pushed to hub
fromthe ADS after the hub ADC finishes registration. The detail ed
description about it is given in Section 4.4.

Requi rement #5:

To mtigate the affect of conproni sed ADVPN peer, each ADVPN peer
SHOULD have uni que and | ong term authentication credential such as
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certificate used for IKEvl and | KEv2 negotiation. The wildcard pre-
shar ed- key SHOULD NOT be used for ADVPN connection

Requi rement #6:

When the endpoint roans, if its public address changes, it will be as
a new ADC to rejoin ADVPN network. After re-registering to ADS, it
connects the hub gateway again. The data traffic can be transferred

t hrough new spoke-to-hub | Psec tunnel and spoke-to-spoke | Psec

t unnel

Requi rement #7:

The informati on of hub ADCs is maintained by ADS. if the endpoints
roams across the hub gateway, the new hub ADC information will be
pushed to the spoke ADCs, and new | Psec tunnel is established between
the ADC and new hub ADC. The traffic is nigrated fromone gateway to
anot her gat eway.

Requi rement #8:

Al'l the ADVPN peers can be | ocated behi nd NAT boxes. After ADCs

regi stration, the ADS detects which ADC is behi nd NAT box. The ADS
updates the public | P address/Port information of spoke ADC with the
nodi fying | P address/Port by NAT box from hub ADC after the |Psec
tunnel is established between the spoke and hub. Therefore, even two
spokes are both behi nd NAT boxes, they can also establish the direct
connectivity.

Requi rement #9:

Al'l the tables in the ADVPN protocol are reportable and nmanageabl e,
such as | P Address Mappi ng Dat abase, Private Network Information

Dat abase, Session Table and Shortcut Flow Table etc. Change of |Psec
SA such as establishnent and expiration can be | ogged and reported as
necessary events. This docunment does not create a M B.

Requi rement #10

To support allied and federated environments, the ADVPN peer SHOULD
use the certificate as the credential for connections. Wth the PK

trust architecture, the ADVPN peer fromdifferent organizations can
be able to connect to each other

Requi rement #11:

The ADS is the controller of ADVPN network. The admi nistrator can
configure the control policy on ADS to determnine the ADVPN network is
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a Star, Full mesh or a partial full mesh topol ogy.
Requi renment #12:

The ADVPN protocol can cooperated with |GW and PIMto provide

mul ticast function. PIM packets run over spoke-to-hub I Psec tunnel to
establish the PIMneighbor. Miulticast traffic is selective replicated
to spokes on the hub.

Requi rement #13:

In the ADVPN protocol, all the changes such as |Psec SA
est abli shnent, shortcut route injection etc. can be nonitored, |ogged
and reported to help troubl e shooting.

Requi rement #14:

When L3VPN runs over |Psec tunnel, GRE or other tunnel protocol can
be transport-link protocol. These tunneling protocols can run over
t he spoke-to-hub and spoke-to-spoke | Psec tunnel in ADVPN network.

Requi rement #15:

The ADC can register its QS policy information to ADS, and when the
ot her ADC query the ADC s information, it can obtain the related QoS
policy information.

Requi rement #16:

In the ADVPN protocol, the administrator can specify nore than one
hub in the ADS for the ADC. The ADC gets all the hub ADC i nfornmation
after registration and establishes I Psec tunnel with each hub ADC.
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