Net wor k Wor ki ng Group Y. Hong

I nternet-Draft ETRI
I ntended status: |nformational J. Youn
Expires: January 16, 2014 DONG- EUl  Uni v.

July 15, 2013

Probl em st at enent and Use cases of Sl eepy node in Constrained node
net wor ks
draft-hong-1 w g- sl eepynode- pr obl ent st at enent - 00

Abst ract

Thi s docunent describes the use cases of communi cati on considering

sl eepy nodes and the problens of connecting to sl eepy nodes in
constrai ned node networks. The use cases of conmunications between
sl eepy nodes and non-sl eepy nodes are classified by the end-to-end
conmmuni cation and the network topol ogy. The adopt of power saving in
constrai ned nodes raises conpelling problens in network |ayer/
transport/application layer. 1In this docunent, problens of each

| ayer in a sleepy node are described.
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1. Introduction

Until now, it seens that the Internet protocol (e.g., TCP/IP protoco
suite) is not directly related to power managenent, because it is
assuned that network nodes are al ways connected to main-power. Even
t hough, the network nodes are noving and the network nodes are not
connected to nmain power (e.g., the network nodes may use battery or
energy harvesting), the power nanagenent has been focused on PHY/ MAC
| ayer. Recently, as constrained nodes in constrained node networks
becone connected to the Internet, it is required to consider power
managenent in Internet protocol in the | ETF scape.

The goal s for power nmanagenent may be different by the conditions of
devi ce and environnent. The general strategies for power nanagenent
of various conditions are depicted as al ways-on, always-off, and | ow
power [I-D.arkko-lw g-cellular]. A constrained node, creating
constrai ned node networks, may occasionally go into sl eep node
according to strategies of using power for comrunication
[I-D.ietf-Iwig-terminology]. In [I-Dietf-lwig-termnology], a
device is divided into four classes according to energy linmtation of
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a device. Here, the constrained nodes cl assed such as class E1 and
E2 in classes of energy linmtation may occasionally go into sleepy
nmode. Thus, in constrai ned node networks, there can exist the end-
to-end conmuni cati ons between a sl eep node node and a non-sl eep node
node.

Sone Internet protocols in the | EFT scape assune that the state of a
node i s al ways-on node, such as a non-sl eep node, of a node. Wile
in constrained node networks the state of a node can be divided into
a non-sl eep node and sl eep nbde. Thus, at end-to-end conmunication
perspective, a sleepy node make various probl ens when Nei ghbor

Di scovery is operated and nessage or data is transmtted between
constrai ned nodes through Internet protocols in the IEFT. In
particul ar, because the operation of Nei ghbor Di scovery is done with
the assunption that the network node is al ways-on connected, the
operation of Neighbor Discovery of sleepy node may nake operationa
problem And, sleepy node may affect the performance negatively at
application layer and transport layer. First at all, in end-to-end
comruni cati on perspective, sleepy node can generate unnecessary
message/ data transni ssion at application |ayer and transport |ayer.
In other word, without the state information of a destination node, a
source node transnits the nessage or data to a destination node that
goes into sleep node. This point will affect a constrained node with
the linmt power negatively in terns of energy efficient of a
constrai ned node.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Related Wrk and Background

Power saving in wireless networks is mainly acconplished in PHY/ MAC
| ayer. The basic idea of power saving in PHY/ MAC | ayer is to
mnimze the tine of transm ssion/receipt. |In |EEE 802.11 WAN, the
feature of power saving is Power Save Mbdde (PSM that is available
for nodes existing in an infrastructure based | EEE 802. 11 W.AN. PSM
i s based on a synchronous sl eep scheduling policy, in which wireless
nodes are able to alternate between an active nbde and a sl eep node
[ Power Mgnt ] .
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Recently, the consideration of power saving is noved to network

| ayer, too. In 6lowan, the Neighbor Di scovery operations nust
consi der the | ow power wrel ess personal area networks such as | EEE
802. 15. 4. Because the usage of nulticast signaling raises severe
energy consunption, the Nei ghbor Discovery optimzation for 6l owpan
has Iimted the usage of nmulticast signaling [I-D.ietf-6l owan-nd].

In application layer, the CoAP has two functions such as proxy and
cache. The proxy function in the CoAP can cache and service requests
for sleepy servers. Thus, a client sends a CoAP request to a proxy
on behalf of an origin server of sleep node and then it respond
directly to the client through the proxy. Oherwise if the proxy has
an invalid representation of the resource in its cache, the proxy has
to attenpt to get the valid resource froman origin server of sleep
nmode. The attenpt may or may not be successful according to the
state of the origin server [I-D.ietf-core-coap].

4. Use Cases of conmunication of a sl eepy node

To describe the problem of sleepy node in constrai ned node networks,
this clause describes the use cases of comunication of sleepy nodes.
The use case of comuni cation of sleepy nodes | ooks |ike that of
normal Internet nodes. The difference fromthe comunication between
normal Internet nodes is that there are definitely different two
types of network nodes : sl eepy node and non-sl eepy nodes
[I-D.ietf-Iwig-term nology]. So, the comunication of sleepy nodes
can be classified into conmuni cati on between sl eepy node and non-

sl eepy node and communi cati on between sl eepy nodes. And by the

topol ogy of networks, the communication can be classified into
conmuni cation across router, conmmunication within a router, and
conmuni cation in ad-hoc network.

4.1. Conmmuni cation between a sl eepy node and a non-sl eepy node

Thi s use case shows the communi cati on between one network node with
al ways-on network connectivity (non-sleepy node) and one network node
with sl eepy node network capabilities. In this use case, to provide
t he conmuni cati on between a non-sl eepy node and a sl eepy node, it may
requi re new purpose server such as a Proxy server to handle the
request of different node with different capabilities. |In this case,
the new purpose server will be located at the interface of network
[1-D.jeong-enman-net wor k- pr oxy- protocol ].
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Fi gure 1: Communi cation between sl eepy node and non-sl eepy node

4.2. Conmmuni cation between sl eepy nodes

4. 3.

Hon

This use case shows the conmmuni cati on between sl eepy nodes within a
router. In this use case, the sleepy nodes nay use sane power saving
nmechani sm and energy efficient technique. And, in this use case, the
layer 3 entities such as routers and gateways nay benefits fromthe

|l ayer 2 entities such as Access Point and Base Station to keep
synchronous sl eep schedul i ng.

YT +
I I
| [ S, + | B +
| | Sleepy +------ + o | |
| | node | oo + | | |
| - + | Router +--------- + Internet |
| AREEES + | | |
| IR + L | |
| | Sleepy +------ + | e +
| | node | [
| 4 + I
I I
YT +

Fi gure 2: Communi cation between sl eepy nodes
Conmuni cation across routers
This use case is sinilar to clause 3.1 and multiple hop IP
comruni cation i s operated. Because each network may have its own

power saving and energy efficient mechanism it is difficult to
provi de end-to-end | evel power saving and efficient nmechani sm

g & Youn Expi res January 16, 2014 [ Page 5]



Internet-Draft Pr obl em st at enent of Sl eepy nodes July 2013

4.4, Comunication within a router

This use is simlar to clause 3.2 and 1 hop I P comunication is
mai nl y operated. Because it is operated within a same router, it
will be possible to provide efficient power saving nechani sns.

4.5. Communi cation in ad-hoc network

This use case can be happen when it is inpossible to inplenent an
infrastructure based wireless network and an infra-less wrel ess
network is constructed. Although there is no explicit a router, it
may be possible to select a naster and sl aves and neke the sel ected
master do as a router to provide power saving nechani sns between

sl eepy nodes. The efficiency of infra-less power saving nmay be worse
than infrastructure-based power saving nmechanism So, it may require
to hybrid the infra-1ess power saving and infrastructure-based power
savi ng.
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| Sleepy +----------- S + Sleepy |
| node + [ + node [
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+----L----+

| Sleepy |

| node |

E S +

Fi gure 3: Conmunication in ad-hoc network
5. Problem statenent of communication of a sleepy node
5.1. Problens of a sleepy node in Network | ayer

The main problens of a sleepy node are related to nei ghbor di scovery
[ RFC4861]. Among nei ghbor di scovery operations, the operations
related to nmulticast signaling affects severely energy efficiency.

So, in 6l owpan-nd, the usage of nulticast Neighbor Discovery nessages
has the lintation with some exception such as initial set of default
routers. Because of the linmtation of nulticast Neighbor Di scovery
nmessages, new address assignment with Address Registration Option
(ARO and different Duplicate Address Detection (DAD) nechani sns are
used in 6l owpan-nd [I-D.ietf-6l owpan-nd].

Anot her probl em of a sleepy node in network layer is the choosing the
proper a sleep tine appropriate for its energy characteristics. Even
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t hough the corresponding node is not down or the route path to the
correspondi ng node is not broken, an inappropriate sleep tinme |eads

wong operations. |If the nodification of Neighbor D scovery such as
6l owpan-nd is applied to network layer in all network nodes, the
probl ens of a sleepy node in network |ayer may be decreased. In

realistic, this nodification of Neighbor D scovery such as 6l owpan-nd
seenms that inpossible because there are various wirel ess networks.

5.2. Problens of a sleepy node in Transport |ayer

The npbst constrained environnents consist of interoperable |P-capable
devices. Thus, a constrained node needs UDP/ TCP of transport |ayer
for an end-to-end data transm ssion service. However a constrained
node, creating constrai ned node networks, is a small device such as
sensor device with limted CPU, nenory, and power resources. In
addition, inplementing the whole functionality of the UDP/TCP in a
smal | device beconmes a burden. Thus, constrained nodes nust
implement a mnimal functionality for transport service demanded by
application in constrained node.

In [I-D.ietf-lw g-guidance], |ight-weight inplenentation of transport
| ayer nust be considered in a constrai ned node. Also, the analysis
of functionality of the transport protocol is needed to support an
end-t o-end comuni cati on between a non-sl eepy node and a sl eepy node.

As transport protocol in constrained node with the Iinmt nmenory, UDP
has many advantages. |In particular, UDP has a very | ow overhead for
bot h header size and protocol procedure. This nmeans that UDP will be
used as the transport protocol of constrained node in constrained
node networ ks because the packet transm ssions and receptions consune
| ess energy and the small space of nmenory for UDP is needed. This
is, the reason is that the CoAP uses UDP as transport protocol to
transmt the nessage of the CoAP. Neverthel ess, UDP has drawback
that is UDP does not provide any recovery nechanismfor |ost data.

Al so, UDP does not have any functionality to support a sleepy node.
Thus, source node does not know that data nay or may not be
successful to the destination node.

TCP has nore overhead for both header size and protocol procedure
than UDP to be inplenented as transport protocol in constrained node.
Thus, TCP inplenentation with the whole functionality in a small

devi ce occurs several conpelling problens. And it also is not aware
to the sl eep node of destination node. TCP protocol is a conplex
protocol that has a reliable mechani smand the mechani sms such as the
sliding wi ndow al gorithm and congestion control for high throughput.
However, the core of TCP is quite sinple because many of the conpl ex
mechani snms are to inprove high-throughput performance. Thus, because
hi gh throughput is not a requirement of any end-to-end conmunication
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i n nost constrained environnents, several mechanisnms in TCP are not
needed TCP nmechani sm such as the sliding w ndow al gorithm and
congestion control, for high throughput. As UDP, TCP al so does not
have any functionality to support a sleepy node. This is, TCP

m st akes data | oss generated by sl eepy node as data | oss over end-to-
end transm ssion. Thus. TCP can perform unnecessary retransm ssion
This situation can occur in nost constrai ned environments.

5.3. Problens of a sleepy node in Application |ayer
As the CoAP, it is up to the application to support sleepy node to
end-to-end transport service, which also increases the conplexity in
constrained node. Also there is still no standard transport protoco
that can support sleepy node. Thus, to support an end-to-end
transport service between a sl eep node node and a non-sl eep node
node, the analysis of transport protocols is needed.

6. Security Considerations
TBD.

7. |1 ANA Consi derations
TBD
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