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Abstract

Thi s docunment sunmmarizes the problens and current practices of energy
efficient protocol inplenmentation on constrained devices, nostly
about how to make the protocols within | ETF scope behave energy
friendly. This docunment al so sunmarizes the inpact of |ink |ayer
prot ocol power saving behaviors to the upper |ayer protocols, so that
they can coordinately nmake the system energy efficient.
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1. Introduction

In many scenari os of enbedded systens, the networked systemis
composed of many battery-powered devices. For exanple, in an
environnmental nonitoring systemor a tenperature and humidity

moni toring systemin the data center, there are no al ways-on and
handy sustai ned power supplies for the | arge nunber of small devices.
In such depl oynent environnents, it is necessary to optinize the
energy consunption of the entire system including conputing,
application | ayer behavior, and | ower |ayer conmunication

Various research efforts have been spent on this "energy efficiency"”
problem Mst of this research has focused on how to optinize the
systeni s power consunption regarding a certain deploynent scenario or
how coul d an exisiting network function such as routing or security
be nore energy-efficient. Only few efforts were spent on energy-
efficient designs for | ETF protocols and standardi zed network stacks
for such constrained devices [|-D. kovat sch-1w g-cl assl-coap].

The | ETF has devel oped a suite of Internet protocols suitable for
such smal | devices, including 6LOWPAN [ RFC6282], 6L0oWPAN- ND
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[ RFC6775], RPL[RFC6550], and CoAP[I-D.ietf-core-coap]. This docunent
tries to sunmarize the design considerations of making the | ETF
protocol suite as energy-efficient as possible. Wile this docunent
does not provide detailed and systematic solutions to the energy
efficiency problem it summarizes the design efforts and anal yzes the
desi gn space of this problem

After reviewi ng the energy-efficient design of each |ayer, an overal
conclusion is summari zed. Though the | ower |ayer comunication
optimzation is the key part of energy efficient design, the protoco
design at the network and application layers is also inportant to
make the device battery-friendly.

1.1. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL","SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119]

1.2. Termnol ogy

The terninologies used in this docunent can be referred to
[I-D.ietf-Iw g-termn nol ogy].

2. Overview

The | ETF has devel oped nmultiple protocols to enable end-to-end IP
conmmuni cati on between constrai ned nodes and fully capabl e nodes.

This work has witnessed the evolution of the traditional Internet
protocol stack to a |light-weight Internet protocol stack. As showin
Figure 1 below, the | ETF has devel oped CoAP as the application |ayer
and 6LoWPAN as the adaption |layer to run I Pv6 over |EEE 802.15.4 and
Bl uet oot h Low Energy, with the support of routing by RPL and

ef ficient neighbor discovery by 6LoWPAN- ND

+----- + +----- + +----- + ommma - +
|http | | ftp | | SNVP | | COAP |
+----- + +----- + +----- + o - - +
\ / / / \
+----- + +----- + +----- + +----- +
| tcp | | udp | | tcp | | udp |
+----- + +----- + =—==> +----- + +----- +
\ \ /
+----- +  H------ + oo + o - - + +----- +
| RTG|--] ipv6 |--|1CvP/ ND| | ipv6 |---| rpl |
+----- + - ---- + F------- + o= + +----- +
+---!---+ +---!---+ Fommmm e e +
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| MAC/ PHY| | 61 owpan| - - | 61 owpan- nd|

Figure 1: Traditional and Li ghwei ght Internet Protocol Stack

There are conprehensi ve neasurenents of w reless communication

[ Powertrace]. Below we list the energy consunption profile of the
nmost conmon at om operations on a preval ent sensor node platform The
measur enent was based on the Tnote Sky with Conti ki MAC as the radio
duty cycling algorithm Fromthe neasurenment, we can see that

optim zed transm ssions and reception consune al nost the same anount
of energy. For |EEE 802.15.4 and UMB radios, transnitting is
actually even cheaper than receiving. Only for broadcast and non-
synchroni zed conmuni cation transm ssions beconme costly in ternms of
energy because they need to flood the nmediumfor a long tine.

o mmm e e e e e e e e e e e e e e mm e e aa oo e e e o +
| Activity | Energy (ud) [
. e +
| Broadcast reception | 178 |
e . +
| Unicast reception | 222 |
o mmm e e e e e e e e e e e e e e mm e e aa oo e e e o +
| Broadcast transmni ssion [ 1790

. . +
| Non-synchroni zed uni cast transm ssion | 1090

e . +
| Synchronized unicast transm ssion | 120

o mmm e e e e e e e e e e e e e e mm e e aa oo e e e o +
| Unicast TX to awake receiver [ 96 |
. . +

Fi gure 2: Power consunption of atom operations on the Tnote Sky with
Conti ki MAC

3. MAC and Radio Duty Cycling

Cao, et al. Expi res January 15, 2014 [ Page 4]



Internet-Draft Lwi g Energy Efficient July 2013

In | ow power wireless networks, conmunication and power consunption
are intertwined. The comunication device is typically the nost
power - consumni ng conponent, but nerely refraining fromtransm ssions
is not enough to attain a | ow power consunption: the radi o consunes
as much power in |isten node as when actively transnitting, as show
in Figure 2 . To reduce power consunption, the radio nust be switched
completely off -- duty-cycled -- as much as possible. Contiki MAC is
a very typical Radio Duty Cycling protocol [Contiki MAC].

From the perspective of MAC&RDC, all upper |layer protocols, such as
routing, RESTful comunication, adaption, and nanagenent flows, are
all applications. Since the duty cycling algorithmis the key to
energy-efficiency of the wireless nedium it synchronizes the TX/ RX
request fromthe higher |ayer.

The MAC&RDC are not in the scope of the I ETF, yet |ower |ayer

desi gners and chi pset nmanufactures take great care of the problem
For the | ETF protocol designers, however, it is good to know the
behavi ors of |ower layers so that the designed protocols can work
perfectly with them

Once again, the |ETF protocols we are going to talk about in the
foll owi ng sections are the custoners of the lower layer. |If they
want to get better service in a cooperative way, they should be
consi derative and understand each ot her.

3.1. Power Save Services Provided by |IEEE 802.11v

| EEE 802. 11v defi nes nechani sns and services for power save of
stations/nodes that include flexible multicast service (FMS), proxy
ARP advertisenent, extended sleep nodes, traffic filtering. It would
be useful if upper layer protocols knows such capabilities provided
by the | ower | ayer, so that they can coordinate with each other

These services incl ude:

Proxy ARP: The Proxy ARP capability enables an AP to indicate that
the non- AP STA will not receive ARP franes. The Proxy ARP capability
enabl es the non-AP STA to remain in power-save for |onger periods of
time.

BSS Max Idl e Period managenent enables an AP to indicate a tine
period during which the AP does not disassociate a STA due to non-
recei pt of frames fromthe STA. This supports inproved STA power
savi ng and AP resource managenent.

FMS: A service in which a non-access point (non-AP) station (STA) can
request a multicast delivery interval |longer than the delivery
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traffic indication nessage (DTIM interval for the purposes of
| engt hening the period of tine a STA may be in a power save state.

Traffic Filtering Service (TFS): A service provided by an access
point (AP) to a non-AP station (STA) that can reduce the nunber of
frames sent to the non-AP STA by not forwarding individually
addressed frames addressed to the non-AP STA that do not match
traffic filters specified by the non- AP STA

Usi ng the above services provided by the | ower |ayer, the constrained
nodes can achieve either client initiated power save (via TFS) or
networ k assi sted power save (Proxy-ARP, BSS Max |del Period and FMS).

Upper | ayer protocols would better synchronize with the paraneters
such as FM5 interval and BSS MAX Idle Period, so that the wrel ess
transm ssions are not triggered periodically.

4. | P Adaption and Transport Layer

6LOWPAN i s the adaption layer to run | Pv6 over |EEE 802.15.4 MAC&PHY.
It was born to fill the gap that the 1 Pv6 | ayer does not support
fragmentation and assenbly of <1280-byte packets while | EEE 802. 15. 4
only supports a MU of 127 bytes.

IPv6 is the basis for the higher layer protocols, including both TCP/
UDP transport and applications. So they are quite ignorant of the
transm ssion and reception behaviors, and are al nbst neutral to the
energy-efficiency problem

What the network stack can optinize is to save the conputing power
For exanple the Contiki inplenentation has multiple cross |ayer
optimizations for buffers and energy managenent, e.g., the conputing
and validation of UDP/ TCP checksuns wi thout the need of reading IP
headers froma different layer. These optim zations are software

i mpl ement ation techni ques, and out of the scope of |ETF and the LWG
wor ki ng group.

The 6LOWPAN contributes to the energy-efficiency problemin two ways.
First of all, it swaps conputing with comruni cati on. 6LOWPAN applies
conpression of the IPv6 header. This neans |ess anmount of data will
be handl ed by the | ower |ayer, but both the sender and receiver
shoul d spend nore conputing power on the conpression and
deconpressi on of the packets over the air. Secondly, the 6LOWPAN
wor ki ng group devel oped the energy-efficient Neigbor Discovery called
6LOWPAN- ND, which is an energy efficient replacenent of the IPv6 ND
in constrained environnments. |Pv6 Neighbor Discovery was not
designed for non-transitive wireless links, as its heavy use of

nmul ticast makes it inefficient and sonmetinmes inpractical in a low
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power and | ossy network. 6LOWPAN-ND descri bes sinple optinizations to
| Pv6 Nei ghbor Discovery, its addressing nmechani sms, and duplicate
address detection for Low power Wrel ess Personal Area Networks and
simlar networks.

Routing Protocols

The routing protocol designed by the | ETF for constrained
environments is called RPL [ RFC6550]. As a routing protocol, RPL has
to exchange nessages periodically and keep routing states for each
destination. RPL is optinized for the nmany-to-one comununication
pattern, where network nodes prinmarily send data towards the border
router, but has provisions for any-to-any routing as well.

The authors of the Powertrace tool studied the power profile of RPL.
It devides the routing protocol into control and data traffic. The
control channel uses | CMP nessages to establish and naintain the
routing states. The data channel is any application that uses RPL
for routing packets. The study has shown that the power consunption
of the control traffic goes down over tinme and data traffic stays
relatively constant. The study also reflects that the routing
protocol should keep the control traffic as | ow as possible to nake
it energy-friendly.

Application Layer

CoAP [I-D.ietf-core-coap]was designed as a RESTful application
protocol, connecting the services of smart devices to the World Wde
Web. CoAP is not a chatty protocol, it provides basic conmunication
services such as service discovery and CET/ POST/ PUT/ DELETE net hods
with a binary header.

The energy-efficient design is inplicitly included in the CoAP
protocol design. To reduce regular and frequent queries of the
resour ces, CoAP provides an observe node, in which the requester
registers its interest of a certain resource and the responder wll
report the val ue whenever it was updated. This reduces the request
reponse roundtrip while keeping information exchange a ubi quitous
servi ce.

Cross Layer Optimzation
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10.

11.

11.

The cross layer optimization is a technique used in many
scenari os. There are sone technol ogies for power efficient

optim zation via PHY to Routing cross |ayer design
[Cross-layer-Optimzation]. 1In this research, cross-1|ayer
optinization framewor ks have been developed to ninimze the tota
power consunption or to maximize the utility-power tradeoff using
cooperative diversity.

Al so a cross-layer design in nultihop wireless networks i s proposed
for congestion control, routing and schedul i ng-\u002Di n transport,
network and link layers into a coherent franmework
[Cross-layer-design]. This nethod and thinking could be applied to
the inplementation of energy effective cross layer design

Sunmmar y

We find a sunmary section necessary al though nost | ETF docunents do
not contain it. The points we would like to sunmarize are as
fol | ows.

a. Al Internet protocols, which are in the scope of the IETF, are
custoners of the lower layers (PHY, MAC, and Duty-cycling). In
order to get a better service, the designers of higher |ayers
shoul d know them better.

b. The I ETF has devel oped multiple protocols for constrained
net wor ked devices. A lot of inplicitly included design
princi pl es have been used in these protocols.

c. The power trace analysis of different protocol operations showed
that for radi o-duty-cycled networks broadcasts shoul d be avoi ded.
Savi ng unnecessary states maintenance is also an effective nethod
to be energy-friendly.

| ANA Consi derations
Thi s docunment has no | ANA requests.
Security Considerations

Thi s docunment di scusses the energy efficient protocol design, and

does not incur any changes or challenges on security issues besides

what the protocol specifications have anal yzed.
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