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1. Overview

The Ad hoc On-Denmand Di stance Vector Version 2 (AODW2) protoco
enabl es dynanmic, nultihop routing between participating nobile nodes
wi shing to establish and nmai ntain an ad hoc network. The basic
operations of the AODW2 protocol are route discovery and route

mai nt enance. AODW?2 does not require nodes to maintain routes to
destinations that are not in active conmunication. AODW2 all ows
mobi | e nodes to respond to |ink breakages and changes in network
topology in a tinely manner. The operation of AOCDW2 is |oop-free,
and by avoiding the Bell man-Ford "counting to infinity" problem

of fers qui ck convergence when the ad hoc network topol ogy changes
(typically, when a node noves in the network). Wen |inks break
AODW?2 causes the affected set of nodes to be notified so that they
are able to invalidate the routes using the lost |ink.

One distinguishing feature of AODW2 is its use of a destination
sequence nunber for each route entry. The destination sequence
nunmber is created by the destination to be included along with any
route information it sends to requesting nodes. Using destination
sequence nunbers ensures loop freedomand is sinple to program

G ven the choice between two routes to a destination, a requesting
node is required to select the one with the greatest sequence nunber.

Conpared to AODV [ RFC3561], AODW2 has noved sone features out of the
scope of the docunment, notably internediate route replies, expanding
ring search, route lifetines and precursor lists. However, the
docunent has been designed to allow their specification in a separate
docunent. Hello nessages and | ocal repair have been renoved. ACDW?2
provides a nechanismfor the use of nultiple nmetric types. Message
formats have been updated and made conpliant with [ RFC5444]. ACDW?2
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control nessages are defined as sets of data, which are napped to
message el ements using the CGeneralized MANET Packet/ Message For mat
defined in [ RFC5444] and sent using the parameters in [ RFC5498].
Verification of link bidirectionality has been substantially

i mproved, and additional refinenents nade for route tineouts and
st at e nanagenent.

The basic protocol nechanisns are as follows. Since AODW?2 is a
reactive protocol, route discovery is initiated only when a route to
the target is needed (i.e. when a router’ client wants to send data).
AODW?2 does this with the help of a Route Request (RREQ and Route
Reply (RREP) cycle: an RREQis distributed across the network unti

it arrives at the target. When forwarding an RREQ all routers
across the network store the neighbor they’ ve received the RREQ from
menori zing a possible route back to the originator of the RREQ \Wen
the target receives the RREQ it answers with an RREP, which then
travel s back to the originator along the path nmenorized by the
internmediate routers. A netric value is included within the nessages
to record the cost of the route. AODW2 uses sequence nhumbers to
identify stale routing information, and compares route metric val ues
to determne if advertised routes could form | oops.

Rout e mai ntenance includes confirmng bidirectionality of links to
next hop AODW2 routers and issuing Route Error (RERR) nessages
inform ng other routers of broken links. It also includes reacting
to received Route Error nessages, and extending and enforcing route
ti meouts.

The on-denmand nature of AODW2 requires signals to be exchanged

bet ween AODW2 and the forwardi ng plane. These signals indicate
when: * a packet is to be forwarded, in order to initiate route

di scovery * packet forwarding fails, in order to initiate route error
reporting * a packet is successfully forwarded, for route

mai nt enance.

Security for authentication of AODW2 routers and encryption of
control mnessages is acconplished using the TI MESTAMP and | CV TLVs
defined in [ RFC7182].

2. Term nol ogy
The key words "MJST', "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
[RFC2119]. In addition, this document uses term nol ogy from
[ RFC5444], and defines the follow ng terns:

Addr essLi st
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A list of I P addresses as used in AOCDW?2 nessages.

AckReq
Used in a Route Reply Acknow edgenent nessage to indicate that a
Rout e Reply Acknow edgenent is expected in return.

AdvRt e
A route advertised in an incom ng route nessage.

ACDW?2 Rout er
An | P addressabl e device in the ad hoc network that perforns the
AODW2 protocol operations specified in this docunent.

Current Ti me
The current time as maintained by the ACDW2 router.

ENAR ( Ext ernal Network Access Router)
An AODW2 router with an interface to an external, non- AOCDW?2
net wor k.

I nterfaceSet
The set of all network interfaces supporting ACDW?2.

Invalid route
A route that cannot be used for forwarding but still contains
useful sequence nunber infornmation.

Local Rout e
An entry in the Local Route Set as defined in Section 5.5.

MANET
A Mbile Ad Hoc Network as defined in [ RFC2501].

MetricType
The nmetric type for a nmetric value included in a nessage.

Metri cTypeli st
Alist of metric types associated with the addresses in the
AddressLi st of a Route Error nessage.

Nei ghbor
An ACDW?2 router from which an RREQ or RREP nessage has been
received. Neighbors exchange routing information and verify
bidirectionality of the link to a neighbor before installing a
route via that neighbor into the Local Route Set.

Ori gAddr
The source | P address of the | P packet triggering route discovery.
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Oighwetric
The metric value associated with the route to OigPrefix.
OigPrefix
The prefix configured in the Router Cient entry which includes
Ori gAddr.

OrigPrefixLen
The prefix length, in bits, configured in the Router Client entry
whi ch includes Oi gAddr.

Oi gSegNum
The sequence nunber of the ACDW2 router which originated the
Rout e Request on behal f of Oi gAddr.

Pkt Sour ce
The source address of the | P packet that triggered a Route Error
nessage.

Prefi xLengt hLi st
A list of routing prefix lengths associated with the addresses in
the AddressList of a nessage.

Reacti ve
Performed only in reaction to specific events. In AODW2, routes
are requested only when data packets need to be forwarded. In

this docunment, "reactive" is synonynmous with "on-demand".

RERR (Route Error)
The AOCDW2 nessage type used to indicate that an AODW2 router
does not have a valid Local Route toward one or nmore particul ar
destinations.

RERR Gen (RERR Generating Router)
The AODW2 router generating a Route Error nessage.

Rerr Msg (RERR Message)
A Route Error (RERR) nessage.

Rout abl e Uni cast | P Address
A routabl e unicast | P address is a unicast |P address that is
scoped sufficiently to be forwarded by a router. d obally-scoped
uni cast | P addresses and Uni que Local Addresses (ULAs) [RFC4193]
are exanpl es of routable unicast |P addresses.

Router Cient

An address or address range configured on an ACDW2 router, on
behal f of which that router will initiate and respond to route
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di scoveries. These addresses nay be used by the ACDW2 router
itself or by its Router Cients that are reachabl e w thout
traversi ng anot her ACDW?2 router.

RREP ( Route Reply)
The AODW2 nessage type used to reply to a Route Request nessage.

RREP_Gen (RREP Cenerating Router)
The AOCDW2 router that generates the Route Reply nessage, i.e.,
the router configured with TargAddr as a Router Cient.

RREQ ( Rout e Request)
The AODW2 nessage type used to discover a route to TargAddr and
distribute information about a route to OrigPrefix.

RREQ Gen (RREQ CGenerating Router)
The AODW2 router that generates the Route Request nessage, i.e.,
the router configured with OrigAddr as a Router Cient.

Rt eMsg (Rout e Message)
A Route Request (RREQ or Route Reply (RREP) nessage.

SegNum
The sequence nunber maintai ned by an AODW2 router to indicate
freshness of route information.

SeqNunii st
A list of sequence nunbers associated with the addresses in the
Addr essLi st of a nmessage.

Tar gAddr
The target address of a route request, i.e., the destination
address of the I P packet triggering route discovery.

TargMetric
The metric value associated with the route to TargPrefix.

Tar gPrefi x
The prefix configured in the Router Cient entry which includes
Tar gAddr .

Tar gPrefi xLen
The prefix length, in bits, configured in the Router dient entry
whi ch incl udes Tar gAddr.

Tar gSegNum
The sequence nunber of the AODW2 router which originated the
Rout e Reply on behal f of TargAddr.
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Unr eachabl e Address
An address reported in a Route Error nessage, as described in
Section 8.4. 1.

Upst ream
In the direction fromdestination to source (from TargAddr to
Ori gAddr).

Valid route
A route that can be used for forwarding, as described in
Section 8.4.1.

Thi s docunent uses the notational conventions in Table 1 to sinplify
the text.

o e e e e e e e e ao oo o m e e e e e e e e e e e e e m e e e e o oo oo +
| Notation | Meaning |
T e +
| Rout e[ Addr ess] | Aroute toward Address [
| Route[Address].Field | Afield in a route toward Address |
| RteMsg.Field | Afield in either RREQ or RREP |
o e e e e e e e e ao oo o m e e e e e e e e e e e e e m e e e e o oo oo +

Tabl e 1: Notational Conventions
3. Applicability Statenent

The AODW2 routing protocol is a reactive routing protocol intended
for use in nobile ad hoc wirel ess networks. A reactive protocol only
sends nessages to discover a route when there is data to send on that
route. Therefore, a reactive routing protocol requires certain
interactions with the forwardi ng pl ane (for exanple, to indicate when
a packet is to be forwarded, in order to initiate route discovery).
The set of signals exchanged between ACDW2 and t he forwardi ng pl ane
are discussed in Section 7.4.

AODW?2 is designed for stub or disconnected nobile ad hoc networks,
i.e., non-transit networks or those not connected to the internet.
AODW?2 can, however, be configured to perform gateway functions when
attached to external networks, as discussed in Section 10.

AODW?2 handles a wide variety of nobility and traffic patterns by
determining routes on-demand. In networks with a | arge nunber of
routers, AODW?2 is best suited for relatively sparse traffic
scenari os where each router forwards | P packets to a small percentage
of other AODW2 routers in the network. |In this case fewer routes
are needed, and therefore less control traffic is produced. 1In large
networks with very frequent or bursty traffic, AODW2 contro
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messages may cause a broadcast storm overwhel m ng the network with
control messages and preventing routes from being established. This
especially applies to networks with point-to-point or point-to-
multipoint traffic. 1In this case, the transnission priorities
described in Section 7.5 prioritize route nmai ntenance traffic over
route discovery traffic.

Dat a packets may be buffered until a route to their destination is
avai |l abl e, as described in Section 7.6.

AODW?2 provides for nessage integrity and security agai nst replay
attacks by using integrity check values, tinestanps and sequence
nunmbers, as described in Section 13. |If security associations can be
est abli shed, encryption can be used for AODW2 nessages to ensure
that only trusted routers participate in routing operations.

Since the route discovery process ains for a route to be established
in both directions along the sane path, uni-directional |inks are not
suitable. AODW2 will detect and exclude those links fromroute

di scovery. The route discovered is optimsed for the requesting
router, and the return path nmay not be the optimal route.

AODW?2 is applicable to nenory constrai ned devices, since only a
little routing state is maintained in each ACDW2 router. AOCDW2
routes that are not needed for forwarding data do not need to be

mai ntained. On routers unable to store persistent AODW?2 state,
recovery can inpose a performance penalty (e.g., in case of ACDW2
router reboot), since if a router |oses its sequence nunber, there is
a delay before the router can resune full operations. This is
described in Section 7.1.

AODW?2 supports routers with nultiple interfaces and nultiple IP
addresses per interface. A router nmay al so use the same | P address
on multiple interfaces. AODW2 requires only that each interface
configured for AODW2 has at |east one unicast |P address. Address
assi gnnent procedures are out of scope for ACDW?2.

AODW?2 supports Router Clients with multiple interfaces, as long as
each interface is configured with its own unicast |IP address. Milti-
hom ng of a Router Cient |IP address is not supported by AODW2, and
therefore an | P address SHOULD NOT be configured as a Router dient
on nore than one AODW2 router at any one tinme.

The routing algorithmin ACDW2 MAY be operated at |ayers other than
the network | ayer, using |ayer-appropriate addresses.
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4.

Pur pose of the Experinent

AODW?2 is an Experinental protocol. Wile it is based on ACDV

[ RFC3561], inportant protocol nechani sns have changed: *
Bidirectionality is ensured using a new nechanism* Alternate netrics
may be used to deternmine route quality * Support for multiple

i nterfaces has been inproved * Support for nulti-interface IP
addresses has been added * A new security nmodel allow ng end to end
integrity checks has been added * A new nessage format ([RFC5444]) is
used.

Many of these changes have been made quite recently, after a protoco
devel opnment hi atus of several years.

Thus, the purpose of the experinment is to gain information on the
behavi or of these significant changes in real-world depl oynents, not
only to |l earn about ACDW2 in particular, but also to further the
know edge base of reactive protocols in general

Sui tabl e future experinents could be:

o Evaluation of the new features nentioned above with regard to
performance and functionality

0 determining default values for configuration paraneters such as
ti meouts, numbers of retries, buffer sizes, control nessage linmts
(ensuring the level of nulticast traffic does not interfere with
data traffic throughput)

o specification of optimisations / verification of nininum
requi renents for | ow power or |ownmenory routers

0 developing security strategies for different environments
0 Quantification of effectiveness and performance of precursors

o Evaluation of different netric types and their suitability for
reactive distance vector protocols

o Evaluation of use of an AODW2 router as an External Network
Attached Router or gateway router, including network topol ogies
i ncluding nultiple gateways.

0 Achieving inplenmentations

o multiple and interoperable

0 deploynents in different network types
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0 Analysis of the effects of buffering traffic while route discovery
is in progress

0 Specification of extensions to deal with tinmed routes, expanding
ring nmulticast, unicast RERR to specific route precursors,
accurate bidirectional nmetric discovery, dealing with and all ow ng
uni -directional links and routes

The final goal of the experinment is to determine if sufficient demand
exists for the AODW2 protocol to pronpt an effort to bring the
protocol to Standards Track

5. Data Structures
5. 1. I nt er f aceSet

The InterfaceSet is a conceptual data structure which contains

i nformati on about all interfaces configured for use by ACDW2. Any
interface with an I P address can be used. Miltiple interfaces on a
single router can be used. Miltiple interfaces on the same router
may be configured with the same | P address.

Each el enent in the InterfaceSet MJST contain the foll ow ng:

Interface.ld
An identifier that is unique in node-local scope and that allows
the ACDW2 inplenentation to identify exactly one |ocal network
interface.

If multiple interfaces of the AODW2 router are configured for use by
AODW2, they MUST be configured in the InterfaceSet.

I mpl enent ati ons for constrai ned devices using only one interface MAY
choose not to use the InterfaceSet.

5.2. Router dient Set
An ACDW?2 router provides route discovery services for its own |oca
applications and for its Router Cients that are reachabl e w thout
traversi ng anot her AODW2 router. The addresses used by these
devi ces, and the AODW2 router itself, are configured in the Router
Client Set. An AODW2 router will only originate Route Request and
Route Reply nessages on behal f of configured Router dient addresses.
Router Cient Set entries MJST contain:

Rout erC i ent. | PAddr ess
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An | P address or the start of an address range that requires route
di scovery services fromthe ACDW2 router.

RouterCient. PrefixLength
The length, in bits, of the routing prefix associated with the
RouterClient.| PAddress. |f the prefix length is not equal to the
address length of Routerdient.|PAddress, the AODW2 router MJST
participate in route discovery on behalf of all addresses wthin
that prefix.

Rout er d i ent . Cost
The cost associated with reaching this address or address range.

A Router Cient address MJUST NOT be served by nore than one AODW?2
router at any one tine. To shift responsibility for a Router Cient
to a different AODW2 router, correct AOCDW2 routing behavior MJST be
observed; The ACDW?2 router adding the Router Client MJST wait for
any existing routing information about this Router Client to be
purged fromthe network, i.e., at |east MAX_SEQNUM LI FETI ME since the
| ast SeqNum update on the router that is removing this Router Cient.

5.3. Nei ghbor Set

A Nei ghbor Set MJST be maintained with informati on about nei ghboring
AODW2 routers. Neighbor Set entries are stored when ACDW2 nessages
are received. |If the Neighbor is chosen as a next hop on an
installed route, the link to the Nei ghbor MJST be tested for
bidirectionality and the result stored in this set. A route wll
only be considered valid when the link is confirned to be

bi di rectional.

Nei ghbor Set entries MJST contain:

Nei ghbor . | PAddr ess
An | P address of the neighboring router, |learned fromthe source
| P address of a received route nessage.

Nei ghbor . St ate
I ndi cates whether the link to the neighbor is bidirectional
There are three possible states: Confirnmed, Heard, and
Bl acklisted. Heard is the initial state. Confirmed indicates
that the link to the neighbor has been confirned as bidirectional
Bl acklisted indicates that the link to the neighbor is uni-
directional. Section 7.2 discusses how to nonitor |ink
bidirectionality.

Nei ghbor . Ti neout
I ndicates at which tine the Neighbor. State should be updated:

Perkins, et al. Expi res Novenber 4, 2016 [ Page 13]



Internet-Draft ACDW 2 May 2016

o |If the value of Neighbor.State is Blacklisted, this indicates the
time at which Neighbor.State will revert to Heard. By default
this value is calculated at the tine the router is blacklisted and
is equal to CurrentTime + MAX BLACKLI ST _TI ME

o |f Neighbor.State is Heard, and an RREP_Ack has been requested
fromthe neighbor, it indicates the time at which Neighbor. State
will be set to Blacklisted, if an RREP_Ack has not been received.

o |If the value of Neighbor.State is Heard and no RREP_Ack has been
requested, or if Neighbor.State is Confirned, this tine is set to
I NFI NI TY_TI ME

&

i ghbor. Interface
The interface on which the Iink to the neighbor was established.

&

i ghbor. AckSeqNum

The next sequence nunber to use for the TI MESTAMP val ue in an
RREP_Ack request, in order to detect replay of an RREP_Ack
response. Initially set to a random val ue.

&

i ghbor . Hear dRERRSegNum

The | ast heard sequence nunber used as the TI MESTAMP value in a
RERR received fromthis neighbor, saved in order to detect replay
of a RERR nessage. Initially set to zero.

See Section 13.4.4.3 and Section 13.4.4.4 for nore informati on on how
Nei ghbor . AckSegNum and Nei ghbor . Hear dRERRSeqNum ar e used.

5.4. Sequence Nunbers

Sequence Numbers enable AODW?2 routers to determnmine the tenpora
order of route discovery nessages, identifying stale routing
information so that it can be discarded. The sequence nunber
fulfills the sane roles as the "Destination Sequence Nunber" of DSDV
[ Perki ns94], and the AODV Sequence Nunber in [RFC3561].

Each ACDW?2 router in the network MUST naintain its own sequence
nunber. Al RREQ and RREP nessages created by an AODW2 router
include the router’s sequence nunber, reported as a 16-bit unsigned

i nteger. Each AODW2 router MJST ensure that its sequence nunber is
strictly increasing, and that it is increnented by one (1) whenever
an RREQ or RREP is created, except when the sequence nunmber is 65,535
(the maxi mum val ue of a 16-bit unsigned integer), in which case it
MUST be reset to one (1) to achieve wap around. The value zero (0)
is reserved to indicate that the sequence nunber is unknown.
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An ACDW?2 router MJST only attach its own sequence nunber to

i nformati on about a route to one of its configured Router dients,

all route messages forwarded by other routers retain the originator’s
sequence nunber.

To determine if newy received information is stale and therefore
redundant, the sequence nunber attached to the information is
compared to the sequence nunber of existing information about the
same route. The conparison is carried out by subtracting the

exi sting sequence nunber fromthe newy received sequence nunber,
usi ng unsigned arithnetic. The result of the subtraction is to be
interpreted as a signed 16-bit integer

o If the result is negative, the newy received information is
consi dered ol der than the existing information and is consi dered
stal e and redundant and MJUST therefore be discarded.

o If the result is positive, the newy received information is
consi dered newer than the existing information and is not
consi dered stal e or redundant and MJST therefore be processed.

o If the result is zero, the newy received information is not
considered stale, and therefore MJST be processed further to
determine if it is redundant. For exanple, it is considered
redundant if the metric attached to the newy received information
is higher than the nmetric of existing information about the sane
route (see Section 7.7.1 and Section 7.8).

This, along with the processes in Section 7.7.1, ensures |oop
freedom

An ACDW?2 router SHOULD naintain its sequence nunber in persistent
storage. |If the sequence nunber is lost, the router MIST follow the
procedure in Section 7.1 to safely resune routing operations with a
new sequence nunber.

5.5. Local Route Set

Al'l AODW2 routers MJST maintain a Local Route Set, containing

i nformati on about routes |earned from ACDW2 route nessages. The
Local Route Set is stored separately fromthe forwardi ng plane’s
routing table (referred to as Routing Information Base (RIB)), which
may be updated by other routing protocols operating on the AODW?2
router as well. The Routing Information Base is updated using
information fromthe Local Route Set. Alternatively, inplenmentations
MAY choose to nodify the Routing Information Base directly.
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Routes | earned from AODW2 route nessages are referred to in this
docunent as Local Routes, and MJST contain the foll ow ng infornmation:

Local Rout e. Addr ess
An address, which, when conbined with Local Route. PrefixLength,
descri bes the set of destination addresses this route includes.

Local Rout e. Prefi xLength
The prefix length, in bits, associated with Local Route. Addr ess.

Local Rout e. SegNum
The sequence nunber associated with Local Route. Address, obtained
fromthe last route nmessage that successfully updated this entry.

Local Rout e. Next Hop
The source | P address of the | P packet containing the AOCDW2
message advertising the route to Local Route. Address, i.e. an |IP
address of the AOCDW2 router used for the next hop on the path
toward Local Rout e. Addr ess.

Local Rout e. Next Hopl nt er f ace
The interface used to send | P packets toward Local Route. Addr ess.

Local Rout e. Last Used
If this route is installed in the Routing Infornation Base, the
time it was last used to forward an | P packet.

Local Rout e. Last SeqNumJpdat e
The tine Local Rout e. SegqNum was | ast updat ed.

Local Rout e. Metri cType
The type of metric associated with this route.

Local Route. Metric
The cost of the route toward Local Route. Address expressed in units
consistent with Local Route. Metri cType.

Local Route. State
The | ast known state (Unconfirmed, ldle, Active, or Invalid) of
the route.

There are four possible states for a Local Rout e:
Unconf i r med
A route |l earned froma Route Request nessage, which has not yet

been confirned as bidirectional. It MJST NOT be used for
forwarding | P packets, and therefore it is not referred to as a

Perkins, et al. Expi res Novenber 4, 2016 [ Page 16]



Internet-Draft ACDW 2 May 2016

valid route. This state only applies to routes |earned through
RREQ nessages.

Idle
A route which has been |l earned froma route nessage, and has al so
been confirned, but has not been used in the |ast ACTIVE_| NTERVAL.
It is able to be used for forwarding | P packets, and therefore it
is referred to as a valid route.

Active
A route which has been |l earned froma route nessage, and has al so
been confirned, and has been used in the |last ACTIVE_ | NTERVAL. It
is able to be used for forwarding | P packets, and therefore it is
referred to as a valid route.

I nvalid
A route which has expired or been lost. |t MJST NOT be used for
forwarding | P packets, and therefore it is not referred to as a
valid route. Invalid routes contain sequence nunber information
whi ch allows incom ng information to be assessed for freshness.

When the Local Route Set is stored separately fromthe Routing

I nformati on Base, routes are added to the Routing Information Base
when Local Route. State is valid (set to Active or Idle), and renoved
fromthe Routing Information Base when Local Route. State becones

I nval i d.

Changes to Local Route state are detailed in Section 7.10. 1.

Multiple valid routes for the same address and prefix length but for
different netric types may exist in the Local Route Set, but the
deci si on of which of these routes to install in the Routing
Information Base to use for forwarding is outside the scope of
ACDW 2.

5.6. Milticast Route Message Set

Rout e Request (RREQ nessages are nulticast by default and forwarded
multiple times. This set stores recently received RREQ in order
that received RREQs can be tested for redundancy to avoi d unnecessary
processi ng and forwarding.

The Multicast Route Message Set is a conceptual set which contains

i nformati on about previously received multicast route nessages, so
that incom ng route nmessages can be conpared with previously received
messages to determine if the incomng information is redundant or
stale, and the router can avoid sending redundant control traffic.
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Mul ticast Route Message Set entries MJST contain the follow ng
i nformati on:

Rt eMsg. Ori gPrefi x
The prefix associated with OigAddr, the source address of the IP
packet triggering the route request.

Rt eMsg. Ori gPrefixLen
The prefix length associated with RieMsg. OrigPrefix, originally
fromthe Router dient entry on RREQ Gen which includes Oi gAddr.

Rt eMsg. Tar gPrefi x
The prefix associated with TargAddr, the destination address of
the I P packet triggering the route request. In an RREQ this MJST
be set to TargAddr.

Rt eMsg. Ori gSegNum
The sequence nunber associated with the route to OrigPrefix, if
RteMsg i s an RREQ

Rt eMsg. Tar gSeqNum
The sequence nunber associated with the route to TargPrefix.

Rt eMsg. Metri cType
The metric type of the route requested.

Rt eMsg. Metric
The metric value received in the R eMsg.

Rt eMsg. Ti mest anp
The last tine this Miulticast Route Message Set entry was updat ed.

Rt eMsg. RenoveTi e
The tine at which this entry MJUST be renoved fromthe Milticast
Rout e Message Set. This is set to CurrentTinme +
MAX_SEQNUM LI FETI ME, whenever the RteMsg. Ori gSeqNum of this entry
i s updat ed.

Rt eMsg. I nterface
The interface on which the nessage was received.

The Multicast Route Message Set is mmintained so that no two entries

have the same OrigPrefix, OigPrefixLen, TargPrefix, and MetricType.
See Section 7.8 for details about updating this set.
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5.7. Route Error (RERR) Set

Each RERR nessage sent because no route exists for packet forwarding
SHOULD be recorded in a conceptual set called the Route Error (RERR)
Set. Each entry contains the follow ng infornation:

Rerr Msg. Ti meout
The tinme after which the entry SHOULD be del et ed.

Rerr Msg. Unr eachabl eAddr ess
The Unreachabl eAddress reported in the AddressLi st of the RERR

Rerr Msg. Pkt Sour ce:
The Pkt Source of the RERR

See section Section 7.9 for instructions on howto update the set.
6. Metrics

Metrics neasure a cost or quality associated with a route or a link,
e.g., latency, delay, financial cost, energy, etc. Metric values are
reported in Route Request and Route Reply nessages.

In Route Request nessages, the netric describes the cost of the route
fromOigPrefix to the router sending the Route Request. For

RREQ Gen, this is the cost associated with the Router Cient entry
whi ch includes OrigAddr. For routers which forward the RREQ this is
the cost fromOigPrefix to the forwarding router, conbining the
metric value fromthe recei ved RREQ nessage with know edge of the
link cost fromthe sender to the receiver, i.e., the inconmng link
cost. This updated route cost is included when forwardi ng the Route
Request nessage, and used to install a route to OigPrefix.

Simlarly, in Route Reply nessages, the nmetric reflects the cost of
the route from T TargPrefix to the router sending the Route Reply. For
RREP_Gen, this is the cost associated with the Router Cient entry
whi ch includes TargAddr. For routers which forward the RREP, this is
the cost from TargPrefix to the forwarding router, conbining the
metric value fromthe received RREP nessage with know edge of the
link cost fromthe sender to the receiver, i.e., the incomng |link
cost. This updated route cost is included when forwardi ng the Route
Reply message, and used to install a route to TargPrefix.

Assuming link nmetrics are symmetric, the cost of the routes installed
in the Local Route Set at each router will be correct. VWhile this
assunption is not always correct, cal culating incom ng/outgoing
metric data is outside of scope of this docunent. The route
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di scovered is optimised for the requesting router, and the return
path may not be the optinmal route.

AODW?2 enabl es the use of nultiple nmetric types. Each route

di scovery attenpt indicates the netric type which is requested for
the route. Only one netric type MJST be used in each route discovery
attenpt.

For each MetricType, ACDW2 requires:

0 A MetricType nunber, to indicate the netric type of a route.
MetricType nunbers allocated are detailed in Section 11.5

0 A maxi num val ue, denoted MAX METRI C[ MetricType]. This MJIST al ways
be the nmaxi mum expressible nmetric value of type MetricType. Field
| engths associated with netric values are found in Section 11.5.
If the cost of a route exceeds MAX METRI (] MetricType], the route
i s ignored.

o A function for incomng |link cost, denoted Cost(L). Using
incomng link costs neans that the route | earned has a path
optimzed for the direction from Oi gAddr to TargAddr

o A function for route cost, denoted Cost(R)

o A function to analyze routes for potential |oops based on netric
i nformati on, denoted LoopFree(Rl, R2). LoopFree verifies that a
route R2 is not a sub-section of another route RlL. An AOCDW?2
router invokes LoopFree() as part of the process in Section 7.7.1
when an advertised route (Rl) and an existing Local Route (R2) have
the sane destination address, metric type, and sequence nunber.
LoopFree returns FALSE to indicate that an advertised route is not
to be used to update a stored Local Route, as it may cause a
routing loop. In the case where the existing Local Route is
Invalid, it is possible that the advertised route includes the
exi sting Local Route and cane froma router which did not yet
receive notification of the route beconming Invalid, so the
advertised route should not be used to update the Local Route Set,
in case it forms a loop to a broken route.

AODW?2 currently supports cost nmetrics where Cost(R) is strictly
i ncreasing, by defining:

0 Cost(R) := Sumof Cost(L) of each link in the route

0 LoopFree(Rl, R2) := ( Cost(Rl) <= Cost(R2) )
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1.

2

| mpl enenters MAY consider other nmetric types, but the definitions of
Cost and LoopFree functions for such types are undefined, and
interoperability issues need to be consi dered.

AODW?2 Protocol Operations

The AOCDW2 protocol’s operations include managi ng sequence nunbers,
moni tori ng next hop AOCDW?2 routers on discovered routes and updating
t he Nei ghbor Set, perform ng route discovery and dealing with
requests fromother routers, processing inconmng route information
and updating the Local Route Set, updating the Milticast Route
Message Set and suppressing redundant nessages, and reporting broken
routes. These processes are discussed in detail in the follow ng
secti ons.

Initialization

During initialization where an AODW2 router does not have

i nformati on about its previous sequence nunber, or if its sequence
nunber is lost at any point, the router resets its sequence nunber to
one (1). However, other ACDW2 routers may still hold sequence
nunber information that this router previously issued. Since
sequence nunber information is renoved if there has been no update to
t he sequence nunber in MAX_SEQNUM LI FETIME, the initializing router
MUST wait for MAX SEQONUM LI FETI ME before it creates any nessages
containing its new sequence nunber. It can then be sure that the
information it sends will not be considered stale.

During this wait period, the router is pernitted to do the follow ng:

0 Process information in a received RREQ or RREP nessage to learn a
route to the originator or target of that route discovery

o0 Forward a received RREQ or RREP

0 Send an RREP_Ack

0 Mintain valid routes in the Local Route Set

0 Create, process and forward RERR nessages

Next Hop Monitoring

To ensure ACDW2 routers Routers do not establish routes over uni-
directional links, AODW?2 routers MJST verify that the link to the

next hop router is bidirectional before marking a route as valid in
the Local Route Set.
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AODW?2 provides a mechanismfor testing bidirectional connectivity
during route discovery, and blacklisting routers where bidirectiona
connectivity is not available. |[If a route discovery is retried by
RREQ Gen, the blacklisted routers can be excluded fromthe process,
and a different route can be discovered. Further, a route is not to
be used for forwarding until the bidirectionality of the link to the
next hop is confirmed. AODW2 routers do not need to nonitor
bidirectionality for links to neighboring routers which are not used
as next hops on routes in the Local Route Set.

0 Bidirectional connectivity to upstreamrouters is tested by
requesting acknow edgenent of RREP nessages by al so sendi ng an
RREP_Ack, including an AckReq el ement to indicate that an
acknow edgenment is requested. This MJST be answered by sending an
RREP_Ack in response. Receipt of an RREP_Ack within
RREP_Ack SENT_TI MEQUT proves that bidirectional connectivity
exists. Oherwise, alink is determned to be unidirectional
Al'l AODW2 routers MJST support this process, which is explained
in Section 8.2 and Section 8. 3.

o For the downstreamrouter, receipt of an RREP message contai ni ng
the route to TargAddr is confirmation of bidirectionality , since
an RREP nessage is a reply to a RREQ nessage which previously
crossed the link in the opposite direction

To assist with next hop nonitoring, a Neighbor Set (Section 5.3) is
mai nt ai ned. When an RREQ or RREP i s received, search for an entry in
t he Nei ghbor Set where all of the followi ng conditions are net:

0 Neighbor.|PAddress == | P address from which the RREQ or RREP was
recei ved

0 Neighbor.Interface == Interface on which the RREQ or RREP was
received.

If such an entry does not exist, a newentry is created as described
in Section 7.3. \While the value of Neighbor.State is Heard,

acknow edgenent of RREP nessages sent to that nei ghbor MJIST be
requested. If an acknow edgenment is not received within the timeout
peri od, the nei ghbor MJST have Nei ghbor. State set to Blacklisted. |If
an acknow edgenent is received within the tinmeout period,

Nei ghbor. State is set to Confirned. Wile the val ue of

Nei ghbor. State is Confirmed, the request for an acknow edgenent of
any ot her RREP nmessage i S unnecessary.

When routers perform other operations such as those fromthe |ist
bel ow, these MAY be used as additional indications of connectivity:
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0 NHDP HELLO Messages [ RFC6130]
0 Route tinmeout

o Lower layer triggers, e.g. nessage reception or |link status
notifications

o TCP tineouts
o Prom scuous |istening
0 Oher nonitoring nmechanisnms or heuristics
If such an external process signhals that the Iink to a neighbor is
bidirectional, the AOCDW2 router MAY update the matchi ng Nei ghbor Set
entry by changing the val ue of Neighbor.State to Confirned, e.g.
recei pt of a Nei ghborhood Di scovery Protocol HELLO nessage with the
receiving router listed as a neighbor. |f an external process
signals that a link is not bidirectional, the the val ue of
Nei ghbor . State MAY be changed to Bl acklisted, e.g. notification of a
TCP tineout.

7.3. Neighbor Set Update
On recei pt of an RREQ or RREP nessage, the Nei ghbor Set MJST be
checked for an entry with Nei ghbor.| PAddress which matches the source
| P address of a packet containing the AODW2 nessage. |f no matching
entry is found, a new entry is created.
A new Nei ghbor Set entry is created as foll ows:

0 Neighbor.|PAddress := Source | P address of the received route
nessage

0 Neighbor.State := Heard

0 Neighbor. Tineout := INFIN TY_TI ME

0 Neighbor.Interface := Interface on which the RREQ or RREP was
received. MJST equal Interface.ld of one of the entries in the

InterfaceSet (see Section 5.1).

When an RREP_Ack is sent to a neighbor, the Neighbor Set entry is
updat ed as foll ows:

0 Neighbor. Tineout := CurrentTinme + RREP_Ack SENT_TI MEQUT

When a received nessage is one of the follow ng:

Perkins, et al. Expi res Novenber 4, 2016 [ Page 23]



Internet-Draft ACDW 2 May 2016

0 an RREP which answers an RREQ sent within RREQ WAIT_TI ME over the
same interface as Nei ghbor.Interface

0 an RREP_Ack response received froma Nei ghbor w th Nei ghbor. State
set to Heard, where Nei ghbor. Ti neout > CurrentTi ne

the link to the neighbor is bidirectional and the Nei ghbor Set entry
is updated as foll ows:

0 Neighbor. State : = Confirned
0 Neighbor. Tineout := INFINTY_TI ME

When t he Nei ghbor. Ti meout is reached and Nei ghbor. State is Heard,
then an RREP_Ack response has not been received fromthe nei ghbor
wi thin RREP_Ack SENT_TI MEQUT of sending the RREP_Ack request. The
link is considered to be uni-directional and the Nei ghbor Set entry
is updated as foll ows:

0 Neighbor.State := Bl acklisted
0 Neighbor. Tineout := CurrentTinme + MAX BLACKLI ST_TI ME

When the Nei ghbor. Ti meout is reached and Neighbor. State is
Bl ackl i sted, the Neighbor Set entry is updated as foll ows:

0 Neighbor.State := Heard

If an external nechanismreports a link as broken, the Nei ghbor Set
entry SHOULD be renopved.

Rout e requests from nei ghbors with Neighbor. State set to Bl acklisted
are ignored to avoid persistent |IP packet |oss or protocol failures.
Nei ghbor . Ti meout all ows the nei ghbor to again be allowed to
participate in route discoveries after MAX BLACKLI ST TI Mg, in case
the link between the routers has becone bidirectional.

7.4. Interaction with the Forwarding Pl ane

The signals descried in the follow ng are conceptual signals, and can
be inplenmented in various ways. Conformant inplenentations of AODW2
are not mandated to inplement the forwarding plane separately from
the control plane or data plane; these signhals and interactions are
identified sinply as assistance for inplenenters who may find them
useful .

AODW?2 requires signals fromthe forwardi ng pl ane:
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(o]

A packet cannot be forwarded because a route is unavail able:
AODW?2 needs to know the source and destination | P addresses of

the packet. |If the source of the packet is configured as a Router
Client, the router should initiate route discovery to the
destination. If it is not a Router Client, the router should

create a Route Error nessage.

A packet is to be forwarded: AODW2 needs to check the state of
the route to ensure it is still valid.

Packet forwardi ng succeeds: AODW?2 needs to update the record of
when a route was | ast used to forward a packet.

Packet forwarding failure occurs: AODW2 needs to create a Route
Error message

AODW?2 needs to send signals to the forwardi ng pl ane:

(0]

A route discovery is in progress: buffering m ght be configured
for packets requiring a route, while route discovery is attenpted.

A route discovery failed: any buffered packets requiring that
route should be discarded, and the source of the packet should be
notified that the destination is unreachable (using an | CW
Destination Unreachabl e nessage). Route discovery fails if an
RREQ cannot be generated because the control nessage generation
limt has been reached, or if an RREP is not received within

RREQ WAIT _TI ME (see Section 7.6).

A route discovery is not permitted: any buffered packets requiring
that route should be discarded. A route discovery will not be
attenpted if the source address of the packet needing a route is
not configured as a Router Cient.

A route discovery succeeded: install a corresponding route into
the Routing Information Base and begin transmitting any buffered
packets.

A route has been made invalid: renove the corresponding route from
the Routing Information Base.

A route has been updated: update the corresponding route in the
Routing I nformation Base.
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7.5. Message Transm ssion

AODW?2 sends [ RFC5444] formatted nessages using the parameters for
port nunber and I P protocol specified in [ RFC5498]. Mapping of
AODW?2 data to [ RFC5444] nessages is detailed in Section 9. AODW?2
mul ti cast nessages are sent to the link-local nulticast address LL-
MANET- Rout ers [ RFC5498]. All AODW2 routers MJST subscribe to LL-
MANET- Routers on all AODW2 interfaces [ RFC5498] to receive AODW?2
messages. Note that multicast nmessages MAY be sent via unicast. For
exanple, this may occur for certain |link-types (non-broadcast nedia),
for manual |y configured router adjacencies, or in order to inprove

r obust ness.

When multiple interfaces are available, an AODW2 router transmitting
a multicast nessage to LL- MANET- Routers MUST send the nmessage on all
interfaces that have been configured for AODW2 operation, as given
in the InterfaceSet (Section 5.1).

To avoi d congestion, each ACDW2 router’s rate of nessage generation
SHOULD be linmted (CONTROL_TRAFFIC LIMT) and adm nistratively
configurable. Messages SHOULD NOT be sent nore frequently than one
message per (1 / CONTROL_TRAFFIC LIMT)th of a second. |If this
threshold is reached, nessages MJST be sent based on their priority:

0 Highest priority SHOULD be given to RREP_Ack nessages. This
allows Iinks between routers to be confirned as bidirectional and
avoi ds undesired bl acklisting of next hop routers.

0 Second priority SHOULD be given to RERR nessages for undeliverable
| P packets. This avoids repeated forwardi ng of packets over
broken routes that are still in use by other routers.

o Third priority SHOULD be given to RREP nessages in order that
RREQs do not tinme out.

o Fourth priority SHOULD be given to RREQ nessages.

o Fifth priority SHOULD be given to RERR nessages for newy
i nval i dat ed routes.

0 Lowest priority SHOULD be given to RERR nessages generated in
response to RREP nmessages which cannot be forwarded. In this case
the route request will be retried at a later point.

To i mpl enent the congestion control, a queue length is set. If the
queue is full, in order to queue a new nessage, a nessage of | ower
priority nust be renoved fromthe queue. |f this is not possible,
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the new nessage MUST be di scarded. The queue should be sorted in
order of nessage priority

7.6. Route Discovery, Retries and Buffering

AODW?2' s RREQ and RREP nessages are used for route discovery. RREQ
messages are multicast to solicit an RREP, whereas RREP are unicast.
The constants used in this section are defined in Section 11

When an ACDW?2 router needs to forward an | P packet (with source
address Oi gAddr and destination address TargAddr) fromone of its
Router Clients, it needs a route to TargAddr in its Routing
Information Base. |If no route exists, the AODW2 router generates
(RREQ Gen) and nulticasts a Route Request message (RREQ, on al
configured interfaces, containing information about the source and
destination. The procedure for this is described in Section 8.1.1.
Each generated RREQ results in an increnent to the router’s sequence
number. The ACDW?2 router generating an RREQis referred to as

RREQ Gen.

Buf fering m ght be configured for |IP packets awaiting a route for
forwarding by RREQ Gen, if sufficient nenory is available. Buffering
of | P packets m ght have both positive and negative effects. Real-
time traffic, voice, and schedul ed delivery nmay suffer if packets are
buf fered and subjected to del ays, but TCP connection establishnent
will benefit if packets are queued while route discovery is perforned
[ Koodl i 01]. Recommendations for appropriate buffer methods are out
of scope for this specification. Determ ning which packets to
discard first when the buffer is full is a nmatter of policy at each
AODW?2 router. Note that using different or no buffer nethods does
not affect interoperability.

RREQ Gen awaits reception of a Route Reply nessage (RREP) contai ni ng
a route toward TargAddr. This can be achi eved by nonitoring the
entry in the Milticast Route Message Table that corresponds to the
generated RREQ When Current Ti me exceeds RteMsg. Ti nestanp +
RREQ WAI T_TI ME and no RREP has been received, RREQ Gen will retry the
route discovery.

To reduce congestion in a network, repeated attenpts at route

di scovery for a particular target address utilize a binary
exponential backoff: for each additional attenpt, the time to wait
for receipt of the RREP is nultiplied by 2. If the requested route
is not learned within the wait period, another RREQis sent, up to a
total of DI SCOVERY_ATTEMPTS MAX. This is the sane technique used in
AODV [ RFC3561] .
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Through the use of bidirectional link monitoring and bl acklists (see
Section 7.2) uni-directional links on initial selected route will be
i gnored on subsequent route discovery attenpts.

Rout e di scovery is considered to have failed after

Dl SCOVERY_ATTEMPTS _MAX and the corresponding wait tine for an RREP
response to the final RREQ After the attenpted route discovery has
failed, RREQ Gen waits at |east RREQ HOLDDOAN TI ME before attenpting
anot her route discovery to the sane destination, in order to avoid
repeatedly generating control traffic that is unlikely to discover a
route. Any |IP packets buffered for TargAddr are al so dropped and a
Destination Unreachable | CMP nessage (Type 3) with a code of 1 (Host
Unreachable Error) is delivered to the source of the packet, so that
the applicati on knows about the failure.

I f RREQ Gen does receive a route nessage containing a route to
TargAddr within the timeout, it processes the nessage according to
Section 8. Wien a valid Local Route entry is created in the Loca
Route Set, the route is also installed in the Routing |Information
Base, and the router will begin sending the buffered I P packets. Any
retry timers for the correspondi ng RREQ are then cancel |l ed.

During route discovery, all routers on the path learn a route to both
OigPrefix and TargPrefix, so that routes are constructed in both
directions. The route is optim zed for the forward route.

7.7. Processing Received Route Information

Al AODW2 route nmessages contain a route. A Route Request (RREQ
contains a route to OigPrefix, and a Route Reply (RREP) contains a
route to TargPrefix. Al AODW2 routers that receive a route nessage
are able to store the route contained within it in their Local Route
Set. Incoming information is first checked to verify that it is both
safe to use and offers an inprovenent to existing information, as
explained in Section 7.7.1. |f these checks pass, the Local Route
Set MUST be updated according to Section 7.7.2.

In the processes below, RteMsg is used to denote the route nessage,
AdvRte is used to denote the route contained within it, and

Local Route denotes an existing entry in the Local Route Set which
mat ches AdvRte on address, prefix length, and netric type.

AdvRt e has the follow ng properties:

0 AdvRte.Address := RteMsg. OigPrefix (in RREQ or RteMsg. TargPrefix
(in RREP)
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0 AdvRte.PrefixLength := RteMsg. OrigPrefixLen (in RREQ or
Rt eMsg. TargPrefixLen (in RREP). If no prefix length was included
in RteMsg, prefix length is the address length, in bits, of
RteMsg. OrigPrefix (in RREQ or RteMsg. TargPrefix (in RREP)

0 AdvRte.SegNum := RteMsg. Ori gSeqNum (i n RREQ or RteMsg. TargSeqNum
(in RREP)

0 AdvRte.NextHop : = RteMsg. | PSourceAddress (an address of the
sending interface of the router fromwhich the RieMsg was
recei ved)

0 AdvRte.MetricType := RteMsg. MetricType

0 AdvRte.Metric := RieMsg. Metric

0 AdvRte.Cost := Cost(R) using the cost function associated with the
route’'s metric type, i.e. Cost(R) = AdvRte. Metric + Cost(L), as
described in Section 6, where L is the link fromthe advertising
rout er

7.7.1. Evaluating Route Information

An inconming advertised route (AdvRte) is conpared to existing

Local Routes to determi ne whether the advertised route is to be used

to update the AODW2 Local Route Set. The incoming route information

MUST be processed as foll ows:

1. Search for Local Routes in the Local Route Set natching AdvRte's
address, prefix length and netric type

* |f no matching Local Route exists, AdvRte MJST be used to
update the Local Route Set and no further checks are required.

* | f matching Local Routes are found, continue to Step 2.

2. Conpare sequence nunbers using the technique described in
Section 5.4

* |f AdvRte is nore recent than all nmatching Local Routes, AdvRte
MUST be used to update the Local Route Set and no further
checks are required.

* |f AdvRte is stale, AdvRte MJST NOT be used to update the
Local Route Set. lIgnore AdvRte for further processing.

* |f the sequence nunbers are equal, continue to Step 3.
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3. Check that AdvRte is safe against routing | oops conpared to all
mat chi ng Local Routes (see Section 6)

* | f LoopFree(AdvRte, Local Route) returns FALSE, ignore AdvRte
for further processing. AdvRte MJUST NOT be used to update the
Local Route Set because using the incom ng information m ght
cause a routing | oop.

* | f LoopFree(AdvRte, Local Route) returns TRUE, continue to Step
4.

4. Conpare route costs

* |f AdvRte is better than all matching Local Routes, it MJIST be
used to update the Local Route Set because it offers
i mprovenent.

* |f AdvRte is equal in cost and Local Route is valid, AdvRte
SHOULD NOT be used to update the Local Route Set because it
will offer no inprovenent.

* |f AdvRte is worse and Local Route is valid, ignore AdvRte for
further processing. AdvRte MJUST NOT be used to update the
Local Route Set because it does not offer any inprovement.

* |f AdvRte is not better (i.e., it is worse or equal) but
Local Route is Invalid, AdvRte SHOULD be used to update the
Local Route Set because it can safely repair the existing
Invalid Local Rout e.

If the advertised route is to be used to update the Local Route Set,
the procedure in Section 7.7.2 MJST be followed. |If not, non-optinal
routes will remain in the Local Route Set.

For information on how to apply these changes to the Routing
I nformation Base, see Section 5.5.

7.7.2. Applying Route Updates

After determining that AdvRte is to be used to update the Local Route
Set (as described in Section 7.7.1), the follow ng procedure appli es.

If AdvRte is learned froman RREQ nessage, the link to the next hop

nei ghbor may not be confirmed as bidirectional (see Section 5.3). |If
there is no existing matching route in the Local Route Set, AdvRte
MUST be installed to allow a corresponding RREP to be sent. If a

mat ching entry already exists, AdvRte offers potential inprovenent,
if the link to the neighbor can be confirmed as bidirectional.
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The route update is applied as foll ows:

1.

If no existing entry in the Local Route Set matches AdvRte’s
address, prefix length and netric type, continue to Step 4 and
create a new entry in the Local Route Set.

If two matching Local Routes exist in the Local Route Set, one is
a valid route, and one is an Unconfirnmed route, AdvRte may offer
further inprovenent to the Unconfirnmed route, or may offer an
update to the valid route.

* |f AdvRte.NextHop’s Neighbor.State is Heard, the advertised
route may offer inprovenent to the existing valid route, if
the link to the next hop can be confirmed as bidirectional.
Conti nue processing fromStep 5 to update the existing
Unconfirned Local Route.

* |f AdvRte.NextHop’s Neighbor. State is Confirmed, the
advertised route offers an update or inprovenent to the
existing valid route. Continue processing fromStep 5 to
update the existing valid Local Route.

If only one matching Local Route exists in the Local Route Set:

* |f AdvRte. NextHop’s Neighbor. State is Confirmed, continue
processing from Step 5 to update the existing Local Route.

* | f AdvRte.NextHop's Neighbor.State is Heard, AdvRte may offer
i mprovenent the existing Local Route, if the link to
AdvRt e. Next Hop can be confirnmed as bidirectional.

* |f Local Route.State is Unconfirned, AdvRte is an inprovenent
to an existing Unconfirmed route. Continue processing from
Step 5 to update the existing Local Route.

* |f LocalRoute.State is Invalid, AdvRte can replace the
exi sting Local Route. Continue processing fromStep 5 to
updat e the existing Local Route.

* |f Local Route.State is Active or Idle, AdvRte SHOULD be stored
as an additional entry in the Local Route Set, with
Local Route. State set to Unconfirned. Continue processing from
Step 4 to create a new Local Rout e.

Create an entry in the Local Route Set and initialize as foll ows:

* Local Rout e. Address : = AdvRte. Addr ess
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* Local Route. PrefixLength : = AdvRte. PrefixLength
* Local Route. MetricType : = AdvRte. Metri cType
5. Update the Local Route as foll ows:
* Local Rout e. SeqNum : = AdvRt e. SeqNum
* Local Rout e. Next Hop : = AdvRt e. Next Hop

* Local Rout e. Next Hopl nterface := interface on which RteMsg was
recei ved

* Local Route. Metric := AdvRt e. Cost
* Local Route. LastUsed := CurrentTi ne

* Local Rout e. Last SeqNumpdate : = Current Ti me

6. If a new Local Route was created, or if the existing
Local Route. State is Invalid or Unconfirned, update Local Route as
fol | ows:
* Local Route. State := Unconfirnmed (if the next hop’'s

Nei ghbor. State is Heard)

* Local Route.State :=1ldle (if the next hop’s Neighbor.State is
Confirned)
7. If an existing Local Route. State changed fromlnvalid or

Unconfirmed to beconme Idle, any matching Unconfirnmed Local Route
with worse netric value SHOULD be expunged.

8. If an existing Local Route was updated with a better netric val ue,
any nmatching Unconfirnmed Local Route with worse netric val ue
SHOULD be expunged.

9. If this update results in Local Route. State of Active or ldle,
whi ch matches a route request which is still in progress, the
associ ated route request retry timers MJIST be cancel | ed.

If this update to the Local Route Set results in two Local Routes to
the same address, the best Local Route will be Unconfirmed. In order
to inmprove the route used for forwarding, the router SHOULD try to
determne if the link to the next hop of that Local Route is
bidirectional, by using that Local Route to forward future RREPs and
request acknow edgenents (see Section 8.2.1 and Section 8. 3.
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7.8. Suppressing Redundant Messages Using the Miulticast Route Message
Set

When route nessages are flooded in a MANET, an ACDW2 router nmay
recei ve several instances of the sane nessage. Forwardi ng every one
of these gives little additional benefit, and generates unnecessary
signaling traffic and m ght generate unnecessary interference.

Each AOCDW?2 router stores information about recently received route
messages in the AODW2 Milticast Route Message Set (Section 5.6).

Entries in the Milticast Route Message Set SHOULD be nmi ntained for
at least RteMsg ENTRY_TIME after the last Tinmestanp update in order
to account for long-lived RREQs traversing the network. An entry
MUST be del et ed when the sequence nunber is no longer valid, i.e.
after MAX_SEQNUM LI FETI ME. Menory-constrai ned devi ces MAY renove the
entry before this tine.

Recei ved route nessages are tested agai nst previously received route

messages, and if determ ned to be redundant, forwarding or response

can be avoi ded.

To determine if a received nessage is redundant:

1. Search for an entry in the Milticast Route Message Set with the
same OrigPrefix, OigPrefixLen, TargPrefix, Interface and
MetricType
* |f there is no entry, the nessage is not redundant.

* |f there is an entry, continue to Step 2

2. Conpare sequence nunbers using the technique described in
Section 5.4

* Use OigSeqNum of the entry for conparison

* |f the entry has an ol der sequence nunber than the received
message, the message i s not redundant.

* |f the entry has a newer sequence nunber than the received
message, the nmessage is redundant.

* |f the entry has the sanme sequence nunber, continue to Step 3.

3. Conpare the netric val ues
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* |f the entry has a Metric value that is worse than or equal to
the metric in the received nessage, the nessage is redundant.

* |f the entry has a Metric value that is better than the netric
in the received nessage, the nessage is not redundant.

If the message is redundant, update the entry as foll ows:

0 RteMsg.Tinestanp := CurrentTi nme

0 RteMasg. RenoveTine := CurrentTinme + MAX _SEQNUM LI FETI VE

since matchi ng route nessages are still traversing the network and
this entry should be maintained. This message MJST NOT be forwarded

or responded to.

If the nessage is not redundant, create an entry or update the
existing entry.

To update a Milticast Route Message Set entry, set:
0 ReMsg.OigPrefix := OigPrefix fromthe nessage

0 RteMsg.OigPrefixLen :=the prefix length associated with
OigPrefix

0 RteMsg. TargPrefix := TargPrefix fromthe nmessage

0 RteMsg. OigSeqNum: = the sequence nunber associated with
OigPrefix, if RRreMsg is an RREQ

0 RteMsg. TargSeqNum : = t he sequence numnber associated with
TargPrefix, if RteMsg is an RREP

0 RteMsg.Metric :=the netric value associated with OrigPrefix in a
recei ved RREQ

0 RteMsg.MetricType := the nmetric type associated with Rt eMsg. Metric
0 RteMsg.Tinestanp := CurrentTinme

0 RteMsg. RenoveTine := CurrentTime + MAX_SEQNUM LI FETI ME

Where the nessage is determ ned not redundant before Step 3, it MJST
be forwarded or responded to. Wen a nessage is determ ned to be not
redundant in Step 3, it MAY be suppressed to avoid extra control

traffic. However, since the processing of the nessage will result in
an update to the Local Route Set, the nessage SHOULD be forwarded or
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responded to, to ensure other routers have up-to-date information and
the best nmetrics. |If the nessage is not forwarded, the best route
may not be found. Forwarding or response is to be performed using
the processes outlined in Section 8.

7.9. Suppressing Redundant Route Error Messages using the Route Error
Set

In order to avoid fl ooding the network with RERR nessages when a
stream of | P packets to an unreachabl e address arrives, an AOCDW?2
router SHOULD avoid creating duplicate nmessages by determ ning

whet her an equi val ent RERR has recently been sent. This is achieved
with the help of the Route Error Set (see Section 5.7).

To determine if a RERR should be created:

1. Search for an entry in the Route Error Set where:

* RerrMsg. Unreachabl eAddr ess == Unr eachabl eAddress to be
reported

*  RerrMsg. Pkt Source == Pkt Source to be included in the RERR

If a matching entry is found, no further processing is required
and the RERR SHOULD NOT be sent.

2. If no matching entry is found, a new entry with the foll ow ng
properties is created, and the RERR is created and sent as
described in Section 8.4.1:

* RerrMsg. Tineout := CurrentTi me + RERR_TI MEQUT

* RerrMsg. Unreachabl eAddr ess == Unr eachabl eAddress to be
reported

* RerrMsg. Pkt Source == Pkt Source to be included in the RERR
7.10. Local Route Set Mintenance
Rout e mai nt enance invol ves nonitoring Local Routes in the Local Route
Set, updating Local Route. State to handle route tineouts and reporting
routes that becone |nvalid.
7.10.1. Local Route State Changes
During normal operation, AODW2 does not require any explicit

tinmeouts to manage the lifetine of a route. At any tine, any
Local Rout e MAY be exani ned and updated according to the rul es bel ow
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If tiners are not used to pronpt updates of Local Route. State, the
Local Route. State MUST be checked before | P packet forwarding and
bef ore any operati on based on Local Route. State.

Rout e ti meout behaviour is as foll ows:

0 An Unconfirnmed route MIST be expunged at MAX SECQNUM LI FETI ME after
Local Rout e. Last SeqNumUpdat e

0 An Idle route MIST becone Active when used to forward an |IP
packet. |If the route is not used to forward an | P packet within
MAX | DLETI ME, Local Route. State MJUST becone | nvalid.

0o An Invalid route SHOULD remain in the Local Route Set, since
Local Route. SeqNum i s used to classify future information about
Local Rout e. Address as stale or fresh

o In all cases, if the tinme since Local Route. Last SeqNumJpdat e
exceeds MAX_SEQNUM LI FETI ME, Local Rout e. SeqNum nust be set to

1. This is required to ensure that any AOCDW2 routers foll owi ng the
initialization procedure can safely begin routing functions using
a new sequence nunber. A Local Route with Local Route. State set to
Active or Idle can remain in the Local Route Set after the
sequence nunber has been set to 0, for exanple if the route is
reliably carrying traffic. |If Local Route.State is Invalid, or
| ater becones Invalid, the Local Route MJIST be expunged fromthe
Local Route Set.

Local Routes can becone Invalid before a timeout occurs:

o If an external mechanismreports a |ink as broken, all Local Routes
using that link for Local Route. Next Hop MJUST i medi ately have
Local Route. State set to Invalid.

0 Local Route. State MJUST i medi ately be set to Invalid if a Route
Error (RERR) message is received where:

* The sender is Local Route. NextHop or PktSource is a Router
Cient address

* There is an Address in AddressLi st which matches
Local Rout e. Addr ess, and:

+ The prefix length associated with this Address, if any,
mat ches Local Rout e. Prefi xLength
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+ The sequence nunber associated with this Address, if any, is
newer or equal to Local Route. SegNum (see Section 5.4)

+ The metric type associated with this Address matches
Local Rout e. Metri cType

Local Routes are al so updated when Nei ghbor. State is updat ed:

0o VWhile the value of Neighbor.State is set to Heard, any routes in
the Local Route Set using that nei ghbor as a next hop MJST have
Local Route. State set to Unconfirned.

0 When the value of Neighbor.State is set to Confirmed, the
Unconfirmed routes in the Local Route Set using that neighbor as a
next hop MJUST have Local Route. State set to Idle. Any other
mat chi ng Local Routes with netric val ues worse than
Local Route. Metric MUST be expunged fromthe Local Route Set.

0 When the value of Neighbor.State is set to Blacklisted, any valid
routes in the Local Route Set using that neighbor for their next
hop MUST have Local Route. State set to Invalid.

0 When a Neighbor Set entry is renoved, all routes in the Loca
Rout e Set using that nei ghbor as next hop MJST have
Local Route. State set to Invalid.

Menory constrai ned devi ces MAY choose to expunge routes fromthe
AODW2 Local Route Set at other times, but MJUST adhere to the
foll owi ng rul es:

0 An Active route MJUST NOT be expunged, as it is in use. |If
deleted, IP traffic forwarded to this router will pronpt
generation of a Route Error message, and it will be necessary for
a Route Request to be generated by the originator’s router to re-
establish the route.

0 An Idle route SHOULD NOT be expunged, as it is still valid for

forwarding IP traffic. |If deleted, this could result in dropped
| P packets and a Route Request could be generated to re-establish
the route.

0 Any Invalid route MAY be expunged. Least recently used Invalid
routes SHOULD be expunged first, since the sequence nunber
information is less likely to be useful

0 An Unconfirnmed route MJUST NOT be expunged if it was installed

within the |ast RREQ WAIT_TI Mg, because it may correspond to a
route discovery in progress. A Route Reply nessage ni ght be
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recei ved which needs to use the Local Route. Next Hop i nformati on.
O herwi se, it MAY be expunged.

7.10.2. Reporting Invalid Routes

When Local Route. State changes from Active to Invalid as a result of a
broken link or a received Route Error (RERR) nessage, other ACDW?2
routers MJST be informed by sending an RERR nessage cont ai ni ng
details of the invalidated route.

An RERR nessage MUST al so be sent when an AOCDW?2 router receives an
RREP nessage to forward, but the Local Route to the OrigPrefix in the
RREP has been lost or is marked as Invalid.

An RERR nessage MUST al so be sent when an AODW?2 router receives an
RREP nessage to forward, but the Local Route to the OrigAddr in the
RREP has been lost or is marked as Invalid.

The packet or nessage triggering the RERR MIST be di scarded.
Generation of an RERR nessage is described in Section 8.4.1.

8. AODW2 Protocol Messages
AODW2 defines four message types: Route Request (RREQ, Route Reply
(RREP), Route Reply Acknow edgenment (RREP_Ack), and Route Error
(RERR) .
Each AOCDW?2 nessage is defined as a set of data. Rules for the
generation, reception and forwardi ng of each nessage type are
described in the followi ng sections. Section 9 discusses how the
data is mapped to [ RFC5444] Message TLVs, Address Bl ocks, and Address
TLVs.

8.1. Route Request (RREQ Message
Rout e Request nessages are used in route discovery operations to

request a route to a specified target address. RREQ nessages have
the follow ng contents:
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e +
| msg_hop_limt |
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +
[ Addr essLi st [
S T T TN +
[ PrefixLengt hLi st (optional) [
e +
| Ori gSeqNum  (optional) TargSeqNum |
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +
[ MetricType [
S N TN +
| Oighwetric |
S e +

Figure 1: RREQ nessage contents

nmsg _hop_ limt
The renai ni ng nunber of hops allowed for dissenination of the RREQ
nessage.

Addr esslLi st
Contains OrigPrefix, fromthe Router Cient entry which includes
Ori gAddr, the source address of the I P packet for which a route is
requested, and TargPrefix, set to TargAddr, the destination
address of the I P packet for which a route is requested.

Prefi xLengt hLi st
Contains OrigPrefixLen, i.e., the length, in bits, of the prefix
associated with the Router dient entry which includes Oi gAddr.
If omitted, the prefix length is equal to OigAddr’s address
length in bits.

Ori gSeqNum
The sequence nunber associated with OigPrefix.

Tar gSegNum
A sequence nunber associated with an existing Invalid route to
TargAddr. This MAY be included if avail able.

MetricType
The nmetric type associated with OighMetric.

Oighwetric

The metric value associated with the route to OigPrefix, as seen
fromthe sender of the nessage.

Perkins, et al. Expi res Novenber 4, 2016 [ Page 39]



Internet-Draft ACDW 2 May 2016

8.1.1. RREQ CGeneration

An RREQ i s generated when an | P packet needs to be forwarded for a
Router Cient, and no valid route currently exists for the packet’'s
destination in the Routing Information Base.

Before creating an RREQ the router SHOULD check the Milticast Route
Message Set to see if an RREQ has recently been sent for the
requested destination. |If so, and the wait tine for a reply has not
yet been reached, the router SHOULD continue to await a response

wi thout generating a new RREQ If the tinmeout has been reached, a
new RREQ MAY be generated. |If buffering is configured, inconmng IP
packets awaiting this route SHOULD be buffered until the route

di scovery is conpl et ed.

If the limt for the rate of AODW2 control nessage generation has
been reached, no nessage SHOULD be gener at ed.

To generate the RREQ the router (referred to as RREQ Gen) foll ows
this procedure:

1. Set nsg hop limt := MAX HOPCOUNT
2. Set AddressList := {OigPrefix, TargPrefix}
3. For the PrefixLengthList:
* |f OigAddr is part of an address range configured as a Router
Client, set PrefixLengthList := {RouterCient.PrefixLength,
nul I'}.
* Otherw se, omt PrefixLengthList.

4. For OigSegNum

* Increnent the router Sequence Nunber as specified in
Section 5. 4.

*  Set OrigSeqNum : = router Sequence Nunber.
5.  For TargSegqNum
* |f an Invalid route exists in the Local Route Set natching

Tar gAddr using | ongest prefix matching and has a valid
sequence number, set TargSeqNum : = Local Rout e. SeqNum
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* |If no Ilnvalid route exists in the Local Route Set natching
TargAddr, or the route doesn’'t have a sequence nunber, onit
Tar gSeqNum
6. Include MetricType and set the type accordingly

7. Find the Router dient Set Entry where Routerdient.| PAddress ==
OigPrefix:

* Set OrigMetric := Routerdient. Cost

This AODW?2 nessage is used to create a correspondi ng [ RFC5444]
message (see Section 9) which is handed to the RFC5444 mul tipl exer
for further processing. By default, the multiplexer is instructed to
mul ticast the nmessage to LL- MANET- Routers on all interfaces
configured for ACDW2 operation. The RREP MUST be sent over
Local Rout e[ Ori gPrefi x]. Next Hopl nt erf ace.

8.1.2. RREQ Reception

Upon receiving a Route Request, an AODW2 router perforns the
fol | owi ng steps:

1. Check and update the Nei ghbor Set according to Section 7.3

* |f the sender has Neighbor.State set to Blacklisted, ignore
this RREQ for further processing.

2. Verify that the nessage contains the required data:
msg_hop_limt, OigPrefix, TargPrefix, OigSegNum and
Oigwetric, and that OrigPrefix and TargPrefix are valid
addr esses
* |f not, ignore this RREQ for further processing.

3. Check that the MetricType is supported and configured for use
* If not, ignore this RREQ for further processing.

4. Verify that the cost of the advertised route will not exceed the
maxi mum al | owed netric value for the netric type (Metric <=
MAX _METRI C] MetricType] - Cost(L))

* If it will, ignore this RREQ for further processing.

5. Process the route to OrigPrefix as specified in Section 7.7
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6. Check if the information in the message is redundant by conparing
to entries in the Milticast Route Message Set, follow ng the
procedure in Section 7.8

* | f redundant, ignore this RREQ for further processing.

* |f not redundant, create a new entry in the Milticast Route
Message Set and continue processing.

7. Check if the TargPrefix matches an entry in the Router dient Set
* |f so, generate an RREP as specified in Section 8.2.1.
* |f not, continue to RREQ forwarding.
8.1.3. RREQ Forwarding
By forwarding an RREQ a router advertises that it will forward IP
packets to the OrigPrefix contained in the RREQ according to the
i nformati on encl osed. The router MAY choose not to forward the RREQ
for exanple if the router is heavily | oaded or | ow on energy and
therefore unwilling to advertise routing capability for nore traffic.

This could, however, decrease connectivity in the network or result
i n non-optimal paths.

The RREQ SHOULD NOT be forwarded if the limt for the rate of ACDW?2
control message generation has been reached.

The procedure for RREQ forwarding is as foll ows:

1. Set nsg_hop_linmt :=received nmsg_hop_limt - 1
2. If nsg_hop limt is now zero, do not continue the forwarding
process

3. Set OigMetric := Local Route[OrigPrefix].Mtric

This nodi fied nessage is handed to the [ RFC5444] nmultipl exer for
further processing. By default, the nultiplexer is instructed to
mul ticast the nmessage to LL- MANET-Routers on all interfaces
configured for ACDW2 operation.

8.2. Route Reply (RREP) Message
When a Route Request nessage is received, requesting a route to a
target address (TargAddr) which is configured as part of a Router

Client entry, a Route Reply nessage is sent in response. The RREP
offers a route to TargPrefix.
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RREP nmessages have the follow ng contents:

o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +
[ nsg _hop limt [
S e T T +
| Addr esslLi st |
e +
| Prefi xLengt hLi st (optional) |
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +
[ Tar gSegNum [
S N T T +
| MetricType |
e +
| TargMWetric |
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +

Fi gure 2: RREP nessage contents

msg_hop_limt
The remai ni ng nunber of hops allowed for dissem nation of the RREP
nessage.

Addr esslLi st
Contains OigPrefix and TargPrefix, the prefixes of the source and
destination addresses of the | P packet for which a route is
request ed.

Prefi xLengt hLi st
Contains TargPrefixLen, i.e., the length, in bits, of the prefix
associated with the Router Cient entry which includes TargAddr.
If omitted, the prefix length is equal to TargAddr’s address
length, in bits.

Tar gSegNum
The sequence nunber associated with TargPrefix.

MetricType
The metric type associated with TarghMetric.

TargMetric
The nmetric value associated with the route to TargPrefix, as seen
fromthe sender of the nessage.
8.2.1. RREP Ceneration

A Route Reply nessage is generated when a Route Request for a Router
Client of the AODW2 router arrives. This is the case when
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Rt eMsg. TargPrefix matches an entry in the Router dient Set of the
AODW2 router.

Before creating an RREP, the router SHOULD check if
CONTROL_TRAFFIC LIM T has been reached. |If so, the RREP SHOULD NOT
be created.

The RREP will follow the path of the route to OrigPrefix. |If the
best route to OrigPrefix in the Local Route Set is Unconfirned, the
link to the next hop neighbor is not yet confirmed as bidirectiona
(as described in Section 7.2). |In this case an RREP_Ack MJST al so be
sent as described in Section 8.3, in order to request an

acknow edgenent nmessage fromthe next hop router to prove that the
link is bidirectional. |If the best route to OrigPrefix in the Loca
Route Set is valid, the link to the next hop neighbor is already
confirmed as bidirectional, and no acknow edgenent is required.

| mpl enent ati ons MAY all ow a nunber of retries of the RREP if a
requested acknow edgenment is not received within

RREP_Ack _SENT_TI MEQUT, doubling the timeout with each retry, up to a
maxi mum of RREP_RETRI ES, using the same exponential backoff described
in Section 7.6 for RREQ retries. The acknow edgenent MJST be
considered to have failed after the wait tine for an RREP_Ack
response to the final RREP.

To generate the RREP, the router (also referred to as RREP_Gen)
follows this procedure:

1. Set nsg _hop limt := MAX HOPCOUNT - nsg hop limt fromthe
recei ved RREQ nessage

2. Set Address List := {OigPrefix, TargPrefix}
3. For the PrefixLengthList:
* |f TargAddr is part of an address range configured as a Router
Client, set PrefixLengthList := {null
RouterC i ent. PrefixLength}.
*  (Otherwi se, omt PrefixLengthList.

4. For the TargSegqNum

* Increnent the router Sequence Nunber as specified in
Section 5. 4.

* Set TargSeqNum : = router Sequence Nunber.
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Include MetricType and set the type to match the MetricType in
the recei ved RREQ nessage

Set TargMetric := RouterCient.Cost for the Router Cient entry
whi ch incl udes Tar gAddr

This AODW?2 nessage is used to create a correspondi ng [ RFC5444]
message (see Section 9) which is handed to the RFC5444 mul ti pl exer
for further processing. The nultiplexer is instructed to unicast the
RREP to Local Route[ OrigPrefix].NextHop. The RREP MJST be sent over
Local Rout e[ Ori gPrefi x]. Next Hopl nt erf ace.

8. 2.

RREP Reception

Upon receiving a Route Reply, an ACDW2 router perforns the follow ng
st eps:

1.

Verify that the nessage contains the required data:
msg_hop_limt, OigPrefix, TargPrefix, TargSegNum and
TargMetric, and that OrigPrefix and TargPrefix are valid

addr esses

* |f not, ignore this RREP for further processing.

Check that the MetricType is supported and configured for use
* |If not, ignore this RREP for further processing. <!--

If this RREP does not correspond to an RREQ generated or
forwarded in the last RREQ WAIT _TIME, ignore for further
processing. -->

If the Multicast Route Message Set does not contain an entry
wher e:

Rt eMsg. OrigPrefix == RREP. Ori gPrefix

Rt eMsg. Ori gPrefixLen == RREP. Ori gPrefixLen

Rt eMsg. Tar gAddr exi sts within RREP. TargPrefix

Rt eMsg. Ori gSegNum <= RREP. Ori gSeqNum

Rt eMsg. Metri cType == RREP. MetricType

Rt eMsg. Tinestanp > CurrentTine - RREQ WAIT_TI ME

Rt eMsg. Interface == The interface on which the RREP was received
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ignore this RREP for further processing, since it does not correspond
to a previously sent RREQ
1. Update the Nei ghbor Set according to Section 7.3
2. Verify that the cost of the advertised route does not exceed the

maxi mum al l owed nmetric value for the nmetric type (Metric <=
MAX_METRI C] Metri cType] - Cost(L))
* |f it does, ignore this RREP for further processing.

3. Process the route to TargPrefix as specified in Section 7.7

4. Check if the message is redundant by conparing to entries in the
Mul ticast Route Message Set (Section 7.8)

* | f redundant, ignore this RREP for further processing.

* |f not redundant, save the information in the Milticast Route
Message Set to identify future redundant RREP nessages and
conti nue processing.

5. Check if the OigPrefix matches an entry in the Router Cient Set

* |If so, no further processing is necessary.

* |f not, continue to Step 10.

6. Check if a valid (Active or Idle) or Unconfirned Local Route
exists to OrigPrefix

* |f so, continue to RREP forwarding.
* |f not, a Route Error nmessage SHOULD be transnitted toward
TargPrefix according to Section 8.4.1 and the RREP SHOULD be
di scarded and not forwarded.
8.2.3. RREP Forwarding
A received Route Reply nessage is forwarded toward OrigPrefix. By
forwarding an RREP, a router advertises that it will forward IP
packets to TargPrefix.

The RREP SHOULD NOT be forwarded if CONTROL_TRAFFIC LIM T has been
reached. O herwi se, the router MIST forward the RREP.

The procedure for RREP forwarding is as foll ows:
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1. Set nsg_hop_linmt :=received nmsg_hop_limt - 1
2. If nsg_hop limt is now zero, do not continue the forwarding
process

3. Set TargMetric := Local Route[ TargPrefix].Metric

This nodi fied nessage is handed to the [ RFC5444] nmultipl exer for
further processing. The nmultiplexer is instructed to unicast the
RREP to Local Route[ OrigPrefix].NextHop. The RREP MJST be sent over
Local Rout e[ Ori gPrefi x]. Next Hopl nt erf ace.

8.3. Route Reply Acknow edgenent (RREP_Ack) Message

The Route Reply Acknow edgenent is used as both a request and a
response nessage to test bidirectionality of a link over which a
Rout e Reply has al so been sent. The router which forwards the RREP
MUST send a Route Reply Acknow edgenent nmessage to the intended next
hop, if the link to the next hop neighbor is not yet confirned as

bi di recti onal

The receiving router MIST then reply with a Route Reply
Acknowl edgenent response nessage

When the Route Reply Acknow edgenent response message is received by
the sender of the RREP, it confirns that the |link between the two
routers is bidirectional (see Section 7.2).

If the Route Reply Acknow edgenent is not received within
RREP_Ack_SENT_TI MEQUT, the link is determ ned to be unidirectional

Fi gure 3: RREP_Ack nessage contents
8.3.1. RREP_Ack Request Generation

An RREP_Ack MUJST be generated if a Route Reply is sent over a link
which is not known to be bidirectional. |t includes an AckReq
element to indicate that it is a request for acknow edgenent.

The RREP_Ack SHOULD NOT be generated if the limt for the rate of
AODW?2 control message generation has been reached.

The [ RFC5444] representation of the RREP_Ack is discussed in
Section 9.
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The RREP_Ack request MJUST be sent unicast to the
Local Rout e[ Ori gPrefi x]. Next Hop via
Local Rout e[ Ori gPrefi x]. Next Hopl nterface. The multiplexer MAY be
instructed to send the RREP_Ack in the sane [ RFC5444] packet as the
RREP.
The Nei ghbor Set entry for Local Route[ Oi gPrefix].NextHop MJUST al so
be updated to indicate that an RREP_Ack is required (see
Section 7.3).

8.3.2. RREP_Ack Reception

Upon receiving an RREP_Ack, an ACDW?2 router perfornms the follow ng
st eps:

1. Check if an AckReq el enent is included:

* |f so, create an RREP_Ack Response as described in
Section 8.3.3. No further processing is required.

* |f not, continue to step 2
2. Check if the RREP_Ack was expected:
* Check if the Neighbor Set contains an entry where:

+ Nei ghbor. | PAddress == | P. Sour ceAddress of the RREP_Ack
nessage

+ Nei ghbor. State == Heard
+ Nei ghbor. Ti neout < CurrentTime

+ Neighbor.Interface natches the interface on which the
RREP_Ack was received

* |If it does, the router sets Neighbor. Tineout to INFIN TY_TI ME
and processing continues to Step 3.

*  (Otherwi se no actions are required and processing ends.

3. Update the Neighbor Set according to Section 7.3, including
updating routes using this Neighbor as Local Rout e. Next Hop
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8.3.3. RREP_Ack Response Generation

An RREP_Ack response MIST be generated if a received RREP_Ack
i ncl udes an AckReq.

The RREP_Ack response SHOULD NOT be generated if the linmit for the
rate of AODW2 control nessage generation has been reached.

There is no further data in an RREP_Ack response. The [ RFC5444]
representation is discussed in Section 9. |In this case, the

mul tiplexer is instructed to unicast the RREP_Ack to the source IP
address of the RREP_Ack nessage that requested it, over the sanme
interface on which the RREP_Ack was received

8.4. Route Error (RERR) Message
A Route Error nessage is generated by an AOCDW2 router to notify

ot her AODW2 routers of routes that are no | onger available. An RERR
nmessage has the follow ng contents:

o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +
[ Pkt Sour ce (optional) [
o o e e e e e e +
| Addr esslLi st |
o m e e e e e e e e e oo +
| Prefi xLengt hLi st (optional) |
o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee— o +
[ SeqNunili st (optional) [
o s m e e e oo +
| Metri cTypeli st |
o m e e e e e e e e oo +

Fi gure 4: RERR nessage contents

Pkt Sour ce
The source address of the |IP packet triggering the RERR If the
RERR is triggered by a broken link, PktSource is not required.

Addr esslLi st
The addresses of the routes not avail able through RERR Gen

Prefi xLengt hLi st
The prefix lengths, in bits, associated with the routes not
avai | abl e through RERR Gen. These val ues indi cate whet her routes
represent a single device or an address range.

SeqNunii st
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The sequence nunbers of the routes not avail abl e through RERR Gen
(where known).

Metri cTypeli st

8. 4.

The nmetric types associated with the routes not avail abl e through
RERR_Gen.

RERR CGenerati on

A Route Error nessage is generated when an ACDW2 router (also
referred to as RERR Gen) needs to report that a destination is not
reachable. There are three events that cause this response:

0

When an | P packet that has been forwarded from another router, but
cannot be forwarded further because there is no valid route in the
Routing Infornmation Base for its destination, the source of the
packet needs to be inforned that the route to the destination of

t he packet does not exist. The RERR generated MJST include

Pkt Source set to the source address of the | P packet, and MJST
contain only one unreachable address in the AddressList, i.e., the
destination address of the I P packet. RERR Gen MJST discard the

| P packet that triggered generation of the RERR  The prefix

| engt h, sequence nunber and netric type SHOULD be included if
known froman existing Invalid Local Route to the unreachabl e

addr ess.

When an RREP nessage cannot be forwardeded because the Local Route
to OrigPrefix has been lost or is Invalid, RREP _Gen needs to be
informed that the route to OrigPrefix does not exist. The RERR
generated MJST include PktSource set to the TargPrefix of the
RREP, and MUST contain only one unreachabl e address in the
AddressList, the OigPrefix fromthe RREP. RERR Gen MJST discard
the RREP nmessage that triggered generation of the RERR The
prefix | ength, sequence nunber and netric type SHOULD be incl uded
if known froman Invalid Local Route to the unreachabl e address.

When a link breaks, multiple Local Routes rmay becone Invalid, and
the RERR generated MAY contain multiple unreachabl e addresses.
The RERR MUST include MetricTypeList. PktSource is omtted. Al
previously Active Local Routes that used the broken |ink MJST be
reported. The AddressList, PrefixLengthList, SeqNuniist, and
MetricTypeList will contain entries for each Local Route which has
beconme Invalid. An RERR nessage is only sent if an Active

Local Rout e becones Invalid, though an ACDW2 router can al so
include Idle Local Routes that beconme Invalid if the configuration
paraneter ENABLE IDLE IN RERR is set (see Section 11.3).
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The RERR SHOULD NOT be generated if CONTROL_TRAFFIC LIMT has been
reached. The RERR al so SHOULD NOT be generated if it is a duplicate,
as determned by Section 7.9.

Incidentally, if an AODW2 router receives an | CMP error packet to or
fromthe address of one of its Router Clients, it forwards the | CWP
packet in the same way as any other |IP packet, and will not generate
any RERR nessage based on the contents of the | CMP packet.

To generate the RERR, the router follows this procedure:

1. |If necessary, include PktSource and set the value as given above
2. For each Local Route that needs to be reported:

* |Insert Local Route. Address into the AddresslLi st.

* |nsert Local Route.PrefixLength into PrefixLengthList, if known
and not equal to the address |ength.

* Insert Local Route. SeqNum into SegNumlist, if known.
* Insert Local Route.MetricType into MetricTypelist.

The AOCDW2 nessage is used to create a correspondi ng [ RFC5444]
message (see Section 9).

If the RERRis sent in response to an undeliverable | P packet or RREP
message, i.e., if PktSource is included, the RERR SHOULD be sent

uni cast to the next hop on the route to PktSource. It MJST be sent
over the sanme interface on which the undeliverable |IP packet was
received. |If there is no route to PktSource, the RERR SHOULD be

mul ticast to LL-MANET-Routers. |If the RERRis sent in response to a
broken link, i.e., PktSource is not included, the RERR is, by
default, multicast to LL- MANET- Routers.

8.4.2. RERR Reception

Upon receiving a Route Error, an ACDW2 router perforns the follow ng
st eps:

1. Verify that the nmessage contains the required data: at |east one
unr eachabl e address

* |If not, ignore this RERR for further processing.

2. For each address in the AddressList, check that:
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* The address is valid (routable and unicast)
* The MetricType is supported and configured for use

* There is a Local Route with the sane MetricType matching the
address using | ongest prefix matching

* Either the Local Route’s next hop is the sender of the RERR and
the next hop interface is the interface on which the RERR was
recei ved, or PktSource is present in the RERR and is a Router
Cient address

* The unreachabl e address’ sequence nunber is either unknown, or
is greater than the Local Route’s sequence nunber

If any of the above are false the address does not match a
Local Rout e and MJUST NOT be processed or regenerated in a RERR

If all of the above are true, the Local Route which matches the
address is no longer valid. |If the Local Route was previously
Active, it MJST be reported in a regenerated RERR If the
Local Route was previously Idle, it MAY be reported in a
regenerated RERR, if ENABLE IDLE IN RERR is configured. The
Local Route Set MJST be updated according to these rules:

* |f the Local Route's prefix length is the same as the
unreachabl e address’ prefix |length, set Local Route.State to
I nval i d.

* |f the Local Route's prefix length is |onger than the
unreachabl e address’ prefix length, the Local Route MJST be
expunged fromthe Local Route Set, since it is a sub-route of
the route which is reported to be Invalid.

* |f the prefix length is different, create a new Local Route
with the unreachabl e address, and its prefix |length and
sequence nunber, and set Local Route.State to Invalid. These
Invalid routes are retained to avoid processing stale
nmessages.

* Update the sequence nunber on the existing Local Route, if the
reported sequence nunber is determ ned to be newer using the
compari son techni que described in Section 5.4.

3. If there are previously Active Local Routes that MJST be reported,
as identified in step 2.

* Regenerate the RERR as detailed in Section 8.4.3.
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8.4.3. RERR Regeneration

The Route Error nessage SHOULD NOT be regenerated if
CONTROL_TRAFFIC LIM T has been reached.

The procedure for RERR regeneration is as foll ows:

1. If PktSource was included in the original RERR and Pkt Source is
not a Router Client, copy it into the regenerated RERR

2. For each Local Route that needs to be reported as identified in
Section 8.4.1:

* |nsert Local Route. Address into the AddressLi st.

* Insert Local Route. PrefixLength into PrefixLengthList, if known
and not equal to the address |ength.

* |nsert Local Route.SegNuminto SegNuniist, if known.
* Insert Local Route. MetricType into MetricTypelLi st.

The AODW2 nessage is used to create a correspondi ng [ RFC5444]

message (see Section 9). |If the RERR contains Pkt Source, the
regener at ed RERR SHOULD be sent unicast to the next hop on the

Local Route to Pkt Source. It MJST be sent over the same interface on
whi ch the undeliverable I P packet was received. |If there is no route

to Pkt Source, or PktSource is a Router Client, it SHOULD be multi cast
to LL- MANET-Routers. |If the RERR is sent in response to a broken
link, the RERR is, by default, nulticast to LL- MANET- Routers.

9. RFC 5444 Representation
AODW?2 specifies that all control nessages between routers MJST use
the Generalized Mbile Ad Hoc Network Packet/Message Fornmat
[ RFC5444], and therefore ACDW2's route messages conprise data which
is mapped to nessage elenments in [ RFC5444].
[ RFC5444] provides a multiplexed transport for multiple protocols.
An [ RFC5444] inpl ementati on MAY choose to optinize the content of
certain elenents during nessage creation to reduce control nessage
over head.
A brief summary of the [RFC5444] fornmat:

1. A packet contains zero or nore nessages
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2. A nessage contains a Message Header, one Message TLV Bl ock, zero
or nore Address Bl ocks, and one Address Bl ock TLV Bl ock per
Addr ess Bl ock

3. The Message TLV Bl ock MAY contain zero or nore Message TLVs

4. An Address Bl ock TLV Bl ock MAY include zero or nore Address Bl ock
TLVs

5. Each TLV value in an Address Block TLV Bl ock can be associ at ed
with all of the addresses, or with a contiguous set of addresses,
or with a single address in the Address Bl ock

AODW?2 does not require access to the [RFC5444] packet header.

In the nmessage header, AOCDW?2 uses <nsg-type>, <nsg-hop-limt> and
<msg- addr -l ength>. The <nsg-addr-length> field indicates the | ength
of any addresses in the nessage, using <nsg-addr-length> := (address
length in octets - 1), i.e. 3 for IPv4 and 15 for |Pv6.

The addresses in an Address Bl ock MAY appear in any order, and val ues
ina TLV in the Address Bl ock TLV Bl ock must be associated with the
correct address in the Address Bl ock by the [RFC5444] inplenmentation
To indicate which value is associated with each address, the AODW2
message representation uses lists where the order of the addresses in
the ACDW2 AddressLi st matches the order of values in other data
lists, e.g., the order of SeqNuns in the SeqNuniist in an RERR

[ RFC5444] maps this information to Address Block TLVs associated with
the rel evant addresses in the Address Bl ock

Each address included in the Address Block is identified as
OrigPrefix, TargPrefix, PktSource, or Unreachabl e Address by
i ncludi ng an ADDRESS TYPE TLV in the Address Bl ock TLV Bl ock.

The follow ng sections show how ACDW?2 data is represented in

[ RFC5444] messages. ACDW?2 defines (in Section 11.8) a number of new
TLVs.

Where the extension type of a TLV is set to zero, this is the default
[ RFC5444] val ue and the extension type will not be included in the
nmessage

9.1. Route Request Message Representation
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9.1.1. Message Header

| Data | Header Field | Val ue [

| None | <msg-type> | RREQ [
| neg_hop limt | <msg-hop-linmt> | MAX HOPCOUNT, reduced by number |
| | | of hops traversed so far by the |
| | | nessage. |

9.1.2. Message TLV Bl ock
AODW?2 does not define any Message TLVs for an RREQ nessage.

9.1.3. Address Bl ock
An RREQ contains OigPrefix and TargPrefix, and each of these
addresses has an associated prefix length. [|f the prefix length has

not been included in the AODW2 nessage, it is equal to the address
length in bits.

e e eeeeiaeaacciaaaaaeaaaas S +
| Data | Address Bl ock [
T ' +
| OigPrefix/OigPrefixLen | <address> + <prefix-length> |
| TargPrefix/TargPrefixLen | <address> + <prefix-length> |
e e +

9.1.4. Address Block TLV Bl ock
Address Bl ock TLVs are al ways associated with one or nore addresses
in the Address Bl ock. The follow ng sections show the TLVs t hat
apply to each address.

9.1.4.1. Address Block TLVs for OrigPrefix
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oo S oo e e +
| Data | TLV Type | Extension | Value |
| | | Type | |
e e e - S Fom e e o o e e e e e e e o oo +
| None | ADDRESS TYPE | O | ORI GPREFI X [
| OigSegNum | SEQ NUM | O | Sequence nunber of [
| | | | RREQ Cen, the router [
| | | | which initiated route |
| | | | discovery. |
| OigMetric | PATH. METRIC | MetricType | Metric value for the [
| /MetricType | [ | route to OrigPrefix,

[ [ [ | using MetricType. [
oo . oo e e +
9.1.4.2. Address Block TLVs for TargPrefix
oo oo e e +
| Data | TLV Type Ext ensi on | Val ue |
I I Type I I
s T ey B +
| None | ADDRESS TYPE | O | TARGPREFI X |
| TargSeqNum | SEQ _NUM 0 | The last known [
| | | TargSegNum f or |
[ [ | TargPrefix. [
oo e e i +

9.2 Rout e Reply Message Representation

9.2.1 Message Header
oo oo e e e +
| Data | Header Field | Val ue |
e e e o e e e e e oo - o e e e e e e e e e e e e e e e e aa o - +
| None | <msg-type> | RREP [
| meg hop limt | <msg-hop-linmt> ] MAX HOPCOUNT - nsg hop limt [
[ [ | fromthe correspondi ng RREQ [
[ [ | reduced by number of hops [
| | | traversed so far by the |
| | | nessage. |
Fom e e e oo S o m e e e e e e e e e e e e mo— oo +

9.2.2. Message TLV Bl ock

AODW?2 does not define any Message TLVs for an RREP nessage.
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9.2.3. Address Bl ock

An RREP contains OigPrefix and TargPrefix, and each of these
addresses has an associated prefix length. |f the prefix length has
not been included in the ACDW2 nessage, it is equal to the address
length in bits.

B Fom e e e e e e e e e m o +
| Data | Address Bl ock |
o m e e e e e e e oo oo oo o mm e e e e e e e e e m oo oo +
| OrigPrefix/OrigPrefixLen | <address> + <prefix-length> |
| TargPrefix/TargPrefixLen | <address> + <prefix-length> |
e e e eeeeeeeeeaeeeas ' +

9.2.4. Address Block TLV Bl ock
Address Bl ock TLVs are always associated with one or nore addresses
in the Address Bl ock. The follow ng sections show the TLVs that
apply to each address.

9.2.4.1. Address Block TLVs for OigPrefix

Fom e e o e oo o e e e e o - S +
| Data | TLV Type | Extension Type | Value |
[ R, T o e e e e oo - o m e +
| None | ADDRESS TYPE | O | ORI GPREFI X |
Fom e - e e e o e e e e e oo - TSRS +

9.2.4.2. Address Block TLVs for TargPrefix

S S oo e e +
| Data | TLV Type | Extension | Value |
| | | Type | |
S S Fom e e o o e e e e e e e o oo +
None ADDRESS TYPE | O TARGPREFI X
Tar gSegNum SEQ NUM 0 Sequence nunber of

I I
I I I
| | RREP_Gen, the router |
| | which created the |
| | RREP. |
I I I
I I I
I I I

TargMetric PATH METRI C MetricType Metric value for the
[ MetricType route to TargPrefix,
usi ng MetricType.
oo oo S o e e e e e oo - +

Perkins, et al. Expi res Novenber 4, 2016 [ Page 57]



Internet-Draft ACDW 2 May 2016

9.3. Route Reply Acknow edgerment Message Representation

9.3.1. Message Header

oo oo oo +
| Data | Header Field | Value |
S oo oo +
| None | <msg-type> | RREP_Ack |
Fom e - e e e o Fom e e e e - - +

9.3.2. Message TLV Bl ock

AODW2 defines an AckReq Message TLV, included when an
acknow edgenent of this nessage is required, in order to nonitor
adj acency, as described in Section 7.2.

oo oo oo oo +
| Data | TLV Type | Extension Type | Value |
oo oo oo S +
| AckReq | ACK REQ | O | None |
Fomm e o Fom e e e e - - e e e e e oo - Fom e e e - - +

9.3.3. Address Bl ock
AODW2 does not define an Address Bl ock for an RREP_Ack nessage.
9.3.4. Address Block TLV Bl ock

AODW?2 does not define any Address Bl ock TLVs for an RREP_Ack
nessage.

9.4. Route Error Message Representation

Route Error Messages MAY be split into nultiple [ RFC5444] nmessages
when the desired contents would exceed the MIU. However, all of the
resulting nessages MJST have the sane nessage header as descri bed
below. If PktSource is included in the AODW2 nessage, it MJIST be
included in all of the resulting [ RFC5444] nessages.

9.4.1. Message Header

Fom e e o e oo o m e e oo +
| Data | Header Field | Value |
o m oo - B [ S, +
| None | <meg-type> | RERR |
E SR S [ S +
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9.4.2. Message TLV Bl ock
AODW?2 does not define any Message TLVs for an RERR nessage.
9.4.3. Address Bl ock

The Address Block in an RERR MAY contai n Pkt Source, the source
address of the I P packet triggering RERR generation, as detailed in
Section 8.4. The prefix length associated with PktSource is equal to
the address length in bits.

Address Bl ock al ways contai ns one address per route that is no | onger
valid, and each address has an associated prefix length. |If a prefix
I ength has not been included for this address, it is equal to the
address length in bits.

S . +
| Data | Address Bl ock [
' T e +
Pkt Sour ce <address> + <prefix-length> for
Pkt Sour ce

each unreachabl e address in

| | |
| AddresslList/PrefixLengthList | <address> + <prefix-|length> for [
I I I
| | AddressLi st |

9.4.4. Address Block TLV Bl ock
Address Bl ock TLVs are always associated with one or nore addresses
in the Address Bl ock. The follow ng sections show the TLVs that
apply to each type of address in the RERR

9.4.4.1. Address Block TLVs for Pkt Source

TS o e oo o e e e e o - TS +
| Data | TLV Type | Extension Type | Value [
S T o e e e e oo - S +
| PktSource | ADDRESS TYPE | O | PKTSOURCE |
Fom e e o e e e o e e e e e oo - Fom e e o +

9.4.4.2. Address Block TLVs for Unreachabl e Addresses
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o e oo oo S oo e e e a oo oo +
| Data | TLV Type | Extension | Value |
| | | Type | |
e e e e S Fom e e o Fom e e e e oo +
| None | ADDRESS TYPE | O | UNREACHABLE [
| SeqNunii st | SEQ NUM | O | Sequence nunber |
[ [ [ | associated with |
| | | | invalid route to the |
| | | | unreachabl e address. |
| MetricTypeList | PATH.METRIC | MetricType | None. Extension Type |
| | | | set to MetricType of |
| | | | the route to the |
| | | | unreachabl e address. |
B B s o e e e e e e e e e oo +

Si npl e External Network Attachnent

Figure 5 shows a stub (i.e., non-transit) network of ACDW2 routers
which is attached to an external network via a single External

Net wor k Access Router (ENAR). The interface to the external network
MUST NOT be configured in the InterfaceSet.

As in any externally-attached network, AODW2 routers and Router
Clients that wish to be reachable fromthe external network MJST have
| P addresses within the ENAR s routabl e and topol ogically correct
prefix (e.g., 191.0.2.0/24 in Figure 5). This AODW2 network and
networ ks attached to routers within it will be advertised to the
external network using procedures which are out of scope for this
speci fication.
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R \
A T + \
/| AODW2 Router | \
| | 191.0.2.2/32 | [
[ R + | Rout abl e
| R R + Prefix
[ [ ENAR | /191.0.2.0/24
| | AODW?2 Router| /
[ | 191.0.2.1 |/ R R \
[ | serving net +------ + Ext er nal \
| | 191.0.2.0/24 | \ Net wor k /
| Fomm - - Fom e e e + L /
| Fommmmm e e +
| | AODW2 Router | |
[ | 191.0.2.3/32 | |
\ R + |/
\ /
I R LT P /

Figure 5: Sinple External Network Attachment Exanple

Wien an AODW2 router within the AODW2 MANET wants to di scover a
route toward an address on the external network, it uses the normal
AODW?2 route discovery for that | P Destination Address. The ENAR
MUST respond to RREQ on behal f of all external network destinations,
e.g., destinations not on the configured 191.0.2.0/24 network. The
ENAR MAY respond with a TargPrefix and TargPrefixLen that represent a
prefix including nore addresses than just TargAddr, but MJUST NOT
respond with a TargPrefix and TargPrefixLen which includes any of the
net works configured as part of the AODW2 network. This does result
in sonme inefficiencies in the way external routes are discovered.
Sendi ng a Route Request for a gateway is not currently supported.

RREQs for addresses inside the ACDW2 network, e.g. destinations on
the configured 191.0.2.0/24 network, are handl ed using the standard
processes described in Section 8 Note that ACDvv2 does not support
RREQs for prefixes that do not equal address |ength, but RREPs do
advertise the prefix on which TargAddr resides.

When an | P packet from an address on the external network destined
for an address in the ACDW2 MANET reaches the ENAR, if the ENAR does
not have a route toward that destination in its Routing Information
Base, it will performnormal ACDW2 route discovery for that
destinati on.

Configuring the ENAR as a default router is outside the scope of this
speci fication.
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11. Configuration

AODW?2 uses various paraneters which can be grouped into the
foll owi ng categori es:

o Timers
o Protocol constants
0 Adnministrative paraneters and controls

Thi s section show the paranmeters along with their definitions and
default values (if any).

Note that several fields have limted size (bits or bytes). These
sizes and their encoding nmay place specific linmtations on the val ues
that can be set.

11.1. Tiners

AODW?2 requires certain timng information to be associated with
Local Route Set entries and nessage replies. The default values are
as foll ows:

ACTI VE_| NTERVAL
MAX_| DLETI ME

MAX_BLACKLI ST_TI ME 200 seconds
MAX_SEQNUM LI FETI ME 300 seconds

[ | 5 second [
I I I
| | |
| RERR_TI MEQUT | 3 seconds |
I I I
I I I
I I I
I I I

200 seconds

Rt eMsg_ENTRY_TI ME 12 seconds
RREQ WAI T_TI ME 2 seconds
RREP_Ack _SENT_TI MEQUT 1 second

RREQ_HOLDDOWN_TI ME 10 seconds

Table 2: Tim ng Parameter Val ues

The above tining paraneter val ues have worked well for small and
medi um wel | - connect ed networks with noderate topol ogy changes. The
timng paraneters SHOULD be administratively configurable. Ideally,
for networks with frequent topol ogy changes the AOCDW2 paraneters
SHOULD be adjusted using experinmentally determ ned val ues or dynamc
adaptation. For exanple, in networks with infrequent topol ogy
changes MAX | DLETI ME MAY be set to a nuch larger value. |f the
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val ues were configured differently, the foll owi ng consequences may be
observed:

(0]

I f MAX_SEQNUM LI FETI ME was configured differently across the
network, and any of the routers |lost their sequence nunber or
rebooted, this could result in their next route nessages being
classified as stale at any ACDW2 router using a greater value for
MAX_SEQNUM LI FETIME.  This woul d delay route di scovery fromand to
the re-initializing router

Routers with | ower values for ACTIVE | NTERVAL + MAX | DLETI ME wil |
invalidate routes nore quickly and free resources used to nmaintain
them This can affect bursty traffic flows which have qui et

peri ods | onger than ACTIVE | NTERVAL + MAX | DLETIME. A route which
has timed out due to perceived inactivity is not reported. Wen
the bursty traffic resunes, it would cause a RERR to be generat ed,
and the traffic itself would be dropped. This route would be
removed fromall upstreamrouters, even if those upstreamrouters
had | arger ACTI VE_| NTERVAL or MAX_ | DLETI ME values. A new route

di scovery would be required to re-establish the route, causing
extra routing protocol traffic and disturbance to the bursty
traffic.

Routers with | ower val ues for MAX_BLACKLI ST_TI ME would al |l ow

nei ghboring routers to participate in route discovery sooner than
routers with higher values. This could result in failed route

di scoveries if un-blacklisted |inks are still wuni-directional
Since RREQs are retried, this would not affect success of route
di scovery unless this value was so snmall as to un-blacklist the
router before the RREQis retried. This value need not be

consi stent across the network since it is used for maintaining a
1-hop blacklist. However it MJIST be greater than RREQ WAIT_TI ME

Routers with | ower values for RERR TI MEQUT nmay create nore RERR
messages than routers with higher values. This value should be

| arge enough that a RERR will reach all routers using the route
reported within it before the timer expires, so that no further
data traffic will arrive, and no duplicated RERR nmessages will be
gener at ed.

Routers with | ower values for RteMsg ENTRY_TI ME nmay not consi der
recei ved redundant mnulticast route nessages as redundant, and nay
forward these nmessages unnecessarily.

Routers with | ower values for RREQ WAIT_TI ME may send nore
frequent RREQ nessages and wrongly deternmine that a route does not
exist, if the delay in receiving an RREP is greater than this

i nterval .
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0 Routers with | ower values for RREP_Ack_SENT_TI MEQUT may wrongly
determine links to neighbors to be unidirectional if an RREP_Ack
is delayed longer than this tinmeout.

0 Routers with |ower values for RREQ HOLDDOWN TIME will retry failed
route discoveries sooner than routers with higher values. This
may be an advantage if the network topology is frequently
changi ng, or may unnecessarily cause nore routing protocol
traffic.

MAX_SEQNUM LI FETI ME MUST be configured to have the same val ues for
all AODW2 routers in the network.

2. Protocol Constants
AODW?2 protocol constants typically do not require changes. The

following table lists these constants, along with their values and a
reference to the section describing their use.

B Fomm e oo - Fom e m e e e e e e e e e e e e am o +
| Nane | Default | Description |
o e e e e e e e o oo Fomm e - o e e m e e e e e e e e e e — e oo +
| DI SCOVERY_ATTEMPTS_MAX | 3 | Section 7.6 |
| RREP_RETRI ES | 2 | Section 8.2.1 [
| MAX_METRI C] MetricType] | [TBD] | Section 6 [
| MAX_METRI ([ HopCount ] | 255 | Section 6 and Section 8 |
| MAX_HOPCOUNT | 20 | Limt to nunber of hops an |
[ [ | RREQ or RREP nessage can [
| | | traverse |
| INFINTY_TIME | [TBDO | Maxi mum expressible clock time |
| | | (Section 7.7.2) |
B Fomm e oo - Fom e m e e e e e e e e e e e e am o +

Tabl e 3: AODW2 Constants
MAX_HOPCOUNT cannot be | arger than 255.

MAX_METRI C] Metri cType] MUST al ways be the nmaxi mum expressible nmetric
val ue of type MetricType. Field lengths associated with nmetric
val ues are found in Section 11.5.

These protocol constants MJST have the sane values for all AODW2
routers in the ad hoc network. |f the values were configured
differently, the foll owi ng consequences may be observed:

0 DI SCOVERY_ATTEMPTS MAX: Routers with higher values are likely to
be nore successful at finding routes, at the cost of additional
control traffic.
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0 RREP_RETRIES: Routers with |ower values are nore likely to
bl ackl i st nei ghbors when there is a tenporary fluctuation in |ink
quality.

o MAX METRIC[ MetricType]: No interoperability problens due to
variations on different routers, but routers with | ower val ues nmay
exhibit overly restrictive behavior during route conpari sons.

0o MAX HOPCOUNT: Routers with a value too snall would not be able to
di scover routes to distant addresses.

o INFINITY_TIME: No interoperability problens due to variations on
different routers, but if a lower value is used, route state
managenment may exhibit overly restrictive behavior.

11.3. Local Settings

The following table lists ACDW2 paraneters which SHOULD be
admi ni stratively configured for each router

e e e e e e e e oo e e e e e e e e oo S +
| Nane | Default Val ue | Description |
o e e e e e e e e oo o e e e e e e e e oo o +
| InterfaceSet [ | Section 5.1 |
| Router Cient Set [ | Section 5.2

| BUFFER_SI ZE_PACKETS | 2 | Section 7.6 |
| BUFFER_SI ZE_BYTES | MAX_PACKET_SIZE [TBD] | Section 7.6 |
| CONTROL_TRAFFIC LIMT | [TBD - 50 pkts/sec?] | Section 8 [
o e e e e e e e e oo o e e e e e e e e oo o +

Tabl e 4: Configuration for Local Settings
11.4. Network-Wde Settings
The followi ng adm nistrative controls MAY be used to change the
operation of the network. The same settings SHOULD be used across
the network. Inconsistent settings at different routers in the

network will not result in protocol errors, but poor perfornmance may
result.

Tabl e 5: Configuration for Network-Wde Settings
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11.

11.

5. MetricType Allocation

The metric types used by ACDW2 are identified according to Table 6.
Al'l inplenmentations MJST use these val ues.

o e e e [ RS oo +
| Narme of MetricType | Type | Metric Value Size |
Fom e e e e e e e e oo Fomm e e e o - Fom e e e e e e e e oo +
| Unassigned | O | Undefined |
| Hop Count | 1 | 1 octet [
| Unall ocat ed | 2 - 254 | TBD |
| Reserved | 255 | Undefined |
Fom e e e oo [ R Fom e e +

Table 6: ACDW2 Metric Types
6. RFC 5444 Message Type Al l ocation
This specification defines four Message Types, to be allocated from

the Experinmental range of the "Message Types" nanespace defined in
[ RFC5444), as specified in Table 7.

o o e e e e e e e e e e e e e e eeee - Fom e e +
| Nanme of Message | Type |
oo e e e e e e e e e e e e e e eem oo [ R, +
| Route Request (RREQ | 224 |
| Route Reply (RREP) | 225 |
| Route Error (RERR) | 226 [
| Route Reply Acknow edgenment (RREP_Ack) | 227 |
oo e e e e e e e e e e e e e e e e e eee e Fom e e +

Table 7: ACDW2 Message Types

If the AODW2 experinment proves to be successful, types fromthe
0-223 range can be allocated in the future.

7. RFC 5444 Message TLV Types
This specification defines one Message TLV Type, to be allocated from

t he Message- Type-specific "Message TLV Types" nanespace defined in
[ RFC5444], as specified in Table 8.
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T e I I +
| Name of TLV | Type | Length | Reference |
[ | (octets) [ [
o e e e e e e e o oo Fom e o - Fom e e e oo Fom e e e oo +
| ACK _REQ | 128 | O | Section 7.2 |
I | (TBD) I I I
e N T . . +

Tabl e 8: ACDW2 Message TLV Types

11.8. RFC 5444 Address Bl ock TLV Type Allocation

11.

This specification defines three Address Bl ock TLV Types, to be
al | ocated fromthe Message- Type-specific

"Address Bl ock TLV Types" namespace defined in [ RFC5444], as
specified in Table 9.

o e e e e e oo - [ RS o e oo o e oo +
| Name of TLV | Type | Length | Reference |
I I | (octets) I I
e e e e e e e e oo Fom e - e e e o e e e o +
| PATH _METRIC | 129 | depends on | Section 8 [
[ | (TBD) | MetricType [ [
| SEQ NUM | 130 | 2 | Section 8 |
I | (TBD) I I _ I
| ADDRESS TYPE | 131 | 1 | Section 9 |
| | (TBD) | | |
o e e e e e e e o oo Fom e o - Fom e e e oo Fom e e e oo +

Tabl e 9: AODW2 Address Bl ock TLV Types
9. ADDRESS TYPE TLV Val ues

These val ues are used in the [ RFC5444] Address Type TLV discussed in
Section 9. Al inplenmentations MJST use these val ues.

I oo +
| Address Type | Value |
e e e o Fom e e e - - +
| ORI GPREFI X | O [
| TARGPREFI X | 1 |
| UNREACHABLE | 2 [
| PKTSOURCE | 3 [
| UNSPECIFIED | 255 [
e e e o Fom e e e - - +

Tabl e 10: AODW2 Address Types
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13.

13.

13.

| ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

This section describes various security considerations and potentia
avenues to secure AODW2 routing. The main objective of the AODW?2
protocol is for each router to conmuni cate reachability information
about addresses for which it is responsible, and for routes it has
| earned from ot her ACDW2 routers.

Net wor ks using AODW2 to maintain connectivity and establish routes
on demand may be vulnerable to certain well-known types of threats,
which will be detailed in the following. Sonme of the threats
described can be nitigated or elimnated. Tools to do so will be
descri bed al so.

Wth the exception of metric values, AODW2 assures the integrity of
all RteMsg data end-to-end though the use of ICVs (see
Section 13.4. 2.

The on-denmand nature of AODW2 route discovery automatically reduces
the vulnerability to route disruption. Since control traffic for
updating route tables is dimnished, there is |ess opportunity for
attack and failure.

1. Availability
Threats to AODW2 which reduce availability are considered bel ow
1.1. Denial of Service

Fl oodi ng attacks using RREQ anobunt to a (BLIND) denial of service for
route discovery: By issuing RREQ nessages for targets that don't

exi st, an attacker can flood the network, blocking resources and
drowning out legitimate traffic. By triggering the generation of
CONTROL_TRAFFI C LIM T anount of nessages (for exanple by sending
RREQs for many non-existent destinations), an attacker can prevent

| egitimate nessages from being generated. The effect of this attack
i s danpened by the fact that duplicate RREQ nessages are dropped
(preventing the network from DDoSing itself). Processing
requirenents for AODW2 nessages are typically quite small, however
AODW?2 routers receiving RREQs do allocate resources in the form of
Nei ghbor Set, Local Route Set and Miulticast Route Message Set
entries. The attacker can nmaxinize their inpact on set growth by
changing OrigPrefix or OrigPrefixLen for each RREQ If a specific
node is to be targeted, this attack nay be carried out in a
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DI STRI BUTED f ashi on, either by conpromising its direct neighbors or
by specifying the target’s address with TargPrefix and TargPrefixLen
Note that it m ght be nore econom cal for the attacker to sinply jam
the medium an attack which AODW2 cannot defend itself against.

M tigation:

o If AODW?2 routers always verify that the sender of the RERR
message is trusted, this threat is reduced. Processing
requirenents would typically be dom nated by calculations to
verify integrity. This has the effect of reducing (but by no
nmeans elimnating) AODW2's vulnerability to denial of service
att acks.

0 Authentication of senders can prevent unauthenticated routers from
| aunching a Denial of Service attack on another AOCDW2 router
However, this does not protect the network if an attacker has
access to an already authenticated router.

1.2. Malicious RERR nessages

RERR nessages are designed to cause renoval of installed routes. A
mal i ci ous node could send an RERR nessage with false information to
attenpt to get other routers to renove a route to one or nore
specific destinations, therefore disrupting traffic to the advertised
destinati ons.

Routes will be deleted if an RERR is received, withdrawing a route
for which the sender is the receiver’s next hop, and when the RERR
includes the MetricType of the installed route, and includes either
no sequence nunmber for the route, or includes a greater sequence
nunber than the sequence nunmber stored with that route in the
receiver’'s Local Route Set. Routes will also be deleted if a received
RERR cont ai ns a Pkt Source address corresponding to a Router dient.

The i nformati on necessary to construct a nalicious RERR could be
| earned by eavesdropping, either by listening to ACDW2 messages or
by wat chi ng data packet fl ows.

When the RERR is nmulticast, it can be received by many routers in the
ad hoc network, and will be regenerated when processing results in an
active route being renmoved. This threat could have serious inpact on
appl i cations communi cati ng by way of the sender of the RERR nessage.

0 The set of routers which use the malicious router as a next hop
may be targeted with a nalicious RERR with no Pkt Source address
included, if the RERR contains routes for which the malicious
router is a next hop fromthe receiving router. However, since
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the sender of the RERR nessage is either malicious or broken, it
is better that it is not used as a next hop for these routes
anyway.

0o A single router which does not use the malicious router as part of
its route may be targeted with a malicious RERR with a Pkt Source
address incl uded.

0 Replayed RERR nessages could be used to disrupt active routes.
M tigation:

o Protection agai nst eavesdroppi ng of AODW2 nessages would nitigate
this attack to some extent, but eavesdroppi ng of data packets can
al so be used to deduce the information about which routes could be
target ed.

o Protection against a malicious router becom ng part of a route
will mtigate the attack where a set of routers are targeted.
This will not protect against the attack if a PktSource address is
i ncl uded.

0 By only regenerati ng RERR nessages where active routes are
renoved, the spread of the malicious RERR is linited.

o0 Including sequence numbers in RERR nessages offers protection
agai nst attacks using replays of these RERR nmessages.

o |If AODW2 routers always verify that the sender of the RERR
message is trusted, this threat is reduced.

1.3. False Confirmation of Link Bidirectionality

Li nks could be erroneously treated as bidirectional if malicious
unsolicited or spoofed RREP nessages were to be accepted. This would
result in a route being installed which could not in fact be used to
forward data to the destination, and nay divert data packets away
fromthe intended destination.

There is a window of RREQ WAIT TIME after an RREQ is sent, in which
any nalicious router could send an RREP in response, in order for the
link to the nmalicious router to be deened as bidirectional.
Mtigation:

o Ignoring unsolicited RREP and RREP_Ack nessages partially
mtigates against this threat.
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o |If AODW?2 routers always verify that the sender of the RERR
message is trusted, this threat is reduced.

1.4. Message Del etion

A malicious router could decide not to forward an RREQ or RREP or
RERR nmessage. Not forwarding a RERR or RREP message woul d di srupt
route discovery. Not regenerating a RERR nmessage would result in the
source of data packets continuing to maintain and use the route, and
further RERR nessages being generated by the sender of the non-
regenerated RERR. A nmlicious router could intentionally disrupt
traffic flows by not allowi ng the source of data traffic to re-

di scover a new route when one breaks.

Failing to send an RREP_Ack woul d al so di srupt route establishnent,
by not allowing the reverse route to be validated. Return traffic
whi ch needs that route will pronpt a new route discovery, wasting
resources and incurring a slight delay but not disrupting the ability
for applications to conmmuni cate.

Mtigation:

0o None. also note that malicious router would have to wait for a
route to break before it could performthis attack

2. Confidentiality

Passi ve inspection (eavesdropping) of AODW2 control nmessages coul d
enabl e unaut hori zed devices to gain information about the network

t opol ogy, since exchanging such information is the main purpose of
AODW 2.

Eavesdropping of data traffic could allow a malicious device to
obtain informati on about how data traffic is being routed. Wth
know edge of source and destination addresses, nalicious nessages
coul d be constructed to disrupt normal operation.

3. Integrity

Integrity of route informati on can be conprom sed in the follow ng
types of attack:

3.1. Message Insertion

Valid route set entries can be replaced or nodified by maliciously
constructed AODW2 nessages, destroying existing routes and the
network’s integrity. Any router nay pose as another router by
sendi ng RREQ RREP, RREP_Ack and RERR nessages in its nane.
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Sendi ng an RREQ nmessage with false information can disrupt traffic
to OrigPrefix, if the sequence nunber attached is not stale
conmpared to any existing information about OigPrefix. Since RREQ
is multicast and likely to be received by all routers in the ad
hoc network, this threat could have serious inpact on applications
communi cating with OrigPrefix. The actual threat to disrupt
routes to OrigPrefix is reduced by the ACDW2 nechani sm of narking
RREQ derived routes as "Unconfirnmed" until the link to the next
hop is confirmned.

Sendi ng an RREP nessage with false information can disrupt traffic
to TargPrefix. Since RREP is unicast, and ignored if a
correspondi ng RREQ was not recently sent, this threat is
mnimzed, and is restricted to receivers along the path from

Ori gAddr to Tar gAddr.

Sendi ng an RREP_Ack response nessage with false information can
cause the route to an originator address to be erroneously
accepted even though the route would contain a unidirectional |ink
and thus not be suitable for nost traffic. Since the RREP_Ack
response is unicast, and ignored if a RREP_Ack was not sent
recently to the sender of this RREP_Ack response, this threat is
mnimzed and is strictly local to the RREP transm tter expecting
t he acknow edgenent. Unsolicited RREP_Acks are ignored.

Sendi ng an RERR nmessage with false information is discussed in
Section 13.1.2.

M tigation:

(0]

If AODW2 routers always verify that the sender of a nessage is
trusted, this threat is reduced.

13.3.2. Message Modification - Man in the Mddle

Any AODW2 router can forward nmessages with nodified data.

Mtigation:

(0]

If ACDW2 routers verify the integrity of AODW2 nessages, then
the threat of disruption is nmninized. A nman in the nddle with
no know edge of the key used to calculate an integrity check val ue
may nodi fy a nmessage but the nmessage will be rejected when it
fails an integrity check.
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13.

13.

13.

13.

13.

3.3. Replay Attacks

Repl ayi ng of RREQ or RREP nessages would be of |ess use to an
attacker, since they would be dropped i mediately due to their stale
sequence nunber. RERR nessages nmay or nmay not include sequence
numbers and are therefore susceptible to replay attacks. RREP_Ack
messages do not include sequence nunbers and are therefore
susceptible to replay attacks.

M tigation:

o Use of tinestanps or sequence nunbers prevents replay attacks.
4. Protection Mechani snms

4.1. Confidentiality and Authentication

Encrypti on MAY be used for AODW2 nessages. |If the routers share a
packet -l evel security association, the nmessage data can be encrypted
prior to message transm ssion. The establishnment of such security
associations is outside the scope of this specification. Encryption
will not only protect agai nst unauthorized devi ces obtaining

i nformati on about network topol ogy (eavesdropping) but will ensure
that only trusted routers participate in routing operations.

4.2. Integrity and Trust using |ICVs

Cryptographic Integrity Check Values (ICVs) can be used to ensure
integrity of received nessages, protecting against man in the niddle
attacks. Further, by using ICVs, only those routers with know edge
of a shared secret key are allowed to participate in routing

i nformati on exchanges. [RFC7182] defines ICV TLVs for use with

[ RFC5444] .

The data contained in AODW2 routing protocol nessages MJST be
verified using Integrity Check Values, to avoid the use of nessage
data if the nessage has been tanpered with.

4.3. Replay Protection using Tinestanps

Repl ay attacks MJUST be prevented by using tinestanps or sequence
nunbers in nessages. [RFC7182] defines a TIMESTAWP TLV for use with
[ RFC5444] .

The data contained in ACDW2 routing protocol messages MJIST be
protected with a TI MESTAMP value to ensure the protection agai nst
replaying of the nessage. Sequence nunbers can be used as

ti mestanps, since they are known to be strictly increasing.
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13.4.4. Application to ACDW2

AODW?2 inpl ementations MJST support |ICV and TI MESTAMP TLVs, unl ess
the inplementation is intended solely for an environnment in which
security is unnecessary. AODW2 depl oynents SHOULD be configured to
use these TLVs to secure nessages

| mpl enent ati ons of AODW2 MUST support | CV TLVs using type-extensions
1 and 2, hash-functi on HASH FUNCTI ON, and cryptographic function
CRYPTOGRAPHI C FUNCTION.  An I CV MJST be included with every nessage.
The 1 CV val ue MAY be truncated as specified in [ RFC7182].

Since the nsg-hop-limt and PATH METRI C val ues are nutabl e when

i ncluded in ACDW?2 nessages, these values MJST be set to zero before
calculating an I1CV. This neans that these values are not protected
end-to-end and are therefore susceptible to mani pulation. This form
of attack is described in Section 13.3. 2.

| mpl enent ati ons of AODW2 MUST support a TI MESTAMP TLV using type-
extension 0. The tinmestanp used is a sequence nunber, and therefore
the I ength of the <TlI MESTAMP-val ue> field matches the AODW2 sequence
nunber defined in Section 5.4. The TI MESTAMP TLV MJUST be included in
RREP_Ack and RERR nessages.

When nore than one nessage is included in an RFC5444 packet, using a
single |1 CV Packet TLV or single TI MESTAMP Packet TLV is nore
efficient than including I CV and Tl MESTAMP Message TLVs in each
message created. |If the RFC5444 nultiplexer is capable of adding the
Packet TLVs, it SHOULD be instructed to include the Packet TLVs in
packets contai ni ng AODW2 nessages. However, if the multiplexer is
not capabl e of adding the Packet TLVs, the TLVs MJST be incl uded as
Message TLVs in each AODW2 nessage in the packet.

After nessage generation but before transnission, the I CV and

TI MESTAMP TLVs MJST be added according to each nessage type as
detailed in the followi ng sections. The followi ng steps list the
procedure to be perforned:

1. If the TIMESTAWMP is to be included, depending on AODW2 nessage
type as specified bel ow, add the TI MESTAWP TLV.

0 When a TI MESTAWP Packet TLV is bei ng added, the Packet TLV Bl ock
size field MIST be updat ed.

o \When a TI MESTAMP Message TLV i s being added, the Message TLV Bl ock
size field MIST be updat ed.
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1. The considerations in Section 8 and section 9 of [RFC7182] are
foll owed, renmoving existing |CV TLVs and adjusting the size and
flags fiel ds as appropriate:

0 When an | CV Packet TLV is being added, existing |ICV Packet TLVs
MUST be renoved and the Packet TLV Bl ock size MJST be updated. |If
the Packet TLV Bl ock now contains no TLVs, the phastlv bit in the
<pkt-flags> field in the Packet Header MJST be cl eared.

0 Wien an | CV Message TLV is being added, existing | CV Message TLVs
are renoved and the Message TLV Bl ock Size MJST be updat ed.

1. Miutable fields in the nessage MUST have their nutable val ues set
to zero before calculating the ICV

o If the nmeg-hop-limt field is included in the [ RFC5444] nessage
header, nsg-hop-limt MJST be set to zero before calculating the
| CV.

o |If a PATH METRIC TLV is included, any val ues present in the TLV
MUST be set to zero before calculating the I CV val ue.

1. Depending on the nessage type, the ICV is cal cul ated over the
appropriate fields (as specified in sections Section 13.4.4.1,
Section 13.4.4.2, Section 13.4.4.3 and Section 13.4.4.4) to
include the fields <hash-function>, <cryptographic-function>
<key-id-length> and, if present, <key-id> (in that order),
followed by the entire packet or nessage. This value MAY be
truncated (as specified in [ RFC7182]).

2. Add the ICV TLV, updating size fields as necessary.

3. The changes made in Step 2 and Step 3 are reversed to re-add any
existing ICV TLVs, re-adjust the relevant size and flags fields,
and set the nsg-hop-limt and PATH METRI C TLV val ues.

On nessage reception, and before nmessage processing, verification of
the recei ved nessage MIST take pl ace:

1. The considerations in Section 8 and Section 9 of [RFC7182] are
foll owed, renoving existing |CV TLVs and adjusting the size and
flags fields as appropriate.

0 \When verifying the ICV value in an | CV Packet TLV, all |CV Packet
TLVs present in the Packet TLV Bl ock MJST be renoved before
calculating the ICV, and the Packet TLV Bl ock size MJST be
updated. |If there are no renaining Packet TLVs, the Packet TLV
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Bl ock MJUST be renpbved and the phastlv bit in the <pkt-flags> field
MJST be cl eared.

0 When verifying the ICV value in an I CV Message TLV, all I1CV
Message TLVs present in the Message TLV Bl ock MJUST be renoved
before calculating the ICV, and the Message TLV Bl ock size MJIST be
updat ed.

1. Mitable fields in the nessage MJUST have their nutable val ues set
to zero before calculating the ICV.

o If the meg-hop-linmt field is included in the [ RFC5444] nessage
header, msg-hop-lint MJST be set to zero before calcul ating the
| CV.

o I|If a PATH METRIC TLV is included, any val ues present in the TLV
MUST be set to zero before calculating the | CV val ue.

1. The ICV is calculated followi ng the considerations in
Section 12.2 of [RFC7182], to include the fields <hash-function>,
<crypt ogr aphi c-functi on>, <key-id-length> and, if present, <key-
id> (in that order), followed by the entire packet or nessage

o |f the received ICV value is truncated, the calculated I CV val ue
MUST al so be truncated (as specified in [ RFC7182]), before
compari ng.

o If the ICV value calculated fromthe recei ved nessage or packet
does not nmatch the value of <ICVv-data> in the received nessage or
packet, the validation fails and the AODW2 nessage MJST be
di scarded and NOT processed or forwarded.

o If the ICV values do match, the values set to zero before
calculating the ICV are reset to the received val ues, and
processing continues to Step 4.

1. Verification of a received TI MESTAMP val ue MJUST be perf orned.
The procedure depends on nessage type as specified in the
foll owi ng sub sections.

o |If the TIMESTAWP value in the received nessage is not valid, the
AODW?2 nessage MJUST be discarded and NOT processed or forwarded.

o |If the TIMESTAWP value is valid, processing continues as defined
in Section 7.
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13.

4.4.1. RREQ Ceneration and Reception

Since OrigPrefix is included in the RREQ the ICV can be cal cul ated
and verified using the [ RFC5444] contents. The I CV TLV has type
extension := 1. Inclusion of an ICV TLV nessage integrity and
endpoi nt aut hentication, because trusted routers MJST hold the shared
key in order to calculate the ICV value, both to include when
creating a message, and to validate the nessage by checking that the
ICV is correct.

Since RREQ Gen’s sequence nunber is increnented for each new RREQ
replay protection is already afforded and no extra TI MESTAMP TLV is
required.

After nmessage generation and before nmessage transm ssion

1. Add the ICV TLV as described above.

On nessage reception and before nessage processing:

1. Verify the received |ICV value as described above.

2. Verification of the sequence nunber is handl ed according to
Section 7.

4.4.2. RREP Ceneration and Reception

Since TargPrefix is included in the RREP, the I CV can be cal cul ated
and verified using the [ RFC5444] contents. The ICV TLV has type
extension := 1. Inclusion of an I CV provides nessage integrity and
endpoi nt aut hentication, because trusted routers MJST hold a valid
key in order to calculate the ICV value, both to include when
creating a nmessage, and to validate the nessage by checking that the
ICV is correct.

Since RREP_Gen’s sequence nunber is increnented for each new RREP,
replay protection is already afforded and no extra TI MESTAMP TLV is
required.

After nessage generation and before nmessage transm ssion

1. Add the ICV TLV as descri bed above.

On nmessage reception and before nessage processing:

1. Verify the received |ICV value as described above.

Perkins, et al. Expi res Novenber 4, 2016 [ Page 77]



Internet-Draft ACDW 2 May 2016

2. Verification of the sequence number is handl ed according to
Section 7.

13.4.4.3. RREP_Ack Ceneration and Reception

Since no sequence nunber is included in the RREP_Ack, a TI MESTAMP TLV
MUST be included to protect against replay attacks. The value in the
TI MESTAMP TLV is set as foll ows:

0 For RREP_Ack request, use Nei ghbor. AckSeqNum

0 For RREP_Ack response, use the sequence number fromthe TI MESTAWP
TLV in the recei ved RREP_Ack request.

Since no addresses are included in the RREP_Ack, and the receiver of
the RREP_Ack uses the source | P address of a received RREP_Ack to
identify the sender, the I CV MJST be cal cul ated using the nessage
contents and the | P source address. The ICV TLV has type extension
= 2 in order to acconplish this. This provides nessage integrity
and endpoi nt aut hentication, because trusted routers MJST hold the
correct key in order to calculate the ICV val ue.

After nessage generation and before nmessage transm ssion
1. Add the TIMESTAMP TLV and | CV TLV as described above.
On nmessage reception and before nessage processing:

1. Verify the received |ICV value as described above.

2. Verify the received TI MESTAWP val ue by conparing the sequence
nunber in the value field of the TI MESTAWP TLV as foll ows:

0 For a received RREP_Ack request, there is no need to verify the
timestanp value. Proceed to nessage processing as defined in
Section 7.

0 For a received RREP_Ack response, conpare with the
Nei ghbor . AckSegNum of the Nei ghbor Set entry for sender of the
RREP_Ack request.

o |f the sequence nunber does not nmatch, the AODW2 nessage MJUST be

di scarded. O herw se, Neighbor.AckSeqNumis increnented by 1 and
processi ng continues according to Section 7.
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13.4.4.4. RERR Generation and Reception

Since the sender’s sequence nunber is not contained in the RERR a
TI MESTAMP TLV MUST be included to protect against replay attacks.
The value in the TIMESTAMP TLV is set by increnenting and using
RERR_Gen’ s sequence nunber.

Since the receiver of the RERR MJST use the source | P address of the
RERR to identify the sender, the | CV MIST be cal cul ated using the
message contents and the | P source address. The ICV TLV has type
extension := 2 in order to acconplish this. This provides nessage
integrity and endpoint authentication, because trusted routers MJST
hol d the shared key in order to calculate the |ICV val ue.

After nmessage generation and before nmessage transm ssion
1. Add the TIMESTAMP TLV and | CV TLV as described above.
On nessage reception and before nessage processing:

1. Verify the received |ICV value as described above.

2. Verify the received TI MESTAVWP val ue by conparing the sequence
number in the value field of the TIMESTAMP TLV with the
Nei ghbor . Hear dRERRSeqNum | f the sequence number in the message
is lower than the stored val ue, the AODW2 nmessage MJIST be
di scarded. O herw se, the Nei ghbor. Hear dRERRSeqNum MJST be set
to the received val ue and processing continues according to
Section 7.

13.5. Key Managenent
The met hod of distribution of shared secret keys is out of the scope
of this protocol. Key nmanagenent is not specified for the foll ow ng
reasons:
Agai nst [ RFC4107], an analysis as to whether automated or manual Kkey
managenent shoul d be used shows a conpelling case for autonated
managenent. In particular:
0 a potentially l|arge nunber of routers nmay have to be nanaged,
bel onging to several organisations, for exanple in vehicular
appl i cations.

0o a streamcipher is likely to be used, such as an AES vari ant.
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o0 long termsession keys might be used by nore than two parties,
including nulticast operations. AODW2 nmakes extensive use of
mul ti cast.

o there may be frequent turnover of devices.

On reviewi ng the case for manual key managenent agai nst the same
docunent, it can be seen that nanual managenent m ght be advant ageous
in environnents with limted bandwi dth or high round trip tines.
AODW?2 lends itself to sparse ad hoc networks where transm ssion
conditions may indeed be Iimted, depending on the bearers sel ected
for use.

However, [RFC4107] assunes that the connectivity between endpoints is

al ready available. In AODW2, no route is available to a given
destination until a router client requests that user traffic be
transmitted. It is required to secure the signalling path of the

routing protocol that will establish the path across which key
exchange functions m ght subsequently be applied, which is clearly
the reverse of the expected functionality. A different strategy is
t heref ore required.

There are two possible solutions. 1In each case, it is assuned that a
defence in depth security posture is being adopted by the system

i ntegrator, such that each function in the network as a whole is
appropriately secured or defended as necessary, and that there is not
compl ete reliance on security nechanisns built in to AODW2. Such
addi tional mechani snms could include a suitable wirel ess device
security technol ogy, so that wirel ess devices are authenticated and
secured by their peers prior to exchanging user data, which in this
case woul d include AODW?2 signalling traffic as a payl oad, and
mechani sms whi ch verify the authenticity and/or integrity of
application-layer user data transported once a route has been

est abl i shed.

1. In the case that no ACDW2 routers have any detail ed prior
know edge of any other AODW2 router, but does have know edge of
the credentials of other organisations in which the router has
been previously configured to trust, it is possible for an ACDW?2
router to send an initialisation vector as part of an exchange,
whi ch could be verified agai nst such credentials. Such an
exchange coul d make use of Identity-Based Signatures
([I-D.ietf-manet-ibs]), based on Elliptic Curve-Based
Certificatel ess Signatures for ldentity-Based Encryption
[ RFC6507], which elimnate the need for a handshake process to
establish trust.
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14.

15.

15.

2. If it is inmpossible to use ldentity-Based Signatures, and the
risk to the AODW?2 signalling traffic is considered to be | ow due
to the use of security counterneasures el sewhere in the system a
sinmpl e pre-placed shared secret could be used between routers,
which is used as-is or is used to generate sone epheneral secret
based on anot her known variable, such as tine of day if that is
uni versally available at a | evel of accuracy sufficient to nake
such a system vi abl e.
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Appendi x A, AODW2 Draft Updates

This section lists the changes between AODW?2 revisions ...-15.txt

and ...-16.txt.

0 Changed ’'regeneration’ |anguage in favor of ’'forwardi ng’

0 Reintroduced use of meg-hop-lint in 5444 nessage header

0 Use OigPrefix rather than OigAddr and TargPrefix rather than
Tar gAddr where appropriate

0 Renoved validity tine

0 Renoved AckReq from RREP messages, use two-way RREP_ack to check
for bidirectionality

0o Unicast RREP nessages

0 Renoved orphaned references

o darified |l anguage

o |Inproved Sequence Nunber instructions

0 Changed ' Unknown’ termi nology to 'Heard

0 Extended experinment description

0 Added detail ed description of which steps to take when cal cul ati ng

and evaluating ICVs, particularly howto zero out the nmetric val ue
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