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Abst r act

Thi s docunent specifies an directional airtime link metric for usage
in OLSRv2.
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I nt roducti on

One of the major shortcom ngs of OLSR [ RFC3626] is the missing of a
link cost netric between nesh nodes. Operational experience with
mesh networ ks gathered since the standardi zati on of OLSR has reveal ed
that wirel ess networks |inks can have highly variable and

het er ogeneous properties. This makes a hopcount netric insufficient
for effective nesh routing.

Based on this experience, OLSRv2 [OLSRV2] integrates the concept of
link metrics directly into the core specification of the routing
protocol. The OLSRv2 routing netric is an external process, it can
be any kind of dinensionless additive cost function which reports to
the OLSRv2 protocol

Since 2004 the OLSR org [OLSR org] inplenentation of COLSR included an
Estimated Transm ssion Count (ETX) netric [ MOBI COMD4] as a
proprietary extension. Wile this netric is not perfect, it proved
to be sufficient for a long time for Community Mesh Networks
(Appendi x A). But the increasing maxi mum data rate of |EEE 802.11
made the ETX nmetric |less efficient than in the past, which is one
reason to nove to a different netric.

Thi s docunent describes a Directional Airtime routing nmetric for
OLSRv2, a successor of the OLSR org routing netric for [RFC3626]. It
takes both the loss rate and the link speed into account to provide a
nmore accurate picture of the mesh network |inks.

Ter m nol ogy

The key words 'MUST', 'MJUST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT’ ,’ SHOULD , ' SHOULD NOT’', ' RECOMMENDED , ' NOT RECOMMVENDED , ' MAY',
and 'OPTIONAL' in this docunent are to be interpreted as described in
[ RFC2119] .

The terminology introduced in [RFC5444], [OLSRV2] and [ RFC6130],
including the ternms "packet", "nessage" and "TLV' are to be
interpreted as described therein.

Additionally, this docunment uses the follow ng terninol ogy and
not ati onal conventi ons:

QUEUE - a first in, first out queue of integers.
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QUEUE[ TAIL] - the nobst recent elenent in the queue.

add( QUEUE, value) - adds a new elenent to the TAIL of the queue.

renove( QUEUE) - renoves the HEAD el enent of the queue

sum( QUEUE) - an operation which returns the sumof all elenents in a
QUEUE.

di ff_segno(new, old) - an operation which returns the positive
di stance between two el enments of the circular sequence nunber
space defined in section 5.1 of [RFC5444]. Its value is either
(new - old) if this result is positive, or else its value is (new
- old + 65536).

MAX(a,b) - the maximumof a and b

UNDEFI NED - a value not in the nornmal value range of a variable.

M ght be -1 for this protocol

airtime - the tine a transmtted packet blocks the link |layer, e.g.
a wireless |ink.

ETX - Expected Transnission Count, a link nmetric proportional to the
nunber of transnissions to successfully send an | P packet over a
l'ink.

ETT - Estimated Travel Tine, a link nmetric proportional to the

anount of airtime needed to transnit an | P packet over a |link, not
considering |layer-2 overhead created by preanble, backoff time and
gueui ng.

DAT - Directional Airtine Metric, the link nmetric described in this
docunent, which is a directional variant of ETT. It does not take
reverse path loss into account.

3. Applicability Statenent

The Directional Airtine Metric was designed and tested in wirel ess
| EEE 802. 11 nmesh networks. These networks enploy |ink |ayer
retransm ssion to increase the delivery probability and multiple
uni cast data rates.

The metric nust | earn about the unicast data rate towards each one-
hop nei ghbor from an external process, either by configuration or by
an external neasurenent process. This neasurenent coul d be done by
gathering cross-layer data fromthe operating systemor an externa
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daermon |i ke DLEP [DLEP], but also by indirect |ayer-3 measurenents
i ke packet-pair.

I f [ RFC5444] control traffic is used to determ ne the |ink packet

| oss, the adm nistrator should take care that |ink |ayer nulticast
transm ssion do not not have a higher reception probability than the
sl owest unicast transmission. It might be necessary to increase the
data-rate of the nulticast transm ssions, e.g. set the multicast
data-rate to 6 MBit/s if you use |IEEE 802.11g only.

The nmetric can only handle a certain range of packet |oss and uni cast
data-rate. Maxi num packet loss is "ETX 4" (1 of 4 packets is
successfully sent to the receiver, without link |ayer

retransm ssions), the unicast data-rate can be between 1024 Bit/s and
4 GBit/s. The nmetric has been designed for data-rates of 1 MBit/s
and hundreds of MBit/s.

4. Directional Airtinme Metric Rationa

The Directional Airtine Metric has been inspired by the publications
on the ETX [ MOBI COMD3] and ETT [ MOBI COMD4] netric, but has several
key differences.

I nstead of neasuring the combined | oss probability of a bidirectiona
transm ssion of a packet over a link in both directions, the
Directional Airtime Metric measures the incomng |loss rate and
integrates the inconming |linkspeed into the nmetric cost. There are
mul tiple reasons for this decision

0 OLSRv2 [OLSRV2] defines the link metric as directional costs
bet ween nodes.

o Not all link layer inplenentations use acknow edgenent nechani sns.
Most |ink |ayer inplenentations who do use themuse less airtine
and a nore robust nodul ation for the acknow edgenent than the data
transm ssion, which makes it nore likely for the data transni ssion
to be disrupted conpared to the acknow edgenent.

o0 |Incom ng packet |oss and |inkspeed can be neasured | ocally,
symretric link | oss woul d need an additional signaling TLV in the
[ RFC6130] HELLO and woul d delay netric calculation by up to one
HELLO i nt erval

The Directional Airtine Metric does not integrate the packet size
into the link cost. Doing so is not feasible in nost |ink-state
routing protocol inplenentations. The routing decision of nost
operation systenms don’t take packet size into account. Miltiplying
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all link costs of a topology with the size of a data-plane packet
woul d never change the dijkstra result anyways.

The queue based packet |oss estinmator has been tested extensively in
the OLSR org ETX i npl enentation, see Appendix A. The output is the
average of the packet |oss over a configured time period.

5. Metric Functioning & Overview

The Directional Airtine Metric is calculated for each link set entry,
as defined in [RFC6130] section 7. 1.

The metric processes two kinds of data into the netric value, nanely
packet |loss rate and |link-speed. Wiile the Iink-speed is taken from
an external process, the current packet loss rate is cal cul ated by
keepi ng track of packet reception and packet |oss events.

Mul tiple inconming packet |oss/reception events nust be comnbined into
a loss rate to get a snooth nmetric. Experinents with exponentia

wei ght ed novi ng average (EWVMA) lead to a highly fluctuating or a slow
converging netric (or both). To get a snoother and nore controllable
metric result, this netric uses two fixed | ength queues to neasure
and average the incom ng packet events, one queue for received
packets and one for the estinmated nunber of packets sent by the other
side of the Iink.

Because the rate of incom ng packets is not uniformover tine, the
queue contains a nunber of counters, each representing a fixed tine
interval. Incom ng packet |oss and packet reception event are
accunul ated in the current queue elenment until a tinmer adds a new
enpty counter to both queues and renove the ol dest counter from both.

In addition to the packet |oss stored in the queue, this netric uses
atiner to detect a total link-loss. For every NHDP HELLO interva

in which the metric received no packet froma neighbor, it scales the
nunber of received packets in the queue based on the total tinme
interval the queue represents conpared to the total tine of the |ost
HELLO i nterval s.

The average packet loss ratio is calculated as the sumof the "tota
packets’ counters divided by the sumof the 'packets received
counters. This value is then divided through the current |ink-speed
and then scaled into the range of netrics allowed for O.SRv2.

The metric value is then used as L_in_nmetric of the Link Set (as
defined in section 8.1. of [OLSRV2]).
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6. Protocol Paraneters

This specification defines the follow ng paraneters, which can be
changed wi thout making the netric outputs inconparable with each
ot her:

DAT_MEMORY_LENGTH - Queue length for averagi ng packet loss. Al
received and | ost packets within the queue are used to cal cul ate
the cost of the link

DAT_REFRESH | NTERVAL - interval in seconds between two netric
recal cul ati ons as described in Section 11. This value SHOULD be
smal l er than a typical HELLO interval

DAT_HELLO TI MEQUT_FACTOR - tinmeout factor for HELLO interval at
which point a HELLO is definitely considered |ost. The val ue nust
be a floating point nunber between 1.0 and 2.0, l|large enough to
take the delay and jitter for message aggregation into account.

DAT_SEQNO _RESTART _DETECTION - threshold in nunmber of m ssing packets
(based on received packet sequence nunbers) at which point the
router considers the neighbor has restarted. This paraneter is
only used for packet sequence nunber based | oss estimation. This
number MUST be | arger than DAT_MAXI MUM LCSS

6.1. Recommended Val ues
The proposed val ues of the protocol paranmeters are for Comunity Mesh
Net wor ks, which nostly use i mobile nesh nodes. Using this netric
for mobile networks might require shorter DAT_REFRESH | NTERVAL and/ or
DAT_MEMORY_LENGTH
DAT_MEMORY_LENGTH := 64
DAT_REFRESH | NTERVAL :=1
DAT_HELLO TI MEQUT_FACTOR := 1.2

DAT_SEQNO RESTART DETECTION := 256
7. Protocol Constants

This specification defines the follow ng constants, which cannot be
changed wi thout making the netric outputs inconparable:
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DAT_MAXI MUM LOCSS - Fraction of the loss rate used in this routing
metric. Loss rate will be between 0/ DAT_MAXI MUM LOSS and
( DAT_MAXI MUM_LCOSS- 1) / DAT_MAXI MUM_LCSS: 4.

DAT_ M NIMUM BI TRATE - Mnimal bit-rate in Bit/s used by this routing
metric: 1024.

8. Data Structures

This specification extends the Link Set Tuples of the Interface

I nformation Base, as defined in [ RFC6130] section 7.1, by the
followi ng additional elenents for each link tuple when being used
with this netric:

L DAT received is a QUEUE with DAT _MEMORY_LENGTH i nteger el enents.
Each entry contains the nunber of successfully received packets
within an interval of DAT_REFRESH | NTERVAL.

L DAT total is a QUEUE with DAT_MEMORY_LENGTH i nteger el ements.
Each entry contains the esti mated nunber of packets transmtted by
t he nei ghbor, based on the received packet sequence nunbers within
an interval of DAT_REFRESH | NTERVAL.

L_DAT hello_tinme is the time when the next hello will be expected.

L_DAT hello_interval is the interval between two hell o nessages of
the Iinks nei ghbor as signaled by the | NTERVAL_TIME TLV [ RFC5497]
of NHDP nessages [ RFC6130].

L_DAT_ | ost_hell o_messages is the estinmated nunber of |lost hello
messages fromthis nei ghbor, based on the value of the hello
interval .

L DAT rx_bitrate is the current bitrate of incom ng unicast traffic
for this neighbor.

Met hods to obtain the value of L_DAT rx_bitrate are out of the scope
of this specification. Such nmethods may include static configuration
via a configuration file or dynam ¢ neasurenent through nechani sns
described in a separate specification (e.g. [DLEP]). Any Link tuple
with L status = HEARD or L_status = SYMVETRI C MJUST have a specified
value of L_DAT rx bitrate if it is to be used by this routing metric.

When usi ng packet sequence nunbers to estimate the |l oss rate, the
Li nk Set Tupl es get another field:
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L_DAT_| ast_pkt_segno is the last received packet sequence numnber
received fromthis |ink
8.1. Initial Values
When generating a new tuple in the Link Set, as defined in [ RFC6130]
section 12.5 bullet 3, the values of the elenments specified in

Section 8 are set as foll ows:

o L_DAT received := 0, ..., 0. The queue always has
DAT_MEMORY_LENGTH el enent s

o L_DAT total :=0, ..., 0. The queue always has DAT_MEMORY_LENGTH
el ement s.

o L_DAT |ast_pkt_seqgno := UNDEFINED (no earlier packet received).

0o L _DAT hello tine := EXPIRED (no earlier NHDP HELLO received).

0 L_DAT hello_interval := UNDEFINED (no earlier NHDP HELLO
recei ved).

o0 L_DAT lost_hello _nmessages := 0 (no HELLO i nterval without
packets) .

9. Packets and Messages
9.1. Definitions
For the purpose of this section, note the follow ng definitions:

0 "pkt_segno" is defined as the [ RFC5444] packet sequence nunber of
the recei ved packet.

o "interval time" is the time encoded in the | NTERVAL TI ME nessage
TLV of a received [ RFC6130] HELLO nessage.

9.2. Requirements

An inplenentation of OLSRv2 using the netric specified by this
docunment MJST include the following parts into its [ RFC5444] out put:

0 an INTERVAL_TI ME nmessage TLV in each HELLO nessage, as defined in
[ RFC6130] section 4.3.2.
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9.3. Link Loss Data Gathering
VWhile this netric was designed for measuring the packet |oss based on
the [ RFC5444] packet sequence nunber, sone inplenentations night not
be able to add the packet sequence nunber to their output.
9.3.1. Packet Sequence based link |oss
An inmplenentation of OLSRv2, using the netric specified by this
docunent with packet sequence based link | oss, MJST include the
following elenent into its [ RFC5444] output:
o an interface specific packet sequence nunber as defined in
[ RFC5444] section 5.1 which is increnented by 1 for each outgoing
[ RFC5444] packet on the interface.
For each incom ng [ RFC5444] packet, additional processing MJST be
carried out after the packet nessages have been processed as
specified in [ RFC6130] and [ OLSRV2?].

[ RFC5444]) packets without packet sequence nunber MJST NOT be
processed in this way by this netric.

The router MJST update the Link Set Tuple corresponding to the
originator of the packet:

1. If L_DAT | ast_pkt_segno = UNDEFI NED, t hen:
1. L_DAT received[ TAIL] := 1.
2. L_DAT total [TAIL] := 1.
2. O herw se:
1. L_DAT received[ TAIL] := L_DAT received[ TAIL] + 1.
2. diff := seq_diff(pkt_seqno, L_DAT | ast_pkt_seqno).
3. If diff > DAT_SEQNO RESTART DETECTI ON, then:
1. diff := 1.
4. L_DAT total [TAIL] := L_DAT total [TAIL] + diff.
3. L_DAT_I| ast_pkt_segno : = pkt_segno.

4, |If L_DAT hello_interval != UNDEFI NED, then
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1. L_DAT hello_time := current tinme + (L_DAT hello_interval *
DAT_HELLO TI MEQUT_FACTOR) .

5. L_DAT lost_hello_nessages := 0.
9.3.2. HELLO based Link Loss

A nmetric mght just use the inconming NHDP HELLO nessages of a

nei ghbor to calculate the Iink | oss. Because this nethod uses fewer
events to calculate the netric, the variance of the output wll
increase. |t might be necessary to increase the val ue of
DAT_MEMORY_LENGTH to conpensate for this

For each incomi ng HELLO nessage, after it has been processed as
defined in [ RFC6130] section 12, the Link Set Tuple as defined in
section 7.1 corresponding to the incom ng HELLO nessage nust be
updat ed.

1. L_DAT received[TAIL] := L_DAT received[ TAIL] + 1.
2. L_DAT total [TAIL] := L_DAT total [TAIL] + 1.
3. L_DAT lost_hello_nessages := 0.

9.3.3. Oher Measurenent of Link Loss

I nstead of using incom ng [ RFC5444] packets or [RFC6130] nessages,
the routing daenon can al so use other sources to neasure the link
| ayer lossrate (e.g. [DLEP]).

To use a source like this with the DAT netric, the routing daenon has
to add incoming total traffic (or the sum of received and | ost
traffic) and lost traffic to the queued el ements in the extension of
the Link Set Tuple defined in Section 8 corresponding to originator
of the traffic.

The routing daenon should also set L_DAT | ost_hell o_nmessages to zero
every times new packages arrive

9.4. HELLO Message Processing
For each incomi ng HELLO Message, after it has been processed as
defined in [ RFC6130] section 12, the Link Set Tuple corresponding to

the incom ng HELLO nessage nust be updat ed.

Only HELLO nessages with an | NTERVAL_TI ME nessage TLVs nust be
processed.
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10.

11.

1. L_DAT hello_interval :=interval _tine.

HELLO Ti neout Processing
When L_DAT hello_time has timed out, the follow ng step MUST be done:
1. L_DAT lost_hell o _nessages := L_DAT | ost_hell o_nessages + 1.

2. L _DAT hello time := L _DAT hello tinme + L_DAT hello_interval.

Metric Update

Once every DAT_REFRESH | NTERVAL, all L_in_metric values in all Link
Set entries MJST be recal cul at ed:

1. sumreceived := sumL_DAT total).
2. sumtotal := sum(L_DAT received).

3. If L_DAT hello_interval != UNDEFI NED and
L DAT | ost_hell o_nessages > 0, then:

1. lost_time_proportion := L_DAT hello_interval *
L_DAT | ost _hell o_nmessages / DAT_MEMORY_LENGTH.

2. sumreceived := sumreceived * MAX ( 0, 1 -
| ost _tine_proportion);

4. If sumreceived < 1, then:

1. n_netric := MAXIMUM METRIC, as defined in [COLSRV2] section

L_in_
5.6.1.
5. O herw se:
1. loss := sumtotal / sumreceived.
2. |If loss > DAT_MAXI MUM LCSS, then:
1. loss := DAT_MAXI MUM LGCSS.
3. bitrate := L _DAT rx_bitrate.

4. |If bitrate < DAT_M Nl MUM_BI TRATE, then:
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12.

13.

14.

1. bitrate : = DAT_M N MUM Bl TRATE

5. L.in_netric := (2224 /| DAT_MAXIMUM LCSS) * loss / (bitrate /
DAT_M NI MUM_BI TRATE)

6. renove(L_DAT total)
7. add(L_DAT total, 0)
8. renove(L_DAT received)

9. add(L_DAT received, 0)

| ANA Consi der ations

This docunent contains no actions for | ANA

Security Considerations

Artificial manipulation of netrics values can drastically alter
network performance. |In particular, advertising a higher L_in_netric
val ue nay decrease the anobunt of incomng traffic, while advertising
lower L_in_metric may increase the anmount of inconming traffic. By
artificially increasing or decreasing the L_in_mnetric values it
advertises, a rogue router may thus attract or repulse data traffic.
A rogue router nmay then potentially degrade data throughput by not
forwarding data as it should or redirecting traffic into routing

| oops or bad |inks.

An attacker might also inject packets with incorrect packet |eve
sequence nunbers, pretending to be sonebody el se. This attack could
be prevented by the true originator of the RFC5444 packets by adding
a [ RFC6622] | CV Packet TLV and TI MESTAMP Packet TLV to each packet.
This allows the receiver to drop all inconming packets which have a
forged packet source, both packets generated by the attacker or

repl ayed packets.
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Appendix A. OLSR org nmetric history

The Funkfeuer [FUNKFEUER] and Freifunk networks [ FREI FUNK] are OLSR-
based [ RFC3626] or B.A. T.M A N. based wi rel ess conmunity networks
with hundreds of routers in permanent operation. The Vienna
Funkfeuer network in Austria, for instance, consists of 400 routers
(around 600 routes) covering the whole city of Vienna and beyond,
spanni ng roughly 40kmin diameter. It has been in operation since
2003 and supplies its users with Internet access. A particularity of
the Vienna Funkfeuer network is that it nanages to provide Internet
access through a city wide, large scale W-Fi nesh network, with just
a single Internet uplink.

Operational experience of the OLSR project [OLSR org] with these

net wor ks have reveal ed that the use of hop-count as routing nmetric

| eads to unsatisfactory network performance. Experinents with the
ETX nmetric [ MOBI COMD3] were therefore undertaken in parallel in the
Berlin Freifunk network as well as in the Vienna Funkfeuer network in
2004, and found satisfactory, i.e., sufficiently easy to inplenent
and providing sufficiently good perfornance. This netric has now
been in operational use in these networks for several years.
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The ETX metric of a link is the estimated nunmber of transmi ssions
required to successfully send a packet (each packet equal to or
smal l er than MIU) over that link, until a link |ayer acknow edgenent
is received. The ETX nmetric is additive, i.e., the ETX netric of a
path is the sumof the ETX netrics for each Iink on this path.

While the ETX netric delivers a reasonable performance, it doesn’t
handl e well networks w th heterogeneous links that have different
bitrates. Since every wireless |link, when using ETX netric, is
characterized only by its packet loss ratio, the ETX netric prefers
|l ong-ranged links with low bitrate (with low |loss ratios) over short-
ranged links with high bitrate (with higher but reasonable | oss

rati os). Such conditions, when they occur, can degrade the
performance of a network considerably by not taking advantage of

hi gher capacity |inks.

Because of this the OLSR org project has inplenented the Directiona
Airtime Metric for OLSRv2, which has been inspired by the Estinated
Travel Time (ETT) metric [MOBICOWA4]. This metric uses an

uni di rectional packet |oss, but also takes the bitrate into account
to create a nore accurate description of the relative costs or
capabilities of nesh links.
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