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Abst ract

The Interactive Connectivity Establishment (1CE) protocol describes a
Net wor k Address Transl ator (NAT) traversal for UDP-based nultinmedia
sessions established with the offer/answer nodel. The | CE extension
for Incremental Provisioning of Candidates (Trickle ICE) defines a
mechani smthat allows |CE agents to shorten session establishnent

del ays by maki ng the candi date gat hering and connectivity checking
phases of | CE non- bl ocki ng.

Thi s docunent defines usage semantics for Trickle ICEwith SIP
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1. Introduction

The vanilla specification of the Interactive Connectivity
Establ i shnent (vanilla I CE) protocol [RFC5245] describes a nmechani sm
for NAT traversal that consists of three nmain phases: a phase where
an agent gathers a set of candidate 5-tuples (source |IP address and
port, destination |IP address and port and a transport protocol), a
second phase where these candidates are sent to a renpte agent and
this gathering is repeated and then a third phase where connectivity
between all candidates in both sets is checked (connectivity checks).
Only then can both agents begin comunication, provided of course
that | CE processing has successfully conpleted. According to that
specification the three phases above happen consecutively, in a

bl ocki ng way, which nmay | ead to undesirable | atency during session
est abl i shnent .

The trickle I CE extension defined in [I-D.ivov-mrusic-trickle-ice]
defines generic semantics required for these | CE phases to happen
si mul t aneously, in a non-bl ocking way and hence speed up session
establ i shnment.

This specification defines a usage of trickle ICE with the Session
Initiation Protocol (SIP). In describes how and when SIP agents use
the full and half trickle nodes of operation, how they encode
addi ti onal candi dates and how t hey exchange themthrough use of SIP
I NFO requests.

This docunent al so defines a new I nfo Package for use with Trickle
| CE.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

This specification nakes use of all term nol ogy defined by the
protocol for Interactive Connectivity Establishment in [RFC5245] and
its Trickle ICE extension [I-D.ivov-nmmusic-trickle-ice]. It is
assuned that the reader will be familiar with the term nology from
both of them

3. Hal f vs Full Trickle

Trickle I CE defines a node of operation called "half trickle". Wth
half trickle the first offer in a session contains all candi dates and
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subsequent trickling occurs fromthe offerer in this first offer/
answer negotiation. Half trickle offers can hence be processed by
both vanilla and trickle ICE agents, which offers an interesting
advantage in cases where support for trickle cannot be verified prior
to sending an offer.

Unl ess agents are running within controlled environments or using
GRUU, this would be the case with SIP. |In spite of mechani sms such
as the one defined in [ RFC3840], a SIP UA cannot rely on consecutive
requests reaching the sane destination. An OPTIONS request querying
capabilities can hence be routed to and answered by one entity and a
subsequent I NVITE by a conpletely different one.

For all these reasons SIP UAs inplenmenting trickle | CE SHOULD al ways
performhalf trickle, unless that behaviour is specifically
overridden by configuration (which could be the case in controlled
environnents where every agent supports trickle |ICE)

[ TODO maybe define a way for GRUU supporting agents to do ful
trickle]

4. Encodi ng and Sendi ng Candi date | nfornation

Trickl ed candi dates and end-of - candi dates indications sent by trickle
ICE SIP UAs are transported as payload in SIP I NFO requests sent
within the already established dialog. Such payloads are encoded in
an SDP format as specified in [I-D.ivov-music-trickle-ice].

Since neither the "a=candi date" nor the "a=end-of -candi dates" |ines
contain information matching themto a stream this is handl ed
through the use of M D [RFC3388] as foll ows:

I NFO si p: ali ce@xanple.com SIP/2.0

I nf o- Package: trickle-ice
Content-type: application/sdp
Cont ent - Di sposi ti on: |nfo-Package
Cont ent - | engt h:

a=md: 1

a=candi date: 1 1 UDP 1658497328 192. 168. 100. 33 5000 typ host
a=candi date: 2 1 UDP 1658497328 96.1.2.3 5000 typ srflx
a=mline-id:2

a=candi date: 2 1 UDP 1658497328 96.1.2.3 5002 typ srflx
a=end- of - candi dat es
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5. Info Package
5.1. Overall Description

This specification defines an | NFO package neant for use by SIP user
agents inplementing Trickle ICE. Typically I NFO requests would carry
| CE candi dates discovered after the user agent has sent or received a
trickle-ice offer.

5.2. Applicability

The purpose of the I CE protocol is to establish a nedia path. The
candi dates that this specification transports in |INFO requests are
part of this establishment. There is hence no way for themto be
transported through the not yet existing nmedia path.

Candi dates sent by a trickle |ICE agent after the offer, are neant to
follow the sane signalling path and reach the same entity as the
offer itself. Wiile it is true that CRUUs can be used to achieve
this, one of the goals of this specification is to allow operation of
trickle ICE in as many environnments as possible including those with
no GRUU support. Using out-of-dialog SUBSCRI BE/ NOTI FY requests woul d
not satisfy this goal

5.3. I NFO Package Name

Thi s docunment defines a SIP | NFO Package as per [RFC6086]. The |INFO
Package token nane for this package is "trickle-ice"

5.4. I NFO Package Paraneters
Thi s docunment does not define any | NFO package paramneters.

5.5. SIP Option-Tags
[ RFC6086] allows |Info Package specifications to define SIP option-
tags. This docunent therefore stipulates that SIP entities that
support trickle ICE and this specification MIST place the "trickle-
ice’ option-tag in a SIP Supported header field.
When responding to, or generating a SIP OPTIONS request a SIP entity
MUST al so include the "trickle-ice' option-tag in a SIP Supported
header field.

5.6. I NFO Message Body Parts

Entities inplenenting this specification MJST include SDP encoded | CE
candidates in all SIP INFO requests. The MM type for the payl oad
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MUST be of type 'application/sdp’ as defined in Section 4 and
[I-D.ivov-nmusic-trickle-ice].

6. Exanple

A typi cal
this way:
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STUN Turn
Servers
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Fi gure 1: Exanple

Security Considerations
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Open i ssues

At the time of witing of this docunment the authors have no cl ear
view on how and if the following list of issues should be address

her e:

1. Should we allow for full trickle if support can be verified
automatically and confirnmed for a gruu with [ RFC3840].

2. Can we pick between M D and stream i ndices for stream
i dentification.
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