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Abst ract

This draft discusses the security requirenments and several issues

whi ch need to be considered in securing a virtualized data center
network for nmultiple tenants (a NVG3 network for short). In
addition, the draft also attenpts to discuss how such issues could be
addressed or mitigated.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 16, 2014.
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1. Introduction

Security is the key issue which needs to be considered in the design
of a data center network. This docunment first lists the security

risks that a NVGB8 network may encounter and the security requirenents
that a NVGB network need to fulfill. Then, this draft discusses the
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essential security approaches which could be applied to fulfill such
requirenents

The remai nder of this docunent is organized as follows. (Section 4)
i ntroduces the attack nodel of this work and the properties that a
NOV3 security mechani smneeds to enforce. Section 5 describes the
essential security mechani sms which shoul d be provide in the
generation of a NVO3 network. Then, in Section 6, we analyze the
chal | enges brought by the new features nentioned
in[l-D.ietf-nvo3-overl ay-probl emstatenent].

2. Term nol ogy

Thi s docunment uses the same term nology as found in the NVG3
Framewor k document [I-D.ietf-nvo3-framewrk] and

[1-D. kreeger-nvo3-hypervi sor-nve-cp]. Sone of the terns defined in
the framework docunment have been repeated in this section for the
conveni ence of the reader, along with additional termnminology that is
used by this docunent.

Tenant System (TS): A physical or virtual systemthat can play the
role of a host, or a forwarding el ement such as a router, switch
firewall, etc. It belongs to a single tenant and connects to one or
nore VNs of that tenant.

End System (ES): An end system of a tenant, which can be, e.g., a
virtual machine(VM, a non-virtualized server, or a physica
appliance. A TS is attached to a Network Virtualization Edge(NVE)
node.

Networ k Virtualization Edge (NVE): An NVE inpl ements network
virtualization functions that allow for L2/L3 tenant separation and
tenant-related control plane activity. An NVE contains one or nore
tenant service instances whereby a TS interfaces with its associated
i nstance. The NVE al so provides tunneling overlay functions.

Virtual Network (VN): This is a virtual L2 or L3 domain that bel ongs
to a tenant.

I nformati on Mapping Authority (IMA). A back-end systemthat is
responsi ble for distributing and nai ntai ning the napping infornation
for the entire overlay system Note that the WG never reached
consensus on what to call this architectural entity within the

overlay system so this termis subject to change. |In [I-D.ietf-nvo3
-overl ay-probl em statenent], such a back-end systemis referred to as
a "oracle".
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3. NVO3 Overlay Architecture
Pl ease viewin a fixed-width font such as Couri er.

Pl ease view in a fixed-width font such as Courier
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This figure illustrates a sinple nov3 overlay exanpl e where NVES

provide a logical L2/L3 interconnect for the TSes that belong to a
specific tenant network over L3 networks. A packet from a tenant
systemis encapsul ated when they reach the egress NVE. Then
encapsul at ed packet is then sent to the renote NVE t hrough a proper
tunnel . Wen reaching the ingress NVE, the packet is decapsul ated
and forwarded to the target tenant system The address

adverti senents and tunnel nappings are distributed anonge the NVEs
through either distributed control protocols or by certain
centralized servers (called Informati on Mappi ng Authorities).

4. Threat Model

To benefit the discussion, in this analysis work, attacks are
classified into two categories: inside attacks and outside attacks.
An attack is considered as an inside attack if the adversary
performng the attack (inside attacker or insider) has got certain
privileges in changing the configuration or software of a NVO3 device
(or a network devices of the underlying network where the overlay is
| ocated upon) and initiates the attack within the overlay security
perimeter. In contrast, an attack is referred to as an outside
attack if the adversary performing the attack (outside attacker or
out sider) has no such privilege and can only initiate the attacks
fromconprom sed TSes. Note that in a conplex attack inside and

out side attacking operations may be perfornmed in a well organized way
to expand the danages caused by the attack
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4.
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2

Thi s anal ysis assunes that security protocols, algorithns, and

i mpl ement ati ons provide the security properties for which they are
desi gned; attacks depending on a failure of this assunption are out
of scope. As an exanple, an attack caused by a weakness in a
cryptographic algorithmis out of scope, while an attack caused by
failure to use confidentiality when confidentiality is a security
requi renent is in scope.

Qut si der Capabilities

The follow ng capabilities of outside attackers MJST be considered in
the design of a NOV3 security nechani sm

1. Eavesdroppi ng on the packets,

2. Replaying the intercepted packets, and

3. GCenerating illegal packets and injecting theminto the network
Wth a successful outside attack, an attacker may be able to:

1. Analyze the traffic pattern of a tenant or an end device,

2. Disrupt the network connectivity or degrade the network service
quality, or

3. Access the contents of the data/control packets if they are not
encrypt ed.

I nsider Capabilities

It is assuned that an inside attacker can perform any types of
outside attacks fromthe inside or outside of the overlay perineter
In addition, in an inside attack, an attacker may use al ready
obtained privilege to, for instance,

1. Interfere with the nornal operations of the overlay as a | ega
entity, by sending packets containing invalid information or with
i mpr oper frequencies,

2. Perform spoofing attacks and i npersonate another |egal device to
conmmuni cate with victins using the cryptographic information it
obt ai ned, and

3. Access the contents of the data/control packets if they are
encrypted with the keys held by the attacker
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Note that in practice an insider controlling an underlying network
devi ce may break the communication of the overlays by discarding or
del aying the delivery of the packets passing through it. However,

this type of attack is out of scope.

4. 3.

Security Properties

When encountering an attack, a virtual data center network MJST
guarantee the followi ng security properties:

1.

Isolation of the VNs: In
[I-D.ietf-nvo3-overlay-problemstatenent], the data plane

i solation requirement anongst different VNs has been di scussed.
The traffic within a virtual network can only be transited into
another one in a controlled fashion (e.g., via a configured
router and/or a security gateway). In addition, it MJST be
ensured that an entity cannot nake use of its privilege obtained
within a VN to mani pul ate the overlay control plane to affect on
the operations of other VNs.

Spoofing detection: Under the attacks perfornmed by a privil eged
i nside attacker, the attacker cannot use the obtained
cryptographic materials to inpersonate another one.

Integrity protection and nessage origin authentication for the
control packets: The inplenmentation of an overlay control plane
MUST support the integrity protection on the signaling packets.
No entity can nodify a overlay signaling packet during its
transportation without being detected. Also, an attacker cannot

i npersonate a legal victim(e.g., a NVE or another servers within
the overlay) to send signaling packets wi thout detection

Avail ability of the control plane: The design of the control plan
nmust consi der the DoS/ DDoS attacks. Especially when there are
centralized servers in the control plan of the overlay, the
servers need to be well protected and nake sure that they wll

not become the bottle neck of the control plane especially under
DDOS att acks.

The follow ng properties SHOULD be optionally provided:
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1. Confidentiality and integrity of the data traffic of TSes. In
some conditions, the cryptographic protection on the TS traffic
is not necessary. For exanple, if nost of the ES data is headed
towards the Internet and nothing is confidential, encryption or
integrity protection on such data may be unnecessary. In
addition, in the cases where the underlay network is secure
enough, no additional cryptographic protection needs to be
provi ded.

2. Confidentiality of the control plane. On many occasions, the
signaling nessages can be transported in plaintext. However,
when the information contained within the signaling nessages are
sensitive or valuable to attackers (e.g., the location of a ES
when a VM migration happens), the signaling messages related with
that tenant SHOULD be encrypt ed.

5. Basic Security Approaches

This section introduces the security nechani sns which could be used
to provided in order to guarantee the security properties nentioned
in section 4 when encountering attacks.

5.1. Securing the Communications between NVEs and TSes

Assume there is a VNE providing a logical L2/L3 interconnect for a
set of TSes. Apart fromdata traffics, the NVE and the TSes al so
need to exchange signaling nessages in order to facilitate, e.g., VM
online detection, VM mgration detection, or auto-provisioning/
service discovery [I-D.ietf-nvo3-framework].

The NVE and its associated TSes can be deployed in a distributed way
(e.g., a NVEis inplemented in an individual device, and VM5 are

| ocated on servers) or in a co-located way (e.g., a NVE and the TSes
it serves are |located on the sane server).

In the former case, the data and control traffic between the NVE and
the TSes are exchanged over network. |f the NVE supports multiple
VNs concurrently, the data/control traffics in different VNs MJUST be
i sol ated physically or by using VPN technologies. [If the network
connecting the NVE and the TSes is potentially accessible to
attackers, the security properties of data traffic (e.qg., integrity,
confidentiality, and nmessage origin authenticity) SHOULD be provided.
The security nechani sns such as | Psec, SSL, and TCP- AO, can be used
according to different security requirements

In order to guarantee the integrity and the origin authentication of

signal i ng nessages, integrated security nechanisns or additiona
security protocols need to be provided. 1In order to secure the data/
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5.

5.

2

2

control traffic, cryptographic keys need to be distributed to
generate digests or signatures for the control packets. Such

crypt ographi ¢ keys can be manual | y depl oyed in advance or dynamcally
generated with certain automati c key managenent protocols (e.g., TLS
[ RFC5246]). The TSes belonging to different VNs MJUST use different
keys to secure the control packets exchanges with their NVE
Therefore, an attacker cannot use the keys it obtained froma
conmprom sed TS to generate bogus signaling nessages and inject them
into other VNs without being detected. For a better damage
confinement capability, different TSes SHOULD use different keys to
secure their control packet exchanges with NVEs, even if they bel ong
to the sane VN

In the co-located case, all the informati on exchanges between the NVE
and the TSes are within the sane device, and no standardi zed protocol

need to be provided for transporting control/data packets. It is
al so inportant to keep the isolation of the TS traffic in different
VNs. In addition, in the co-location fashion, because the NVE, the

hypervi sor, and the VMs are deployed on the sane device, the
computing and nenory resources used by the NVE , the hypervisor, and
the TSes need to be isolated to prevents a malicious or conpron sed
TS from e.g., accessing the nenory of the NVE or affecting the
performance of the NVE by occupying | arge anounts of conputing
resour ces

Securing the Communications within Overlays

This section anal yzes the security issues in the control and data
pl ans of a NvVQ3 overl ay.

1. Control Plane Security

It is the responsibility of the NVOB network to protect the contro
pl ane packets transported over the underlay network agai nst the
attacks fromthe underlying network. The integrity and origin

aut hentication of the nessages MJUST be guaranteed. The signaling
packets SHOULD be encrypted when the signaling nessages are

confidential. To achieve such objectives, when the network devices
exchange control plane packets, integrated security mechani sns or
security protocols need to provided. In addition, cryptographic keys

need to be deployed nanually in advance or dynamically generated by
using certain automati c key nanagenent protocols (e.g., TLS
[ RFC5246]).

In order to enforce the security boundary of different VNs in the
exi stence of inside adversaries, the signaling nessages belonging to
different VNs need to be secured by different keys. O herw se, an
inside attacker may try to use the keys obtained within a VN to
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i npersonate the NVEs in other VNs and generate illegal signaling
messages without being detected. |If we expect to provide a better
attack confinenent capability and prevent a conprom sed NVE to

i npersonate other NVEs in the sanme VN, different NVEs working inside
a VN need to secure their signaling nmessages with different keys.
When there are centralized servers providing mapping information
(IMAsS) within the overlay, it will be inportant to prevent a
conmprom sed NVE frominpersonating the centralized servers to
comruni cate with other NVEs. A straightforward solution is to
associate different NVEs with different keys when they exchange
information with the centralized servers

In the cases where there are a |large amount of NVEs working within a
NVO3 overlay, manual key managenent may becone infeasible. First, it
coul d be burdensone to depl oy pre-shared keys for thousands of NVEs,
not to nention that nultiple keys may need to be depl oyed on a single
device for different purposes. Key derivation can be used to
mtigate this problem Using key derivation functions, multiple keys
for different usages can be derived froma pre-shared nmaster key.
However, key derivation cannot protect against the situation where a
systemwas incorrectly trusted to have the key used to performthe

derivation. |If the master key were sonehow conpromi sed, all the
resulting keys would need to be changed. |In addition, VM migration
will introduce challenges to nanual key nmanagenent. The migration of

a VMin a VN may cause the change of the NVEs which are invol ved
within the NV. Wen a NVE is newly involved within a VN, it needs to
get the key to join the operations within the VN. If a NVE stops
supporting a VN, it should not keep the keys associated with that VN
Al'l those key updates need to be perforned at run tine, and difficult
to be handl ed by hunan beings. As a result, it is reasonable to

i ntroduce automated key managenment sol utions such as EAP [ RFC4137]
for NVO3 overl ays.

When an autonmat ed key managenent sol ution for NVQO3 overlays is

depl oyed, as a part of the key managenent protocol, mnutual

aut henti cation needs to be perforned before two network devices in
the overlay (NVEs or | MAs) start exchanging the control packets.
After an authentication, an device can find out whether its peer

hol ds valid security credentials is is the one who it has cl ai ned.
The authentication results is also necessary for authorization; it is
important for a device to clarify the roles (e.g., a NVE or a | M}
that its authentication peer acts as in the overlay. Therefore, a
conprom sed NVE cannot use it credential to inpersonate an IMA to
comruni cate with other NVEs. Only the control nessages fromthe
authenticated entity will be adopted. |In addition, authorization NMAY
need to be perforned. For instance, before accepting a contro
message, the receiver NVE needs to verify whether the nessage cones
fromone which is authorized to send that nessage. |If the
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aut horization fail, the control nessage will be discarded. For
instance, if a control packet about a VNis sent froma NVE which is
not authorized to support the VN, the packet will be discarded.

The i ssues of DDOS attacks al so need to be considered in designing
the overlay control plane. For instance, in the VXLAN

sol ution[l-D. mahal i ngam dutt-dcops-vxlan], an attacker attached to a
NVE can try to manipulate the NVE to keep nulticasting control
messages by sending a | arge amount of ARP packets to query the
inexistent VMs. In order to mtigate this type of attack, the NVEs
SHOULD be only allowed to send signaling nessage in the overlay with
alimted frequency. Wen there are centralized servers (e.g., the
backend oracl es providing mapping information for
NVES[I-D.ietf-nvo3-overl ay-probl emstatement], or the SDN
controllers) are located within the overlay, the potential security
ri sks caused by DDOS attack on such servers can be nobre serious.

In addition, during the design of the control plane, it is inportant
to consider the anplification effects which may potential be used by
attackers to carry out reflection attacks.

5.2.2. Data Plan Security

[I-D.ietf-nvo3-framework] specifies a NVO3 overlay needs to generate
tunnel s between NVEs for data transportation. Wen a data packet
reaches the boundary of a overlay, it will be encapsul ated and
forwarded to the destination NVE through a proper tunnel. It is
nornmal |y assunme that the underlying network connecting NVEs are
secure to outside attacks since it is under the nanagenent of DC
vendor and cannot be directly accessed by tenants. However, when
facing inside attacks, conditions could be conplex. For instance, an
i nside attacker conprom sing a underlying network device may

i ntercept an encapsul ated data packet transported a tunnel, nodify
the contents in the encapsul ati ng tunnel packet and, transfer it into
anot her tunnel wi thout being detected. When the nodified packet
reaches a NVE, the NVE nay decapsul ated the data packet and forward
it into a VN according to the information within the encapsul ating
header generated by the attacker. Simlarly, a conpronm sed NVE may
try to redirect the data packets within a VN into another VN by
addi ng i nproper encapsul ati ng tunnel headers to the data packets.
Under such circunstances, in order to enforce the VN isolation
property, signatures or digests need to be generated for both data
packets and the encapsul ati ng tunnel headers in order to provide data
origin authentication and integrity protection. |In addition, NVEs
SHOULD use different keys to secure the packets transported in

di fferent tunnels.
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6. Security Issues Inmposed by the New Overlay Design Characteristics
6.1. Scalability Issues

NOV3 WG requires an overlay be able to work in an environnent where
there are many thousands of NVEs (e.g. residing within the

hypervi sors) and | arge amounts of trust domains (VNs). Therefore,
the scalability issues should be considered. 1In the cases where a
NVE only has a limted nunber of NVEsS to comunicate with, the

scal ability problem brought by the overhead of generating and

mai ntai ning the security channels with the renote NVEs is not
serious. However, if a NVE needs to conmunicate with a |arge nunber
of peers, the scalability issue could be serious. For instance,
in[l-D.ietf-ipsecne-ad-vpn-problen], it has been denonstrated it is
not trivial to enabling a | arge nunber of systenms to communicate
directly using IPsec to protect the traffic between them

6.2. Influence on Security Devices

If the data packets transported through out an overlay are encrypted
(e.g., by NVEs), it is difficult for a security device, e,g., a
firewal | deployed on the path connecting two NVEs to inspect the
contents of the packets. The firewall can only know which VN the
packets belong to through the VN ID transported in the outer header
If afirewmall would like to identify which end device sends a packets
or which end device a packet is sent to, the firewall can be depl oyed
in some place where it can access the packet before it is

encapsul ated or un-encapsul ated by NVEs. However, in this case, the
firewall cannot get VN ID fromthe packet. |If the firewall is used
to process two VNs concurrently and there are | P or MAC addresses of
the end devices in the two VNs overl apped, confusion will be caused.
If afirewall can generate multiple firewalls instances for different
tenants respectively, this issue can be | argely addressed.

6.3. Security Issues with VM M gration

The support of VM migration is an inportant issue considered in NVG3
WG The migration nmay al so cause security risks. Because the VMs
within a VN may nove from one server to another which connects to a
different NVE, the packets exchangi ng between two VMs nmay be
transferred in a new path. |f the security policies deployed on the
firewalls of the two paths are conflict or the firewalls on the new
path | ack essential state to process the packets. The conmunication
between the VMs may be broken. To address this problem one option
is to enable the state migration and policy confliction detection
between firewalls. The other one is to force all the traffic within
a VN be processed by a single firewall. However this solution nmay
cause traffic optinization issues.
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10.

10.

10.

| ANA Consi derati ons
Thi s docunment makes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

Security Considerations
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