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Abstract

The CAPWAP bi nding for 802.11 is specified by RFC5416 and it was
based on | EEE 802-11. 2007 standard. Several new amendnents of 802.11
have been published since RFC5416 was published in 2009. 802.11n is
one of those anendnments and it has been widely used in rea

depl oynent. This docunent extends the CAPWAP binding for 802.11 to
support 802.11n and al so defines a power and channel auto
configuration extension.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 7, 2016
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Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
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1. I nt roduction

Provi sions and are provided wi thout warranty as

OCOoOON~NOPR_RDWWDN
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| EEE Std 802. 11n[ TM - 2009 [| EEE 802. 11n. 2009] was published in 2009
as an anmendnent to the | EEE 802. 11-2007 standard to inprove network
t hroughput. The naxi num data rate increases to 600Mops.

physi cal layer, 802.11n uses Othogonal Frequency Division

In the

Multiplexing (OFDM and Multiple Input/Miltiple Qutput (MM to

achi eve the high throughput.

802. 11n uses multiple antennas to form

an antenna array which can be dynamically adjusted to inprove the
signal strength and extend the coverage.

Capabilities of 802.11n such as radio capability,

radi o configuration

and station informati on need to be supported by CAPWAP contr ol

nessages.

in Section 3 and specified in Section 4.
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For | EEE 802.11 in general, it is desirable to be able to support
power and channel auto reconfiguration. Extensions for this purpose
are specified in Section 5.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL","SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Thi s docunent uses the follow ng abbreviations:

AC Access Controller

A- MSDU Aggregate MAC Service Data Unit
A- MPDU Aggregate MAC Protocol Data Unit
AC Access Controller

G CGuard Interval

MCS Maxi num Modul ati on and Codi ng Schene
M MO Multiple Input/Miltiple Qutput

MPDU MAC Protocol Data Unit

MSDU MAC Service Data Unit

OFDM Ot hogonal Frequency Division Miltiplexing
TSF tinming synchroni zation function

WP Wrel ess Term nation Poi nt

3. CAPWAP 802. 11n Support

802. 11n supports three nodes of channel usage: 20MHz nobde, 40MHz node
and ni xed node. 802.11n has a new feature called channel binding. It
can bind two adjacent 20MHz channel to one 40MHz channel to inprove
the throughput.Ilf using 40MHz channel configuration there will be
only one non-overl apping channel in the 2.4G4# band. 1In the |arge
scal e depl oynent scenari o, the operator needs to use 20MHz channel
configuration in the 2.4GHz band to all ow nore non-overl appi ng
channel s.

In the MAC | ayer, a new feature of 802.11n is Short Guard

Interval (@). 802.11a/g uses an 800ns guard interval between the
adj acent information synbols. |In 802.11n, the @ can be configured
to 400nm under good wirel ess conditions.

Anot her feature in the 802.11 MAC | ayer is Block ACK 802.11n can use
one ACK frane to acknow edge recei pt of several MAC Protocol Data
Units (MPDUs).

CAPWAP needs to be extended to support the above new 802. 11n

features. CAPWAP should allow the access controller to know the
supported 802. 11n features and the access controller should be able
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to configure the different channel binding nodes. This docunent
defines extensions of the CAPWAP 802.11 binding to support 802.11n
f eat ures.

3.1. CAPWAP Extension for 802.11n Support

Three 802.11n features need to be supported by CAPWAP 802. 11 bi ndi ng:
802. 11n radi o capability, 802.11n radio configuration and station
information. This section defines the extension of the current
CAPWAP 802. 11 binding to support the 802.11n features.

3.1.1. 802.11n Radio Capability Information

[ RFC5416] defines the | EEE 802. 11 binding for the CAPWAP protocol .
It defines the | EEE 802. 11 Informati on El enent, which is used to
communi cate any information elenent (IE) defined in the | EEE 802. 11
protocol. This docunent specifies that the | EEE 802.11 Information
El ement defined in section 6.6 of [RFC5416] SHALL be used to
transport the | EEE 802.11 HT information el ement defined in section
8.4.2.58 of [I|EEE-802.11.2012]. The HT IE MAY in this way be

i ncluded in CAPWAP Configuration Status Request/Response nessages.

3.1.2. 802.11n Radi o Configuration Message El enent

The 802.11n Radi o Configuration nessage elenent is used by the ACto
provi de | EEE 802. 11n-specific configuration for a Radio on the WP,
and by the WIP to deliver its radio configuration to the AC. This
suppl enents the | EEE 802. 11 WIP WLAN Radi o Configurati on nessage

el ement defined in [ RFC5416]. The format of the 802.11n Radio
Configuration nessage elenent is shown in Figure 1. The 802.11n
Radi o Configuration nmessage el enent MAY be included in the CAPWAP
Configuration Update Request/Response nessage.

0 1 2 3
01234567890123456789012345678901
T I T S S T i T S S M T s

[ Radio ID |S|PIN G B| [ MaxSup MCS | Max MandMCS |
B T T i I T T o S S S e b S S S
| TxAnt enna | RxAnt enna | Reserved |

T S T S S S L s i S S i S S S

Figure 1: 802.11n Radi o Configuration Message El enent
Type: TBD1l for 802.11n Radi o Configuration Message El ement.

Length: 16.
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Radio ID: An 8-bit value representing the radi o, whose value is
bet ween one (1) and 31.

S bit: A-MBDU configuration: Enabl e/disable Aggregate MAC Service
Data Unit (A-MsDU). Set to O if disabled. Set to 1 if enabl ed.

P bit: A-MPDU configuration: Enable/disable Aggregate MAC Prot ocol
Data Unit (A-MPDU). Set to O if disabled. Set to 1 if enabled.

N bit: 11n Only configuration: Wether to allow only 11n user access.
Set to O if non-802.11n user access is allowed. Set to 1 if non-
802. 11n user access is not all owed.

G bit: Short G configuration: Set to O if Short Guard Interval is
disabled. Set to 1 if enabl ed.

B bit: Bandwi dth bindi ng node configuration: Set to O if 40MHz
bi nding node. Set to 1 if 20MHz bi ndi ng node.

Maxi mum supported MCS: Maxi mum Mbdul ation and Codi ng Schene (MCS)
index. It indicates the maxi nrum MCS i ndex that the WIP or the STA
can support.

Max Mandat ory MCS: Maxi num Mandat ory Modul ati on and Codi ng Schene
(MCS) index. Mandatory rates nmust be supported by the WIP and the
STA that want to associate with the WP

TxAntenna: Transmitting antenna configuration. Each TxAntenna bit
represents a certain nunber of antennas. Set to 1 if enabled, set to
0 if disabled.

RxAnt enna: Receiving antenna configuration. Each RxAntenna bit
represents a certain nunber of antennas. Set to 1 if enabled, set to
0 if disabl ed.

The detail definition of TxAntenna/ RxAntenna is as foll ows:

Figure 2: Definition of TxAntenna/ RxAntenna
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Each bit when enabled will represent the nunber of antennas
correspondent to that bit. Only one bit is allowed to be set to 1.
For exanple, when the first bit is enabled,it represents 8 antennas.

3.1.3. 802.11n Station Information

The 802.11n Station Information nessage element is used to deliver
| EEE 802.11n station policy fromthe ACto the WIP. The definition
of the 802.11n Station Information nessage elenent is in figure 3.
The format of 802.11n Station Information MAY be included in the
CAPWAP Station Configuration Request nessage.

0 1 2 3
01234567890123456789012345678901
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| MAC Address |
B E e r e s i s i o T T s S S S S 2
MAC Address |S| P|TIFIHM | Max RxFactor |
R i I R e S i e s o ST I TR R I TR R S S e ol otk SN S S SR
n St aSpaci ng| H SuppDat aRat e | AMPDUBUf Si ze |
R i e S e s S S Tt st (I SRR R S SR R R S T e el sl ot S o
AVPDUBUf Si ze | Ht cSupp | MCS Set |
B S S e i i i i i T T T S S S S S S S S i S
MCS Set [
B S i A S S S i s S S S S i stk s ST S S S
MCS Set |
B i e e S e i el s ST S R T e I e S s s sl ol S S SR SR S

Z +

+

+— +— +— +— +—

Figure 3: 802.11n Station Information

MAC Address: The station’s MAC Address.
Type: TBD2 for 802.11 Station |Information.
Lengt h: 24.

S bit: Supporting bandwi dth node. 0x00: 20MHz bandwi dth node. 0xO01:
40MHz bandwi dt h bi ndi ng node.

P flag: Power Saving node: 0x00: Static. O0xOl1l: Dynamic. 0x03: Do
not support power saving node.

T bit: Wiether to support short G in 20M1z bandw dt h node. 0x00: Do
not support short G. O0xO01l: Support short Q.

Chen, et al. Expi res January 7, 2016 [ Page 6]



Internet-Draft capwap July 2015

F bit: ShortG 40: Wether to support short @ in 40MHz bandwi dth
nmode. 0x00: Do not support short G. O0x01l: Support short 4.

H bit: Whether Block Ack supports delay node. 0x00: Do not support
del ay node. 0x01: Support del ay node.

M bit: The maxi mal A-MSDU | ength. 0x00: 3839 bytes. 0x01: 7935
byt es.

Max RxFactor: The nmaxinmal receiving A-MPDU factor
M n StaSpaci ng: M ninum MPDU Start Spaci ng.

H SuppDat aRate: Maxi mal transm ssion speed (Mps).
AVPDUBUf Si ze: A- MPDU buffer size (Byte).

Ht cSupp: Wiether to place HT headers on the packets forwarded from
this station.

MCS Set: The MCS bitmap that the station supports.
4. Power and Channel Autoconfiguration

Power and channel autoconfiguration could avoid potential radio
interference and i nprove the WLAN performance. |In general, the auto-
configuration of radi o power and channel could occur at two stages:
when the WIP power on or during the WIP running tine.

4.1. Channel Autoconfiguration Wen WP Power On

Power and channel auto reconfiguration avoids potential radio
interference and i nproves the W.AN perfornmance. In general, the

aut o- configuration of radio power and channel can occur at two
stages: when the WIP powers on or while the WIP is in running state.
When the WIP is powered-on, it needs to configure a proper channel

| EEE 802. 11 Direct Sequence Control elenments or |EEE 802.11 OFDM
Control elenment defined in RFC5416 SHOULD be carried in the Configure
St at us Response nmessage to offer WIP a channel at this stage. |f the
channel field of those information elenent is set to 0, the WIP will
need to determne its channel by itself, otherwi se the WI'P SHOULD be
configured according to the provided information el enent.

When the WIP determines its own channel configuration, it should
first scan the channel information, then determ ne which channel it
will work on and forma channel quality scan report. As shown in
Figure 3, the AC can control the scanning process by sending the | EEE
802. 11 Scan Paraneters nmessage el enent defined in Section 5.1 to the
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WP in a Configure Status Response nmessage or in a WP Configure
Updat e Request nmessage. The WIP will send the channel quality report
to the AC using the WIP Event Request mnessage.

AC wi Il | determ ne whether to change the channel configuration based
on the received channel quality report. The AC MAY use a | EEE 802. 11
Di rect Sequence Control or |EEE 802.11 OFDM Control nessage el enent
carried by the configure Update Request nessage to configure a new
channel for the WP.

4.2. Power Configuration Wen WIP Power On

The | EEE 802. 11 Tx Power nessage el ement defined in section 6.18 of
[ RFC5416] is used by the ACto control the transm ssion power of the
WIP. The 802.11 Tx Power information element is carried in the
Configure Status Response nessage or in the Configure Update Request
nmessage

4. 3. Channel / Power Auto Adjustnent

The Channel Scan Procedure is illustrated by the figure 4.
WP Configure Status Regest
AC
----- >

Configure Status Res(Scan Paraneter Message El enent, Channel Bind Messag
e El enent)

or

WP
AC
Configure Update Req(Scan Paraneter Message El enent, Channel Bind Messag
e Element )

e >

Fi gure 4: Channel Scan Procedure

The WIP has two work nodes: normal node and scan only nmode. In
normal node, the WIP can provide service for station access and scan
channel s at the sane time. Wether the WIP will scan a given set of

channel s is deternmined by the Max Cycles field in the | EEE 802.11
Channel Bi nd nessage el enent defined in Section 4.3.2. Wen this
field is set to 0, the WIP will not scan the channel. |If this field
is set to 255, the WIP will scan the channel continuously. The type
of the scan is deternined by the Scan Type field. Wth the passive
scan type, the WIP nonitors the air interface, using the received
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beacon franes to determne the nearby WIPs. Wth the active scan
type, the WIP will send a probe nessage and receive probe response
messages. In this case, the WIP nay need to operate in station node
which neans it is not a WIP function only device, it also has part of
station function.

In normal node, the WIP behaviour is controlled by three paraneters:
Pri meChl SrvTi ne, OnChannel ScanTl me, and O f Channel ScnTl ne. These are
provi ded by the | EEE 802. 11 Scan Paraneters nmessage el ement defi ned
in Section 4.3.1. The WIP will provide access service for stations
for the duration given by PrineChl SrvTine. It then scans the working
channel for the duration given by OnChannel ScnTinme. It returns to
servicing station access requests on the working channel for another
period of length PrineChl SrvTinme, then noves to a different channel
and scans it for duration O fChannel ScnTime. It repeats this cycle,
scanni ng a new non-wor ki ng channel each tinme, until all the channels
have been scanned. This channel scan procedure can be used to
determine the interference of both the current working channel and
non-wor ki ng channel to avoid potential interference.

When the WIP works in scan only node, it does not distinguish between
t he wor ki ng channel and scan channel. Every channel’s scan duration
will be O fChannel ScnTi me and PrineChl SrvTi me and OnChannel ScanTi ne
MJUST be set to O.

As shown in Figure 4, the AC can control the scan behaviour at the
WP by including the | EEE 802. 11 Scan Paraneters and | EEE 802. 11
Channel Bi nd nessage elenents in a Configure Status Response or WP
Configure Update Request nessage.

Scan Report. After conpleting its scan, the WIP MAY send the scan
report to the AC using a WIP Event Request nessage. The scan report
information is carried in the | EEE 802. 11 Channel Scan Report nessage
el ement (Section 4.3.3) and an instance of the | EEE 802. 11

I nformation El enent nessage el enent carrying a copy of thel EEE 802.11
Nei ghbor WIP Report information el ement (Section 4.3.4).

4.3.1. | EEE 802.11 Scan Paraneters Message El enent

The format of the | EEE 802.11 Scan Paraneters Message Elenent is as
shown in Figure 5:

Chen, et al. Expi res January 7, 2016 [ Page 9]
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8901

R

oo -+

Fi gure

Type:

Lengt h:

0 1 2
01234567890123456789012345617
S i i i i S
Radio ID | MS|L|D Report Tinme
BT S S S i i S S i o S S S S S S s St

Pri meChl SrvTi nme On Channel ScanTi m

| O f Channel ScanTi e

5: | EEE 802. 11 Scan Paraneters Message El enment

TBD3 for | EEE 802.11 Scan Paraneters Message El enent.

10.

Radio ID: An 8-bit value representing the radi o, whose value is
bet ween one (1) and 31.

M bi t:

Work nmode of the WIP. 0: nornmal node. 1: scan only nobde, no

service is provided in this node

S bit:
L bit:

D bit:

Scan Type: 0: active scan; 1: passive scan
L=1: Open Load Bal ance Scan. L=0: Disable Load Bal ance Scan

D=1: Open Rogue WIP detection scan. D=0: D sable Rouge WP

det ection scan.

Repor t

Time: Channel quality report tinme (unit: second).

PrimeChl SrvTine: Service time (unit: nmillisecond) on the working scan
channel. This segnment is invalid(set to 0) when WIP oper node is set

to 1.

The maxi mum val ue of this segnent is 10000, the mini num val ue

of this segment is 5000, the default value is 5000.

On Channel ScanTine: The scan tine (unit: mllisecond) of the working
channel. Wen the Mbit is set to 1 (active scan), this segnent is
invalid(set to 0). The maxi num value of this segment is 120, the

m ni num val ue of this segnent is 60, the default value is 60.

O f Channel ScanTinme: The scan time (unit: mllisecond) of the
wor ki ng channel. \When the WIP operating node is set to 2, this
segment MJUST be set to 0. The nmaxi numval ue of this segnent is 120,
the m ninum val ue of this segnent is 60, the default value is 60.
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4.3.2. | EEE 802.11 Scan Channel Bind Message El enent

The format of the | EEE 802.11 Scan Channel Bind Message El enment is as

fol | ows:

0 1 2
3
012345678901234567890123
45678901

B S T e i i s i i S S e i e S e s S i oo S R TR S

i I I
| Radio I D | Fl ag | Max Cycles | Channel Count | ScanCh

annel Set . |
LR B T T i S i S S S in ik w S S S I

Fi gure 6: | EEE 802.11 Scan Channel Bind Message El enent
Type: TBD4 for | EEE 802.11 Scan Channel Bind Message El enent.
Length: vari abl e.

Radio ID: An 8-bit value representing the radi o, whose value is
bet ween one (1) and 31.

Fl ag: reserved
Max Cycl es: Nunmber of times the scanning cycle is repeated for the
set of channels identified by this nessage el enent. 255 neans
conti nuous scan.
Channel Count: The nunber of channels will be scanned
Scan Channel Set: identifies the nenbers of the set of channels to
whi ch this nessage el enent instance applies. The format for each
channel is as follows:
0 1 2
01234567890123456789012345¢617
8901
B T o S il T ol I S SN S S S S S S i S o
+- - - -+
Channel 1D Fl ag
B s o e T i i Tk e TR S S T S e T S e o e s S o
+- - - -+
Fi gure 7: Channel Information Fornat

Channel ID: the channel ID of the channel which will be scanned.

Flag: Bitmap, reserved for future use
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| EEE 802.11 Channel Scan Report

There are two types of scan report: Channel Scan Report and WP
Nei ghbor
aut oconfiguration while WIP Nei ghbor Report is used to power

aut oconfi gurati on.

Channel Scan Report is used to channel

The WIP send the scan report to the AC through

WP Event Request nessage. The information elenment that used to

carry the scan report

Nei ghbor

i s Channel Scan Report Message El enent and WIP

Report Message El enent.

The format of the | EEE 802. 11 Channel Scan Report nessage elenent is

in Figure 8.

I

Fi gure 8:

Type:

Lengt h:

TBD5 for

>=29.

0 1
01234567890123456
T e

| Radio ID | Report Count | Channel Scan Repor

| EEE 802. 11 Channel Scan Report Message El enent

| EEE 802. 11 Channel Scan Report nessage el enent.

Radio ID: An 8-bit value representing the radi o, whose value is
bet ween one (1) and 31.

Report Count:

Channel
in Figure 9.

Chen,

et al.

Scan Report:

The nunber of channels for which a report is provided.

The format of each Channel Scan Report is shown
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0 1 2
3
0123456789012345678901234567890
1
B e ks T o e ek i i S S e e e
-4+
Channel Nunber | Radar Statistics | Mean
B I e T i i S S s sl St S S S
-+-+
Ti e | Mean RSSI | Screen Packet Count
e e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e mmm o — - =
-+
| Nei ghbor Count| Mean Noi se | Interference | WP Tx Cccp
Ao e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmm ==
---+
| WIP Rx Cccp | Unknown Cccp | CRC Err Cnt | Decrypt Err C
nt |
e
—
| Phy Err Cnt | Retrans Cnt |
o m e e e e e e e e eaaa o +

Fi gure 9: Channel Scan Report
Channel Nunber: The channel nunber.

Radar Statistics: Wiether detect radar signal in this channel. 0x00:
detect radar signal. O0x0l: no radar signal is detected

Mean Tinme: Channel neasurenent duration (ns).

Mean RSSI: The average signal strength of the scanned channe
(dBm(2' s conpl enent) ).

Screen Packet Count: Received packet nunber.

Nei ghbor Count: The nei ghbor nunber of this channel

Mean Noi se: the average noise on this channel (dBm(2’'s conplenment)).
Interference: The interference of the channel

WP Tx Cccp: (The WIP transmission tine/Mnitor tine)*255. The WP
transm ssion tinme is the total sending tine of the WIP during the
peri od of channel scan.

WP Rx Cccp: (The WIP receiving duration time/Mnitor tinme)*255. THe
WIP receiving duration tinme is the total receiving tine of the WP

during the period of channel scan.

Unknown Cccp: (Al other packet transnission tine duration/NMonitor
tine)*255

CRC Err Cnt: CRC err packet nunber.
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Decrypt Err Cnt: Decryption err packet nunber.
Phy Err Cnt: Physical err packet numnber.
Retrans Cnt: Retransm ssion packet nunber.

Not e: The val ues of the above four count fields for a non-operationa
channel can be ignored

4.3.4. | EEE 802.11 WIP Nei ghbor Report

0 1 2
3

01234567890123456789012
345678901

T R e t e e i o e e e
B o o e e

| Radio ID | Reserved | Nunber of
Nei ghbor Report |

| Nei ghbor Infor...

Fi gure 10: WP Nei ghbor Report TLV

The definition of Neighbor info is as follows:

0 1 2
3

01234567890123456789012
345678901
T
B
BSSI D

B i S S S i S S O e e
B i S O e
BSSI D Cha
nnel Nunber

| 2nd O fset | Mean RSSI | Sta Qccp

Figure 11: Nei ghbor info
BSSI D. The BSSI D of this nei ghbor WIP.
Channel Number: The channel number of this WP nei ghbor.

2nd channel offset: The auxiliary channel offset of this WP.
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Mean RSSI: The average signal strength of this WIP (dbm).
Sta Occp: (The station air interface occupation time/NMonitor
tinme)*255. The station air interface occupation tine is the air
interface occupation tine caused by the stations which are connected
to this WP.
WP Qccp: (The WIP air interface occupation time/Mnitor time)*255.
The WIP air interface occupation time is the air interface occupation
time caused by the WIP.

5. Security Considerations

This docunment is based on RFC5415/ RFC5416 and adds no new security
consi derati ons.

6. | ANA Consi derations
The extension defined in this document need to extend CAPWAP | EEE
802. 11 bi ndi ng nmessage el ement which is defined in section 6 of
[ RFC5416]. The follow ng | EEE 802. 11 specific message el enment type
need to be defined by | ANA

TBD1: 802.11n Radi o Configurati on Message El enent type val ue
described in section 4.1.2.

TBD2: 802.11n Station Message El enment type val ue described in section
4.1.3.

TBD3: 802.11 Scan Paraneter Message El ement type val ue described in
section 4.3. 1.

TBD4: 802.11 Channel Bind Message El enent type val ue described in
section 4.3.2.

TBD5: Channel Scan Report Message El enent type val ue described in
section 4. 3. 3.

TBD6 entry for WP Nei ghbor Report as descrbed in section 4.3.4 .
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