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Abstract

Thi s docunent defines new Dynam ¢ Host Configuration Protocol (DHCPv4
and DHCPv6) options providing lists of | P addresses that can be used
to |l ocate network managenment services, specifically for the

collection of logs and of Sinple Network Managenent Protocol (SNWP)
notifications.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenmber 07, 2013.

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

New networ ks such as 3GPP Long Term Evol ution (LTE) are being

depl oyed today with tens of thousands of network nodes. All of these
nodes have to be configured and nonitored for the network to operate
correctly. Any steps to automate this process will be helpful to
reduce the cost of depl oynent.

The Dynam ¢ Host Configuration Protocol (DHCPv4 [RFC2131] and DHCPv6
[ RFC3315]) is a relevant tool for this purpose. 1t provides a nunber
of existing options to allow a node to acquire its configuration file
and to |l ocate key servers in the network. However, the existing
options have been defined nore with end hosts than with network nodes
in mnd. Network nodes require active nanagenent, and therefore need
to acquire the addresses of their managenent servers.

This docunent is specifically focussed on the requirenent for event
reporting. To that end, it defines new DHCP options capabl e of
listing:

0 one or nore addresses of SYSLOG [ RFC5424] col |l ectors;

0 one or nore addresses of SNWMP [ RFC3410] entities hosting
Notification Receiver applications.
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. DHC Options for SYSLOG

The SYSLOG protocol [RFC5424] supports several transport mappi ngs.
According to RFC 5424, inplenentati ons MIST support the TLS/ TCP-based
transport defined in [ RFC5425] and they SHOULD al so support the UDP-
based transport defined in [ RFC5426] for conpatibility with
traditional SYSLOG An optional transport of SYSLOG nessages over
DTLS/ DCCP and DTLS/ UDP is defined in [ RFC6012].

The DHC options described bel ow provide a list of IPv4 or |Pv6
addresses of SYSLOG collectors in order of preference. The client
SHOULD use the addresses sequentially but nmay be configured to try
secure and/ or congestion aware transports before falling back to
transports that are not congestion aware or insecure. As such, the
client may prefer to select an address providing a secure congestion
aware transport even if it is listed with |ower preference.

2.1. SYSLOG Col | ector Address Option for DHCPv4

This section describes the SYSLOG | Pv4 Address Option for DHCPv4.

The SYSLOG | Pv4 Address Option begins with an option code foll owed by
a length octet. The value of the length octet does not include
itself or the option code. The option layout is depicted bel ow

Code Len | Pv4 Address 1 | Pv4 Address 2
R R R R R R R R +- -

| TBD] n | al| a2 | a3 | a4 | al| a2 |
+----- +----- +----- +----- +----- +----- +----- +----- +- -

The code for the SYSLOG DHCPv4 option is [IANA: TBD1]. The m ni mum
length of the option is 4 octets, and the |l ength MJST al ways be a
mul tiple of 4.

The option MJUST NOT be specified by the DHCPv4 client, as it is
intended only to be returned fromthe DHCPv4 server. |f the DHCPv4
client wants to receive this information fromthe server, it needs to
i nclude the nunmber [I ANA: TBD1] in the "DHCP Paraneter Request List"
option (55).
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2.

2.

Server addresses SHOULD be listed in order of preference, and the
client SHOULD use the addresses sequentially but may be configured to
use addresses in a different order according to some |ocal policy
(e.g., the client prefers secure and/or congestion aware transports
as descri bed above).

Hi storical note: DHCPv4 option 7 was originally defined

(Section 3.9 of [RFC2132]) to provide the addresses of one or nore
|l og servers. However, the |ogging technol ogy concerned was
specified to be "M T-LCS UDP | og servers". |t seens preferable to
define a new option for SYSLOG col | ectors.

SYSLOG Col | ect or Address Option for DHCPv6

This section describes the SYSLOG | Pv6 Address Option for DHCPvG6.

The SYSLOG | Pv6 Address Option begins with an option-code foll owed by
the option-len. The value of the option-len does not include itself
or the option-code. The option layout is depicted bel ow

1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| option-code | option-len |
B E e r e s i s i o T T s S S S S 2
I
I

|
| Pv6 address of SYSLOG col |l ector |

I I
+

T e S i S S S S e T

T I T S i T i S S S i T i S S S S S S S

The option-code of the SYSLOG DHCPv6 option OPTI ON_SYSLOG COLLECTOR
is [IANA: TBD2]. The mininmumoption-len is 16 octets, and the length
MUST al ways be a nultiple of 16.

The option MJUST NOT appear in other than the foll owi ng nessages:
Solicit, Advertise, Request, Renew, Rebind, Information-Request and
Reply. The option nunber for these options MAY appear in the Option
Request Option (6) in the followi ng nessages: Solicit, Request,
Renew, Rebind, Information-Request and Reconfi gure.

The addresses SHOULD be listed in order of preference, and the client
SHOULD use the addresses sequentially but may be configured to use
addresses in a different order according to sone |local policy (e.g.,
the client prefers secure and/or congestion aware transports as
descri bed above).
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3. DHC Options for SNWP

The SNWVP protocol [RFC3410] supports several transport mappings. The
preferred | P-based transport is SNWP over UDP [ RFC3417]. An
experinental transport of SNMP over TCP is defined in [RFC3430]. An
optional standards-track transport of SNMP over SSH is defined in

[ RFC5592] while optional standards-track transports over TLS and DTLS
are defined in [ RFC6353]

The DHC options described bel ow provide a list of IPv4 or |Pv6
addresses of SNMP entities hosting Notification Receiver applications
in order of preference. The client SHOULD use the addresses
sequentially but nay be configured to try secure and/ or congestion
aware transports before falling back to transports that are not
congestion aware or insecure. As such, the client may prefer to

sel ect an address providing a secure congestion aware transport even
if it islisted with | ower preference.

3.1. SNWP Notification Receiver Address Option for DHCPv4

This section describes the SNWP | Pv4 Address Option for DHCPv4. The
SNVP | Pv4 Address Option begins with an option code foll owed by a

Il ength octet. The value of the length octet does not include itself
or the option code. The option layout is depicted bel ow

Code Len | Pv4 Address 1 | Pv4 Address 2
H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - H-- - - - +- -

| TBD3] n | al| a2 | a3 | a4 | al| a2
oo o - oo o - oo o - oo o - oo o - oo o - oo o - oo o - +- -

The code for the SNWMP notification receiver DHCPv4 option is [|ANA
TBD3]. The mininumlength of the option is 4 octets, and the length
MUST al ways be a multiple of 4.

The option MJUST NOT be specified by the DHCPv4 client, as it is
intended only to be returned fromthe DHCPv4 server. |f the DHCPv4
client wants to receive this information fromthe server, it needs to
i nclude the number [I ANA: TBD3] in the "DHCP Paraneter Request List"
option (55).

The addresses SHOULD be listed in order of preference, and the client
SHOULD use the addresses sequentially but may be configured to use
addresses in a different order according to sonme |ocal policy (e.g.
the client prefers secure and/or congestion aware transports as
descri bed above).
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3.2. SNWP Notification Receiver Address Option for DHCPv6

This section describes the SNWP | Pv6 Address Option for DHCPv6. The
SNVP | Pv6 Address Option begins with an option-code followed by the

option-len. The value of the option-len does not include itself or

the option-code. The option |ayout is depicted bel ow

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
opti on-code [ option-len [
B e i i S e S i e S T S R S e o o T S s

| Pv6 address of SNWVP notification receiver

I
+-
I
I
I
I
B I T i S iy S S S S i S S

I
I
I
I
+
T I T S S T i T S S M T s

The option-code of the SNMP notification receiver DHCPv6 option
OPTI ON_SNMP_NOT_RECEIVER is [ ANA: TBD4]. The mininumoption-lenis
16 octets, and the I ength MUST al ways be a nultiple of 16

The option MJUST NOT appear in other than the foll ow ng nmessages:
Solicit, Advertise, Request, Renew, Rebind, |Information-Request and
Reply. The option nunber for these options MAY appear in the Option
Request Option (6) in the followi ng nessages: Solicit, Request,
Renew, Rebind, |nformation-Request and Reconfi gure.

Server addresses SHOULD be listed in order of preference, and the
client SHOULD use the addresses sequentially but may be configured to
use addresses in a different order according to some |ocal policy
(e.g., the client prefers secure and/or congestion aware transports
as descri bed above).

4. Security Considerations

The security considerations in [RFC2131] and [ RFC3315]) apply. If an
adversary manages to nodify the response froma DHCPv4 or DHCPv6
server or insert its own response, a node could be led to contact a
rogue network nanagenent server

It is recomended to use the DHCPv4 aut hentication option described
in [RFC3118] where available. This will also protect against denial -
of -service attacks to DHCP servers. [RFC3118] provides nechani sns
for both entity authentication and nmessage aut hentication
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7

7

In I Pv6 networks using DHCPv6, it is recommended that clients use
aut henti cation of DHCPv6 nessages as described in Section 21 of
[ RFC3315] .

I n depl oynents where DHCPv4 or DHCPv6 authentication is not
avai l abl e, |lower-layer security services may be sufficient to protect
DHCPv4 and DHCPv6 nessages.

| ANA Consi derations
I ANA is requested to assign [IANA: TBD1] and [| ANA: TBD3] as option

codes in the "DHCP Option Codes" registry. The desired entries are
shown in Table 1.

Homm - - Fom e e e e e Fom e - Fom e e e e e Fom e e e e - - +
| Tag | Name | Data [ Meani ng | Reference
I I | Length | I I
R oo oo Fommm oo oo oo o me e +
TBD1 SYSLOG Col | ect or N N 4 SYSLOG RFCxx XX
Addr ess col | ector
addr esses

Notification Notification
Recei ver Address Recei ver

I I I I I
I I I I I
I I I I I
| TBD3 | SNVP | N | N 4 SNwVP | RFCxxxx
I I I I I
I I I I I
| | | | addr esses |

Tabl e 1: DHCPv4 Option Codes For Network Managenent Servers
I ANA is requested to assign [IANA: TBD2] as an option code fromthe
"DHCPv6 Options Codes" registry for OPTI ON_SYSLOG COLLECTOR, with
ref erence RFCxxxx.
I ANA is requested to assign [IANA: TBD4] as an option code fromthe
"DHCPv6 Options Codes" registry for OPTI ON_SNVP_NOT_RECElI VER, with
ref erence RFCXxxX.
RFC Editor’s Note: RFCxxxx denotes the present documnent.
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Appendi x A,  Relationship to the SNVMP Configurati on M B Mdul es

The SNWVP notification receiver address DHCPv4 and DHCPv6 options
defined in Section 3.1 and Section 3.2 provide the basic information
to setup a target in the SNVP- TARGET-M B and t he SNMP- NOTI FI CATI O\
M B [ RFC3413]. After selecting the transport (e.g., by probing the
availability of possible SNWP transport endpoints according to some
| ocal policy, a volatile entry in the snnpTarget Tabl e can be created
as follows (assuming xyz is sone suitable unique handle for the
recei ved DHCP option):

snnpTar get Addr Narne "dhcp- xyz" (1 NDEX)
snnpTar get Addr TDonai n snnpUDPDonai n

snnpTar get Addr TAddr ess "a.b.c.d"

snnpTar get Addr Ti meout 1500 ( DEFVAL)
snnpTar get Addr Ret r yCount 3 ( DEFVAL)

snnpTar get Addr TagLi st
snnpTar get Addr Par ans
snnpTar get Addr St or ageType
snnpTar get Addr RowSt at us

"dhcp-xyz-tag"
"dhcp- xyz- par ant
vol atil e(2)
active(l)

A matching volatile entry in the snnpNotifyTabl e can al so be easily

created:

snnpNot i f yNane = "dhcp-xyz" (1 NDEX)

snnmpNot i f yTag = "dhcp-xyz-tag"

snnpNot i fyType = trap(l) ( DEFVAL)
snnpNot i f ySt or ageType = volatile(2)

snnpNot i f yRowSt at us = active(1)

In addition, an entry in the snnpTargetParansTable is needed. |Its

structure for SNWPv3/USM user "joe" is as follows:
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snnpTar get Par ansNane

snnpTar get Par ans MPModel
snnpTar get Par ansSecur i t yMbde
snnpTar get Par ansSecur i t yNanme
snnpTar get Par ansSecuritylLeve
snnpTar get Par ansSt or ageType
snnpTar get Par ansRowSt at us

"dhcp- xyz- par ant (1 NDEX)
3 ( SNVPv 3)
3 (UsM

Ilj oell

aut hNoPri v(2)

vol atil e(2)

active(l)

Creation of a suitable entry in the snnpTarget ParansTabl e requires
| ocal information. Depending on the security nodel, additiona
information will be necessary.

The creation of a suitable snnpTargetParansTabl e entry may either be
dynamic (i.e., the entry is created upon receipt of a DHC | ease using
sonme local policy information and del eted when the DHC | ease expires)
or suitable snnpTarget ParansTabl e entries nmay be pre-provisioned
based on the expected nanming of the target entries that are created
dynanically. |Inplementations nay al so pre-provision
snnpTar get Addr Tabl e entries and only dynam cally create suitable
snmpNot i fyTabl e entries

Aut hors’ Addr esses
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