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Abstract

Thi s docunent describes common nethods for nmeasuring packet loss rate
and their effectiveness. |ssues encountered when using the nethods
and necessary considerations are al so di scussed and reconmmended.
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1. Introduction

| P packet loss rate is one of the inportant netrics that are
frequently used to neasure |IP performance of a data path or link. A
general framework of |P performance metrics is provided in [ RFC2330],
i ncludi ng fundanental concepts definition and issues related to
defining sound netrics and nethodol ogi es. [RFC2680] and [ RFC6673]
further define netrics for one-way and round-trip packet |oss.

In practical network operation, a nunmber of nethods are used by
networ k engi neers to cal cul ate packet |oss rate, and one of the
conmon ways is to use ping. By checking ping statistics, people
expect to get the idea of traffic transmi ssion condition on the |ink
Thi s docunent gives an overview of the frequently used nethods for
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measuring | P packet |oss rate, and describes a test on packet |oss
rate nmeasurenent with multiple nmethods using routers fromdifferent

vendors. |ssues that should be taken into consideration during the
measur enent using different nethods are discussed. Causes anal ysis
and processi ng nmechani sns of routers are also covered. It is

expected that an operabl e neasurenment scheme with consistent testing
results and equal treatnent of network conponents can be reached.

Met hods for Packet Loss Rate Measurenent

This section describes common net hods for neasuring packet |oss rate.

1. Active Approach

1.1. Ping

Ping (1 QWP echo request/reply) is a useful tool to exam ne the
connectivity and performance of a path between two nodes in the
networ k. The source node generates echo request packets with
configured size, interval, count and other settings, and the
destination node sends back an echo reply packet once it receives a
request. Then we count the packets sent out and received and get the
round-trip packet loss rate on the |link between source and
destination. This approach is clear and convenient, and is
frequently used by engi neers when packet |oss rate is needed.

In practical network operation, the ping testing can be initiated
manual |y and directly on the node by engi neers, for exanple through
the conmand line interface (CLI) of a router, or activated indirectly
by instructions, for exanple through SNVWP nessages sent from network
managenent system

No matter through CLI or SNMP, ping testing can be conducted directly
on the endpoint devices of the link to be tested, or other nodes as

Il ong as the request/reply packets pass through the link. Those nodes
are often referred to as probes, which can be a router or a PC
server, directly connected or indirectly reachable to the endpoints.
Usual | y the probes and paths to the endpoints are not supposed to be
congested to avoid affecting the ping testing result.
1.2. OMM and TVWAMP

The One-way Active Measurenent Protocol (OMM, [RFC4656]) and Two-
Way Active Measurenment Protocol (TWAMP, [RFC5357]) are defined by the
| P Performance Metrics (I PPM working group. They provide a method
and protocol for neasuring delay and packet loss of IP flows, and are
designed for w de scale deploynent in the network to provide

ubi qui tous performance data. Both OMM and TWAMP use contro
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protocol and test protocol. The control protocol is used to
negoti ate test session between test endpoints, start and stop the
test, and fetch the test result for OMMP. The test protocol runs
over UDP and conducts the test.

OMMP can be used to perform one-way packet | oss neasurenent, and
requi res synchronized time defined by GPS. The test results are

coll ected at the receiving endpoints and returned using the contro
protocol. TWAMP is nore sinplified, and used for two-way packet |oss
measurenent. The opposite endpoint is regarded as a reflector, and
the test results are collected at the sender

2.1.3. Proprietary Tools

There are some other proprietary performance neasurenent tools

i ncorporating enbedded and external probes. The probes generate and
i nject extra packets into the network to mimc the service flows that
are intended to be tested. The perfornance of the target service

fl ows can be eval uated by nmeasuring the performance of the injected
packets. Conpared with Ping, these proprietary tools normally
support nore services, which include not only ICWP, but TCP, UDP
HTTP, etc.

The enbedded proprietary tools have been wi dely inplenmented by
routers to provide automatic detection of |IP performance. Exanples
of this kind of tools include RPM (Juniper), IPSLA (Cisco), NQA
(Huawei / H3C), SAA (ALU), etc. By necessary configurations on the
router, the enbedded tools support nulti-service testing of nultiple
queues on an interface. Packet |loss rate can be nmeasured with | CW
ping function of the tool. Routers send out |CWP packets
automatically according to the configured paraneters, so the enbedded
tool is working in a simlar way as ping nmethod described above.

2.2. Passive Approach
2.2.1. Interface Statistics Report

Forwar di ng devices maintain statistics report of every interface.
The report shows the detailed status of the interface as well as
traffic information, including inbound and out bound speed and packet
count. For a typical router, traffic statistics show nunber of
packets transmtted and di scarded by an interface, and even on the
basis of QoS queue, so the entire packet loss rate of a link or
packet | oss rates regarding different queues can be cal cul at ed.
Traffic data on the report can be displayed through CLI or obtained
usi ng SNMP whi ch all ows autonmatic packet |oss sanpling.
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2.2.2. Coloring Based Performance Measurenent

The concept of col oring based performance neasurenent is introduced
in [I-D. tenpia-opsawg-p3n, and [I-D.chen-col oring-based-i pfpm
framewor k] defines a franmework for coloring based | P Fl ow Perfornmance
Measurement (I PFPM. By periodically setting/changing one or nore
bits of the I P header of the packets that belong to an IP flow to
"color" the packets into different colors, the IP flowis split into
di fferent consecutive bl ocks. Packets in the sane bl ock have the
same col or and packets in consecutive blocks have different colors.
This nmethod gives a way to a neasurenment node to count and cal cul ate,
wi thout inserting any extra auxiliary OAM packets, packet |oss based
on each color block. Since the nmeasurenent is based on the rea
traffic data, the measurement results will reflect the rea
performance of the tested flow.

3. Test on Packet Loss Rate Measurenent
This section describes test result on packet |oss rate neasurenent
using different methods. Test equi pnent covers routers from severa
vendors. Results show the diverse outcone of the nethods used, and
the di verse respondi ng nmechani sm of routers.

3.1. Basic Test Infornation

The basic topology of testing can be depicted as foll ows.

Hom e e oo - + Fomm e - + Fomm e - + Hom e e oo - +
| Probel |------ | Routerl |----------- | Router2 |------ | Probe2
Fommmm e + GE +--------- + 10G POS +--------- + CGE +-------- +
|| ||
10GE | | 10GE 10GE | | 10GE
|| ||
Portl | | Port2 Port3 | | Port4
o m e e e e e eee o +
| Tester |
oo e e e e e i +

Figure 1: Basic topol ogy for packet |oss rate test

Two routers are connected by a 10G PCS |ink, and each router is
connected to the tester by two 10GE |inks. The tester generates
unidirectional /bidirectional traffic between port 1 and port 3, and
between port 2 and port 4, with frame length of 400 bytes. The tota
volume of traffic injected into a router by the tester is nore than
10G | eading to congestion when the traffic passes through the 10G
PCS link between the two routers. Routers and probes generate ping
packets for testing, with frame length of 400 and DSCP field of O.
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W tested routers from3 vendors, indicated as A, B, and Cin the
followi ng parts of discussion. The tester generated different |evels
of congestion, and we tested packet |oss rates on the 10G PCS

i nterconnection link on those congestion levels with CLI, SNWP, and
interface statistics report.

3.2. Ping with CLI vs. SNW

Sone routing boxes by default treat ping packets generated with CLI
and SNVP in different ways. The following is a test on this issue.

to tester to----- - - + Fommme - + to tester
---10G---| Routerl |[----------- | Router2 |----10G --
---10G---| | 10G | [----10G --
Fomm e o + Fomm e o +
ping with CLI ---------- >
ping with SNWP---------- >

test traffic

The tester generates test traffic at 20 Gops, and sends the traffic
into a router of vendor A. The traffic goes through the 10G

i nterconnecting link and past the router of vendor B on the other
end. We use ping with CLI and SNMP on router A to test packet |oss
rate on the interconnecting link. The DSCP fields of test traffic
and ping packets are all left to be 0.

By default, router A forwards the test traffic with the basic

priority, like BE class. The ping packets with CLI are also treated
as of best effort class, but ping packets with SNMP are given a
hi gher priority, some class |ike network control. So the two kinds

of ping are actually testing packet | oss of streans in different
classes. The test result verifies the issue. Ping with SNVWP shows
no packet loss, and ping with CLI shows a packet |oss rate of around
50%

The forwarding class of | CVMP packets can be configured on router A
In the following tests we put all traffic in the sane basic class.

3.3. Ping Behaviors of Routers

We considered the followi ng test cases (TCs) when investigating
packet loss rate with ping on the Iink between two different routers.

TC 1. Router sends | CWP echo request packets with SNWVP instruction
to the peering router.
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I + I +
| Routerl |[----------- | Router2 |
Fomm e o + Fomm e o +

ping with SNMP---------- >

TC 2: Router sends | CMP echo request packets with CLI to the peering

router.
TS + TS +
| Routerl |[----------- | Router2 |
T + T +
ping with CLI ---------- >

TC 3: Router sends | CWP echo request packets with SNWMP instruction
to the probe behind the peering router.

Fomm e o + Fomm e o + Fom e e e - - +

| Routerl |----------- | Router2 |------ | Probe2 |

o + o + o +
ping With SNMP--------momm oo >

TC 4. Router sends | CWP echo request packets with CLI to the probe
behi nd the peering router.

I + I + oo +
| Routerl |[----------- | Router2 |------ | Probe2 |
Fomm e o + Fomm e o + Fom e e e - - +

ping with CLI --------------------------- >

TC 5: Probe behind router sends | CMP echo request packets to the
probe behind the peering router.

Fom e e e oo + TS + TS + Fom e e e oo +

| Probel |------ | Routerl |----------- | Router2 |------ | Probe2 |

F + T + T + F +
ping with CLI--------------------- oo >
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or

The packet | oss

rate of test traffic is calculated with the Rx and Tx rate on the

t

loss rate in each test case.

ester.

We use router A, Band Cin pairs and get the | CVWP packet
The conparison of the packet

|l oss rate

of 1CMP and test traffic shows diverse behaviors of ping process on
routers. The follow ng tables show the test results
o mm e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e memea— o +
[ Pkt | oss rate of | 1CWP pkt loss rate | ICWP pkt loss rate |
| test traffic | (echo req drct: A->B)|(echo req drct: B->A)|
R e R T EETPREEE |- |- |
[ A->B B->A | TCL TC2 TC3 T4 TC5 | TClL TC2 TC3 TC4 TC5 |
|- R Rty
| 48.60% 48.60% | 54% 56% 80% 76% 73% | 54% 54% 58% 58% 77% |
[ 28% 28% | 27% 30% 61% 58% 47% | 32% 32% 27% 21% 53% |
| 7.60% 7.60% | 9% 12% 15% 18% 21% | 13% 15% 11% 11% 21% |
| 48.60% No traffic | 54% 56% 57% 54% 54% | 62% 56% 54% 48% 56% |
[ 28% No traffic | 31% 33% 32% 33% 33% | 36% 34% 34% 35% 35% |
[ 7.60% No traffic | 14% 13% 12% 9% 14% | 14% 13% 11% 12% 14% |
[No traffic 48.60% | 1% 0%54%50%47%| 1% 1% 0% 1% 50% |
[No traffic 28% | 0% 0% 26% 31%28%| 0% 0% 0% 0% 28% |
[No traffic 7.60% | 0% 0%10% 9% 9%| 0% 0% 0% 0% 8% |
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee—o oo +
Table 1: Test result when interconnecting router A and router B
o s m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mem oo oo +
| Pkt loss rate of | ICWP pkt loss rate | ICMP pkt loss rate |
| test traffic | (echo req drct: A->B)|(echo req drct: G >A)|
R e L PREEE Rl
[ A->C C >A | TCL TC2 TC3 T4 TC5 | TCL TC2 TC3 TC4 TC5 |
| R
| 48.70% 44.70% | 58% 54% 57% 58% 53% | 57% 55% 48% 57% 56% |
| 28% 22.40% | 38% 31% 37% 33% 35% | 30% 33% 33% 37% 35% |
[ 7.70% 7.30% | 14% 13% 13% 13% 12% | 16% 13% 15% 16% 14% |
| 48.80% No traffic | 50% 54% 51% 53% 55% | 54% 56% 55% 59% 57% |
[ 28% No traffic | 27% 29% 32% 32% 33% | 35% 30% 35% 33% 33% |
[ 7.60% No traffic | 11% 10% 15% 15% 13% | 11% 11% 15% 15% 13% |
[No traffic 44.50% | 0% 0% 0% 0% 0%| 0% 0% 0% 0% 0% |
[No traffic 22.60% | 0% 0% 0% 0% 0%| 0% 0% 0% 0% 0% |
[No traffic 7.74% | 0% 0% 0% 0% 0%| 0% 0% 0% 0% 0% |
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me—— oo +
Table 2: Test result when interconnecting router A and router C
o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeeooo o +
| Pkt loss rate of | ICWP pkt loss rate | ICMP pkt loss rate |
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[ test traffic | (echo req drct: C>B)|(echo req drct: B->Q

e e |
[ C->B B->C | TC1 TC2 TC5 | TCl TC2 TCS |
R B R |- |
| 48.76% 44.69% | 1% 0% 54%| 0% 1% 50%
| 28.04% 22.29% | 0% 0% 40%| 0% 1% 29%
[ 7.62% 7.62% | 0% 0% 11%| 0% 0% 8%
| 48.69% No traffic | 0% 0% 0%]| 0% 0% 0%
| 28.03% No traffic | 0% 0% 0%| 0% 0% 0%
| 7.62% No traffic | 0% 0% 0%| 0% 0% 0%
[No traffic 44.50% | 1% 0% 51%| 0% 1% 51%
[No traffic 22.29% | 0% 0% 29% | 0% 0% 29%
[No traffic 7.74% | 0% 0% 9% | 0% 0% 10%
s +

Tabl e 3: Test result when interconnecting router C and router B

The behaviors of the three vendors’ routers are sunmari zed here, and
we | eave the discussion on reasons for the behaviors to the next
secti on.

Router A: Ping by router Awith SNMP, CLI and by the probe behind
router Alead to simlar usable results. However, all the nethods
encounter larger errors when the test traffic is | ess congested.

Router B: Ping by router Bwith SNMP and CLI will not report
correctly the packet loss rate of test traffic. Ping by the probe
behi nd router B gives usable result of packet |loss rate, but also
with certain errors.

Router C. Ping by router Cwith SNMP, CLI and by the probe behind
router Cwill not report correctly the packet |loss rate of test
traffic.

We can further highlight the outcones when testing the packet |oss
rate on the interconnection |ink between each pair of routers.

Router A - router B: |If one wants to get relatively accurate val ue
of packet loss rate in all congestion scenarios, he is advised to
use pi ng between probes (test case 5), or have A generate ping to
t he probe behi nd B.

Router A - router C. Al the test methods will only reflect the
out bound packet |oss rate of A

Router B - router C. Packet loss rate is difficult to neasure with

this conbination- only using ping between probes (test case 5) can
reflect the outbound packet |oss rate of B.
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3.4. Statistics Report of Routers

We al so checked the interface statistics reports given with CLI on
the 3 routers, and we confirned that the outbound packet |oss rate of
an interface obtained fromthe statistics report was in accordance
with the actual packet loss rate of test traffic. The follow ng
tabl e shows the test result.

o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e e aao o +
| Router | CQutbound pkt loss rate of | Qutbound pkt loss rate [
| | test traffic | shown on statistics report

[EERREEEE R ERREEECEEEEEE R PR RREREEEEEEEEEE |
[ A [ 48. 52% [ 48. 52% [
| B | 48.52% | 48.52% |
| C | 44. 60% | 44. 60% |
o m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e eo— oo oo +

Table 4: Test result when referring to the statistics report on
routers

4, Measur enent | ssues

This section describes issues encountered when neasuring the packet
loss rate of a link using different testing nethods.

4.1. lssues with Ping

Routers from every vendor have their unique processing procedure when
sendi ng and receiving | CVP packets, thus resulting in diverse ping
packet | oss rates, as described in the section above. Errors exist
usi ng the ping nethod, and in some cases ping no |longer reflects the
actual packet loss rate correctly. Relevant issues that have to be
taken into account incl ude:

Forwardi ng class: Wen sendi ng ping packets locally, routers are
likely to put the packets into a certain QS queue/class although
the DSCP field of | CMP packets is kept zero. QS queue of ping
may be different than that of the traffic to be neasured, and even
pi ng packets sent by CLI commands and SNWP are in different queues
by default. Usually forwarding class can be adjusted by CLI or
SNVP conmmands

Inner priority: For sone routers, although ping traffic and service
traffic will not be treated differently by QS, packets sent out
by the router itself, for exanple ping packets, are put into an
inner high priority while other forwarding service traffic into
low priority. These kinds of inner priority are valid within the
interior of routers and do not rewite the packets. One of the
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purposes of using the priorities is to get the protocol packets
(ping included) processed in prior. These priorities are set by
vendor and may not be able to adjust, so in this case ping wll
not give the correct packet loss rate as ping packets are not
processed and discarded together with service traffic.

Ingress line card: |If the ping testing is conducted on a probe which
is connected or I P reachable to the router, then the ping packets
will be treated by the router as forwarding traffic, elimnating
the queue and priority issues. However, the location of
interfaces through which ingress traffic is received matters when
using sone types of routers. |In this case, the router enploys a
pol I'i ng schedul e which allows traffic fromdifferent |line cards or
nmodul es to get forwardi ng chance. For a card with small vol une of
traffic, the chance will be little but not none. So if ping
packets cone through a card different fromthe hi gh-volunme service
traffic, the packets woul d probably get enough forwarding
resources as ping traffic itself requires little bandwidth. As a
result, ping will suffer little from congestion and shows
di saccord in packet loss rate.

Internal rate limtation: Routers normally have rate limtation
towards CPU, which is considered a kind of protection to the
control plane of routers. So if a packet is sent to CPU for
processing rather than line card ASIC (e.g. in nany routers, an
| CMP echo reply packet received in response to an earlier echo
request packet sent by the router will be sent to the CPU), it
m ght be influenced by the rate limter. Typical rate limtation
of | CVMP packets would be 1000 pps, though the value is highly
dependent on vendor inplenentation and can be configured. In
practical deploynment, if there is a | arge nunber of |CWMP packets
sending to a router, the ping test packets nmay be dropped, causing
test errors. This problemdid not arise in our test in section 3
as the 1CW traffic is rather small

4.2. |Issues with OMMP and TWAMP

OMMP and TWAMP fall into the category of active neasurenent, so the
general issues of active neasurenent apply to them \When using the
two met hods, one is advised to make sure that the neasurenent traffic
wi Il have the sane drop probability as non-neasurenent traffic
However, it is usually difficult to guarantee this, as too many
factors effect the behavior of traffic.

4.3. lssues with Proprietary Tools

Since the proprietary tools are inplenented by vendors independently,
interoperability is one of the nmajor issues when using the tools,
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especially for one-way measurenent. Besides, these tools also share
the conmon issues of active nmeasurenent. The accuracy of results
depends on the rate, numbers and interval of the injected packets.

It also needs to guarantee that the injected packets follows the sane
path as the tested packets, otherwi se the results cannot reflect the
real perfornmance.

Al t hough these tools provide automatic testing nethod, the basic
principle is still to ping fromthe router itself. So it is believed
tool set nethod will experience the sane issues about class and
priority as local ping fromrouter does. However, we did not test

di agnosi s tool sets, and the discussion is left to be further
cont i nued.

4.4. lIssues with Interface Statistics Report

Interface statistic is the nost direct and accurate way to get
performance of an interface. Packet loss rate calculated from
traffic statistics is in accordance with the expected value. By
referring to statistics collected fromthe endpoint routers,

bi directional packet |oss rate can easily be obtained.

However, this approach requires access to routers, while in sone
scenarios it is difficult to do that. For exanple, if we would |like
to know the i nbound packet loss rate of the interconnection link to
anot her service operator, we may have to rely on statistics provided
by the peering router. Normally, this information is not easily
shared by interworking operators.

4.5. lssues with Coloring Based Perfornmance Measurenent

The chal |l enge for col oring based performance neasurenent is that
there are not so many bits in the I P header that can be used for IP
packet coloring. Operators have to carefully think of the color bits
sel ection to nake sure that the setting and changi ng of the col or
bits will not affect the nornal packet forwarding and process.

5. Considerations and Recomnmendati ons

We sumari ze the above anal ysis here and cone to the foll ow ng
consi derati ons:

a. The ping nmethod to nmeasure packet loss rate is easy to be
i nfluenced by the diverse processing nmechani sm of | CVMP packet
within routers. |If this method is to be used on a router, one is
advi sed to nmake sure that the | CMP packets experience the sane
forwardi ng and di scardi ng courses as the service traffic (of
whi ch the packet loss rate is to be nmeasured) does, otherw se the
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measurenent will not nmake sense. \Wen neasuring with ping, the
followi ng points are al so worth rem ndi ng:

* Packet |loss rate given by neasurenent with ping is a val ue
related to a certain forwarding class in which the | CW
packets are forwarded. So it is not a scientific way to say
what the packet loss rate is on alink if traffic is
transmitted in nore than one class on the link

*  Measurenment with ping is enough if one only wants to get a
general, qualitative picture of packet loss. But if oneis to
measure precisely and quantitatively, possible errors
(sonetines very large errors) should be taken into account.

* |f configured in the right way on router, ping with CLI and
SNWP | ead to similar results.

b. It is nore likely to get good results if a probe is used to
perform pi ng nmeasurenent (though not 100% guar ant eed), but
followi ng issues al so need to be consi dered.

* |f the probe is directly connected to a router, then a router
port is occupied. This will be a problemfor routers with
limted or expensive port resources, as the probing traffic is
usual ly extrenely snmall

* |f the probe is nore than one hop away froma router, |oad of
the path to the router is supposed to be under the congestion
| evel

c. Interface statistics report gives us the nost accurate val ue of
pack |l oss rate, and the value is irrelevant to router platforns.
Fromthe report we can find nunbers of packets being received,
transmtted, and discarded in different classes within a period
of time, thus we get packet loss rate. Actually this is indeed
how packet loss rate is defined.

* Referring to report requires access to routers, which may be
easier if routers are within a single adm nistrative area
However it gets annoying if nore routers are evolved, for
i nstance neasurenent on a long path with a nunber of routers.

* Router interface report only gives the outbound packet |oss
rate. If we want to see if traffic in the other direction is
congested, we’'ll have to check the upstreamrouters in that
direction. This will be difficult on certain |inks, say,

i nterconnection link to another provider
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6. Security Considerations
TBD.
7. | ANA Consi derations
This meno includes no request to | ANA
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