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Abstract

This docunent identifies the architectural conponents, data fl ows,
and t he supporting standards needed to define an interoperable
automation infrastructure required to support tinely, accurate and
actionabl e situational awareness over an organization’s |IT systens.
This architecture is based on previous use case and requirenments
anal ysis. Automation tools inplenenting the continuous nonitoring
approach described in this docunment will utilize this infrastructure
together with existing and energi ng event, incident and network
managenent standards to provide visibility into the state of assets,
user activities and network behavior. Stakeholders will be able to
use these tools to aggregate and anal yze rel evant security and
operational data to understand the organi zati ons security posture,
quantify business risk, and nmake inforned decisions that support
organi zati onal objectives while protecting critical information.
Organi zations will be able to use these tools to augnent and automnate
i nformati on sharing activities to collaborate with partners to
identify and mtigate threats. Qher automation tools will be able
to integrate with these capabilities to enforce policies based on
human deci sions to harden systens, prevent msuse and reduce the
overal | attack surface

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 15, 2013.
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1. Introduction

Thi s docunment provides an architectural approach for addressing the
orchestration, collection and anal ysis of endpoint posture. This
architecture addresses the SACM Architecture mil estone defined in the
draft SACM charter. The focus of this architecture is to being to
define an interoperable, automation infrastructure required to
support timely, accurate and actionabl e situational awareness over an
organi zation’'s I T systenms. This docunment enunerates conponents, data
flows and the supporting standards needed to achieve this vision

1.1. Overview

The architecture identified in this docunent provides a foundation
for creating interoperable automation tools and continuous nonitoring
solutions that provide visibility into the state of assets, user
activities, and network behavior. Stakeholders will be able to use
tool s based on this architecture to aggregate and anal yze rel evant
security and operational data pertaining to endpoints to understand
the organi zations security posture and make informed decisions that
support organi zati onal objectives while protecting critica
information. Organizations will be able to use tools supporting this
architecture to augnent and automate information sharing activities
to collaborate with partners to identify and nmtigate threats. O her
automation tools will be able to integrate with these capabilities to
enforce policies based on human deci sions to harden systens, prevent
m suse and reduce the overall attack surface

The architecture diagramin Figure 1 illustrates the overal
architecture approach. It identifies the conponents that participate
in the architecture and the data flows (DF) that enable information
to be exchanged between them

Waltermre Expi res August 15, 2013 [ Page 3]



Internet-Draft SACM Architecture February 2013

Fom e mmme o oo o + e e e e oo oo +
I I I I
| Evaluator |<---DFl--->| Content | <---DF1--------- +
[ [ | Repository | [
AR + I I I
A A R + |
I I A I
I I I I
| | DF1 |
I I I I
| | \Y/ \Y/
| | R + Fomm e +
I I I I I I
| Fo----- - DF2---> Controller |<---DF2---> Sensor
| | | | |
| B + o m e oo - +
I I I
I I I
I DF3 I
I I I
| \Y |
| B + |
I I I I
R DF4---->| Data | <----- DF3-alt----- +
| Storage |
I
Fom e e e e - - +
Figure 1

1.2. Termnol ogy
Add in glossary itens fromuse cases?
1.3. Requirenments

Ref erence the SACM use cases docunent.
2. Functional Conponents

This section describes the functional conponents included in this
architecture
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2.1. Controller

The Control |l er component is responsible for directing collection
activities based on organi zational security policy and avail abl e

rel evant netadata. It nanages data collection tasks it receives,
orchestrating sensors as needed to fulfill the tasks. The nature of
the tasks received by the Controller may vary. They nay be one-tine
tasks focused on collecting a single data set, reoccurring tasks that
occur an a predefined interval, or real-time tasks that continue to
collect information based on events

2.1.1. Functions
The controller provides the follow ng functions:
Task Managenent

* The Controller processes incoming data collection task

requests. |t deconposes each task request into one or nore
data collection sub-tasks required to be performed by each
Sensor.

* |t creates sub-tasks for any schedul ed tasking it is managi ng
at the appropriate intervals.

* It tracks all sub-tasks currently being executed by sensors.
Sensor Managenent
* |t dispatches any sub-tasks to the appropriate sensors.

* Collected data provided by the sensor is marshalled to the
appropriate data store.

2.1.2. Interactions

The Controller interacts with other components in this architecture
in the foll ow ng ways:

0 The Controller receives data collection tasks fromthe Eval uator
describing a new data collection task that needs to be perforned.

o0 The Controller retrieves content fromthe Content Repository that
i s needed to understand what specific data collections are
required to be performed by each Sensor under its managenent to
satisfy a data collection task.
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o0 The Controller interacts with each Sensor under its managenent
that is needed to ensure that the appropriate data collection
activities on the sensor are perforned to address a data
collection task. As data is collected and once data collection is
conplete the Controller receives data collection results fromthe
sensor.

2.2. Content Repository

A repository of security nmetadata that can be used to drive security-
oriented processes (e.g. vulnerability, configuration, asset data,
assessnent/col | ection nethods). This is long-lived, infrequently
changing information that is provided froma variety of externa

i nformati on sources.

The nmet hods used to naintain information in a content repository is
currently out of scope.

2.3. Eval uator

An upstream conponent that queries collected state information to
perform anal ysis generating neasurenents and conpli ances results.

2. 4. Sensor

Responsi bl e for collecting actual systemstate information (e.qg.
configurations, software inventory, patch) based on data collection
sub-tasks provided by the Controller. It uses data collection

i nstructions provided by the content repository (e.g. SCAP-style
assessnent content). This could be an agent on an endpoint or a
renote collection systemwi th or without privileged access to the
endpoi nt .

2.5. Data Storage
An upstream conponent that receives collected state information.
This could be a data repository, an information processor that acts
on the provided information or a process that routes information to
other sources. This component supports SACM use cases UC2 and UC3

3. Data Fl ows

The following data flows, also called interfaces, describe the nature
of specific inter-conponent conmunicati ons.
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3.1. DF1l: Content Retrieva

This data flow is used to provide any digital content and supporting
nmet adata that is needed to drive data collection and anal ysis
processes.

The following interactions are supported by this data fl ow

o0 The Controller uses this data flowto acquire the information it
needs to determ ne what actions to instruct the sensors to
perform The Controller may al so store policy decisions for
future use in the content repository for future use.

0 The sensor uses this data flowto retrieve any data/content that
is needed to performcollection activities.

0 The Evaluator uses this data flowto retrieve any content that
descri bes the expected state and anal ysis rul es needed to nake
nmeasur enents and determine conpliance with organi zati onal policy.

3.2. DF2: Collection Tasking

This is a control channel that is used to enabl e dynam ¢ nmanagenent
of the information collected by the Sensor. Data collection tasks
containing instruction of what to collect, and potentially how to
collect, are exchanged using this data flow These instructions may
point to assessnent content stored in the Content Repository.

3.3. DF3: Collected Data Publication

Used to nake collected information avail able to other "upstreant
components that archive the information for future use or perform
addi ti onal anal ysi s/ processing.

3.4. DF4: Collected Data Query

Used by the Evaluator and ot her external conmponents to query
previously coll ected data.

4., Data Exchange Mddel s and Communi cations Protocol s

Docurent where existing work exists, what is currently defined by
SDCs, and any gaps that should be addressed. Point to existing
standards when avail able. Describe enmerging efforts that may be used
for the creation of new standards. For gaps provide insight into
what woul d be a good fit for SACM or anot her | ETF working groups
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This will help us to identify what is needed for SACMto work on
This section will help determ ne which of the specifications can be
normatively referenced and what needs to be addressed in the | ETF.
This should hel p us determ ne any protocol or guidance docunentation
we will need to generate.

Thi ngs to address:

For 1 ETF related efforts, discuss work in NEA and M LE worki ng
groups. Address SNWP, Net Conf and other efforts as needed.

Ref erence any Security Automation work that is applicable.

4. 1. Dat a Formats

The functional capabilities described in the SACM Use Cases docunent
require a significant nunber of nodels to be selected or defined. A
"model " in this sense is a |logical arrangenent of information that
may have nore than one syntactic binding. For the purpose of this
docunent, only the |ogical data nodel is considered. However, where
appropriate, exanple data nodels that may have wel |l -defined syntactic
expressi ons nmay be referenced.

4.2. Conmmuni cation Protocols

Docunment these.

5. | ANA Consi derati ons
This meno includes no request to | ANA

Al'l drafts are required to have an | ANA considerations section (see
RFC 5226 [RFC5226] for a guide). |If the draft does not require | ANA
to do anything, the section contains an explicit statenent that this
is the case (as above). |If there are no requirenents for | ANA the
section will be renoved during conversion into an RFC by the RFC
Edi t or.

6. Security Considerations

Al'l drafts are required to have a security considerations section.
See RFC 3552 [RFC3552] for a guide.
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