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Abstract

This meno docunents a sanpling of use cases for securely aggregating
configuration and operational data and assessing that data to
determnmine an organi zation's security posture. Fromthese operationa
use cases, we can derive conmon functional capabilities and

requirenents to guide devel opment of vendor-neutral, interoperable
standards for aggregati ng and assessing data relevant to security
posture.
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publication of this docunent. Please review these docunents

careful ly,

as they describe your rights and restrictions with respect

to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Qur goal with this docunment is to inprove our agreenent on which
problenms we're trying to solve. W need to start with short, sinple
probl em statements and di scuss those by email and in person. Once we
agree on which problens we're trying to solve, we can nove on to
propose various solutions and deci de which ones to use.

Thi s docunment describes exanpl e use cases for endpoint posture
assessnent for enterprises. It provides a sanpling of use cases for
securely aggregating configuration and operational data and assessing
that data to determne the security posture of individual endpoints,
and, in the aggregate, the security posture of an enterprise.

These use cases cross many | T security information domains. From
these operational use cases, we can derive conmpbn concepts, comon

i nformati on expressions, functional capabilities and requirements to
gui de devel opnent of vendor-neutral, interoperable standards for
aggregating and assessing data relevant to security posture.

Using this standard data, tools can anal yse the state of endpoints,
user activities and behavi our, and assess the security posture of an
organi zati on. Conmon expression of information should enable
interoperability between tools (whether custonized, comercial, or
freely available), and the ability to automate portions of security
processes to gain efficiency, react to newthreats in a tinely
manner, and free up security personnel to work on nore advanced
probl ens.
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The goal is to enable organizations to nake inforned decisions that
support organi zational objectives, to enforce policies for hardening
systens, to prevent network msuse, to quantify business risk, and to
collaborate with partners to identify and nmitigate threats.

It is expected that use cases for enterprises and for service
providers will largely overlap, but there are additiona
complications for service providers, especially in handling
information that crosses adm nistrative domains.

The out put of endpoint posture assessnent is expected to feed into
addi ti onal processes, such as policy-based enforcenent of acceptable
state, verification and nonitoring of security controls, and
compliance to regul atory requirenments

2. Terns and Definitions
assessnent

Defined in [ RFC5209] as "the process of collecting posture for a
set of capabilities on the endpoint (e.g., host-based firewall)
such that the appropriate validators may eval uate the posture
agai nst conpliance policy."

Wthin this docunent the use of the termis expanded to support
other uses of collected posture (e.g. reporting, network
enforcement, vulnerability detection, |icense managenent). The
phrase "set of capabilities on the endpoint” includes: hardware
and software installed on the endpoint."

asset
Defined in [ RFC4949] as "a systemresource that is (a) required to
be protected by an infornmation systenis security policy, (b)
i ntended to be protect by a counterneasure, or (c) required for a
systeni s m ssion

attribute
Defined in [ RFC5209] as "data el ement including any requisite
met a- dat a descri bing an observed, expected, or the operationa
status of an endpoint feature (e.g., anti-virus software is
currently in use)."

endpoi nt

Defined in [ RFC5209] as "any conputing device that can be
connected to a network. Such devices normally are associated with
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a particular link |ayer address before joining the network and
potentially an |I P address once on the network. This includes:

| apt ops, desktops, servers, cell phones, or any device that may
have an | P address."

Net work infrastructure devices (e.g. switches, routers,
firewalls), which fit the definition, are also considered to be
endpoints within this docunent.

Based on the previous definition of an asset, an endpoint is a
type of asset.

posture

Defined in [ RFC5209] as "configuration and/or status of hardware
or software on an endpoint as it pertains to an organi zation's
security policy."

This termis used within the scope of this docunent to represent
the state information that is collected froman endpoint (e.qg.
sof t war e/ hardwar e i nventory, configuration settings).

posture attributes

1.

Defined in [ RFC5209] as "attributes describing the configuration
or status (posture) of a feature of the endpoint. For exanple, a
Posture Attribute m ght describe the version of the operating
systeminstalled on the system"”

Wthin this document this termrepresents a specific assertion
about endpoint state (e.g. configuration setting, installed
software, hardware). The phrase "features of the endpoint" refers
to installed software or software conponents.

system resource

Defined in [ RFC4949] as "data contained in an information system

or a service provided by a system or a systemcapacity, such as

processi ng power or communi cation bandwi dth; or an item of system
equi pnent (i.e., hardware, firmwvare, software, or docunentation);
or a facility that houses system operations and equi pnent.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3.

3.

.1

2

Endpoi nt Posture Assessnent

Endpoi nt posture assessnent involves collecting information about the
posture of a given endpoint. This posture information is gathered
and t hen published to appropriate data repositories to make coll ected
i nformati on available for further analysis supporting organizationa
security processes.

Endpoi nt posture assessnent typically includes:
0 Collecting the posture of a given endpoint;

o Making that posture available to the enterprise for further
anal ysis and action; and

0 Assessing that the endpoint’s posture is in conpliance with
enterprise standards and policy.

Exanpl e - Departnental Software Policy Conpliance

In order to nmeet conpliance requirenments and ensure that corporate
finance information is not reveal ed inproperly, all conputers in the
finance departnent of Exanple Corporation are required to run only
software contained on an approved list and to be configured to

downl oad and install software patches every night. Each conputer is
checked to make sure it conplies with this policy whenever it
connects to the network and at | east once a day thereafter. These
dai ly conpliance checks assess the posture of each conputer and
report on its conpliance with policy.

Mai n Success Scenari o

1. Define a target endpoint to be assessed

2. Select acceptable state policies to apply to the defined target
3. ldentify the endpoint being assessed

4. Collect posture attributes fromthe target

5. Communi cate target identity and coll ected posture to externa
system for eval uation

6. Conpare collected posture attributes fromthe target endpoint
with expected state val ues as expressed in acceptable state
policies
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4. Functional Capabilities and Requirenents

The capabilities in this section support assessing endpoi nt posture
in an automated manner as described in Section Section 3.

4.1. Asset Munagenent

Organi zati ons nanage a variety of assets within their enterprise
i ncludi ng: endpoints, the hardware they are conposed of, installed
software, hardware/software |icenses used, and configurations.

Managi ng endpoints and the different types of assets that conpose
theminvolves initially discovering and characterizing each asset
instance, and then identify themin a common way. Characterization
may take the form of |ogical characterization or security
characterization, where |ogical characterization may include business
context not otherwise related to security, but which nmay be used as
information in support of decision nmaking later in risk nanagenent.

4.1.1. Exanple - Asset Discovery within a subnet

Many networ k nanagenent systens detect the presence of assets in a
subnet, such as an Ethernet subnet, by nonitoring the MAC addresses
bradcast within the subnet to determ ne who responds to broadcasts,
and determing the location of the endpoint relative to a bridge.
This information is useful for initally discovering and
characterizing endpoints belonging to a particular type of network
(e.g. Ethernet), and for detecting new nodes in the subnet. This
type of information nmay be accessible by accessing ARP tables

[ RFC0826], Etherlike-MB [RFC3535], the Link Layer Discovery Protoco
M B [ RFC2922], the Interfaces MB (IF-MB) [RFC2863], the YANG nodul e
ietf-interfaces , and others.

4.1.2. Exanple - Asset Discovery by |IP Address

Many networ k nmanagenent systens periodically test for the presence of
endpoints or interfaces in a network by broadcasting | CMP echo
commands (pings) to a range of | P addresses and recording the
addresses of nodes that respond. This hel ps discover the endpoints
in the network, including endpoints that have suddenly appeared in a
network tha are not authorized to be part of the network.

4.1.3. Exanple - Asset Characterization using systeminformation
The SYSTEM M B [ RFC1213] contains information to help characterize an
endpoi nt, including a description of the endpoint, an authoritative

identifier of the type of endpoint assigned by the vendor of the
endpoint, an adm nistrative nane for the endpoint, plus the
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endpoi nt’ s contact person, the location of the endpoint, systemtine,
and an enunerator that identifies the Iayer of services provided by
the endpoint. The system decription includes the vendor, product
type, nodel nunber, OS version, and networking software version

This is a key M B nodul e mandated for all SNWP-nanaged endpoi nts.

Similar information is available via the YANG nodule ietf-system.
Thi s nmodul e i ncludes data node definitions for systemidentification
ti me- of -day managenent, user nmanagenent, DNS resol ver configuration
and sone protocol operations for system nmanagenent.

4.1.4. Exanple - Asset Characterization using the ENTITY-MB

The ENTITY-M B [ RFC6933] contains information to describe the
components of an endpoint, including physical and | ogical conponents,
and the rel ationshi ps between the conponents. The infornmation about
the physical entities includes manufacturer-assigned serial nunber,
manuf acture date, adm nistratively-assigned Assetl D, and UU D.
Logical entities may be defined, and associated with the physica
entities using a mapping table.

4.1.5. Exanple - Asset Characterization using the HOST- RESOURCES- M B

The HOST- RESOURCES- M B [ RFC2790] contains information to describe the
resources of an endpoint, including storage, nmenory, installed
software, running software, software versions, processes, user
sessions, devices (processors, disks, printers, network interfaces,
etc.). This MB nodule also provides nonitoring of performance and
error states.

4.1.6. Concepts

Managi ng endpoints and the different types of assets that conpose
theminvolves initially discovering and characterizing each asset
instance, and then identify themin a commobn way. Characterization
may take the form of |ogical characterization or security
characterization, where |ogical characterization nmay include business
context not otherwise related to security, but which may be used as
information in support of decision making later in risk managenent.

Coverage invol ves understandi ng what and how nany assets are under
control. Assessing 80% of the enterprise assets is better than
assessing 50% of the enterprise assets.

Getting asset details can be conparatively subtle - if an enterprise
does not have a precise understanding of its assets, then al

acqui red data and consequent actions taken based on the data are
consi dered suspect.
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Assessi ng assets (managed and unnanaged) requires that we have
visibility into the posture of endpoints, the ability to understand
the conposition and rel ati onshi ps between different assets types, and
the ability to properly characterize themat the outset and over
time.

The following list details sone requisite Asset Managenent
capabilities:

o Discover assets in the enterprise

o For a given endpoint, understand the conposition and relationship
of its constituent assets

0 Characterize assets according to security and non-security asset
properties

o ldentify and describe assets using a common vocabul ary between
i mpl emrent ati ons

0 Reconcile asset representations originating fromdisparate tools
0 Manage asset information throughout the asset’s life cycle
7. Requirenents
A met hod MJST be provided for identifying an endpoint (asset
identification) as a unique entity within the its adnmnistrative

donai n.

The endpoint identifier SHOULD be able to be determined in an
aut omat ed manner.

The endpoint identifier, as communi cated between entities, SHOULD
be held to a nmininmal size.

A met hod MJST be provided for defining an endpoint (asset
classification) based on a set of organizationally rel evant
properties (e.g. organizational affiliation, criticality,
function).

Security Configuration Managenent
Organi zati ons nmanage a variety of configurations within their
enterprise including: endpoints, the hardware they are conposed of,

install ed software, hardware/software |icenses used, and
configurations.
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1. Exanple - ENTITY-MB

2. Exanpl e - HOST- RESOURCES- M B

3. Exanmple - YANG nodule ietf-interfaces

4. Concepts

Security configuration managenment (SCM deals with the configuration
of endpoints, including networking infrastructure devices and
conmputing hosts. Data will include installed hardware and software,

its configuration, and its use on the endpoint.

The following list details sone requisite Configuration Managenent
capabilities:

o0 [todo]
5. Requirements
[todo]
Security Change Managenent

Organi zati ons nmanage a variety of changes within their enterprise
i ncludi ng: [todo]

1. Exanple - DHCP addressing

2. Exanple - RAD US network access

3. Example NAT | oggi ng

4. Exanple - SYSLOG Aut hori zation nessages

SYSLOG [ RFC5424] includes facilities for security authorization
messages. These nessages can be used to alert an anal ysts that an
aut hori zation attenpt failed, and the anal yst night choose to foll ow
up and assess potential attacks on the rel evant endpoint.

.5.  Concepts

[todo]

The following list details sone requisite Change Managenent
capabilities:

o [todo]
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4.3.6. Requirenents
[todo]
4.4, Security Vulnerability Managenent

Vul nerabil ity managenent involves identifying the patch | evel of
software installed on the device and the identification of insecure
custom code (e.g. web vulnerabilities). Al vulnerabilities need to
be addressed as part of a conprehensive risk nanagenent program
which is a superset of software vulnerabilities. Thus, the
capability of assessing non-software vulnerabilities applicable to
the systemis required. Additionally, it nay be necessary to support
non-techni cal assessnent of data relating to assets such as aspects
related to operational and managenent controls.

policy attribute collection
4.4.1. Exanple - N DS response

1. An organization’s Network Intrusion Detection System detects a
suspect packet received by an endpoint and sends an alert to an

anal yst. The anal yst | ooks up the endpoint in the asset inventory
dat abase, | ooks up the configuration policy associtaed with that
endpoi nt, and initates an endpoi nt assessnent of installed software
and patches on the endpoint to determine if the endpoint is conpliant
with policy.

The anal yst reviews the results of the assessnent and takes action
according to organi zation policy and procedures.

4.4.2. Exanple - Historical vulnerability analysis

When a serious vulnerability or a zero-day attack is discovered, one
of the first priorities in any organi zation is to deternine which
endpoi nts may have been affected and assess those endpoints to try to
det ermi ne whet her they were conproni sed. Checking current endpoint
state is not sufficient because an endpoint may have been tenporarily
conmprom sed due to this vulnerability and then the infection may have

renoved itself. In fact, the vulnerable software may have been
renoved or upgraded since the conpronise took place. And if the
endpoint is still conpromised, the nalware on the endpoint nay cause
it tolie about its configuration. In this environnent, naintaining

hi storical information about endpoint configuration is essential

Such information can be used to find endpoints that had the

vul nerabl e software installed at sonme point in tinme. Those endpoints
can be checked for current or past indicators of conprom se such as
files or behavior linked to a known exploit for this vulnerability.
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Endpoi nts found to be vul nerable can be isolated to prevent infection
whil e renediation is done. Endpoints believed to be conprom sed can
be isolated for analysis and to limt the spread of infection

4.4.3. Source Address Validation
Sour ce Address Validation |Inmprovenent nethods were devel oped to
prevent nodes attached to the same IP link fromspoofing each other’s
| P addresses, so as to conplenent ingress filtering with finer-
grai ned, standardi zed | P source address validation. The franmework
docunent describes and notivates the design of the SAVI nethods.
Particul ar SAVI nethods are described in other docunents.

4.4.4. Concepts

The following list details sone requisite Vulnerability Managenent
capabilities:

0 Collect the state of non-technical controls comonly called
adm nistrative controls (i.e. policy, process, procedure)

0 Collect the state of technical controls including, but not
necessarily limted to:

* Software inventory (e.g. operating system applications,
pat ches)

* Configuration settings
4.4.5. Requirenents
[todo]
4.5. Data Collection
Central to any autonated assessnent solution is the ability to
collect data from or related to, an endpoint, such as the security
state of the endpoint and its constituent assets.
4.5.1. Concepts
The foll owi ng assessnent capabilities support SCM
0 [todo]

4.5.2. Requirenents
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One or nore data formats MJUST be identified to describe instructions,
data collection methods, to drive data collection (e.g. technical
i nterrogative).

One or nore data formats MUST be identified to instruct what posture
attributes need to be collected for a specific set of endpoints.

A met hod MJST be provided to include OPTIONAL instructions on
descri bi ng what content nmust be run on the endpoint.

A et hod MJST be provided to include OPTIONAL instructions that
determine how to collect data supporting any particular test for
t hat endpoi nt.

A met hod MJUST be provided for retrieving data collection instructions
froma renpte host (see Section Section 4.7).

One or nore data formats MJST be identified to capture the results of
data col l ection.

Thi s expressi on MIST be capabl e of supporting the characterization
of assets and any related configuration settings that together
conpose an endpoint.

A mechani sm MJUST be provided to identify the software and
har dwar e asset instances that conpose an endpoint.

An asset identifier SHOULD be able to be determ ned in an
aut omat ed nmanner

An asset identifier, as communi cated between entities,
SHOULD be held to a m nimal size.

An asset identifier SHOULD be able to represented in a

si mpl e unanbi guous manner, such as a reference, so that its
enbedded use in places like applicability clauses for

i ndi vi dual benchmark tests can be kept from making their
usage unw el dy.

A nmechani sm MJUST be provided to associate configuration
settings values to the installed software.

A mechani sm MUST be provided to identify additional collected
posture attribute/value pairs related to an endpoint.

A nmechani sm MJUST be provided to identify the endpoint the results
pertain to (see Section Section 4.1
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A mechani sm MJUST be provided to associate the data coll ection
method with the coll ected val ue.

A nmechani sm MJUST be provided to include provenance information
descri bi ng what sensor of software collected the data.

A mechani sm MJUST be provided to include entail ment information,
per haps by reference, describing the methodol ogy used to coll ect
t he dat a.

A nmethod of conmunicating data collection results to another system
for further analysis MJST be identified.

TODG  Conmuni cat e, unanbi guously and to the necessary |evel of
detail**, the asset details between software conponents

4.6. Assessnent Result Analysis
The data coll ected needs to be anal yzed for conmpliance to a standard
stipulated by the enterprise. Analysis nethods may vary between
enterprises, but comonly take a simlar form

4.6.1. Concepts

The followi ng capabilities support the anal ysis of assessnent
results:

0 Conparing actual state to expected state
0 Scoring/weighting individual conparison results
0 Relating specific comparisons to benchmark-Ievel requirenents

0 Relating benchmark-I|evel requirenents to one or nore contro
f ramewor ks

4.6.2. Requirenents
A met hod MJST be provided for selecting acceptable state policy,
describing how to evaluate collected information, based on
characteristics of the endpoint and organi zati onal policy.

A met hod MJST be provided for conparing collected data to expected
state values (test evaluation).

Any results produced by anal ysis processes MJIST be capabl e of being
transformed into a human-readabl e format.
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4.

4.

5.

.7. Content Managenent

The capabilities required to support risk nanagenent state
measurenent will yield volunes of content. The efficacy of risk
managenent state neasurenent depends directly on the stability of the
driving content, and, subsequently, the ability to change content
according to enterprise needs.

7.1. Concepts

Capabi lities supporting Content Managenent should provide the ability
to create/define or nodify content, as well as store and retrieve
said content of at |east the follow ng types:

o Configuration checklists

0 Assessnent rules

o Data collection rules and net hods

0 Scoring nodels

0 WVulnerability infornmation

o Patch information

0 Asset characterization data and rul es

Note that the ability to nodify content is in direct support of
tailoring content for enterprise-specific needs.

7.2. Requirenments

A protocol MUST be identified for retrieving SACM content froma
content repository

A protocol MIST be identified for querying SACM content held in a
content repository. The protocol MJST support querying content by
applicability to asset characteristics.

TODG Determ ne what content can or nust be run on the endpoint
A protocol MJST be identified for curating SACM content in a content
repository. Note: This might be an area where we can limt the scope
of work relative to the initial SACM charter

| ANA Consi der ati ons
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This meno includes no request to | ANA
6. Security Considerations

This meno docunents, for Informational purposes, use cases for
security automation. Wiile it is about security, it does not affect
security.

7. Acknow edgenent s

The National Institute of Standards and Technol ogy (N ST) and/or the
M TRE Cor por ati on have devel oped specifications under the genera
term"Security Automation" including |anguages, protocols,

enumner ations, and metrics.

The authors would like to thank Kathleen Mriarty and Stephen Hanna
for contributing text to this docunent. The author would also |ike
to acknow edge the nmenbers of the SACM nmailing list for their keen
and insightful feedback on the concepts and text within this
docunent .

8. Change Log
8.1. -04- to -05-
0 Are we including user activities and behavior in the scope of this

wor k? That seens to be layer 8 stuff, appropriate to an IDS/IPS
application, not Internet stuff.

o | renoved the references to what the We will do because this
bel ongs in the charter, not the (potentially long-lived) use cases
docunent. | rempoved nmention of charter objectives because the

charter may go through multiple iterations over tinme; there is a
website for hosting the charter; this docunent is not the correct
pl ace for that discussion

o | noved the discussion of N ST specifications to the
acknow edgenents section.

0 Renoved the portion of the introduction that describes the
chapters; we have a table of concepts, and the existing text
seened redundant.

0 Renoved marketing clains, to focus on technical concepts and

techni cal anal ysis, that woul d enabl e subsequent engi neering
effort.
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0 Renoved (conmented out in XM.) UC2 and UC3, and elim nated sone
text that referred to these use cases.

o0 Mdified | ANA and Security Consideration sections.

o Mved Terns to the front, so we can use themin the subsequent
text.

0 Renoved the "Key Concepts" section, since the concepts of ORM and
| RM were not otherw se nmentioned in the docunent. This would seem
nore appropriate to the arch doc rather than use cases.

0 Renoved role=editor fromDavid Waltnmire's info, since there are
three editors on the docunment. The editor is nost inportant when
one person wites the docunent that represents the work of
mul tiple people. Wen there are three editors, this role marking
isn't necessary.

o Mdified text to describe that this was specific to enterprises,
and that it was expected to overlap with service provider use
cases, and described the context of this scoped work within a
| arger context of policy enforcenent, and verification

0 The docunent had asset managenent, but the charter nentioned
asset, change, configuration, and vul nerability nmanagenent, so
added sections for each of those categories.

0 Added text to Introduction explaining goal of the docunent.

0 Added sections on various exanple use cases for asset nmanagenent,
config managenent, change managenent, and vul nerability
managemnent .
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