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Abstract

Segnent Routing (SR) | everages the source routing and tunneling
paradi gns. A node steers a packet through a controlled set of
instructions, called segnents, by prepending the packet with an SR
header. A segnment can represent any instruction, topological or
servi ce-based. A segnent can have a local semantic to an SR node or
global within an SR donmain. SR allows to enforce a flow through any
topol ogi cal path and service chain while naintaining per-flow state
only at the ingress node to the SR donain.

The Segnment Routing architecture can be directly applied to the MPLS
dat apl ane with no change on the forwarding plane. It requires mnor
extension to the existing link-state routing protocols. Segnent
Routing can also be applied to IPv6 with a new type of routing

ext ensi on header.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
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docunment are to be interpreted as described in RFC 2119 [ RFC2119].
Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenber 30, 2013
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.

I ntroduction

In this section, we illustrate the key properties of the SR
architecture, introduce the conpani on docunents to this note and
relate SRto the MPLS and | Pv6 architectures.
Section 2 defines the SR abstract routing nodel. Section 3 defines
the 1 GP-based segments. Section 4 defines the Service Segnents.
Section 5 and Section 6 define the instantiations of SRin MPLS and
| Pv6.

1. Illustration

In the context of Figure 1 where all the links have the sane | GP
cost, let us assune that a packet P enters the SR domain at an

i ngress edge router | and that the operator requests the foll ow ng
requi renents for packet P

The | ocal service S offered by node B nust be applied to packet P
The Iinks AB and CE cannot be used to transport the packet P

Any node N al ong the journey of the packet should be able to
determi ne where the packet P entered the SR domain and where it
will exit. The internediate node should be able to determine the
paths fromthe ingress edge router to itself, and fromitsef to
the egress edge router

Per-flow State for packet P should only be created at the ingress
edge router.

State for packet P can only be created at the ingress edge router.

The operator can forbid, for security reasons, anyone outside the
operator domain to exploit its intra-donmain SR capabilities

l---A--B---C--E
Vol N
\ |/ F
\|/
D

Figure 1: An illustration of SR properties

Al'l these properties may be realized by instructing the ingress SR
edge router | to push the follow ng SR header on the packet P
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o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ee e +
I I I
| SR Header | |
I I I
| {SD, SB, SS, SF, SE}, Ptr, SI, SE | Transport ed |
|~ | | Packet |
| I I P I
| + | |
| | |
o mm o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e eo oo +

Fi gure 2: Packet P at node

The SR header contains a source route encoded as a list of segments
{SD, SB, SS, SF, SE}, a pointer (Ptr) and the identification of the
i ngress and egress SR edge routers (segnents SI and SE)

A segnent is a 32-bit identification either for a topol ogica
instruction or a service instruction. A segnent can either be gl oba
or local. The instruction associated with a global segnent is
recogni zed and executed by any SR-capable node in the domain. The
instruction associated with a |ocal segnment is only supported by the
specific node that originates it.

Let us assunme sone | SIS/ OSPF extensions to define a "Node Segnent" as
a global instruction within the IGP domain to forward a packet al ong
the shortest path to the specified node. Let us further assume that
within the SR domain illustrated in Figure 1, segnents SI, SD, SB, SE
and SF respectively identify | GP node segnents to I, D, B, E and F.

Let us assune that node B identifies its local service Swith |oca
segment SS.

Wth all of this in mnd, let us describe the journey of the packet
P

The packet P reaches the ingress SR edge router. | pushes the SR
header illustrated in Figure 2 and sets the pointer to the first
segnment of the list (SD).

SD is an instruction recognized by all the nodes in the SR donain
whi ch causes the packet to be forwarded al ong the shortest path to D

Once at D, the pointer is incremented and the next segment is
execut ed (SB)

SB is an instruction recognized by all the nodes in the SR donain
whi ch causes the packet to be forwarded al ong the shortest path to B
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Once at B, the pointer is incremented and the next segnent is
executed (SS)

SS is an instruction only recogni zed by node B which causes the
packet to receive service S

Once the service applied, the next segnent is executed (SF) which
causes the packet to be forwarded al ong the shortest path to F.

Once at F, the pointer is increnented and the next segnment is
executed (SE).

SE is an instruction recognized by all the nodes in the SR domain
whi ch causes the packet to be forwarded al ong the shortest path to E

E then renoves the SR header and the packet continues its journey
out si de the SR donmmi n.

Al of the requirements are net.

First, the packet P has not used links AB and CE: the shortest-path
froml to Dis I-A-D, the shortest-path fromDto Bis DB, the
shortest-path fromB to Fis B-CF and the shortest-path fromF to E
is F-E, hence the packet path through the SR domain is |-A-D-B-CF-E
and the links AB and CE have been avoi ded.

Second, the service S supported by B has been applied on packet P

Third, any node al ong the packet path is able to identify the service
and topol ogi cal journey of the packet within the SR domain. For
exanpl e, node C receives the packet illustrated in Figure 3 and hence
is able to infer where the packet entered the SR domain (SlI), how it
got up to itself {SD, SB, SS, SE}, where it will exit the SR domain
(SE) and how it will do so {SF, SE}.

o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeee o +
I I I
| SR Header | |
I I I
| {SD, SB, SS, SF, SE}, Ptr, SI, SE | Transported |
[ n [ [ Packet [
I I I I P I
| oo + | |
I I I
o +

Fi gure 3: Packet P at node C

Fourth, only node | maintains per-flow state for packet P. The entire

Filsfils, et al. Expi res Decenber 30, 2013 [ Page 6]



Internet-Draft Segnent Routi ng June 2013

1.

2

program of topol ogi cal and service instructions to be executed by the
SR domai n on packet P is encoded by the ingress edge router | in the
SR header in the formof a list of segnents where each segnent
identifies a specific instruction. No further per-flow state is
required along the packet path. The per-flow state is in the SR
header and travels with the packet. |Internedi ate nodes only hold
states related to the | GP gl obal node segnents and the local |IGP

adj acency segnments. These segnents are not per-flow specific and
hence scale very well. Typically, an internedi ate node woul d

mai ntain in the order of 100°s to 1000’'s gl obal node segnents and in
the order of 10's to 100 of |ocal adjacency segnents. Typically the
SR IGP forwarding table is expected to be much | ess than 10000
entries.

Fifth, the SR header is inserted at the entrance to the domain and
renoved at the exit of the operator domain. For security reasons,

the operator can forbid anyone outside its donain to use its intra-
domain SR capability.

Ter m nol ogy

The followi ng term nology is defined:

o e oo o o m e e e e e e e e e e e e e e e e e e e e me e eaaa - +
[ Term | Definition |
B B +
| Segnent | A segnment that identifies an instruction |
S oot o o e e e e e e e e e e e e e e e e e oo o +
| SI D | A 32-bit identification for a segnent |
o e oo o o m e e e e e e e e e e e e e e e e e e e e me e eaaa - +

| Segment List | Ordered list of segnents encodi ng the topol ogical |
| and service source route of the packet

e e e o o mm e e e e e e e e e e e e e e e e e e e e e e e e e me e e +
[ Active | The segnment that MJST be used by the receiving [
| Segnent | router to process the packet. It is identified |
| by the pointer |
. NS +
| SR-Pointer or | In the SR header, it indicates the active segnent |
| poi nt er | in the segnment i st |
Fom e e e oo o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| d obal | The related instruction is supported by all the
| Segnent | SR-capable nodes in the |ocal donain |
. N NS +
| SRGB | SR d obal Block: the set of global segments in |
| | the I ocal SR domain |
Fom e e e oo o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +

| Local Segnment | The related instruction is supported only by the |
| node originating it
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| 1GP Segnent | The generic nanes for a segnment attached to a [
| or |G SID | piece of information advertised by a |link-state
| | 1GP, e.g. an IGP prefix or an | GP adj acency |
Fom e e e oo o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| IGP-Prefix | An IGP-Prefix Segnent is an | GP segnent attached |
[ Segnent or | to an IGP prefix. An IGP-Prefix Segnent is [
[ Prefix-SID | always global within the SR/I G donain and [
| | identifies the ECMP-aware shortest-path conputed |
| | by the 1GP to the related prefix. The Prefix-SID |
[ | is the SID of the | GP-Prefix Segnent [
o e oo o o m e e e e e e e e e e e e e e e e e e e e e e e me e eeao o +
| | GP- Node | An | GP-Node Segnent is a an | GP-Prefix Segnent |
[ Segnent or | which identifies a specific router (e.g. a [
| Node Segnment | |oopback). The terns "Node Segment" or Node-SID' |
| or Node-SID | are often used as an abbreviation |
Fom e e e oo o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| 1GP-Anycast | An | GP-Anycast Segnent is an | GP-prefix segnent |
| Segnment or | which does not identify a specific router, but a |
| Anycast | set of routers. The terns "Anycast Segnent" or |
| Segrment or | "Anycast-SID' are often used as an abbreviation |
| Anycast-SID | [
Fom e e e oo o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| I'GP-Adjacency | An | GP-Adjacency Segnent is an | GP segnent |
| Segnent or | attached to an unidirectional adjacency or a set |
[ Adj acency | of unidirectional adjacencies. An |GP-Adjacency |
| Segrment or | Segnent is local to the node which advertises it |
[ Adj -SID [ [
Fom e e e oo o s m m e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| SRDB | The SR Database. Each entry is indexed by a |
[ | segnent value. Each entry nust list the SR |
| | header operation to apply and the next-hop to |
| | forward the packet to |
e e e o o mm e e e e e e e e e e e e e e e e e e e e e e e e e me e e +
[ SR Header | Push, Continue and Next are operations applied on |
| Qperati on | the SR segnent i st |
o e oo o o m e e e e e e e e e e e e e e e e e e e e me e eaaa - +
Tabl e 1: Segment Routing Term nol ogy
Properties
Assumi ng a packet flow F entering an SR donain at ingress SR edge
router |, the properties offered by the SR architecture are:
Per-Flow state for F is only maintai ned by node |
Filsfils, et al. Expi res Decenber 30, 2013 [ Page 8]
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1.

Any topol ogi cal path through the SR domai n can be enforced.
Any chain of services through the SR domain can be enforced

Any m x of topological paths and chain of services can be
enf or ced.

Any node along the flow path can determ ne where flow entered the
SR domain, how it got up to that node, where it will exit the SR
domain and how it will get there.

4. Conpani on Documents

Thi s docunment defines the SR architecture, its routing nodel, the
| GP- based segnents and the service segnents.

Use cases are described in
[draft-filsfils-rtgwg-segnent-routing-use-cases-00].

I S-1S protocol extensions for Segment Routing are described in
[draft-previdi-isis-segnent-routing-extensions-00].

OSPF protocol extensions for Segnent Routing are defined in
[ draft - psenak- ospf-segnment - routi ng- ext ensi ons- 00] .

The PCEP protocol extensions for Segment Routing are defined in
[draft-nsi va-pce- pcep- segnent - routi ng- ext ensi ons-00] .

In the future, it is expected that Section 5 and Section 6 of this
docunent be renoved and subnitted as independent docunents,
respectively as instantiations of SRin MPLS and | Pv6.

In the future, we will submit a SR-FRR specific docunent.

5. Relationship with MPLS and | Pv6

The source routing nodel is inherited fromthe one proposed by
[ RFC2460] .

The notion of abstract segnent identifier which can represent any
instruction is inherited from MPLS ([ RFC3031]).

Depl oyment experiences has shown the need to Iinmt the nunber of per-
flow states maintained in the network while preserving information on
the topol ogi cal and service journey of a packet (e.g. the ingress to
the domain for accounting/billing purpose).

The main differences fromthe | Pv6 source route nodel are:

Filsfils, et al. Expi res Decenber 30, 2013 [ Page 9]
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The source route is encoded as an ordered |list of segnents instead
of | P addresses.

A segnent can represent any instruction either a service or a
topol ogi cal path. Topologically, the path to an | P address is
often linmted to the shortest-path to that address. A segnent can
represent any path (e.g. an adjacency segnent forces a packet to a
next hop through a specific adjacency even if the shortest-path to
t he next-hop does not use that adjacency).

The ingress and egress egde routers are identified and al ways
available, allowing for interesting accounting and policy
appl i cations.

The source route functionality cannot be controlled from outside
the SR domai n.

The main differences fromthe MPLS nodel are:
G obal segnents are introduced (e.g. |GP node segments).

LDP and RSVP MPLS signaling protocols are not required. |If
present, SR can coexist and interwork with LDP and
RSVP. [draft-filsfils-rtgwg-segment-routing-use-cases-00].

Per-flow states are only maintained at the ingress edge router.

SR can be instantiated on the | Pv6 dataplane. Section 6 details the
new routing extension header which carry all the elenents of the
abstract SR header. Al the SR properties are preserved.

SR can be instantiated on the MPLS dataplane. |In Section 5, we
explain that the information present in the SR abstract header is
encoded as a stack of |abels. The notion of pointer and full segnent
list containing the full history of the path fromingress to egress
edge routers is thus lost in the MPLS instantiation of SR However
all the other SR properties are preserved and especially the MPLS
dat apl ane can be reused without any change.

2. Abstract Routing Mde

Segment Routing (SR) | everages the source routing and tunneling
par adi gns.

At the entrance of the SR domain, the ingress SR edge router pushes

the SR header on top of the packet. At the exit of the SR donain,
the egress SR edge router renoves the SR header
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The SR header contains an ordered |list of segnents, a pointer
identifying the next segnment to process and the identifications of
the ingress and egress SR edge routers on the path of this packet.
The pointer identifies the segnment that MJST be used by the receiving
router to process the packet. This segnent is called the active
segnent .

A property of the architecture is that the entire source route of the
packet, including the identity of the ingress and egress edge routers
is always available with the packet. This allows for interesting
accounting and service applications.

We define three SR-header operations:

"PUSH': an SR header is pushed on an I P packet, or additiona
segnents are added at the head of the segment list. The pointer
is noved to the first entry of the added segnents.

"NEXT": the active segnent is conpleted, the pointer is noved to
the next segment in the |ist.

"CONTI NUE": the active segnent is not conpleted, the pointer is
| eft unchanged.

In the future, other SR header nanagenent operations may be defi ned.

As the packet travels through the SR domain, the pointer is
i ncrenmented through the ordered list of segnents and the source route
encoded by the SR ingress edge node is executed.

A node processes an incon ng packet according to the instruction
associated with the active segnent.

Any instruction mght be associated with a segnent: for exanple, an
intra or inter-domain topological strict or |oose forwarding
instruction, a service instruction, etc.

At m ninmum a segnent instruction nmust define two el enents: the
identity of the next-hop to forward the packet to (this could be the
same node or a context within the node) and whi ch SR-header
nmanagenent operation to execute.

Each segnent is known in the network through a Segnent Identifier
(SID), a value allocated fromthe 32-bit Segnment |Dentifier space.
The first 16 values are reserved. The terns "segnent” and "SID' are
i nt erchangeabl e.

Wthin an SR domain, all the SR-capable nodes are configured with the
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Segnment Routing G obal Block (SRGB). The SRGB is a subset of the 32-
bit SID space. SRGB can be a non-contiguous set of segments.

Al'l global segnents nust be allocated fromthe SRGB. Any SR capabl e
node MJST be able to process any gl obal segment advertised by any
other node within the SR donain.

Any segnent outside the SRGB has a | ocal significance and is called a
"l ocal segment”. An SR-capable node MJIST be able to process the

| ocal segnents it originates. An SR-capable node MJUST NOT support
the instruction associated with a |ocal segnment originated by a
renot e node

2.1. Traffic Engineering with SR

An SR Traffic Engineering policy is conposed of two elenents: a flow
classification and a segnent-list to prepend on the packets of the
flow

In the SR architecture, this per-flow state only exists at the
i ngress egde router whether the policy is defined and the SR header
i s pushed.

It is outside the scope of the docunent to define the process that
leads to the instantiation at a node N of an SR Traffic Engineering

policy.

[draft-filsfils-rtgwg-segnent-routing-use-cases-00] illustrates
various alternatives

N is deriving this policy automatically (e.g. FRR
N is provisioned explicitly by the operator.
N is provisioned by a stateful PCE server.
N is provisioned by the operator with a high-level policy which is
mapped into a path thanks to a | ocal CSPF-based computation (e.g.
af finity/ SRLG excl usi on).
Any architecture that involves the insertion of infornmation onto a
packet involves performance consideration.
[draft-filsfils-rtgwg-segnent-routing-use-cases-00]explains why the
majority of use-cases require very short segnent-lists.
A stateful PCE server, which desires to instantiate at node N an SR

Traffic Engineering policy, collects the SR capability of node N such
as to ensure that the policy neets its capability
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[draft-nsiva-pce- pcep-segnent - routi ng- ext ensi ons-00].
2.2. Segnment Routing Dat abase

The Segnent routing Database (SRDB) is a set of entries where each
entry is identified by a segnent value. The instruction associated
with each entry at | east defines the identity of the next-hop to
whi ch the packet should be forwarded and what operation should be
performed on the SR header (PUSH, CONTINUE, NEXT).

Fomm e - [ S o m e e e e e e e e e e e e mo— oo +
| Segnent | Next-Hop | SR Header operation |
TR Fom e e oo - o m e e e e e e e e eeee o oo +
[ Sk [ M | CONTI NUE |
| S I N | NEXT I
| Sl | NAT Srvc | NEXT |
[ Sm | FWsrve | NEXT [
[ Sn [ Q | NEXT [
| etc | etc. | etc |
T R o m e e e e e e e e e eme— oo - +

Figure 4: SR Dat abase

Each SR-capable node naintains its local SRDB. SRDB entries can
either derive fromlocal policy or or from protocol segnent
advertisenent. The next section will detail segnent advertisement by
| GP protocols.”

3. Link-State | GP Segnents

Wthin a link-state | GP domain, an SR-capabl e | GP node advertises
segrments for its attached prefixes and adjacencies. These segnments
are called I GP segnments or IGP SIDs. They play a key role in the
Segnent Routing architecture and use-cases
[draft-filsfils-rtgwg-segnent-routing-use-cases-00] as they enable
t he expression of any topol ogical path throughout the | GP donain.
Such a topological path is either expressed as a single | GP segnent
or alist of multiple | GP segnents.

In the first sub-section, we introduce a termnology for a set of IGP
segnments which are very frequently seen in the SR use-cases. The
second sub-section details the | GP segnent allocation and SRDB
construction rules.

3.1. Illustration

Assum ng the network diagramof Figure 5 and the | P address and | GP
Segnent allocation of Figure 6, the foll owi ng exanpl es can be
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Figure 5: | GP Segnents
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for it
for it
for it

S
S
S
S

"north"
"north"
"sout h"
"sout h"

IGP SID allocated by the operator:

to 192.
to 192.
to 192.
to 192.
to 192.
to 198.

[ NeoNeoNoNoNe)

by R2

adj acency to
adj acency to
adj acency to
adj acency to

of

| oopback of R4
| oopback of R5

.2.1/32
.2.2/32
.2.3/32
. 2.4/ 32
.2.8/32
1.100.9/32

| GP Address and Segnent Allocation -
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BAREIR

Illustration

R1 may send a packet P1 to R8 sinmply by pushing an SR header with
list {1008}.

segnment

1008 is a gl oba
Its semantic is gl oba
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within the | GP domain: any router forwards a
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packet received with active segnent 1008 to the next-hop along the
ECMP- awar e shortest-path to the rel ated prefix.

In conclusion, the path followed by Pl is Rl-R2--R3-R8. The ECMP-
awar eness ensures that the traffic be | oad-shared between any ECWP
path, in this case the two north and south |inks between R2 and R3.

3.1.2. Exanple 2

R1 may send a packet P2 to R8 by pushing an SR header with segnent
list {1002, 9001, 1008}.

1002 is a global 1GP segnment attached to the IP prefix 192.0.2.2/32
Its semantic is global within the | GP domain: any router forwards a
packet received with active segnent 1002 to the next-hop al ong the

shortest-path to the related prefix.

9001 is a local |IGP segment attached by node R2 to its north link to
R3. Its semantic is local to node R2: R2 switches a packet received
with active segnment 9001 towards the north Iink to R3.

In conclusion, the path followed by P2 is Rl-R2-north-1ink-R3-R8.

3.1.3. Exanple 3

R1 may send a packet P3 along the sane exact path as Pl using a
different segnment list {1002, 9003, 1008}.

9003 is a local |IGP segnent attached by node R2 to both its north and
south links to R3. Its semantic is local to node R2: R2 switches a
packet received with active segnent 9003 towards either the north or
south links to R3 (e.g. per-flow | oadbal anci ng deci si on).

In conclusion, the path followed by P3 is Rl-R2-any-I|ink-R3-R8.
3.1.4. Exanple 4

R1 may send a packet P4 to R8 while avoiding the |links between R2 and
R3 by pushing an SR header with segnment |ist {1004, 1008}.

1004 is a global |1GP segnment attached to the IP prefix 192.0.2.4/32
Its semantic is global within the | GP donmain: any router forwards a
packet received with active segnent 1004 to the next-hop along the
shortest-path to the related prefix.

In conclusion, the path followed by P4 is Rl-R2-R4- R3- R8.
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3.1.5. Exanple 5

R1 may send a packet P5 to R8 while avoiding the |links between R2 and
R3 while still benefitting fromall the remaining shortest paths (via
R4 and R5) by pushing an SR header with segnent |ist {2009, 1008}.

2009 is a global |1GP segment attached to the anycast |P prefix
198.51.100.9/32. Its semantic is global within the | GP domain: any
router forwards a packet received with active segnent 2009 to the
next - hop along the shortest-path to the related prefix.

In conclusion, the path followed by P5 is either Rl-R2-R4-R3-R8 or
R1- R2- R5- R3- R8

3.2. 1GP Segnent Term nol ogy

3.2.1. |IGP Segnent, IGP SID
The terms "I GP Segnent" and "I GP SID' are the generic nanmes for a
segnment attached to a piece of information advertised by a link-state

IGP, e.g. an IGP prefix or an | GP adj acency.

The 1 GP signaling extension to advertise an | GP segnment includes the
G Flag indicating whether the | GP segnent is global or |ocal

| GP-SI D
e e -

/A
Prefix-SID X Adj - SI D
S R

/ | \

Node- SI D y  Anycast-SID
Figure 7: 1GP SID Term nol ogy

The 1 GP Segnent ternminology is introduced to ease the docunentation
of SR use-cases and hence does not propose a name for any possible
variation of |GP segnment supported by the architecture. For exanple,
y in Figure 7 could represent a |local |IGP segnent attached to an | GP
Prefix. This variation, while supported by the SR architecture is
not seen in the SR use-cases and hence does not receive a specific
nane.

In Figure 5 and Figure 6, SIDs 1001, 1002, 1003, 1004, 1008, 2009,
9001, 9002 and 9003 are called | GP SIDs.
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3.2.2. |1CGP-Prefix Segnent, Prefix-SID

An I GP-Prefix Segment is an | GP segnent attached to an | GP prefix.
An | GP-Prefix Segnment is always global within the SR'I GP domai n and
identifies the ECMP-aware shortest-path conputed by the IGP to the
related prefix. The GFlag MJST be set. The Prefix-SIDis the SID
of the I GP-Prefix Segnent.

A packet injected anywhere within the SR/1GP domain with an active
Prefix-SIDwill be forwarded al ong the shortest-path to that prefix.

The | GP signaling extension for | GP-Prefix segnent includes the
P-Flag. A Node N advertising a Prefix-SID SID-R for its attached
prefix Rresets the P-Flag to allow its connected nei ghbors to
performthe NEXT operation while processing SID-R  This behavior is
equi valent to Pen-ultinate Hop Popping in MPLS. Wen set, the

nei ghbors of N nust performthe CONTI NUE operation while processing
SIDR

While the architecture allows to attach a | ocal segment to an | GP
prefix, we specifically assune that when the ternms "1 GP-Prefix
Segnent" and "Prefix-SID' are used then the segnent is global (the
SIDis allocated fromthe SRG). This is consistent with
[draft-filsfils-rtgwg-segnent-routing-use-cases-00] as all the
descri bed use-cases require global segnents attached to | GP prefix.

In Figure 5 and Figure 6, SIDs 1001, 1002, 1003, 1004, 1008, 2009 are
cal | ed Prefi x-Sl Ds.

3.2.3. | GP-Node Segnment, Node-SID

An | GP- Node Segnent is a an | GP-Prefix Segnent which identifies a
specific router (e.g. a |loopback). The terns "Node Segnment" or
"Node-SI D' are often used as an abbreviation

A "Node Segment" or "Node-SID' is fundamental to the SR architecture.
From anywhere in the network, it enforces the ECVP-aware shortest-
pat h forwardi ng of the packet towards the rel ated node as expl ai ned
in [draft-filsfils-rtgwg-segnent-routing-use-cases-00].

In Figure 5 and Figure 6, SIDs 1001, 1002, 1003, 1004 and 1008 are
cal | ed Node- Sl Ds.

3.2.4. | GP-Anycast Segnent, Anycast SID
An | GP- Anycast Segnent is an | GP-prefix segnent which does not

identify a specific router, but a set of routers. The terns "Anycast
Segnment" or "Anycast-SID' are often used as an abbreviation
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An "Anycast Segnent" or "Anycast SID' enforces the ECWP-aware
shortest-path forwardi ng towards the cl osest node of the anycast set.
This is useful to express macro-engi neering policies as described in
[draft-filsfils-rtgwg-segnent-routing-use-cases-00].

In Figure 5 and Figure 6, SID 2009 is called Anycast SID.
3.2.5. |GP-Adjacency Segnent, Adj-SID

An | GP- Adj acency Segnent is an | GP segnent attached to an

uni directional adjacency or a set of unidirectional adjacencies. An
| GP- Adj acency Segnent is local to the node which advertises it. The
SI D of the | GP-Adj acency Segnent is called the Adj-SID. The G Fl ag

must be reset.

The adjacency is forned by the local node (i.e.: the node advertising
the adjacency in the IGP) and the renote node (i.e.: the other end of
t he adjacency). The local node MJST be an | GP node. The renote node
MAY be:

An adj acent 1 GP node (i.e.: an | GP neighbor).
A non-adj acent nei ghbor (e.g.: a Forwardi ng Adjacency, [RFC4206]).

A virtual neighbor outside the IGP donain (e.g.: an interface
connecting another AS) as defined in [ RFC5316].

A packet injected anywhere within the SRII GP domain with a segnent
list {SN, SNL}, where SN is the Node-SID of node N and SNL is an Adj -
Sid attached by node Nto its adjacency over link L, will be
forwarded al ong the shortest-path to N and then be switched by N

wi thout any | P shortest-path consideration, towards link L. If the
Adj-Sid identifies a set of adjacencies, then the node N | oad-

bal ances the traffic along the various nenbers of the set.

An "I GP Adjacency Segnent" or "Adj-SID' enforces the switching of the
packet froma note towards a defined interface or set of interfaces
This is key to theoretically prove that any path can be expressed as
a list of segnents as explained in
[draft-filsfils-rtgwg-segnent-routing-use-cases-00].

In Figure 5 and Figure 6, SIDs 9001, 9002 and 9003 are called Adj-
S| Ds.

3.2.6. Finally

Figure 8 summarizes the different terns that can be used to refer to
the SID s used in the exanple illustrated by Figure 5 and Figure 6
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"Y" nmeans that the termcan be used to refer to the SID, "N' neans
that the term cannot be used to refer to the SID.

< <X <KzZ2zZ2zzZ2zzZ2zzZ2zzZ2Z=2

Fi gure 8: Term nol ogy Exanpl e
3.3. IGP Segnent Allocation, Advertisenent and SRDB Mai nt enance
3.3.1. Prefix-SID

Miultiple Prefix-SIDs may be allocated to the sane IGP Prefix (e.g.
for class of service purpose). Typically a single Prefix-SIDis
al located to an I GP Prefix.

A Prefix-SIDis allocated fromthe SRG according to a simlar
process to | P address allocation. Typically the Prefix-SIDis

all ocated by policy by the operator (or NM5) and the SID very rarely
changes.

The al l ocation process MJUST NOT allocate the sanme Prefix-SID to
different | P prefixes.

If a node learns a Prefix-SID having a value that falls outside the
| ocally configured SRGB range, then the node MJUST NOT use the Prefix-
SI D and SHOULD i ssue an error |og warning for m sconfiguration.

The required | GP protocol extensions are defined in
[draft-previdi-isis-segnent-routing-extensi ons-00] and
[ draft - psenak- ospf-segment - routi ng- ext ensi ons- 00] .

A node N attaching a Prefix-SID SID-Rto its attached prefix R MJST
mai ntain the following SRDB entry:
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I ncom ng Active Segnment: SID-R
I ngress Operation: NEXT
Egress interface: NULL

A renpote node M MUST naintain the following SRDB entry for any
| earned Prefix-SID SID-R attached to IP prefix R
I ncom ng Active Segnent: SID-R
I ngress Operation:
If the next-hop of Ris the originator of R
and instructed to renove the active segnent: NEXT
El se: CONTI NUE
Egress interface: the interface towards the next-hop al ong
the shortest-path to prefix R

3.3.2. Adj-SID

The Adjacency Segnment SID (Adj-SID) identifies a unidirectional
adj acency or a set of unidirectional adjacencies.

A node SHOULD al |l ocate one Adj-SIDs for each of its adjacencies.
A node MAY allocate multiple Adj-SIDs to the same adj acency.

A node MAY allocate the same Adj-SID to nultiple adjacencies.

Adj acency suppressi on MJST NOT be performed by the | GP.

A node MJST install an SRDB entry for any Adj-SID of value V attached
to data-link L:

I ncom ng Active Segnment: V

Qperation: NEXT

Egress Interface: L

When associated to a Forwardi ng Adj acency ([RFC4206]), the Adj-SID

MAY al so include the necessary information in order to describe the
path to the renote end of the Forwardi ng Adjacency in the formof an
Explicit Route Object.

The Adj-SID inplies, fromthe router advertising it, the forwarding
of the packet through the adjacency identified by the Adj-SID,
regardless its IGP/SPF cost. In other words, the use of Adjacency
Segments overrides the routing decision made by SPF al gorithm

3.3.2.1. Parallel Adjacencies
Adj -SIDs can be used in order to represent a set of parallel
interfaces between two adjacent routers. For exanple, SID 9003 in

figures 5 and 6 identify the set of interfaces between R2 and R3.

A node MJST install an SRDB entry for any locally originated
Adj acency Segnent (Adj-SID) of value Wattached to a set of link B
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with:

I ncom ng Active Segment: W

I ngress QOperation: NEXT

Egress interface: |oadbal ance between any data-link within set B

3.3.2.2. LAN Adj acency Segnents

In LAN subnetworks, link-state protocols define the concept of

Desi gnated Router (DR, in OSPF) or Designated Internediate System
(DS, inIS1S) that conduct flooding in broadcast subnetworks and
that describe the LAN topology in a special routing update (OSPF
Type2 LSA or |S-1S Pseudonode LSP)

The difficulty with LANs is that each router only advertises its
connectivity to the DR/.DI'S and not to each other individual nodes in
the LAN. Therefore, additional protocol nechanisnms (1S 1S and OSPF)
are necessary in order for each router in the LAN to advertise an
Adj - SI D associ ated to each neighbor in the LAN. These extensions are
defined in [draft-previdi-isis-segnment-routing-extensions-00] and

[ draft - psenak- ospf - segment - r out i ng- ext ensi ons- 00] .

3.3.2.3. External Adjacencies Considerations

| GPs have been extended in order to advertise virtual adjacencies
that represent external l|inks ([RFC5316]).

Segment Routing allows to allocate an Adj-SID to these externa
I'i nks.

AS1 ) ( AS2
IGP-1 ) eBGP ( I1GP-2
) (
B------ C-)------- (--F----- G
/ | ) (| I
S--A | ) (| I
\ ) (| I
\D------ E--)------- (--H----l----Z
) (
) (

Figure 9: External Adjacency Exanple

In the diagram above, C advertises in the |IGP an adjacency to peer F
of AS2 together with an associated Adj-SID. Wen S wants to force an
inter-domain path to Z via the peering link CF, S encapsul ates the
packets with the list {Prefix-SID(C), Adj-SID(C F, AS2)}.

[draft-filsfils-rtgwg-segnent-routing-use-cases-00] provides an
ext er nal - adj acency use-case.
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3.4. Inter-Area Considerations

In the foll owi ng exanpl e di agram we assunme an | GP depl oyed using
areas and where SR has been depl oyed.
! !
! !
B------ C---- F----G----K

I
S--AN I | |

I
\D------ [ J----- L----Z (192.0.2.1/32, Node-SID: 150)
! !
Area-1 ! Backbone ! Area 2
! area !

Figure 10: Inter-Area Topol ogy Exanple

In area 2, node Z allocates Node-SID 150 to his |ocal prefix
192.0.2.1/32. ABRs Gand J will propagate the prefix into the
backbone area by creating a new instance of the prefix according to
normal inter-areal/level |GP propagation rules.

Nodes C and | will apply the sane behavi or when | eaking prefixes from
t he backbone area down to area 1. Therefore, node S will see prefix
192.0.2.1/32 with Prefix-SID 150 and adverti sed by nodes C and 1I.

It therefore results that a Prefix-SID remains attached to its
related 1GP Prefix through the inter-area process.

When node S sends traffic to 192.0.2.1/32, it pushes Node-SI D(150) as
active segnent and forward it to A

When packet arrives at ABR 1 (or C), the ABR forwards the packet
according to the active segnent (Node-SID(150)). Forwarding
continues across area borders, using the sane Node-SI D(150), until
t he packet reaches its destination.

When an ABR propagates a prefix fromone area to another it MJST set
the R-Fl ag.

3.5. IG Mrroring Context Segnent

It is beneficial for an I1GP node to be able to advertise its ability
to process traffic originally destined to another |IGP node, called
the Mrrored node and identified by an I P address or a Node- SI D,
provided that a "Mrroring Context" segnment be inserted in the
segnment list prior to any service segnent local to the mirrored node.
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[draft-filsfils-rtgwg-segnent-routing-use-cases-00] illustrates such
a use-case where two | GP nodes offer the sane set of services (e.g.
BGP VPN) and mirror each other upon their failure. A simlar
behavior is described in [I-D. mnto-rsvp-|sp-egress-fast-protection].
IS-1S and OSPF Router Capability extensions are described in
[draft-previdi-isis-segnent-routing-extensi ons-00] and
[ draft - psenak- ospf - segment - r out i ng- ext ensi ons- 00] .

4, Service Segnents

A service segnent refers to a service offered by a node (e.g.
firewall, vpn, etc.).

Further informations will be included in future revisions.

5. MPLS
The 20 right-nost bits of the segnent are encoded as a |abel. This
inplies that, in the MPLS instantiation, the SID values are allocated
within a reduced 20-bit space out of the 32-bit SID space.
A list of segnents is represented as a stack of | abels.

The active segnent is the top | abel

The CONTI NUE operation is inplenented as an MPLS swap operation where
the outgoing | abel value is equal to the inconing | abel val ue.

The NEXT operation is inplenented as an MPLS pop operation

The PUSH operation is inplenented as an MPLS push of a | abel stack
The SRGB | abel space is allocated to Segnent Routing. The SR
operat or nmanages the SRGB space as a registry and ensures the unique
al | ocati on of the gl obal resource.

A local segnent is a locally allocated | abel

I n concl usi on:

There are no changes in the operations of the data-plane currently
used in MPLS networks.
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The SR solution can co-exist and interwork with other MPLS
control -pl ane protocols, see
[draft-filsfils-rtgwg-segnent-routing-use-cases-00] for nore
details.
In the MPLS instantiation, as the packet travels through the SR
domai n, the stack is depleted and the segnment list history is
gradual ly | ost.

6. |Pv6

The text will be added in future revision

7. COAM
SR of fers an interesting capability to nonitor SR donains
Any path can be nonitored by setting the segnment |ist accordingly.
A path can be expressed wi th ECVMP-awar eness or not.

The probe travels along the desired path while staying at the
forwarding | evel

A nonitoring systemis able to check any el enment of the entire SR
domain, even if it located nultiple hops away.

Some el enents of the SR/OAM functionality will require

standardi zation and a rel ated i ndependent draft will eventually be
submtted

SR/ OAM use-cases are described in
[draft-filsfils-rtgwg-segnent-routing-use-cases-00].

8. Mul ti cast

The text will be added in future revision

9. | ANA Consi derati ons

TBD
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10.

11.

12.

13.

13.

13.

Manageabi |l ity Consi derations
TBD

Security Considerations
TBD
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