Net wor k Wor ki ng Group P. Saint-Andre

I nternet-Draft Ci sco Systens, Inc.
I nt ended status: Standards Track S. lbarra
Expires: January 2, 2014 AG Projects
S. Loreto

Eri csson

July 1, 2013

I nt erwor ki ng between the Session Initiation Protocol (SIP) and the
Ext ensi bl e Messagi ng and Presence Protocol (XMPP): G oupchat
draft-ietf-stox-groupchat-00

Abst ract

Thi s docunment defines a bidirectional protocol mapping for the
exchange of instant nmessages in the context of a nultiparty chat
session anbng users of the Session Initiation Protocol (SIP) and
users of the Extensible Messaging and Presence Protocol (XMPP)
Specifically, this docunent defines a mappi ng between the SIP-based
Message Session Relay Protocol (MSRP) and the XMPP Milti-User Chat
(MJC) extension.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 2, 2014.

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of

Sai nt-Andre, et al. Expi res January 2, 2014 [ Page 1]



Internet-Draft SI P- XMPP | nt erwor ki ng: Groupchat

publication of this docunent. Please review these docunents

July 2013

carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction .
2. Term nol ogy
3

1. Enter Room.

Set Ni cknane .

Change Ni ckname Co
Invite Anot her User to a Room
Presence Broadcast

Exchange Messages

W W wwww

[e2Ne)]

.2. Send a Private Message .
Exit Room

w

Enter Room .

Change Ni ckname e
Invite Another User to a Room
Presence Broadcast

Exchange Messages

»
e
PEBORONPZINORDARWON

5.2. Send a Private Message .
Exit Room

Security Considerations

| ANA Consi der ati ons

Ref erences . .
8 1. Nor mati ve Ref erences .
8.2. Infornmative References .
Appendi x A.  Acknow edgenent s
Aut hors’ Addresses . ..

©No O

Sai nt-Andre, et al. Expi res January 2, 2014

XMPP MUC to IVBRP IVUItl -party I\/Essagl ng Sessn on

.1. Send a Message to.AII QIZCin;’in:[S.

RP Mul ti —part.y iveésagl ng SeSS| on to XIVPP IVUC

5.1. Send a Message to.AII O;:cﬁpénis.

Handl ing of Ni ckn;'imas and D| spl ay Narres

00 UTWwWWwWwWw

10

12
15
15
16
18
19

22
23
23

26
27
28
29
29
30

30
31
31
32

[ Page 2]



Internet-Draft SI P- XMPP | nt erwor ki ng: Groupchat July 2013

1.

I nt roducti on

Both the Session Initiation Protocol (SIP) [RFC3261] and the

Ext ensi bl e Messagi ng and Presence Protocol (XMPP) [RFC6120] can be
used for the purpose of multiparty text chat over the Internet. To
ensure interworking between these technologies, it is inportant to
define bidirectional protocol nappings.

The architectural assunptions underlying such protocol mappings are
provided in [I-D.ietf-stox-core], including mappi ng of addresses and
error conditions. This docunent specifies mappings for nultiparty
text chat sessions (often called "groupchat"); specifically, this
docunent defines a mappi ng between the XMPP Multi-User Chat (MJC)
ext ensi on [ XEP-0045] and Sl P-based nultiparty chat using Message
Session Relay Protocol [RFC4975] as specified in
[I-D.ietf-sinple-chat].

Both MJUC and MSRP contain a |large set of features, such as the
ability to administer roons, kick and ban users, reserve a ni ckname
within a room change room subject, enable room noderation, and
destroy the room This docunment covers only a basic subset of
groupchat features: joining the room establishing or changing a room
ni cknanme, inviting another user to the room nodifying presence
information within the room sending a nmessage to all participants,
sending a private nmessage to a single participant, and | eaving the
room Future docunents might define mappings for additional features
beyond this set.

The di scussion venue for this docunent is the nailing list of the
STOX WG visit https://ww.ietf.org/mailman/listinfo/stox for
subscription information and di scussi on archives.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] .

A nunber of technical terns used here are defined in [ RFC3261],
[ RFC4975], [RFC6120], and [ XEP-0045]. The term"JID' is short for
"Jabber ldentifier".

XMPP MUC to MSRP Miulti-party Messagi ng Session

This section describes howto map an XMPP MJC session to an MSRP
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Mul ti-party Messaging session. The follow ng diagramoutlines the
overal |l protocol flow
XMPP User Gat eway MBRP Conf er ence

I I I
| (F1) (XMPP) Enter room [

I
I
| (F2) (SIP) INVITE |
I
I

I
I ------------------------- >
| | (F3) (SIP) 200 K
| o mm T |
| 5 e N o]
| e e 200 o
| o (apsmsH e |
| T Gt o erense |
I I(F8) (SIP) 200 K I
| o (ap oney T |
| o e w0 ok |
I (F11) (XMPP) Presence I _________________________ >I
(12 Corm abeet | |
| <o | |
I(F13) (XMPP) Chat nessage I I
I _________________________ >I(F14) (MBRP) SEND I
| (i) e 200 ok ]
| | <o |
i(FlG) (XMPP) Chat nessage i i
(F16) (X\VPP) Chat message
| (FL7) (XMPP) Exit room | |
ST >I (F18) (SIP) BYE I
|

I
[ (F19) (SIP) 200 OK

Sai nt-Andre, et al. Expi res January 2, 2014 [ Page 4]



Internet-Draft SI P- XMPP | nt erwor ki ng: Groupchat July 2013

3.

1.

| R PRRRECECEEPEEE |

Detail ed protocol flows and mappings are provided in the follow ng
sections.

Ent er Room

As defined in the XMPP Miulti-User Chat (MJC) extensions [XEP-0045],
when an XMPP user (say, juliet@xanple.com wants to join a groupchat
room (say, "verona@hat.exanple.org"), she sends a <presence/> stanza
to that chat room |n her request she also specifies the nicknanme
she wants to use within the room (say, "JuliC'); in XMPP this Room

Ni ckname is the resourcepart of an Occupant JID (thus
"verona@hat . exanple.org/JuliC'). The joining client signals its
ability to speak the multi-user chat protocol by including in the
initial presence stanza an enpty <x/> elenent qualified by the
"http://jabber.org/protocol/nuc’ nanespace.

Exanpl e: (F1) Juliet enters room

<presence from=" juliet@xanpl e. conl bal cony
to=" verona@hat . exanpl e. org/Juli C >
<x xm ns="http="http://jabber.org/protocol/nuc’/>
</ presence>

Upon receiving such a presence stanza, the XMPP server to which
Juliet has authenticated attenpts to (a) deliver the stanza to a

| ocal domain or (b) route the presence stanza to the renote donmain
that services the hostname in the '"to’ attribute. |In this docunent
we assune that the hostnanme in the "to’ attribute is a groupchat-
aware S|P/ MSRP service hosted by a separate server.

As specified in [ RFC6121], the XWMPP server needs to determ ne the
identity of the renote domain, which it does by perform ng one or
nmore DNS SRV | ookups [ RFC2782]. For presence stanzas, the order of

| ookups recomended by [ RFC6121] is to first try the " xnpp-server"
service as specified in [RFC6120] and to then try the " _pres" service
as specified in [RFC3861]. Here we assune that the first |ookup wll
fail but that the second | ookup will succeed and return a resolution
" pres._s2x.exanple.org", since we have already assuned that the
exanpl e.org hostnane is running a SIP instant nessagi hg service.
(Note: The XMPP server night have previously deternined that the
renmote domain is a SIMPLE server, in which case it would not need to
performthe SRV | ookups; the caching of such information is a matter
of inplenmentation and | ocal service policy, and is therefore out of
scope for this docunent.)

Once the XMPP server (exanple.con) has deternined that the renote
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domain is serviced by a SI MPLE server, it hands the XMPP presence
stanza off to its local XMPP-to-SIP gateway code (this mght be a
speci al i zed connecti on manager w thin the exanple.com service or

m ght be a dedi cated conponent at, say, x2s.exanple.con), which
transforns the presence stanza into SIP syntax and routes it to the
renot e conference server (chat.exanple.org).

Because a nulti-user chat service accepts the presence stanza shown
above as a request to enter a room the XMPP-to-SIP gateway
transforns it in a SIP INVITE request.

Exanpl e: (F2) Juliet enters room (SIP conversion)

I NVI TE si p: verona@hat . exanple.org SIP/2.0
To: <sip:verona@hat. exanpl e. org>

From "Juliet" <sip:juliet@xanple.conr
Contact: <sip:juliet@xanple.conp;gr=bal cony
Call-1D: 711609sa

Cont ent - Type: application/sdp
Content-Length: [Iength]

c=I N | P4 x2s. exanple.org

m=nessage 7654 TCP/ MBRP *

a=accept-types:text/cpi m

a=accept - wr apped-types:text/plain text/htm

a=pat h: msr p: // x2s. exanpl e. com 7654/ j shA7wezt as; tcp
a=chat r oom

Here the Session Description Protocol offer specifies the MSRP-aware
XMPP-t 0- SI P gateway on the XMPP side as well as other particulars of
t he session.

There is no direct mapping for the MSRP URIs. In fact MSRP URIs
identify a session of instant nessages at a particul ar device;
they are epheneral and have no nmeani ng outside the scope of that
session. The authority conponent of the MSRP URI MJST contain the
XMPP-t 0- SI P gat eway hostnane or nuneric | P address and an explicit
port nunber.

As specified in [I-D.ietf-stox-core], the mappi ng of XMPP syntax

el ements to SIP and [ RFC4566] syntax elenents is as shown in the
foll owi ng table.
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Tabl e 1: Message syntax nmapping from XMPP to Sl P/ SDP

o m e e e e e e e e e e o m e e e e e e e e e e +
| XWPP Elenment or Attribute | SIP Header or SDP Contents

o m e e e e e e eeaa o o m e e e e e e eeaa o +
| from | From |
| to (without the /nick) | To |
B B +

Here we assune that the MSRP conference server accepts the session
establishment. It includes the 'isfocus’ and other relevant feature
tags in the Contact header field of the response. The MSRP
confernece server also includes an answer session description that
acknow edges the choice of nedia and contains the extensions
specified in [I-D.ietf-sinple-chat].

Exanpl e: (F3) Chat room accepts session establishnent

SIP/2.0 200 K

From <sip:verona@hat. exanpl e. org>

To: "Juliet" <sip:juliet@xanple.con>;tag=786

Call-1D: 711609sa

Contact: <sip:verona@hat. exanpl e.org; transport=tcp>\
; met hods="1 NVI TE, BYE, OPTI ONS, ACK, CANCEL, SUBSCRI BE, NOTI FY"\
; aut omat a; i sf ocus; nessage; event =" conf er ence"

Cont ent - Type: application/sdp

Content-Length: [l ength]

c=IN | P4 exanple.org

menessage 12763 TCP/ MBRP *

a=chat room ni cknane pri vat e- nessages
a=accept -t ypes: message/ cpi m

a=accept - w apped-types:text/plain text/htm *

a=pat h: nsrp: //s2x. exanpl e. org: 12763/ kj hd37s2s20w2a; t cp

Upon receiving such a response, the SIMPLE server or associated S| P-
to- XMPP gateway sends a SIP ACK to the MBRP conference server on
behal f of the joining user.

Exanpl e: (F4) Gateway sends ACK to MSRP conference server
ACK si p: verona@hat . exanpl e.org SIP/ 2.0
To: <sip:verona@hat. exanpl e. org>; t ag=087j s

From "Juliet" <sip:juliet@xanple.conp;tag=786
Call -1 D 711609sa
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3.2. Set N cknane

If the chat room server accepted the session, the SI MPLE server or
associ ated SIP-to- XMPP gat eway MJST set up the nicknane as received
in the presence stanza (i.e., the resourcepart of the 'to’ address,
such "JuliC' in "verona@hat.exanple.org/JuliC'). The nicknane is
set up using the extension specified in [I-D.ietf-sinple-chat].

Exanpl e: (F5) Gateway sets up ni ckname

MSRP a786hj s2 N CKNAME

To- Pat h: nsrp://s2x. exanpl e.org: 12763/ kj hd37s2s20w2a; t cp
From Pat h: nsrp://x2s. exanpl e. com 7654/ j shA7wezt as; tcp
Use- Ni ckname: "Juli C'

——————— a786hj s2

The MSRP conference server anal yzes the existing allocation of
ni cknanmes, accepts the ni cknanme proposal and answers with a 200
response.

Exanpl e: (F6) MSRP conference accepts ni cknane proposa

MSRP a786hj s2 200 K

To- Pat h: nsrp://x2s. exanpl e. com 7654/ j shA7wezt as; tcp

From Pat h: msrp://s2x. exanpl e. org: 12763/ kj hd37s2s20w2a; t cp
------- a786hj s2

So far we have assuned that the requested nicknanme did not conflict

with any existing nicknanes. The follow ng text describes the
handl i ng of a nickname conflict.
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MSRP conf er ence

XMPP User Gat enay server
I(Fl) (XMPP) Enter room I I
G >I(FZ) (SIP) INVITE I
| (8P 0 ok g
| ettt |
| e e N oewE ]
| (ko) (MR 225 rrer ]
| | <o |
i(F?) ( XMPP) Presence Error: :
(F7) (XVPP) Presence Error

| (F8) (SIP) BYE |

|
| e RS EETE >]
|
|

The MSRP conference server anal yzes the existing allocation of

ni cknanmes, and detects that the nicknane proposal is already provided
to another participant. 1In this case the MSRP conference server
answers with a 425 response.

Exanpl e: (F6) MSRP conference does not accept nicknane proposa

MBRP a786hj s2 425 N ckname usage fail ed

To- Pat h: msrp://x2s. exanpl e. com 7654/ j shA7wezt as; tcp

From Pat h: nsrp://s2x. exanpl e.org: 12763/ kj hd37s2s20w2a; t cp
——————— a786hj s2

Upon receiving such a response, the SIP-to-XMPP gat eway SHOULD
translate it into an XMPP presence stanza of type "error" specifying
a <conflict/> error condition (which inplies that the XMPP client
will then need to choose another nicknanme and repeat the process of
j 0i ni ng).
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Exanpl e: (F7) Conflict error for nicknane

<presence from=’ verona@hat. exanpl e. org
to="juliet@xanpl e. com bal cony
type="error’>
<x xm ns="http="http://jabber.org/protocol/nuc’/>
<error type='cancel’ >
<conflict xm ns="urn:ietf:paranms: xnm : ns: xnpp- st anzas’/ >
</error>
</ presence>

Alternatively, the gateway night generate a new ni ckname request on
behal f of the XMPP user, thus shielding the XMPP client from handling
the conflict error.

3.3. Change N cknane
The XMPP user night want to change her nicknane. She can do so by
sendi ng an updated presence stanza to the room containing a new
ni cknarne.

MBRP conf erence
XMPP User Gat eway server

I I
| (F1) (XWPP) Presence to change N ckname

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
I
V

Exanpl e: (F1) Juliet changes her nicknane

<presence from="juliet@xanpl e. conl bal cony
to=" verona@hat . exanple.org/Juliet’/>

The ni ckname change is handl ed as descri bed above.

3.4. Invite Another User to a Room
In XMPP there are two nmethods for inviting another user to a room
direct invitations [ XEP-0249] (sent directly fromthe user’s real JID
outside the roomto the invitee's real JID) and nediated invitations

(sent through the roomfromthe user’s Occupant JIDto the invitee' s
JID). In this docunent we cover nediated invitations only.
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XMPP User Gat eway MSRP Conf er ence

I I I
| (F1) (XWMPP) Message stanza to invite participant |

| (F2) (SIP) REFER |

I

I I

| | (F3) (SIP) 200 K |
I

| | (F4) (SIP) NOTIFY |
I | <ommmmmme |

For exanple, if Juliet decides to invite Benvolio to the room she
sends a nessage stanza with an invite and Benvolio’s JID (which could
be his real JID or an Cccupant JID in another roonj.

Exanple: (F1) Juliet invites Hecate to the room

<message fron¥ juliet @xanpl e.con bal cony’
i d=" nzd143v8’
to=" verona@hat . exanpl e. org’ >
<x xm ns="http://jabber.org/protocol/nuc#user’ >
<invite to="benvoli o@xanpl e.com />
</ x>
</ nessage>

The SIP - XWMPP gateway then sends a SIP REFER request to the MSRP
conference server indicating who needs to be invited in the Refer-To
header, as per [RFC4579] (sec 5.5)

Exanple: (F2) SIP translation of invite

REFER si p: verona@hat . exanpl e.com SI P/ 2. 0

Via: SIP/2.0/UDP client.exanpl e.com branch=z9h&4bKg4534
Max- Forwards: 70

To: <sip:verona@hat. exanpl e. con»

From "Juliet" <sip:juliet@xanple.conp;tag=5534562

Cal | -1 D: 849392fkl gl 43

CSeq: 476 REFER

Contact: <sip:juliet@uliet.exanple.conpr

Al'low. | NVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRI BE, NOTIFY
Accept: nessage/sipfrag

Ref er-To: <si p: benvol i o@xanpl e. conr

Supported: replaces

Content-Length: O

The progress of the invitation will be tracked by the reeived NOTIFY
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requests as per [RFC3515].
Exampl e: (F4) Progress notification for invitation

NOTI FY sip:juliet @xanple.comSIP/2.0

Via: SIP/2.0/UDP client.exanple.combranch=z9hG4bkK9922ef 992- 25
To: <sip:juliet@xanple.conp;tag=5534562

From <sip:verona@hat. exanpl e. conr; t ag=18747389
Cal | -1 D: 849392fkl gl 43

CSeq: 1993402 NOTI FY

Max- Forwar ds: 70

Event: refer

Subscription-State: active; expires=60

Cont act: sip:verona@hat. exanpl e. com
Cont ent - Type: message/ si pfrag; versi on=2.0

Cont ent - Lengt h:

SIP/2.0 200 &K
3.5. Presence Broadcast

If the MBRP conference service accepts the request to enter a room
the XMPP user expects to receive back presence information from al
the existing occupants of the room So the XMPP-to-SIP gateway MJST
subscri be to the Conference Event package [ RFC4575] on the MSRP
conference server. Wen the subscription is conpleted the MSRP
conference server sends to the XMPP-to-SI P gateway a NOTI FY
containing the presence information of all the existing occupants,
represented using the [ RFC4575] fornmat.
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Exanpl e: (F9) MSRP conference sends presence infornmation

NOTI FY si p: verona@hat . exanple.org SIP/2.0

To: "Juliet" <sip:juliet@xanple.conp;gr=bal cony
From <sip:verona@hat. exanpl e. or g>; t ag=a3343df 32
Cal | -1 D: k3l 43i dO34ksereree

Event: conference

Subscription-State: active; expires=3600
Cont ent - Type: application/conference-i nfo+xm

Cont ent - Lengt h:

<conference-info version="0" state="full"
entity="sip: 3402934234@hat . exanpl e. org" >
<conf erence-descri pti on>
<subj ect >Today i n Verona</ subj ect >
<conf-uri s>
<entry>
<uri>tel:+18882934234</ uri >
</entry>
</ conf-uris>
</ conf erence-descri pti on>
<user s>
<user entity="sip:verona@hat. exanpl e. or g; gr =Roneo"
state="full">
<di spl ay-t ext >Ronmeo</ di spl ay-t ext >
<rol es>
<entry>participant</entry>
</rol es>
</ user>
<user entity="sip:verona@hat. exanpl e. org; gr =Ben"
state="full">
<di spl ay-t ext >Ben</ di spl ay-t ext >
<rol es>
<entry>participant</entry>
</rol es>
</ user>
</ users>
</ conf erence-i nf 0>

The followi ng tabl e shows the syntax mapping fromthe RFC 4575
payl oad to the XMPP participants list. (Mppings for elenments not
nmenti oned are undefined.)
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Tabl e 2: Participant |ist mapping

| conference-info entity | roomJID |
| conference subject | room subject |
| user entity | participant bare JID |
| user display-text / nicknanme | participant nicknane |
| endpoint entity | participant full JID [

Upon receiving such a response, the SIP-to-XMPP gateway MJST send a
200 K to the MSRP conference server and translate the partici pant
list into a series of XMPP presence stanzas.

Exanpl e: (F11) Chatroom presence information translated into XMPP

<presence from=’ verona@hat. exanpl e. or g/ Roneo’
to=" verona@hat . exanpl e. org/ Juli C >
<x xm ns="http://jabber. org/protocol / muc#user’ >
<itemaffiliation="none' role= participant’/>
</ x>
</ presence>

<presence from=" verona@hat . exanpl e. or g/ Ben
to=" verona@hat . exanpl e. org/ Juli C >
<x xm ns="http://]jabber.org/protocol/nuc#user’ >
<itemaffiliation="none' role= participant’/>
</ x>
</ presence>

If the NOTIFY included a subject, the gateway SHALL convert it into a
separate XMPP nessage

Exanpl e: (F12) Chatroom subject translated into XMPP

<message fron¥ verona@hat . exanpl e. com mayor’
to="juliet @xanpl e. conl bal cony
i d=" nbh2vd68’ >
<subj ect >Today i n Verona</ subj ect >
</ nessage>

The mapping of SIP and [ RFCA575] payl oad syntax el ements to XMPP

syntax elements is as shown in the followi ng table. (Mappings for
el ements not nentioned are undefined.)
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Tabl e 2: Message syntax mapping from SIP to XMPP

o e e e e e e e e e e e e e e e e aa o - o m e e e e e e e e e e +
| SIP Header or RFCA575 Contents | XMPP El enent or Attribute [
oo e e e e e e e e e eeeo oo o m e e e e e e eeaa o +
| <user entity=...> | From |
| To + / <display-text> | To |
| roles | role |
| ' none’ | affiliation |
o m e e e e e e e e e e e e mo— oo o e e m e e e e e e e e oo +

3.6. Exchange Messages

Once the user has joined the chatroom the user can exchange an
unbounded nunber of nessages both public and private.

The mappi ng of XMPP syntax el enments to MBRP syntax elenents is as
shown in the following table. (Mppings for el enents not nentioned
are undefined.)

Tabl e 3: Message syntax mapping from XMPP Message to NMSRP

o m e e e e e e eeaa o o m e e e e e e eeaa o +
| XWMPP Elenment or Attribute | CPIM Header |
o o +
| to | To |
| from | From |
| <body/> | body of the SEND request [
o m e e e e e e eeaa o o m e e e e e e eeaa o +

3.6.1. Send a Message to Al Cccupants

When Juliet wants to sends a nessage to all other occupants in the
room she sends a nessage of type "groupchat" to the <room@ervice>
itself (in our exanple, <verona@hat.exanple.org>).

The foll owi ng exanpl es show an exchange of a public nmessage.
Exanpl e: (F13) Juliet sends nessage to all occupants
<nmessage fron¥ juliet @xanple. cont bal cony’
to=" verona@hat . exanpl e. org’
type=' groupchat’
id="12zfed24s’ >
<body>Who knows where Roneo is?</body>
</ nessage>

Upon receiving such a nessage, the XMPP-to-SIP gateway MJST translate
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it into an MSRP SEND message.
Exanpl e: (F14) Gateway transforns XMPP nessage to MSRP

MSRP a786hj s2 SEND

To- Pat h: nsrp://s2x. exanpl e.org: 12763/ kj hd37s2s20w2a; t cp
From Pat h: nsrp://x2s. exanpl e. com 7654/ j shA7wezt as; tcp
Message- |1 D: 87652491

Byt e- Range: 1-*/*

Cont ent - Type: nessage/ cpim

To: <sip:verona@hat. exanpl e. or g>

From "Juliet" <sip:juliet@xanple.conr
Dat eTi me: 2008- 10- 15T15: 02: 31- 03: 00
Cont ent - Type: text/plain

Who knows where Roneo is?
——————— a786hj s2%

Upon receiving the SEND request, if the request either contains a
Fai | ure- Report header field value of "yes" or does not contain a
Fai |l ure- Report header at all, the MSRP conference server MJST

i medi ately generate and send a response.

MBRP d93kswow 200 OK

To- Pat h: msrp://x2s. exanpl e. com 7654/ j shA7wezt as; tcp

From Pat h: nsrp://s2x. exanpl e. org: 12763/ kj hd37s2s20wW2a; t cp
——————— d93kswows

Since an XMPP MJC room coul d be noderated and an XMPP user cannot be
sure whet her her nessage has been accepted or not without receiving
it back fromthe server, [XEP-0045] states that the sender needs to
receive the same nessage it has generated. So in this scenario the
XMPP-t0-SI P gateway has to reflect the nessage back to the sender.
This prodedure only applies to XMPP endpoi nts.

3.6.2. Send a Private Message

Si nce each occupant has a unique JID, Juliet can send a "private
message" to a sel ected occupant through the service by sending a
message to the user’s occupant JID. The XMPP nessage type SHOULD be
"chat" and MJUST NOT be "groupchat", but MAY be left unspecified.

If the XWMPP-to-SIP gateway has support for private nmessaging it MJST
advertise that fact by adding a "private-nmessages” value to the
a=chatroom SDP attribute it sends to the MSRP conference server, as
specified in [I-D.ietf-sinple-chat].
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a=chat room ni cknane pri vat e- nessages
The foll owi ng exanpl es show an exchange of a private nessage.
Exanpl e: Juliet sends private nessage

<message fronm=' juliet @xanpl e. coni bal cony’
t o=" ver ona@hat . exanpl e. or g/ Roneo’
type=' chat’
i d=" 6sfl n45q’ />
<body>O Roneo, Roneo! wherefore art thou Ronmeo?</body>
</ nessage>

Upon receiving such a nmessage, the XMPP-to-SIP gateway MJST transl ate
it into an MSRP SEND nmessage.

Exanpl e: Gateway transfornms private nessage from XMPP to MSRP

MBRP a786hj s2 SEND

To- Pat h: msrp://s2x. exanpl e. org: 12763/ kj hd37s2s20wW2a; t cp
From Pat h: nsrp://x2s. exanpl e. com 7654/ j shA7wezt as; tcp
Message- |1 D 87652491

Byt e- Range: 1-*/*

Cont ent - Type: message/ cpim

To: <sip:verona@hat . exanpl e. or g>; gr =Roneo
From <sip:juliet@xanple.org>; gr=bal cony
Dat eTi me: 2008- 10- 15T15: 02: 31- 03: 00
Content-Type: text/plain

O Roneo, Roneo! wherefore art thou Roneo?
------- a786hj s23$

The MSRP conference server is responsible for sending the nessage to

the intended recipient, and when doing so MJST nodify the "Front
header to the sender’s address within the chatroom
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Exanpl e: MSRP conference sends private nessage to SIP user

MBSRP a786hj s2 SEND

To- Pat h: nsrp://s2x. exanpl e.org: 12763/ kj hd37s2s20w2a; t cp
From Pat h: nsrp://x2s. exanpl e. com 7654/ j shA7wezt as; tcp
Message- |1 D: 87652491

Byt e- Range: 1-*/*

Cont ent - Type: message/ cpim

To: <sip:roneo@xanpl e. conp

From <sip:verona@hat. exanpl e.conp; gr=JuliC
Dat eTi me: 2008-10- 15T15: 02: 31-03: 00
Cont ent - Type: text/plain

O Roneo, Roneo! wherefore art thou Roneo?
——————— a786hj s2$

3.7. Exit Room

If Juliet decides to exit the chatroom her client sends a presence
stanza of type "unavail able” to the occupant JID she is currently
using in the room (here <verona@hat. exanpl e.org/ Juli C).

Exanpl e: (F17) Juliet exits room

<presence from="juliet@xanpl e. coni bal cony
to=" verona@hat . exanpl e. org/Juli C
type='unavail able' />

Upon receiving such a stanza, the XMPP-to-SI P gateway term nates the
SI P session by sending a SIP BYE to the MSRP conference server. The
MBRP conference server then responds with a 200 K

Juliet MAY include a customexit nessage in the presence stanza of
type "unavailable", in which case it SHOULD be broadcasted to other
partici pants using the nethods described above.

Exanpl e: (F17) Juliet exits the chatroom

<presence from=' juliet @xanpl e. conl bal cony
to=" verona@hat . exanple.org/Juli C
type=' unavail abl e’ >
<status>Tine to go!</status>
</ presence>
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4. MSRP Multi-party Messaging Session to XMPP MJC

This section describes howto map a Miulti-party Instant Message (IM

MBRP session to an XMPP Multi-User Chat (MJC) session.

SI P User Gat eway XMPP MJUC
I(Fl)(SIP) I NVI TE I I
() (5P 200 k| |
(7 (sim ok | |
[(F4) (VRPN e | |
o >I (F5) (XMPP) Enter room I
I (F6) (MSRP) 200 OK I _________________________ >I
I ST | (F7) (XMPP) ( XMPP) Pr esencel
| | < |
{ (F8) (SI P) SUBSCRI BE { {
T e eonierence ] |
I(FQ) (SIP) 200 OK I I
i (sim roniey | |
(Fi) (sip 200 o | |
I ------------------------ >I (F12) (XMPP) ( XMPP) Subj ect I
| R R RCRLLEETEEE |
I (F13) (MSRP) SEND I I
[(FLo (vere) sED | |
I ________________________ >I (F15) (XMPP) Chat nessage I
| (F16) (MSRP) 200 K [ - >|
S LR | (F17) (XMPP) Chat nessage |
I (F18) (MSRP) SEND I STt I
o oy 200 o | |
e EETOTPPEPRE > |
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I I
| (F20) (SI P) BYE |
I
I

|
|
| (F21) (XMPP) Exiting a roon]
| R R LR PR >
| (F22) (SI P) 200 OK [ [
R EERRREEEE T | |

Note: If the XMPP presence stanza is received before the SIP
SUBSCRI BE di al og is established for the "conference" event, then the
server SHOULD cache the participants list until the subscriptionis
established and delivered in a SIP NOTI FY request.

4, 1. Ent er Room

When the SIP user ("Ronmeo") wants to join a groupchat room
("Verona"), he first has to start the SIP session by sending out a
SIP INVITE request containing an offered session description that

i ncludes an MSRP nedi a |ine acconpani ed by a mandatory "path" and
"chatroom attributes. The MSRP nedia line is al so acconpani ed by an
"accept-types" attribute specifing support for a Message/ CPIMtop

| evel wapper for the MBRP nessage.

Exanpl e: (F1) SIP user starts the session

I NVI TE si p: verona@hat . exanple.org SIP/2.0

To: <sip:verona@hat. exanpl e. org>

From "Roneo" <sip:roneo@xanpl e. conw; gr=orchard
Call-1D 742510n0

Cont ent - Type: application/sdp

Content-Length: [Iength]

c=I N | P4 s2x. exanpl e. net

m=nessage 7313 TCP/ MBRP *

a=accept -t ypes: message/ cpi mtext/plain text/htn
a=pat h: msrp: // s2x. exanpl e. net: 7313/ ansp71lwezt as; tcp
a=chat room

Upon receiving the INVITE, the SIP-to-XMPP gateway needs to determ ne
the identity of the renpote domain, which it does by perform ng one or
nmore DNS SRV | ookups [ RFC2782]. The SIP-to- XMPP gat eway SHOULD
resol ve the address present in the To header of the INVITE to an 'im
URI, then follow the rules in [RFC3861] regarding the "_inl SRV
service for the target domain contained in the To header. |If SRV
address resolution fails for the " _inl service, the SIP-to-XMPP
gateway MAY attenpt a | ookup for the " xnpp-server" service as
specified in [RFC6120] or MAY return an error to the sender (i.e.
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502 Bad Gat eway) .

If SRV address resolution succeeds, the SIP-to-XMPP gateway SHOULD
answer successfuly with a SIP 200 K (F2).

| mpl enent ati ons MAY wait until the nicknanme is set with an MSRP

NI CKNAME chunk before joining the XMPP MUC or MAY choose a tenporary
ni ckname (such as the SIP From header display nane) and use it to
join the room

SIP/2.0 200 K

To: <sip:verona@hat. exanpl e. or g>

From "Romeo" <sip:roneo@xanple. conp; gr=orchard

Contact: <sip: x2s. exanpl e. com transport=tcp> \
; met hods="1 NVI TE, BYE, OPTI ONS, ACK, CANCEL, SUBSCRI BE, NOTI FY"\
;aut omat a; i sf ocus; nessage; event =" conf er ence"

Cal | -1 D 742510n0

Cont ent - Type: application/sdp

c=I N | P4 x2s. exanpl e. com

m=nessage 8763 TCP/ MSRP *

a=accept -types: nessage/ cpi mtext/plain text/htn

a=pat h: nsrp: // x2s. exanpl e. com 8763/ | kj h37s2s20wW2a; t cp
a=chat room ni cknane pri vat e- mnessages

Exanpl e: (F4) MSRP user sets up ni ckname

MSRP a786hj s2 N CKNAVE
To- Pat h: nsrp://s2x. exanpl e. net: 7313/ ansp71lwezt as; tcp
From Pat h: nsrp://x2s. exanpl e. com 8763/ | kj h37s2s20wW2a; t cp
Use- Ni cknane: "Roneo"

------- a786hj s2

Upon receiving the MSRP NI CKNAME request, the SIP-to-XMPP gateway is
responsi bl e for generating an XMPP presence stanza and sending it to
t he chatroom

Exanpl e: (F5) Roneo enters chatroom

<presence frome' ronmeo@xanpl e. com
t o=" verona@hat . exanpl e. or g/ Roneo’ >
<x xm ns="http="http://jabber.org/protocol/nuc’/>
</ presence>

If the room does not already contain another user with the requested
ni cknane, the service accepts the access request. Thus if the

gat eway does not receive any stanza of type "error" specifying a
<conflict/> error condition, it MJST answer the MSRP ni cknane
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proposal with a 200 OK response (F6).
Exanpl e: (F6) Acknow edgenent of join

MSRP a786hj s2 200 OK

To- Pat h: msrp://x2s. exanpl e. com 8763/ | kj h37s2s20wW2a; t cp

From Pat h: msrp://s2x. exanpl e. net: 7313/ ansp71lwezt as; tcp
------- a786hj s2

So far we have assuned that the requested nicknanme did not conflict
with any existing nicknanes. The follow ng fl ow shows the handling
of a nicknane conflict.

XMPP conf erence

SI P User Gat enay server
I(Fl)(SIP) I NVI TE I I
i e 0o |
Prisarpirial b | |
------------------------ >| [
| (F4) (MBRP) NI CKNAME I I
------------------------ >I(F5)(XNPP) Entering a roonj

7 Caem P esence Brror]

I
|
I
I | <ommmmmmm e I
I I
| <-mmmmm e I I
I I

4.2. Change Ni cknane

I f Romeo decides to change his nickname within the room he MJST send

a new MSRP NI CKNAME request. In fact nodification of the nicknane in
MSRP is not different fromthe initial reservation and usage of a
ni ckname.
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XMPP conf erence
SI P User Gat enay server

| | |
| (F1) (MBRP) NI CKNAVE | I
|- mmmm e >| |

|
| R SLEEEEErTPErrs >]
| (F3) (MSRP) 200 OK | |
|

S | |
Exanpl e: (F1) MSRP user changes ni ckname
MBRP a786hj s2 NI CKNAMVE
To- Pat h: msrp://s2x. exanpl e. net: 7313/ ansp71lwezt as; tcp
From Pat h: nsrp://x2s. exanpl e. com 8763/ | kj h37s2s20w2a; t cp
Use- Ni cknane: "nontecchi"”
——————— a786hj s2

Upon receiving such a nessage, the SIP-to-XMPP gateway MJST transl ate
it into an XMPP presence stanza.

Exanpl e: (F2) XMPP transl ation of nickname change
<presence from=' ronmeo@xanpl e. con
t o=" ver ona@hat . exanpl e. or g/ nont ecchi ' / >
4.3. Invite Another User to a Room
To foll ow
4.4. Presence Broadcast
If the multi-user chat service is able to add the SIP user to the
room it sends presence fromall the existing occupants’ roomJIDs to

the new occupant’s full JID, including extended presence information
about roles in an <x/> el enent.
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Exanpl e: (F7) Chatroom presence information translated into XMPP

<presence from=’ verona@hat . exanpl e. or g/ Roneo’
to=" r oneo@xanpl e. coni >
<x xm ns="http://jabber.org/protocol/nuc#user’ >
<itemaffiliation="none' role= participant’/>
</ x>
</ presence>

<presence from=’ verona@hat. exanpl e. or g/ Ben
t o="r oneo@xanpl e. coni >
<x xm ns="http://jabber.org/protocol/nuc#user’ >
<itemaffiliation="none' role= participant’/>
</ x>
</ presence>

Upon receiving these presence stanzas, if the MSRP conference server
has al ready conpl eted the subscription to the Conference Event
package [ RFC4575], the XMPP-to-SI P gateway MJUST translate themin a
SI P NOTI FY request containing the participant list (represented in
the [ RFC4575] format).
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Exanpl e: (F10) MSRP transl ation of XMPP participant presence

NOTI FY si p: roneo@xanpl e.com SI P/ 2.0

To: <si p:roneo@xanpl e. conp; t ag=43524545

From <sip:verona@hat. exanpl e. or g>; t ag=a3343df 32
Call-1D k3l 43i dO34ksererff

Event: conference

Subscription-State: active; expires=3600
Cont ent - Type: application/conference-i nfo+xm

Cont ent - Lengt h:

<conference-info version="0" state="full"
entity="sip:verona@hat. exanpl e. org" >
<conf erence-descri pti on>
<subj ect >Today i n Verona</ subj ect >
<conf-uri s>
<entry>
<uri>tel:+18882934234</ uri >
<uri >si p: verona@hat . exanpl e. org</uri >
</entry>
</ conf-uris>
</ conf erence-descri pti on>
<user s>
<user entity="sip:verona@hat.exanple.org/JuliC'
state="full">
<di spl ay-text >Jul i C</ di spl ay-text>
<rol es>
<entry>participant</entry>
</rol es>
</ user>
<user entity="sip:verona@hat.exanpl e. org/ Ben"
state="full">
<di spl ay-t ext >Ben</ di spl ay-t ext >
<rol es>
<entry>participant</entry>
</rol es>
</ users>
</ conf erence-i nf 0>

4.5. Exchange Messages

Once the user has joined the chat room the user can exchange an
unbounded nunber of nessages both public and private.

The mappi ng of MSRP syntax el enments to XMPP syntax el enents SHOULD be

as shown in the following table. (Mappings for el enents not
nmenti oned are undefined.)
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Tabl e 4: Message syntax nmapping from VMSRP Message to XMPP

o m e e e e e e e e e e o m e e e e e e e e e e +
| CPI'M Header | XMPP El ement or Attribute [
. . +
| To | to |
| From | from |
| body of the SEND request | <body/> |
o m e e e e e e e e e e o m e e e e e e e e e e +

4.5.1. Send a Message to Al Cccupants

When Ronmeo wants to send a nessage to all other occupants in the
room he sends an MSRP SEND request to <room@ervice> itself (i.e.,
<ver ona@hat . exanpl e.org> i n our exanple).

The foll owi ng exanpl es show an exchange of a public nessage.
Exanpl e: (F12) Ronmeo sends a message to the chat room

MBRP a786hj s2 SEND

To- Pat h: nsrp://s2x. exanpl e. net: 7313/ ansp71lwezt as; tcp
From Pat h: nsrp://x2s. exanpl e. com 8763/ | kj h37s2s20wW2a; t cp
Message- |1 D. 87652492

Byt e- Range: 1-*/*

Cont ent - Type: message/ cpim

To: <sip:verona@hat. exanpl e. org>

From "Roneo" <sip:roneo@xanpl e. conw; gr=orchard
Dat eTi me: 2008-10- 15T15: 02: 31-03: 00

Content - Type: text/plain

Roneo is herel!
——————— a786hj s2$

Upon receiving the SEND request, if the request either contains a
Fail ure- Report header field value of "yes" or does not contain a
Fai |l ure- Report header at all, the SIP-to-XMPP gat eway MJIST
imediately translate it into an XMPP nessage stanza (F13) and then
generate and send an MSRP response (F14).
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Exanpl e: (F13) XMPP translation of nmessage

<message fron¥ roneo@xanpl e. coni or chard’
to=" verona@hat . exanpl e. org
type=' groupchat’
i d=" 8gbx1g4p’ >
<body>Romeo i s here! </ body>
</ nessage>

Exanpl e: (F14) MBRP response to public nessage

MSRP d93kswow 200 OK

To- Pat h: msrp://x2s. exanpl e. com 8763/ | kj h37s2s20wW2a; t cp
From Pat h: nsrp://s2x. exanpl e. net: 7313/ ansp71lwezt as; tcp
——————— d93kswowd

Note well that the XMPP MUJC roomwi Il reflect the sender’s nessage
back to all users, including the sender. In MSRP this reflected
message i s unnecessary. Therefore gateways are advised to maintain a
cache and if the same stanza is received within a reasonabl e anount

of time, assune is the reflected nmessage and ignore it.

4.5.2. Send a Private Message

Ronmeo can send a "private nessage" to a selected occupant via the
chat room service by sending a nessage to the occupant’s room
ni cknarne.

The foll owi ng exanpl es show an exchange of a private nessage
Exanpl e: (F12) Romeo sends a private message

MBSRP a786hj s2 SEND

To- Pat h: nsrp://s2x. exanpl e. net: 7313/ ansp71lwezt as; tcp
From Pat h: nsrp://x2s. exanpl e. com 8763/ | kj h37s2s20wW2a; t cp
Message- | D. 87652492

Byt e- Range: 1-*/*

Cont ent - Type: message/ cpim

To: <sip:verona@hat. exanple.org>;gr=JuliC

From "Roneo" <sip:roneo@xanpl e. con; gr=orchard

Dat eTi me: 2008- 10- 15T15: 02: 31-03: 00

Content - Type: text/plain

| am here!!!
——————— a786hj s2$

The MSRP conference is responsible for transforming the "Front
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address into an i n-room address.
Exanpl e: MSRP handl i ng of private nessage

MBRP a786hj s2 SEND
To- Pat h: nsrp://s2x. exanpl e. net: 7313/ ansp71lwezt as; tcp

July 2013

From Pat h: msrp://x2s. exanpl e. com 8763/ | kj h37s2s20W2a; t cp

Message- | D: 87652492
Byt e- Range: 1-*/*
Cont ent - Type: nessage/ cpim

To: <sip:verona@hat. exanpl e.org>; gr=JuliC
From <sip:verona@hat . exanpl e. or g>; gr =Roneo
Dat eTi me: 2008- 10- 15T15: 02: 31- 03: 00
Cont ent - Type: text/plain

I am here!!!
——————— a786hj s2%

Once the MSRP conference sends that nmessage to the gateway,
gateway is responsible for translating it into XMPP synt ax.

Exanpl e: (F13) XWMPP translation of private nessage

<message fron= verona@hat. exanpl e. or g/ Roneo’
to=" verona@hat . exanpl e. org/Juli C
type=' chat’
i d="rg2ca9k7’ />
<body>l am here!!!</body>
</ nessage>

4. 6. Exit Room

t he

If Ronmeo decides to exit the chat room his client sends a SIP BYE to

t he <verona@hat. exanpl e. org> chat room
Exanpl e: (F11) Roneo terminates the session

BYE si p: verona@hat . exanple.org SIP/2.0

Max- Forwar ds: 70

From "Roneo" <sip:roneo@xanpl e. net>;tag=786
To: <sip:verona@hat . exanpl e. or g>; t ag=534
Call -1 D: 742510n0

Cseq: 1 BYE

Content-Length: O

Upon receiving the SIP BYE, the SIP-to-XMPP gateway translates it in
a presence stanza (F19) and sends it to the XMPP MJC room servi ce.
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Then the Sl P-to-XMPP gateway responds with a 200 K to the MSRP user.
Exanpl e: (F19) Roneo exits the chatroom
<presence from=' romeo@xanpl e. com
t o=" ver ona@hat . exanpl e. or g/ Roneo’
type='unavail abl e’ >
</ presence>

5. Handling of N cknanes and Di splay Nanes

Fundanental rul es for mapping addresses between XMPP and SIP are

provided in [I-D.ietf-stox-core]. However, chatroons include a nore
speci al i zed, unique identifier for each participant in a room called
a nicknane. |Inplenentations are strongly encouraged to apply the

rul es for preparation and conparison of nicknanes specified in
[I-D.ietf-precis-nicknane].

In addition to nicknanes, some groupchat inplenmentations also include
di spl ay names (which mght or mght not be different fromusers

ni cknanes). A display nane need not be unique within the context of
a roombut instead sinply provides a user-friendly nane for a
parti ci pant.

In SIP, the nicknanme is the value of the XCON ’'nicknane’ attribute of
the <user/> el ement [RFC6501] and the display nane is the XM
character data of the conference-info <display-text/> el enent

[ RFCA575]. In XMPP, the nicknane is the value of the resourcepart of
the Qccupant JID [ XEP-0045] and the display nanme is the XM. character
data of the <nick/> el ement [XEP-0172].

In practice, the <display-text/> elenent is treated as canonical in
SIP inplenentations, and the <nick/> elenent is rarely used in XMPP

i mpl ementations. Therefore, for display purposes SIP inplenentations
ought to use the <display-text/> elenment (not the XCON 'nicknane’
attribute) and XMPP inpl enent ati ons ought to use the resourcepart of
the Qccupant JID (not the character data of the <nick/> elenment).

If there is a conflict between the SIP nickname and the XMPP

ni cknane, the SIP-to-XMPP or XMPP-to-SIP gateway is responsible for
adjusting the nicknanme to avoid the conflict and for informng the

SIP or XMPP client of the unique nicknane used to join the chatroom

6. Security Considerations

The security considerations of [RFC3261], [RFC4975], [RFC6120],
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[I-D.ietf-stox-core], [I-D.ietf-sinple-chat], and [ XEP-0045] apply.

Addi tional security considerations will be provided in a future
version of this specification.

7. | ANA Consi derati ons

Thi s docunment requests no actions of the | ANA
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