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Abst ract

Thi s docunment defines a bidirectional protocol mapping for the
exchange of instant nmessages in the context of a one-to-one chat
session between a user of the Session Initiation Protocol (SIP) and a
user of the Extensible Messaging and Presence Protocol (XMPP)
Specifically for SIP text chat, this docunent specifies a mapping to
the Message Session Relay Protocol (MSRP)
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1.

I nt roducti on

Both the Session Initiation Protocol [RFC3261] and the Extensible
Messagi ng and Presence Protocol [RFC6120] can be used for the purpose
of one-to-one text chat over the Internet. To ensure interworking
bet ween these technologies, it is inportant to define bidirectiona

pr ot ocol mappi ngs.

The architectural assunptions underlying such protocol mappings are
provided in [I-D.ietf-stox-core], including mappi ng of addresses and
error conditions. This docunment specifies nmappings for one-to-one
text chat sessions (sonetinmes called "session-node" nmessaging); in
particul ar, this document specifies nappi ngs between XMPP nessages of
type "chat" and the Message Session Relay Protocol [RFC4975].

Mappi ngs for single instant nessages and groupchat are provided in
separ ate docunents.

The approach taken here is to directly map syntax and senmantics from
one protocol to another. The nmapping described herein depends on the
protocol s defined in the follow ng specifications:

0 XMPP chat sessions using nessage stanzas of type "chat" are
specified in [ RFC6121].

0 Sl P-based chat sessions using the SIP INVITE and SEND r equest
types are specified in [ RFC4975].

In SI MPLE, a chat session is formally negotiated just as any ot her
session type is using SIP. By contrast, a one-to-one chat "session"
in XMPP is an infornmal construct and is not formally negotiated: a
user sinply sends a nessage of type "chat" to a contact, the contact
then replies to the nessage, and the sumtotal of such nessages
exchanged during a defined period of time is considered to be a chat
session. To overcone the disparity between these approaches, a
gateway that w shes to nmap between SIP and XMPP for one-to-one chat
sessions needs to maintain some additional state, as described bel ow

The di scussion venue for this docunment is the mailing list of the
STOX W5, visit https://ww.ietf.org/milmn/listinfo/stox for
subscription information and di scussion archives.

Ter m nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .
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3. XMPP to MSRP

In XMPP, the "informal session"” approach is to sinply send sonmeone a
<message/ > of type "chat" w thout starting any session negotiation
ahead of tine (as described in [RFC6121]). The XMPP "i nfor nal
session" approach maps very well into a SIP MESSAGE request, as
described in [I-D.ietf-stox-core]. However, the XWMPP informnal
session approach can also be mapped to MSRP if the XMPP-to-SIP

gat eway nmi ntains additional state.

The order of events is as foll ows.

XMPP User GW SI P User
I
| (F1) (XWPP) Chat nessage |

| (F2) (SIP) INVITE

I

N e >
I | (F3) (SIP) 200 OK

I [ <--mmmmmmmi e I
| | (F4) (SIP) ACK |
N B >|
| | (F5) (MBSRP) SEND |
N T >
| | (F6) (MBRP) A reply |
I [ <--mmmmmmmm e I
| (F7) (XWPP) A reply | |
[ <-mmmmmme e I I
I I I
i i i
I | (F8) (SIP) BYE |
I [ <--mmmmmii e I
| | (F9) (SIP) 200 OK |
I [=--mmmmmm - >|

First the XMPP user would generate an XMPP chat nessage.
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Exanpl e: (F1) Juliet sends an XMPP nessage

<message fron¥ juliet @xanpl e. com bal cony
t o=" r oneo@xanpl e. net
type='chat’ >
<t hread>711609sa</t hr ead>
<body>Art thou not Romeo, and a Montague?</body>
</ nessage>

The | ocal SIP-to-XMPP gateway at the SIMPLE server woul d then
deternmine if Romeo supports MSRP. [If so, the SIP-to-XMPP gat eway
would initiate an MSRP session with Ronmeo on Juliet’s behal f.

Exanpl e: (F2) Gateway starts a formal session on behalf of Juliet

I NVI TE si p: roneo@xanpl e.net SIP/2.0

To: <sip:roneo@xanpl e. net >

From <sip:juliet@xanple.conr

Contact: <sip:juliet@xanple.conp; gr=bal cony
Subj ect: Open chat with Juliet?

Call-1D: 711609sa

Cont ent - Type: application/sdp

c=I N | P4 x2s. exanpl e. com

menessage 7654 TCP/ MBRP *
a=accept-types:text/plain

a=l ang: en

a=lang:it

a=pat h: nsrp: // x2s. exanpl e. com 7654/ j shA7wezt as; tcp

Here we assune that Ronmeo accepts the MSRP session request.
Exanpl e: (F3) Ronmeo accepts the request

SIP/2.0 200 X

To: <sip:juliet@xanple.conp; gr=bal cony
From <sip:roneo@xanpl e. net >

Cont act: <sip:ronmeo@xanpl e. net>; gr=or chard
Call -1 D 711609sa

Cont ent - Type: application/sdp

c=I N I P4 s2x. exanpl e. net

menessage 12763 TCP/ MBRP *

a=accept-types:text/plain

a=lang:it

a=pat h: nsrp: //s2x. exanpl e. net: 12763/ kj hd37s2s20w2a; t cp

The XMPP-to-SIP gateway then acknow edges the session acceptance on
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behal f of Roneo.
Exanpl e: (F4) Gateway sends ACK to Ronmeo’ s UA

ACK sip:juliet@xanple.comSIP/2.0

To: <si p:roneo@xanpl e. net>; gr=orchard

From <sip:juliet@xanple.conr

Contact: <sip:juliet@xanple.conp;gr=bal cony
Call-1D 711609sa

The XMPP-to-SIP gateway then transforns the origi nal XMPP chat
message i nto NMSRP.

Exanpl e: (F5) Gateway transfornms XWMPP nmessage to MSRP

MBRP a786hj s2 SEND

From Pat h: nsrp://x2s. exanpl e. com 7654/ j shA7wezt as; tcp
To- Pat h: nsrp://s2x. exanpl e. net: 12763/ kj hd37s2s20w2a; t cp
Message- |1 D: 87652491

Byt e- Range: 1-25/25

Cont ent - Type: text/plain

Art thou not Roneo, and a Montague?
——————— a786hj s2%

Roneo can then send a reply using his MSRP user agent.
Exanpl e: (F6) Ronmeo sends a reply

MBRP a786hj s2 SEND

To- Pat h: msrp://x2s. exanpl e. com 7654/ j shA7wezt as; tcp

From Pat h: msrp://s2x. exanpl e. net: 12763/ kj hd37s2s20wW2a; t cp
Message- |1 D: 87652491

Byt e- Range: 1-25/25

Fai | ure- Report: no

Content - Type: text/plain

Neither, fair saint, if either thee dislike.
——————— a786hj s2%

The SIP-to-XMPP gateway woul d then transformthat nessage into
appropriate XMPP syntax for routing to the intended recipient.
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Exanpl e: (F7) Gateway transfornms MSRP nessage to XMPP

<message fron¥ roneo@xanpl e. net/orchard’
to="juliet@xanpl e. com bal cony’
type='chat’ >
<t hread>711609sa</t hr ead>
<body>Nei ther, fair saint, if either thee dislike.</body>
</ nessage>

When the MSRP user wishes to end the chat session, the user’s MSRP
client sends a SIP BYE.

Exanpl e: (F8) Roneo terminates the chat session

BYE juliet @xanmple.comsip: SIP/2.0
Max- Forwards: 70

From <sip:roneo@xanpl e. net>; tag=087j s
To: <sip:juliet@xanple.conp;tag=786
Call-I1D 711609sa

Cseq: 1 BYE

Content-Length: O

The BYE is then acknow edged by t he XMPP-to-SIP gateway.
Exanpl e: (F9) Gateway acknow edges termnation

SIP/2.0 200 K

From <sip:juliet@xanple.conp;tag=786
To: <sip:roneo@xanpl e. net >; tag=087j s
Call-1D 711609sa

CSeq: 1 BYE

Content-Length: O

4. MBRP to XWPP
When an MSRP client sends nessages through a gateway to an XWPP

client that does not support formal sessinos, the order of events is
as follows.
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SI P User GW XMPP User
I(Fl)(SIP) I NVI TE I I
em 0 ok " |
ian Ak T | |
e o g |
________________________ >{(FS)(XNPP) A chat nessage

|

N
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
I
v

Exanpl e: (Fl1) SIP user starts the session

I NVITE sip:juliet@xanmple.comSIP/2.0

To: <sip:juliet@xanple.conr

From <sip:roneo@xanpl e. net >

Contact: <sip:ronmeo@xanpl e. net>; gr=or chard
Subj ect: Open chat with Roneo?

Call-1D 742507no

Cont ent - Type: application/sdp

c=I N | P4 s2x. exanpl e. net

m=nessage 7313 TCP/ MBRP *

a=accept-types:text/plain

a=l ang: en

a=lang:it

a=pat h: msrp: // s2x. exanpl e. net: 7313/ ansp71lwezt as; tcp
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Exanpl e: (F2) Gateway accepts session on Juliet’s behalf

SIP/2.0 200 X

To: <si p:roneo@xanpl e. net >; gr=orchard

From <sip:juliet@xanple.conr

Contact: <sip:juliet@xanple.conp; gr=bal cony
Call -1 D: 742507n0

Cont ent - Type: application/sdp

c=I N | P4 x2s. exanpl e. com

m=nessage 8763 TCP/ MBRP *

a=accept-types:text/plain

a=lang:it

a=pat h: msrp: // x2s. exanpl e. com 8763/ | kj h37s2s20wW2a; t cp

Exanpl e: (F3) Roneo sends ACK

ACK sip:juliet@xanmple.comSIP/2.0

To: <sip:juliet@xanple.conp; gr=bal cony
From <si p:roneo@xanpl e. net >

Cont act: <sip:romeo@xanpl e. net>; gr=orchard
Cal | -1 D: 742507n0

Exanpl e: (F4) Roneo sends a nessage

MBRP ad49kswow SEND

To- Pat h: msrp://x2s. exanpl e. com 8763/ | kj h37s2s20wW2a; t cp
From Pat h: nsrp://s2x. exanpl e. net: 7313/ ansp71lwezt as; tcp
Message- I D: 44921zaqwsx

Byt e- Range: 1-32/32

Fai | ure- Report: no

Cont ent - Type: text/plain

| take thee at thy word ..
——————— ad49kswows

Exanpl e: (F5) Roneo sends a nmessage (XMPP transl ation)

<message fron¥ roneo@xanpl e. net
to="juliet@xanple.com
type='chat’ >
<t hr ead>742507no</ t hr ead>
<body>| take thee at thy word ...</body>
</ nessage>
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Exanpl e: (F6) Juliet sends a reply

<message fron¥ juliet @xanpl e. com
t o=" r oneo@xanpl e. net
type='chat’ >
<t hread>711609sa</t hr ead>
<body>What man art thou ... ?</body>
</ nessage>

Exanpl e: (F8) Gateway transforns XWVPP nessage to MSRP

MBRP a786hj s2 SEND

To- Pat h: msrp://s2x. exanpl e. net: 7313/ j shA7wezt as; tcp

From Pat h: mnsrp://x2s. exanpl e. com 8763/ | kj h37s2s20wW2a; t cp
Message- |1 D: 87652491

Byt e- Range: 1-25/25

Fai | ure- Report: no

Content - Type: text/plain

What man art thou ...?
——————— a786hj s2%

Exanpl e: (F9) Roneo term nates the session

BYE juliet @xanple.comsip: SIP/2.0

Max- Forwards: 70

To: <sip:juliet@xanple.conp; gr=bal cony
From <si p:roneo@xanpl e. net >

Contact: <sip:roneo@xanpl e. net>; gr=orchard
Call-1D 742507no

Cseq: 1 BYE

Content-Length: O

Exanpl e: (F10) Gateway acknow edges the ternination of the session on
behal f of XMPP user

SIP/2.0 200 K

To: <sip:juliet@xanple.conp; gr=bal cony
From <si p:roneo@xanpl e. net >

Contact: <sip:ronmeo@xanpl e. net>; gr=orchard
Cal | -1 D: 742507n0

CSeq: 1 BYE

5. Security Considerations

Detail ed security considerations for instant nmessaging protocols are
given in [ RFC2779], for SIP-based instant nmessaging in [ RFC3428] (see
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al so [ RFC3261]), and for XMPP-based instant nessaging in [ RFC6121]
(see al so [ RFC6120]).

Thi s docunent specifies nethods for exchangi ng instant nessages
through a gateway that translates between SIP and XMPP. Such a
gateway MJST be conpliant with the m nimum security requirenments of
the instant messaging protocols for which it translates (i.e., SIP
and XMPP). The addition of gateways to the security nodel of instant
messagi ng specified in [ RFC2779] introduces sone new risks. In
particul ar, end-to-end security properties (especially
confidentiality and integrity) between instant nessagi ng user agents
that interface through a SI MPLE- XMPP gat eway can be provided only if
common formats are supported. Specification of those conmon fornmats
is out of scope for this document, although it is reconmended to use
[ RFC3862] for instant nessages.

6. | ANA Consi derati ons

Thi s docunment requests no actions of | ANA
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