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Abst ract

Explicit Congestion Notification (ECN) is an |P/ TCP nechani sm where
net wor k nodes can mark | P packets instead of dropping themto

i ndi cate congestion to the end-points. ECN capable receivers wll
feedback this information to the sender. ECN is specified for TCP in
such a way that only one feedback signal can be transmtted per
Round-Trip Tine (RTT). Recently, new TCP nechani sns |i ke ConEx or
DCTCP need nore accurate ECN feedback information in the case where
nmore than one marking is received in one RTT. This docunent
specifies a different schenme for the ECN feedback in the TCP header
to provide nore than one feedback signal per RTT. Furthernore this
docunent specifies a re-use of the Urgent Pointer in the TCP header
if the URGflag is not set to increase the robustness of the proposed
ECN f eedback schene.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenber 22, 2013.
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1. Introduction

Explicit Congestion Notification (ECN) [ RFC3168] is an | P/ TCP
mechani sm where network nodes can mark | P packets instead of dropping
themto indicate congestion to the end-points. ECN capable receivers
will feedback this information to the sender. ECN is specified for
TCP in such a way that only one feedback signal can be transmitted
per Round-Trip Tinme (RTT). Recently, proposed mechanisns |ike
Congesti on Exposure (ConEx) or DCTCP [Ali 10] need nore accurate ECN
feedback information in case when nore than one narking is received
in one RTT.
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This docunents specifies a different schenme for the ECN feedback in
the TCP header to provide nore than one feedback signal per RTT.

This nodification does not obsolete [RFC3168]. To avoid confusion we
call the ECN specification of [RFC3168] 'classic ECN in this
docunent. This docunment provides an extension that requires

addi tional negotiation in the TCP handshake by using the TCP nonce
sum (NS) bit, as specified in [RFC3540], which is currently not used
when SYNis set. |If the nore accurate ECN extension has been

negoti ated successfully, the nmeaning of ECN TCP bits and the ECN NS
bit is different fromthe specification in [ RFC3168], as well as sone
bits of the largely unused TCP Urgent field as | ong as the URG fl ag
is not set. This docunent specifies the additional negotiation as
well as the new coding of the TCP ECN NS bits.

The proposed codi ng schene maintains the given bit space in the TCP
header as the ECN feedback infornmation is needed in a tinely nmanner
and as such should be reported in every ACK. The reuse will avoid
addi tional network | oad as the ACK size or the nunber of ACKs will
not increase. Mreover, the nore accurate ECN information wll

repl ace the classic ECN feedback if negotiated. Thus those bits are
not needed otherw se. But the proposed schenmes requires also the use
of the NS bit in the TCP handshake as well as for the nore accurate
ECN feedback. The proposed nore accurate ECN feedback extension

i ncludes the ECN-Nonce integrity nechani smas sone coding space is

I eft open.

1.1. Overview ECN and ECN Nonce in | P/ TCP

ECN requires two bits in the I P header. The ECN capability of a
packet is indicated when either one of the two bits is set. An ECN
sender can set one or the other bit to indicate an ECN-capabl e
transport (ECT) which results in tw signals, ECT(0) and ECT(1). A
networ k node can set both bits sinultaneously when it experiences
congestion. Wen both bits are set the packet is regarded as
"Congestion Experienced" (CE)

In the TCP header the first two bits in byte 14 are defined for the
use of ECN. The TCP mechani sm for signaling the reception of a
congestion mark uses the ECN-Echo (ECE) flag in the TCP header. To
enable the TCP receiver to determ ne when to stop setting the ECN
Echo flag, the CAR flag is set by the sender upon reception of the
feedback signal. This leads always to a full RTT of ACKs with ECE
set. Thus any additional CE markings arriving within this RTT can
not si gnal ed back anynore.

ECN- Nonce [ RFC3540] is an optional addition to ECN that is used to

protect the TCP sender agai nst accidental or nalicious conceal nent of
mar ked or dropped packets. This addition defines the |ast bit of
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byte 13 in the TCP header as the Nonce Sum (NS) bit. Wth ECN- Nonce
a nonce sumis maintain that counts the occurrence of ECT(1l) packets.

o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
BT S T o o T o
I I | N C| E|] U] A| P| R| S| F|
| Header Length | Reserved | S| W| C| R| C| S| S| Y| I |
I I | | RI' E|l G| K| H| T| N| N|
B T ST LT o T S T S

Figure 1: The (post-ECN Nonce) definition of the TCP header flags
Re-Use of the Urgent field in TCP

RFC0793 specified a mechanismto indicate "urgent data" to a
receiver. However, this nechanismis rarely used, and RFC6093 argues
to deprecate the use of the nechanism Furthernore, the content of
the Urgent Pointer was al ways defined to be valid only, when the URG
TCP header flag is set. The position of the Ugent Pointer field as
well as the URG flag are displayed in Figure 2.

In this docunment the Urgent Pointer field is defined to be (re)usable
for auxiliary data if the URGflag is not set. Note that as the
contents of this field were previously undefined when the URG bit is
not set, a new nechani smusing these bits SHOULD not rely on the
correct delivery. Further below in this docunent a new usage for
four bits of the Urgent Pointer counter is defined.

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| Source Port | Destination Port |
B i S S T s i S T st i S S S S S S S S i
[ Sequence Nunber [
B T e b i i e e s . i I SR S
Acknow edgnent Number |

I+- B e T i e S i T e o R e S e S S i ot e TR S N S
| Data | Res |[NC E U A PR S F |
| Ofset| erv [SSWC R C S| S| Y] W ndow |
| | ed | IRREfIGK H T NN |
B e i i e o e e S T S e e s i i TR S
| Checksum [ Urgent Poi nter [
B e o i T o S e i T e e e S i s ot o S R TR S

Figure 2: TCP Header Format showi ng the 16 bit Urgent pointer

Requi renents Language
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The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
We use the followi ng ternm nology from|[RFC3168] and [ RFC3540]:

The ECN field in the | P header:

CE: t he Congestion Experienced codepoint, and
ECT(0): the first ECN Capable Transport codepoint, and
ECT(1): the second ECN- Capabl e Transport codepoint.

The ECN flags in the TCP header:

OWR t he Congestion Wndow Reduced fl ag,
ECE: the ECN-Echo flag, and
NS: ECN Nonce Sum

In this docunment, we will call the ECN feedback schene as specified
in [RFC3168] the 'classic ECN and our new proposal the 'accurate ECN
f eedback’ schene. A 'congestion mark’ is defined as an | P packet
where the CE codepoint is set. A ’'congestion event’ refers to one or
nmore congestion marks belong to the sane overload situation in the
network (usually during one RTT).

2. More Accurate ECN Feedback

In this section we designate the sender to be the one sending data
and the receiver as the one that will acknow edge this data. O
course such a scenario is describing only one half connection of a
TCP connection. The proposed schene, if negotiated, will be used for
bot h hal f connection as both, sender and receiver, need to be capabl e
to echo and understand the accurate ECN feedback schene.

2.1. Negotiation during the TCP handshake
During the TCP handshake at the start of a connection, an originator
of the connection (host A) MUST indicate a request to get nore

accurate ECN feedback by setting the TCP flags NS=1, CWR=1 and ECE=1
inthe initial <SYN>. This coding allows to negotiate for the
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classic ECNinplicit if the receiver does not support the nore
accurate ECN feedback schene.

A respondi ng host (host B) MJST return a <SYN, ACK> with flags CWR=1
and ECE=0. The NS flag may be either 0 or 1, as described bel ow.

The respondi ng host MJST NOT set this conbination of flags unless the
precedi ng <SYN> has al ready requested support for accurate ECN

f eedback as above.

These handshakes including the fall back when the receiver only
support the classic ECN or ECN-Nonce are sunmarized in Table 1 bel ow
X indicates that NS can be either 0 or 1 dependi ng on whet her
congesti on had been experienced (see below). The handshake

i ndi cating any of the other flavors of ECN are al so shown for
comparison. To conpress the width of the table, the headings of the
first four colums have been severely abbreviated, as foll ow ng:

Ac: *Ac*curate ECN Feedback
N:  ECN *Nronce (RFC3540)
E: *E*CN (RFC3168)

I: Not-ECN (*I*nplicit congestion notification).

T i S B s +
| Ac| N| E| I | <SYN> A->B | <SYN, ACK> B->A | Mde |
B T JSPUPE Uy e e e e e e e e oo oo +
| | | | | NS CWR ECE | NS C\R ECE | |
| AB | | | | 1 1 1 | X 1 0 | accurate ECN [
| A | B [ [ 1 1 1 | 1 0 1 | ECN Nonce [
| A | | B | | 1 1 1 | 0 0 1 | classic ECN |
| A | [ | B] 1 1 1 | 0O 0 o | Not ECN [
| A | [ | B] 1 1 1 | X 1 1 | Not ECN (broken)

T R T p e S N +

Table 1: ECN capability negotiation between Sender (A) and
Recei ver (B)

The responding host (B) MAY set the NS bit to 1 to indicate a
congestion feedback for the <SYN> packet. Qherw se the receiver (B)
MUST reply to the sender with NS=0. The addition of ECN to TCP

<SYN, ACK> packets is discussed and specified as experinental in

[ RFC5562] where the addition of ECN to the SYN packet is optionally
described. The security inplications when using this option are not
further discussed here. Only if the initial <SYN> fromclient Ais
mar ked CE, the server B SHOULD set the NS flag to 1 to indicate the
congestion imredi ately, instead of delaying the signal to the first
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acknow edgnent when the actual data transm ssion has started. So,

server B MAY set the alternative TCP header flags in its <SYN, ACK>:
NS=1, CWR=1 and ECE=0.

Recall that, if the <SYN, ACK> reflects the same flag settings as the
precedi ng <SYN> (because there may exi st broken TCP inpl ementations

that behave this way), [RFC3168] specifies that the whol e connection
MJUST revert to Not- ECT.

2.2. Feedback Coding

Thi s section proposes the new coding to provide a nore accurate ECN
f eedback by use of the two ECN TCP bits (ECE CA\R) as well as the TCP
NS bit and the optional use of the Ugent Pointer if the URGflag is
not set. This coding MIST only be used if the nore accurate ECN
Feedback has been negotiated successfully in the TCP handshake.

2.2.1. Codepoint Coding of the more Accurate ECN (ACE) field

The nmore accurate ECN feedback coding uses the ECE, CAR and NS bits
as one field to encode 8 distinct codepoints. This overl oaded use of
these 3 header flags as one 3-bit nore Accurate ECN (ACE) field is
shown in Figure 3. The actual definition of the TCP header

including the addition of support for the ECN Nonce, is shown for
comparison in Figure 1. This specification does not redefine the
nanes of these three TCP flags, it nmerely overloads them w th anot her

definition once a flowwith nore accurate ECN feedback is
est abl i shed.

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
B T S e T T S S S T -
I I I | Ul Al P| R| S| F|
| Header Length | Reserved | ACE | Rl C| S| S| Y| I |
I I I | GI K| H] T| N| NJ
B T S T T T U

Figure 3: Definition of the ACE field within bytes 13 and 14 of the
TCP Header (when SYN=0).

The 8 possi bl e codepoints are shown below. Five of themare used to
encode a "congestion indication" (Cl) counter. The other three
codepoints are defined in the next section to be used for an
integrity check based on ECN-Nonce. The Cl counter maintains the
nunber of CE marks observed at the receiver (see Section 2.3).
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~NO UM WNPREO
PRPOOFREFLOO
PORPOFRPORO

Tabl e 2: Codepoi nt assignment for accurate ECN feedback

Al so note that, whenever the SYN flag of a TCP segnent is set
(including when the ACK flag is also set), the NS, CAR and ECE fl ags
(i.e. the ACE field of the <SYN, ACK>) MUST NOT be interpreted as the
3-bit codepoint, which is only used in non-SYN packets.

2.2.2. Use with ECN Nonce

In ECN Nonce, by conparing the nunber of inconing ECT(1)
notifications with the actual nunber of packets that were transmtted
with an ECT(1) nmark as well as the sum of the sender’s two interna
counters, the sender can probabilistically detect a receiver that
sends fal se marks or suppresses accurate ECN feedback, or a path that
does not properly support ECN

If an ECT(1) mark is received, an ETC(1) counter (E1l) is increnented.
The receiver has to convey that updated information to the sender
with the next possible ACK using the three renai ning codepoints as
shown in Table 3.

+----- E +----- B RS B RS +
| ECl | NS| COAR| ECE| Cl (base5) | E1 (base3) |
+----- E +----- S S +
| 0 |0 | O | O | 0 I - I
| 10 | O | 1] 1 I - I
| 2 |0 | 1 | 0| 2 I - I
| 3 [0 | 1 | 1] 3 I - I
| 4 [ 1] 0 | 0| 4 I - I
| 5 |1 | O | 1] - I 0 I
| 6 |1 | 1 | 0 | - I 1 I
|7 111 1 1 1] I 2 I
[ Fom e m e - [ Hommmmmmaeaas Hommmmmmaeaas +

Tabl e 3: Codepoi nt assignment for accurate ECN feedback and ECN Nonce

2.2.3. Auxiliary data in the Urgent Pointer field

Kuehl ewi nd & Schef f eneggExpi res Decenber 22, 2013 [ Page 8]



Internet-Draft More Accurate ECN Feedback in TCP June 2013

In order to provide inproved resiliency against |oss or ACK thinning,
the linmted nunber of bits in the existing TCP flags field is
insufficient. At the sanme time is it not necessary to deliver higher
order bits with every returned segnent, or even reliably at all
Therefore four bits of the reused Urgent Pointer field are defined as
the "Top ACE" field of the nore accurate ECN feedback, as indicated
in Figure 4. This field carries the top (binary) counter value, if
the accordi ng codepoi nt does signal the feedback of a counter.
Therefore, we call this field "Top ACE"

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
A R i S

I I I
| Reserved | Top ACE |

B T ST LT T S T U S
Fi gure 4: The (post-ECN Nonce) definition of the TCP header fl ags

As 5 codepoints are set aside to provide reasonable resiliency under
typical marking and | oss regines, the conbination between the 4 bits
in the Top ACE field and the 5 codepoints in the ACE field allow for
up to 16*5 = 80 congestion indications to be unanbi guously signal ed

back to the sender, even with nore extreme |evels of CE marking, or

return ACK | oss.

A combination with the 3 remaining codepoints (e.g. to signal a
counter for the nunber of observed ECT1 packets) and this field
allows for up to 16*3 = 48 distinct indications.

The reserved bits SHOULD be set to zero, and MJUST NOT be interpreted
when eval uating the conbination of the "Top ACE':"ACE" fields. Al so,
when the URG flag is set, the entire Urgent Pointer MJST NOT be
interpreted to carry significance for the Accurate ECN feedback

2. 3. More Accurate ECN TCP Recei ver

This section describes the receiver-side action to signal the
accurate ECN feedback back to the sender. To select the correct
codepoint for each ACK, the receiver will need to maintain a
congestion indication (Cl) counter of how many CE marki ng have been
seen during a connection and an ECT(1) counter (El) that is
increnmented on the reception of a ECT(1) narked packet.

Thus for each incom ng segnent with a CE marking, the receiver wll
increase Cl by 1. Wth each ACK the receiver will calculate C
nmodul o 5 and set the respective codepoint in the ACE field (see Table
2). In addition, the receiver calculates Cl divided by 5 and nay set
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the "Top ACE" field to this value, provided the URG flag is not set
in the segnent. To avoid counter wap around in a high congestion
situation, the receiver MAY switch froma del ayed ACK behavior to
send ACKs i medi ately after the data packet reception if needed.

By default an accurate ECN recei ver SHOULD echo the current val ue of
the Cl counter, using one of the codepoints encoding the Cl counter
Whenever a CE marked segnent is received and thus the value of the C
i s changed, the receiver MJST echo the then current Cl value in the
next ACK sent. The receiver MAY use the "Top ACE" field in addition
if the URG flag is not set.

The requirenent to signal an updated Cl value immediately with the
next ACK may conflict with a delayed ACK ratios |arger than two, when
usi ng the avail abl e nunber of codepoints only when "Top ACE' can not
be used. A receiver MAY change the ACK ing rate such that a
sufficient rate of feedback signals can be sent. However, in the
conbination with the redefined Urgent Pointer field, no change in the
ACK rate should be required.

Whenever a ECT(1) marked packet arrives, the receiver SHOULD signa
the current value of the E1 counter (nodulo 3) in the next ACK using
the respective codepoint. If a CE mark was received before sending
the next ACK (e.g. delayed ACKs) sending the current Cl val ue update
MUST take precedence. Further resilience against |ost ACKs MAY be
provi ded by inserting the high order bits of the E1l counter (El
divided by 3) into the Top ACE field.

For the inplenentation it is suggested to naintain two counters so to
avoi d costly division operations while processing the header
information for the ACK. The first counter can be napped directly
into the ACE field. A wap by the count of 5 is inplenented as a
singl e conditional check, and when that happens, a secondary, high-
order counter is increased once. This secondary counter can then be
mapped directly into the Top ACE field.
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if (CB {
if (Clcnt == 5) {
Clent =0
Clovf +=1
} el se
Clent += 1

ACE
TopACE

Clcnt;
Cl ovf;

Figure 5: Inplenetation exanple
2.4. More Accurate ECN TCP Sender

This section specifies the sender-side action describing howto
excl ude the nunber of congestion markings fromthe given receiver
f eedback si gnal

When the nore accurate ECN feedback schene is supported by the
sender, the sender will maintain a congestion indication received
(Cl.r) counter. This C.r counter will hold the nunber of CE narks
as signaled by the receiver, and reconstructed by the sender.

On the arrival of every ACK, the sender updates the local C.r value
to the signaled Cl value in the ACK as conveyed by the conbi nation of
the ACE and "Top ACE'" fields in the Ugent Pointer if the URGflag is
not set.

If the URG flag is set and thus the "Top ACE" field in the Urgent
Pointer field is not available, the sender calculates a value D as
the difference between value of the ACE field and the current Cl.r
value nodulo 5. D is assuned to be the nunber of CE nmarked packets
that arrived at the receiver since it sent the previously received
ACK. Thus the local counter Cl.r nust be increased by D

As only a limted nunmber of El1 codepoints exist and the receiver

m ght not acknow edge every single data packet imediately (e.qg.

del ayed ACKs), a sender SHOULD NOT nmark nore than 1/ m of the packets
with ECT(1), where mis the ACK ratio (e.g. 50% when every second
data packet triggers an ACK). This constraint can be lifted when a
sender determnines, that the auxiliary data is available (the Top ACE
field of an ACK with an E1 codepoint is increasing with the nunber of
sent ECT(1l) segments). A sender SHOULD send no nore than 3
consecutive packets marked with ECT(1), as long as the validity of
the auxiliary data in the Top ACE field has not been confirned.
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| ANA Consi der ati ons

This meno includes a request to | ANA, to set up a newregistry. This
registry redefines the use of the 16 bit "Urgent Pointer" while the
URG flag is not set. 4 of those bits ("Top ACE') are defined within
this docunment to be interpreted in conjunction with another field
("ACE"), overwiting three of the existing TCP flags into a single
field.

Security Considerations
TBD
ACK | oss

This schenme sends each codepoint only once. In the worst case at

| east one, and often two or nobre consecutive ACKs can be dropped

wi t hout | osing congestion information, even when the auxiliary data
field in the former Urgent Pointer field is unavailable (i.e. the URG
flag is set, or a mddlebox clears its contents).

At | ow congestion rates, the sending of the current value of the C
counter by default allows higher nunbers of consecutive ACKs to be
| ost, without inpacting the accuracy of the ECN signal

ECN Nonce

In the proposed schene there are three nore codepoints avail abl e that
could be used for an integrity check like ECN Nonce. |f ECN nonce
woul d be inplenented as proposed in Section 2.2.2, even nore

i nformati on would be provided for ECN Nonce than in the origina

speci fication.

A del ayed ACK ratio of two can be sustained indefinitely wthout
reverting to auxiliary information, even during heavy congestion, but
not during excessive ECT(1) marking, which is under the control of
the sender. A higher ACK ratio can be sustai ned when congestion is
low, and the auxiliary data is avail able.

Ref er ences
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