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Abst ract

Explicit Congestion Notification (ECN) is a TCP/IP extension that is
wi dely inplemented but hardly used due to the perceived unusablilty
of ECN on many paths through the Internet caused by ECN-i gnorant
routers and m ddl eboxes. This docunent specifies an ECN probi ng and
fall-back mechanismin case ECN has be successfully negoti ated

bet ween two connection endpoints, but mght not be usable on the
pat h.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 03, 2014.
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Provisions Relating to | ETF Documents
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

1. Introduction

The depl oyment of Explicit Congestion Notification (ECN) [ RFC3168]
and AQM woul d arguably i nprove end-to-end performance in the
Internet, by providing a congestion signal to the transport |ayer

wi thout relying on queue tail drop and packet |oss. However, though
ECN has been standardi zed si nce 2000, inplenentation and depl oynent
have | agged significantly, in part due to the perceived unusablilty
of ECN on many paths through the Internet caused by ECN-ignorant
routers and m ddl eboxes.

Recent research by the authors [ KuNeTr13] has shown accel erating

depl oynent of ECN-capabl e servers in the Internet, due to the

depl oynent of TCP stacks for which ECN is enabled by default. In
addition, ECN is usable end-to-end on the vast majority of paths
measured in this study: that is, a Congestion Experienced mark wl|l
cause a ECN Echo on the associated ACK. However, there still exist a
non- negl i gi bl e nunber of paths on which a successfully negoti ated
usage of ECN will not result in a connection on which congestion wll
be correctly echoed, or worse, leads to the |l oss of packets with CE
or ECE set.

Thi s docunment presents an experinental, in-band, runtinme nmethod for
determning the usability of ECN by a given traffic flow, based on
the active neasurenment nethod described in [KuNeTr13]. If ECNis

successfully negotiated but found by this method to be unusable, it
can be di sabl ed on subsequent packets in the flowin order to avoid
connectivity problens caused by ECN-unusability on the path.

2. ECN Path Capability Probing

A TCP sender can deternine whether or not its path to the receiver is
usabl e for ECN using the procedure detail ed bel ow

1. The sender attenpts to negotiate ECN usage as per Section 6.1.1
of [RFC3168]. |If ECN is not successfully negotiated, the
procedure ends, and ECN is not used for the duration of the
connecti on.

2. The sender disables the normal usage of ECN for the duration of
the procedure, as the ECN codepoints are used for path probing.
This nmeans all segnents are sent with the Non- ECN- Capabl e
codepoint during this procedure unless otherw se stat ed.
Moreover, the sender will only take loss as a congestion signa
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and will not react with wi ndow reductions to the ECN-Echo (ECE)
f eedback signal fromthe receiver during this procedure

3. The sender sets the Non- ECN- Capabl e codepoint in the | P header
until it has conpleted sending the first N segnents, where Nis
the size of the initial congestion window. Loss is used to
di scover congestion for these segnents.

4. The next three segments sent consist of the "CE probe": three
segnents are sent with the Congestion Experienced codepoint set.

5. If all three of the CE probe segnents are | ost and nust be
retransmtted, the path is deened not ECN-usabl e and the sender
falls back as in Section 3.

6. If the ECE flag is not set on the ACK segnent(s) sent by the
recei ver acknow edgi ng the CE probe segnents, the path may or nmay
not be usable, as that there m ght be m ddl eboxes/ gat eways that
(arguably correctly) clear CE on segnents fromend hosts, because
they assunme that congestion can not have occurred up to this
point on the path. In this case, the sender may continue using
ECN, because while it may not work for detecting congestion, the
use of ECN does not negatively affect connectivity. Note that
this behavior can be nore precisely detected using ECN Nonce
[ RFC3540] .

7. \Wile the sender does not reduce the congestion w ndow for the
ECE segnent(s) sent for the CE probe segnents, it does set CAR on
t he subsequent segnent sent.

8. If no fallback has occurred by the time the ACK of the final CE
probe segnment is received, the path is deemed ECN usable, and the
sender ends the probing procedure and proceeds to use ECN
normal ly as in [ RFC3168].

As the probing begins after all the segnents in the initial
congestion wi ndow have been sent, it requires nore than an initia
congestion wi ndow plus 6 segnments (3 CE probe + 3 duplicated ACKs) of
avail able data to send. As this information is only available at the
hi gher | ayer, a configuration option per connection should be
provided to dis/enable ECN as well as ECN probing. Oherw se, ECN
shoul d not be enabled for such short flows while using this
procedur e.

3. ECN Fal | back

If ECNis found to be unusable on a given flow by path capability
probing as in Section 2 above, the sender sinply stops setting any
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ECN- Capabl e- Transport codepoi nt on subsequent packets in the flow.
The receiver MIST, however, still set ECE on any ACK for a packet
with CE set. Note that this behavior is consistent with section
6.1.1 of [RFC3168].

A sender may keep a cache of paths found to be unusable for ECN and
di sabl e ECN for subsequent connections on a per-destination basis.
In this case, the reciever should periodically (i.e., on the order of
hours or days) expire these cache entries to cause re-probing to
occur in order to account for routing changes in the network.
[EDITOR' S NOTE: what to do on RTO?]

4. Discussion
[EDI TOR' S NOTE: need to think about how this would interact with
conex; an analysis conparing the delay caused by path probing as
opposed to the delay caused by ECN failure would be interesting.]
[EDITOR' S NOTE: initial inplementation results go here?.]

5. Security Considerations

[FIXME: we'll have to explore attacks against this nechani smwhich
could affect network or connection stability, so the following is
wrong. . . ]

Thi s docunent has no security considerations.
6. | ANA Consi derations
Thi s docunment has no | ANA consi derati ons.
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