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Abst ract

The Network Tinme Protocol (NTP) allows clients to synchronize to a
time server using timestanped protocol nmessages. To faciliate
accurate tinestanping, sone inplenentations use hardware-based

ti mestanpi ng engines that integrate the accurate transmission tine
into every outgoing NTP packet during transm ssion. Since these
packets are transported over UDP, the UDP checksumfield is then
updated to reflect this nodification. This docunent proposes an
extension field that includes a 2-octet Checksum Trailer, allow ng
ti mestanpi ng engines to reflect the checksum nodification in the |ast
2 octets of the packet rather than in the UDP checksum field. The
behavi or defined in this docunment is interoperable with existing NTP
i mpl emrent ati ons.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1 ETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htni.

This Internet-Draft will expire on Novenmber 28, 2013.
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1. Introduction

The Network Tinme Protocol [NTPv4] allows clients to synchronize their
clocks to a tine server by exchangi ng NTP packets. The increasing
demand for highly accurate clock synchroni zation notivates

i mpl ement ati ons that provide accurate tinmestanping.
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1.1. Internediate Entities

In this docunment we use the term’internediate entity', referring to
an entity that reside on the path between the sender and the receiver
of an NTP packet, that nodifies this NTP packet en-route. Two
exanples of intermediate entities are presented bel ow

In order to facilitate accurate tinestanping, an inplenentation MAY
use a hardware based tinestanping engine, as shown in Figure 1. In
such cases, NTP packets are sent and received by a software |ayer
whereas a tinestanpi ng engi ne nodifies every outgoing NTP packet by
incorporating its accurate transnission time into the <Transnit

Ti mestanp> field in the packet.
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Figure 1 Accurate Tinestanping in NTP

The accuracy of clock synchroni zati on over packet networks is highly
sensitive to delay jitters in the underlying network, which
dramatically affects the clock accuracy. To address this chall enge
the Precision Tine Protocol (PTP) [|EEE1588] defines Transparent
Clocks (TCs), internediate switches and routers that inprove the end-
to-end accuracy by updating a "Correction Field" in the PTP packet by
addi ng the latency caused by the current TC. In NTP no equival ent
entity is currently defined, but future versions of NTP nay define an
i ntermedi ate node that nodifies en-route NTP packets using a
"Correction Field".
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1.2. Updating the UDP Checksum

2

When the UDP payload is nodified by an internediate entity, the UDP
Checksum field needs to be updated to maintain its correctness. \Wen
usi ng UDP over IPv4 ([UDP]), an internediate entity can assignh a

val ue of zero in the checksumfield, causing the receiver to ignore
the checksumfield. UDP over |Pv6, as defined in [IPv6], does not

all ow a zero checksum and requires the UDP checksumfield to contain
a correct checksum of the UDP payl oad.

Since an internediate entity only nodifies a specific field in the
packet, i.e. the tinestanp field, the UDP checksum update can be
performed increnentally, using the concepts presented in [Checksun.

A simlar problemis addressed in Annex E of [|EEE1588]. When the
Precision Tinme Protocol (PTP) is transported over |IPv6, two octets
are appended to the end of the PTP payload for UDP checksum updat es.
The val ue of these two octets can be updated by an internediate
entity, causing the value of the UDP checksumfield to remain
correct.

This docunent defines a simlar concept for [NTP], allow ng
internmedi ate entities to update NTP packets and nmintain the
correctness of the UDP checksum by nodifying the last 2 octests of
the packet. This is performed by adding an NTP extension field at the
end of the packet, in which the last two bytes are used as a checksum
trailer.

The term Checksum Trailer is used throughout this docunent and refers
to the 2 octets at the end of the UDP payl oad, used for updating the
UDP checksum by internedi ate entities.

The usage of the Checksum Trailer can in some cases sinplify the

i npl ementation, since if the packet data is processed in a seria
order, it is sinpler to first update the tinestanp field, and then
update the Checksum Trailer rather than to update the tinestanp and
t hen update the UDP checksum residing at the UDP header

Conventions used in this docunent

2. 1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .
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2.2. Abbreviations

MAC Message Aut henticati on Code
NTP Net wor k Ti me Pr ot ocol

PTP Preci sion Tine Protoco

ubP User Dat agram Protoco

3. Using UDP Checksum Trailers in NTP
3.1. Overview

The UDP Checksum Trailer is a two-octet trailer that is appended at
the end of the UDP payl oad using an NTP extension field. Figure 2
illustrates the packet format of an NTP packet with a Checksum
Trailer extension. The figure illustrates an unauthenticated NTP
packet. Section 3.4. provides further details about using the
Checksum Trail er in authenticated packets
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Fi gure 2 Checksum Trailer in NTP Unauthenticated Packets

3.2. Checksum Trailer in NTP Packets

NTP is transported over UDP, either over |IPv4 or over |Pv6. This
docunent applies to both NTP over |Pv4, and NTP over |Pv6.
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NTP packets may include one or nore extension fields, as defined in
[ NTPv4]. The Checksum Trailer in NTP packets resides in a dedicated
NTP extension field, as shown in Figure 2

I n unaut henticated node, if the NTP packet includes nore than one
extension field, the Checksum Trailer extension is always the |ast
extension field. Thus, when NTP authentication is disabled, the
Checksum Trailer is the last 2 octets in the UDP payl oad, and thus
the trailer is located at UDP Length - 2 octets after the beginning
of the UDP header

When NTP aut hentication is enabled, the Checksum Trailer is the |ast
2 octets before the Message Authentication Code (MAC).

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
| Field Type | Length = 28 octets |
R R e R e s s e o S S e R e o o

| Paddi ng |

| i i i o i HE R SR R S

| | Checksum Trai | er |

T T e e o i e S S e R Ch o o SR
Fi gure 3 NTP Checksum Trailer Extension Field

Field Type

A dedicated Field Type value is used to identify the Checksum
Trail er extension. See Section 6 for further details.

Length
The Checksum Trailer extension field length is 28 octets.
This | ength guarantees that the host that receives the packet
parses it correctly, whether the packet includes a MAC or not.
[ NTP-Ext] provides further details about the length of an
extension field in the absence of a MAC
Paddi ng
The extension field includes 22 octets of padding. This field

SHOULD be set to 0, and SHOULD be ignored by the recipient.
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Checksum Trai l er
I ncl udes the UDP Checksum Trailer field.
3.2.1. Transm ssion of NTP with Checksum Trail er

The transnmitter of an NTP packet MAY include a Checksum Trail er
extension field.

3.2.2. Internedi ate Updates of NTP with Checksum Trail er

An internediate node that receives and alters an NTP packet
contai ning a Checksum Trail er extension MAY use the Checksum Trail er
to maintain a correct UDP checksum val ue.

3.2.3. Reception of NTP with Checksum Trail er

Thi s docunent does not inpose new requirenments on the receiving end
of an NTP packet.

The UDP | ayer at the receiving end verifies the UDP Checksum of
recei ved NTP packets, and the NTP | ayer SHOULD ignore the Checksum
Trailer extension field.

3.3. Interoperability with Existing | nplenmentations

The behavior defined in this document does not inpose new
requirenents on the reception of NTP packets. Thus, transnmitters and
i nternmedi ate nodes that support the Checksum Trailer can
transparently interoperate with existing inplenmentations.

3.4. Using the Checksum Trailer with or wi thout Authentication
When nessage authentication is used, internediate entities that alter
test packets nust also re-conpute the Message Authentication Code
(MAC) accordingly. The MAC update typically requires the internediate
entity to store the packet, re-conpute its MAC, and then forward it.

Figure 4 illustrates the format of an authenticated NTP packet with a
Checksum Trai | er extension.
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Figure 4 Checksum Trailer in NTP Authenticated Packets

Wil e a Checksum Trail er MAY be used when authentication is enabled,
in practice the Checksum Trailer is nore useful in unauthenticated
node, allowing the internediate entity to performserial processing
of the packet wi thout storing-and-forwarding it.

4. Security Considerations

Thi s docunent describes how a Checksum Trail er extension can be used
for updating the checksum This concept is logically equivalent to an
i ntermedi ate node that directly nodifies the UDP Checksum field, and
thus does not present any new security inplications.

As described in Section 3.4. , the concept described in this docunent
is especially useful for unauthenticated node. However, this docunent
does not nake a statenment about the circunstances in which
aut henti cati on should or should not be used.

5. I ANA Consi derati ons

I ANA is requested to allocate an NTP extension Field Type val ue for
the Checksum Trail er extension
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