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Abst ract

Thi s docunment describes the Network Time Security (NTS) protocol that
enabl es secure authentication of tine servers using Network Tinme
Protocol (NTP) or Precision Time Protocol (PTP). Its design
considers the special requirenents of precise tinekeeping, which are
described in Security Requirenments of Tine Protocols in Packet
Switched Network [I-D.ietf-tictoc-security-requirenents].

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Decenber 29, 2013.
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Ti me synchroni zation protocols are nore and nore utilized to
synchroni ze cl ocks in networked infrastructures. The reliable
performance of such infrastructures can be degraded seriously by
successful attacks against the time synchronization protocol
Therefore, tine synchronization protocols applied in critica
infrastructures have to provide security neasures to defeat possible
adversaries. Consequently, the wi despread Network Tine Protoco
(NTP) [ RFC5905] was suppl enmented by the aut okey protocol [RFC5906]
whi ch shall ensure authenticity of the NIP server and integrity of
the protocol packets. Unfortunately,the autokey protocol exhibits
various severe security vulnerabilities as revealed in a thorough
anal ysis of the protocol [Roettger]. For the Precision Tine Protoco
(PTP) Annex K of the standard document | EEE 1588 [| EEE1588] defi nes
an informative security protocol that is still in experinental state

Because of autokey's security vulnerabilities and the absence of a
standardi zed security protocol for PTP these protocols cannot be
applied in environnents in which conpliance requirements demand
authenticity and integrity protection. This docunment specifies a
security protocol that ensures authenticity of the time server and
integrity of the time synchronisations protocol packets and hence
enabl es the usage of NTP and PTP in such environnents.

The protocol is specified with the prerequisite in mnd that precise
ti mekeepi ng can only be acconplished with stateless tine
synchroni zati on comuni cati on, which excludes standard security
protocols like IPSec or TLS. This prerequisite corresponds with the
requirenent that a security nechani smfor tinmekeeping nust be
designed in such a way that it does not degrade the quality of the
time transfer [I-D.ietf-tictoc-security-requirements].

2. Security Threats

A profound analysis of security threats and requirenents for NTP and
PTP can be found in the I-D[I-D.ietf-tictoc-security-requirenments].

3. ojectives
The objectives of the autokey specifications are as foll ows:

0 Authenticity: NIS enables the client to authenticate its tine
server

0 Integrity: NTS protects the integrity of tinme synchronization
prot ocol packets via a nessage authentication code (MAC).

0 Confidentiality: NTS does not provide confidentiality protection
of the time synchronization packets.
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o Mbddes of operation: Al operational nodes of NTP are supported

0 Hybrid node: Both secure and insecure conmunication nodes are
possi bl e for NTP servers and clients, respectively.

o Conpatibility:
* Unsecured NTP associ ati ons shall not be affected.

* An NTP server that does not support NTS shall not be affected
by NTS aut hentication requests.

4. Ternms and Abbreviations

o TESLA: Tine efficient stream| oss-tol erant authentication
5. NTS Overview
5.1. Symmetric and dient/Server Mde

Authenticity and integrity of the NTP packets are ensured by a
Message Authentication Code (MAC), which is attached to the NTP
packet. The calculation of the MAC includes the whole NTP packet and
t he cookie which is shared between client and server. It is

cal cul ated according to:

cookie = MsSB_128 (H(server seed || H(public key of client))),

where || indicates concatenation and in which His a hash al gorithm
The function MSB_128 cuts off the 128 nmost significant bits of the
result of the hash function. The server seed is a 128 bit random
val ue of the server, which has to be kept secret. The cookie thus
never changes. The server seed has to be refreshed periodically.
The server does not keep a state of the client. Therefore it has to
recal cul ate the cookie each tine it receives a request fromthe
client. To this end, the client has to attach the hash value of its
public key to each request (see Section 6.5).

5. 2. Br oadcast Mbde

Just as in the case of the client server node and symetric node,
authenticity and integrity of the NTP packets are ensured by a MAC,
which is attached to the NTP packet by the sender. The verification
of the authenticity is based on the TESLA protocol [RFC4082]. TESLA
is based on a one-way chain of keys, where each key is the output of
a one-way function applied on the previous key in the chain. The

| ast elenment of the chain is shared securely with all clients. The
server splits time into intervals of uniformduration and assigns
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each key to an interval in reverse order, starting with the
penultimate. At each tinme interval, the server sends an NTP
broadcast packet appended by a MAC, cal cul ated using the

correspondi ng key, and the key of the previous interval. The client
verifies the MAC by buffering the packet until the disclosure of the
key in the next interval. |In order to be able to verify the validity

of the key, the client has to be I oosely tine synchronized to the
server. This has to be acconplished during the initial client server
exchange between broadcast client and server

6. Protocol Sequence
6.1. Association Message

The protocol sequence starts with the associati on nessage, in which
the client sends an NTP packet with an extension field of type
association. It contains the hostnanme of the client and a status
word whi ch contains the algorithns used for the signatures and the
status of the connection. The response contains the hostnane of the
server and the algorithms for the signatures. The server notifies
the cryptographic hash algorithms which it supports.

6.2. Certificate Message
In this step, the client receives the certification chain up to the

trusted authority (TA). To this end, the client requests the
certificate for the subject nane (hostnane) of the NIP server. The

response contains the certificate with the issuer nane. If the
i ssuer nane is different fromthe subject nane, the client requests
the certificate for the issuer. This continues until it receives a

certificate which is issued by a TA. The client recognizes the TA
because it has a list of certificates which are accepted as TAs. The
client has to check that each issuer is authorized to issue new
certificates. To this end, the certificates have to include the
X.509v3 extension field "CA: TRUE'. Wth the established
certification chain the client is able to verify the server
signatures and, hence, the authenticity of the server nmessages with
extension fields is ensured.

Di scussi on

Note that in this step the client validates the authenticity of
its NTP server only. It does not recursively validate the
authenticity of each NTP server on the tinme synchronizati on chain.
But each NTP server on the time synchronization chain validates
the NTP server to which it is synchronized. This conforns to the
recursive authentication requirenent in the TICTOC security
requirenents [I-D.ietf-tictoc-security-requirenents].
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6.3. Cookie Message

The client requests a cookie fromthe server. It selects a hash
algorithmfromthe list of algorithns supported by the server. The
request includes its public key and the sel ected hash al gorithm The
hash of the public key is used by the server to cal culate the cookie
(see Section 5.1). The response of the server contains the cookie
encrypted with the public key.

6. 4. Broadcast Paraneter Message

In the broadcast node the client requests the follow ng information
fromthe server:

o the last key of the one-way key chain,
o the disclosure schedule of the follow ng keys. This contains:

* time interval duration, tine at which the next tine interva
will start and its associ ated index,

* key disclosure delay (nunber of tine intervals for which a key
is valid).

The server will sign all transmitted properties so that the client is
able to verify their authenticity. For this packet exchange a new
extension field "broadcast parameters” is used. The client
synchronizes its tine with the server in the client server node and
saves an upper bound of its tine offset with respect to the tine of
the server. See B for nore details.

6.5. Time Request Message

The client request includes a new extension field "tine request”

whi ch contains the hash of its public key. The server needs the hash
of the public key to recalculate the cookie for the client. The
response is a normal NTP packet w thout extension field. It contains
a MAC.

6. 6. Broadcast Message

I n broadcast nobde the NTP packet includes a new extension field
"broadcast nessage" which contains the disclosed key of the previous
di sclosure interval (current time interval ninus disclosure delay).
The NTP packet is appended by a MAC, calculated with the key for the
current tinme interval. When a client receives a broadcast nessage it
has to performthe follow ng tests:
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6

7

7

o Proof that the MAC is based on a key that is not yet disclosed.
If verified the packet will be buffered for |ater authentication
otherwise it has to be discarded

o The client checks whether it already knows the disclosed key. |If
not, the client verifies its legitimcy. |f falsified the packet
has to be di scarded.

o If the disclosed key is legitimate the client verifies the
authenticity of any packet that it received during the

corresponding tinme interval. |If authenticity of a packet is
verified it is released fromthe buffer. |[If the verification
fails authenticity is no longer given. 1In this case the client

MUST request authentic time fromthe server by neans of a unicast
time request nessage.

See RFC 4082[ RFC4082] for a detail ed description of the packet
verification process.

7. Restart of the Protocol Sequence

According to the requirenents in
[I-D.ietf-tictoc-security-requirenents] the server has to refresh its
server seed periodically. As a consequence the cookie used in the

ti me request nessages becones invalid. 1In this case the server has
to respond accordingly and the client has to restart the protoco

with the association nessage. This is true for the unicast and
broadcast node, respectively.

Additionally, in broadcast node the client has to restart the
broadcast sequence with a tine request nessage if the one-way key
chai n expires

During certificate nessage exchange the client requests the
expiration date of the period of validity of the server certificate.
The client MAY restart the protocol sequence with the association
nmessage before the server certificate expires

Hash Al gorithns and MAC Generati on
1. Hash Al gorithns

Hash al gorithnms are used at different points: calculation of the
cooki e and the MAC, and hashing of the public key. The client

sel ects the hash algorithmfromthe list of hash algorithnms which are
supported by the server. This list is notified during the
associ ati on nessage exchange (Section 6.1). The selected algorithm
is used for all hashing processes in the protocol
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10.

10.

S

In the broadcast node hash al gorithm are used as pseudo random
function to construct the one-way key chain.

The list of the hash algorithns supported by the server has to fulfi
the follow ng requirenents:

0 it MIST NOT contain the MD5 or weaker algorithns,

o it MIST include SHA-256 or stronger algorithns.

.2. MAC Cal cul ation

For the calculation of the MAC client and server are using a Keyed-
Hash Message Aut hentication Code (HMAC) approach [ RFC2104]. The HMVAC
is generated with the hash algorithmspecified by the client (see
Section 7.1).

Server Seed Consi derations
The server has to calculate a random seed which has to be kept secret
and which has to be changed periodically. The server has to generate
a seed for each supported hash al gorithm

1. Server Seed Algorithm

.2. Server Seed Live Tine

| ANA Consi derations
Thi s docunment nakes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

Security Considerations
1. Initial Verification of the Server Certificates
The client has to verify the validity of the certificates during the
certification nessage exchange (Section 6.2). Since it generally has
no reliable time during this initial conmunication phase, it is
i mpossible to verify the period of validity of the certificates.
Therefore, the client MJST use one of the follow ng approaches:

o The validity of the certificates is preconditioned. Usually this
will be the case in corporation networks.
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10.

10.

11.

12.

0o The client ensures that the certificates are not revoked. To this
end, the client uses the Online Certificate Status Protocol (OCSP)
defined in [ RFC6277] .

o0 The client requests a different service to get an initial tine
stanp in order to be able to verify the certificates’ periods of
validity. To this end, it can, e.g., use a secure shel
connection to a reliable host. Another alternative is to request
atinme stanp froma Tine Stanmping Authority (TSA) by neans of the
Ti me- Stanp Protocol (TSP) defined in [ RFC3161].

2. Revocation of Server Certificates

According to Section Section 6.7 it is the client’s responsibility to
initiate a new association with the server after the server’s
certificate expires. To this end the client reads the expiration
date of the certificate during the certificate nessage exchange
(Section 6.2). Besides, certificate nmay al so be revoked prior to the
normal expiration date. To increase security the client MAY verify
the state of the server’s certificate via OCSP periodically.

3. Denial-of-Service in Broadcast Mde

TESLA aut hentication buffers packets for del ayed authentication

This makes the protocol vulnerable to flooding attacks, causing the
client to buffer excessive nunbers of packets. To add stronger DoS
protection to the protocol client and server SHALL use the "Not Re-
usi ng Keys" schene of TESLA as pointed out in section 3.7.2 of RFC
4082 [RFC4082]. In this schene the server never uses a key for the
MAC generation nore than once. Therefore the client can discard any
packet that contains a disclosed key it knows already, thus
preventing nmenory flooding attacks.

Note, an alternative approach to enhance TESLA s resi stance agai nst
DoS attacks involves the addition of a group MAC to each packet.
This requires the exchange of an additional shared key comon to the
whol e group. This adds additional conplexity to the protocol and
hence is currently not considered in this docunent.

Acknowl edgenent s

Ref er ences

Si bol d & Roettger Expi res Decenber 29, 2013 [ Page 9]



Internet-Draft NTS June 2013

12.

12.

1. Nornmtive References

[ | EEE1588]

| EEE I nstrunmentati on and Measurenent Society. TC-9 Sensor
Technol ogy, "I|EEE standard for a precision clock
synchroni zati on protocol for networked neasurenent and
control systens", 2008.

[ RFC2104] Krawczyk, H., Bellare, M, and R Canetti, "HVAC Keyed-
Hashi ng for Message Authentication", RFC 2104, February
1997.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC3161] Adanms, C., Cain, P., Pinkas, D., and R Zuccherato,
"Internet X. 509 Public Key Infrastructure Tine-Stanp
Protocol (TSP)", RFC 3161, August 2001.

[ RFC4082] Perrig, A, Song, D., Canetti, R, Tygar, J.D., and B.
Briscoe, "Tinmed Efficient Stream Loss-Tol erant
Aut hentication (TESLA): Milticast Source Authentication
Transform I ntroduction", RFC 4082, June 2005.

[ RFC5905] MIls, D, Martin, J., Burbank, J., and W Kasch, "Network
Ti me Protocol Version 4: Protocol and Al gorithns
Speci fication", RFC 5905, June 2010.

[ RFC5906] Habernman, B. and D. MIls, "Network Tine Protocol Version
4: Aut okey Specification", RFC 5906, June 2010.

[ RFC6277] Santesson, S. and P. Hallam Baker, "Online Certificate
Status Protocol AlgorithmAgility", RFC 6277, June 2011.

2. Informative References

[I-D.ietf-tictoc-security-requirenents]

[ Roet t ger]

Appendi x A

M zrahi, T., "Security Requirenments of Time Protocols in
Packet Switched Networks", draft-ietf-tictoc-security-
requirenents-05 (work in progress), April 2013.

Roettger, S., "Analysis of the NTP Autokey Procedures",
February 2012.

TI CTOC Security Requirenents

Si bol d & Roettger Expi res Decenber 29, 2013 [ Page 10]



Internet-Draft NTS June 2013

The followi ng table conpares the NTS specifications against the
TI CTOC security requirenments [I-D.ietf-tictoc-security-requirenments].

Fomm e - o e e m e e e e e e e e e e — e oo Fom e e e oo Hom e e oo - +
| Section | Requirement froml-D tictoc | Requirenent | NTS |
| | security-requirenents-05 | level | |
T oo e e e e e e e e e e e e e e oo oo - T F +
| 5.1 | dock Ildentity Authentication | MJST | &K |
| | and Aut horization | | |
| 5.1.1 | Authentication and | MUST | XK [
| | Authorization of Masters | | |
| 5.1.2 | Recursive Authentication and | MUST | K |
| | Authorization of Masters | | |
| | (Chain of Trust) | | |
| 5.1.3 | Authentication and | MAY | - |
[ | Authorization of Slaves [ [ [
| 5.2 | Integrity protection. | MUST | K |
| 5.3 | Protection against DoS attacks | SHOULD | - [
| 5.4 | Replay protection | MJST | XK [
I I I | (NTP) |
| 5.5.1 | Key freshness. | MUST | &K |
| 5.5.2 | Security association. | SHOULD | XK [
| 5.5.3 | Unicast and nul ticast | SHOULD | K |
| | associations. | | |
| 5.6 | Performance: no degradation in | MJST | &K |
| | quality of time transfer. | | |
| | Performance: |ightweight | SHOULD | &K |
[ | conputation [ [ [
| | Perfornmance: storage, | SHOULD | K |
[ | bandwi dth [ [ [
| 5.7 | Confidentiality protection | MAY | - [
| 5.8 | Protection against Packet | SHOULD | - |
| | Delay and Interception Attacks | | |
| 5.9.1 | Secure nopde | MUST | XK [
I I I | (NTP) |
| 5.9.2 | Hybrid node | MAY | &K [
I I I | (NTP) |
Fomm e oo - Fom e m e e e e e e e e e e e e am o B Fomm e - - +

Conpar si on of NTS sepecification against TICTOC security
requirenents.

Appendi x B. Broadcast Mbde

Aut hors’ Addr esses
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