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Thi s docunment describes a profile for the use of the Precision

Time Protocol in an IPV4 or | Pv6 Enterprise information system

environnment. The profile uses the End to End Del ay Measurenent

Mechani sm allows both nulticast and uni cast Del ay Request and Del ay

Response Messages.
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nt roducti on

The Precision Tine Protocol ("PTP'), standardized in |EEE 1588,
has been designed in its first version (| EEE 1588-2002) with the
goal to mininize configuration on the participating nodes. Network
conmmuni cati on was based solely on Milticast nessages, which unlike
NTP did not require that a receiving node ("slave clock"” in

[ EEE1588] needs to know the identity of the time sources in the
network (the Master C ocks).

The so-called "Best Master C ock Al gorithnm ([|EEE1588] C ause
9.3), a nmechanismthat all participating PTP nodes nust follow,
set up strict rules for all menbers of a PTP dormain to determne
whi ch node shall be the active sending tinme source (Master C ock).
Al t hough the nmulticast communicati on nodel has advantages in

smal l er networks, it conplicated the application of PTP in |arger
networ ks, for exanple in environnents |like |P based

t el econmuni cati on networks or financial data centers. It is
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considered inefficient that, even if the content of a nessage
applies only to one receiver, it is forwarded by the underlying
network (IP) to all nodes, requiring themto spend network
bandwi dt h and ot her resources |like CPU cycles to drop the nessage.

The second revision of the standard (| EEE 1588-2008) is the
current version (also known as PTPv2) and introduced the
possibility to use unicast communi cati on between the PTP nodes in
order to overcome the limtation of using multicast nmessages for
the bi-directional information exchange between PTP nodes. The

uni cast approach avoided that, in PTP domains with a | ot of nodes,
devices had to throw away up to 99% of the received nmulticast
messages because they carried information for some ot her node.
PTPv2 al so introduced so-called "PTP profiles" ([|EEE1588] d ause
19.3). This construct all ows organizations to specify selections
of attribute values and optional features, sinplifying the
configuration of PTP nodes for a specific application. |Instead of
having to go through all possible paraneters and configuration
options and individually set themup, selecting a profile on a PTP
node will set all the parameters that are specified in the profile
to a defined value. If a PTP profile definition allows multiple
val ues for a parameter, selection of the profile will set the
profile-specific default value for this parameter. Paraneters not
allowing nultiple values are set to the value defined in the PTP
profile. A nunber of PTP features and functions are optional and a
profile should al so define which optional features of PTP are
required, pernmitted or prohibited. It is possible to extend the
PTP standard with a PTP profile by using the TLV nechani sm of PTP
(see [I EEE1588] O ause 13.4), defining an optional Best Master
Clock Algorithmand a few other ways. PTP has its own nmanagenent
protocol (defined in [IEEE1588] O ause 15.2) but allows a PTP
profile specify an alternative nanagenent nechanism for exanple
SNVP

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and " OPTI ONAL"
in this docunent are to be interpreted as described in RFC 2119
[ RFC2119] .
In this docunment, these words will appear with that interpretation
only when in ALL CAPS. Lower case uses of these words are not to
be interpreted as carrying RFC 2119 significance.

3. Technical Terns
Acceptabl e Master Table: A PTP Slave dock may maintain a |ist of

masters which it is willing to synchronize to.
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Alternate Master: A PTP Master C ock, which is not the Best
Master, may act as a master with the Alternate Master flag set on
the nmessages it sends.

Announce nessage: Contains the master clock properties of a Mster
clock. Used to deternine the Best Master.

Best Master: A clock with a port in the master state, operating
consistently with the Best Master C ock Al gorithm

Best Master Clock Algorithm A nethod for determ ning which state
a port of a PTP clock should be in. The al gorithm works by

i dentifying which of several PTP Master capable clocks is the best
master. C ocks have priority to becone the acting G andmaster,
based on the properties each Master C ock sends in its Announce
Message.

Boundary O ock: A device with nore than one PTP port. Generally
boundary clocks will have one port in slave state to receive
timng and then other ports in master state to re-distribute the
tim ng.

Clock ldentity: In | EEE 1588-2008 this is an 64-bit nunber
assigned to each PTP cl ock which nust be unique. Oten the

Et hernet MAC address is used since there is already an
international infrastructure for assigning unique nunbers to each
devi ce manuf act ur ed.

End to End Del ay Measurenent Mechani sm A network del ay
measur enent nechanismin PTP facilitated by an exchange of
nmessages between a Master C ock and Sl ave d ock.

Grandmaster: the primary master clock within a domain of a PTP
system

| EEE 1588: The timng and synchronization standard whi ch defines

PTP, and descri bes The node, system and communication properties
necessary to support PTP.

Master clock: a clock with at |east one port in the naster state.
NTP: Network Tine Protocol, defined by RFC 5905, see [NTP].

O dinary Cock: A clock that has a single Precision Tine Protocol

(PTP) port in a domain and maintains the tinescale used in the
domain. It may serve as a master clock, or be a slave clock.

Arnol d and Gerstung July 5, 2013 [ Page 4]



Internet-Draft Enterprise Profile for PTP July 2013

4.

Peer to Peer Del ay Measurenent Mechanism A network del ay
measur enent mechanismin PTP facilitated by an exchange of
nmessages between adj acent devices in a network.

Preferred Master: A device intended to act primarily as the
Grandmaster of a PTP system or as a back up to a Grandnmaster.

PTP. The Precision Tine Protocol, the timing and synchronization
protocol define by | EEE 1588.

PTP port: An interface of a PTP clock with the network. Note that
there may be nultiple PTP ports running on one physical interface,
for exanple a Unicast slave which talks to several G andnaster
clocks in parallel.

PTPv2: Refers specifically to the second version of PTP defined by
| EEE 1588-2008.

Rogue Master: A clock with a port in the naster state, even though
it should not be in the nmaster state according to the Best Mster
Clock Algorithm and does not set the alternate master flag.

Sl ave clock: a clock with at | east one port in the slave state,
and no ports in the naster state.

Slave Only dock: An Odinary clock which cannot beconme a Mster
cl ock.

TLV: Type Length Val ue, a mechani smfor extendi ng nessages in
net wor ked conmuni cati ons.

Transparent C ock. A device that neasures the tine taken for a
PTP event nessage to transit the device and then updates the
message with a correction for this transit tine.

Uni cast Discovery: A nechanismfor PTP slaves to establish a
uni cast conmuni cation with PTP nmasters using a configures table of
master | P addresses and Uni cast Message Negoti ati on.

Uni cast Negotiation: A nechanismin PTP for Slave C ocks to
negoti ate uni cast Sync, announce and Del ay Request Message Rates
froma Master C ock.

Pr obl em St at enent

Thi s docunent describes a version of PTP intended to work in large
enterprise networks. Such networks are deployed, for exanple in
financial corporations. It is becom ng increasingly conmon in
such networks to performdistributed tinme tagged neasurenents,

Arnol d and Gerstung July 5, 2013 [ Page 5]



Internet-Draft Enterprise Profile for PTP July 2013
such as one-way packet | atencies and cunul ative del ays on software
systens spread across nultiple conputers. Furthernore there is
often a desire to check the age of information tinme tagged by a
different machine. To performthese nmeasurenments it is necessary
to deliver a common precise time to nmultiple devices on a network.

Accuracy currently required can be as tight as within 1

ni croseconds to the Grandmaster. This profile does not specify
timng performance requirenments, but such requirenents explain why
the needs cannot al ways be nmet by NTP, as comonly i npl enment ed.
Such accuracy cannot usually be achieved with a traditional tine
transfer such as NTP, wi thout addi ng non-standard custom zations
such as hardware tine stanping, fast nessage rates, non-linear
servo | oops, and on path support. These features are currently
part of PTP, or are allowed by it. Because PTP has a conpl ex range
of features and options it is necessary to create a profile for
enterprise networks to achieve interoperability between equi pnent
manuf actured by different vendors.

Al t hough enterprise networks can be large, it is beconing

i ncreasingly conmon to deploy nmulticast protocols, even across
mul tiple subnets. For this reason it is desired to nmake use of
mul ti cast whenever the information going to many destinations is
the sane. It is also advantageous to send information which is
uni que to one device as a unicast nessage. The latter can be
essential as the nunber of PTP slaves becones hundreds or

t housands.

PTP devi ces operating in these networks need to be robust. This
includes the ability to ignore PTP nessages which can be
identified as inproper, and to have redundant sources of tine.

5. Network Technol ogy

This PTP profile SHALL operate only in networks characterized by
UDP [ RFC768] over either |Pv4 [RFC791] or |Pv6 [ RFC2460], as
descri bed by Annexes D and E in [| EEE1588] respectively. |If a
networ k contains both IPv4 and |1 Pv6, then they SHALL be treated as
separate comuni cation paths. C ocks which conmuni cate using | Pv4d
can interact with clocks using IPv6 if there is an internediary
devi ce which simultaneously conmuni cates with both I P versions. A
boundary clock might performthis function, for exanple. A PTP
domain SHALL use either IPv4 or | Pv6 over a conmunication path,

but not both. The PTP system MAY include sw tches and routers.
These devi ces MAY be transparent clocks, boundary cl ocks, or
neither, in any conbination. PTP Cocks MAY be Preferred Masters,
Ordinary d ocks, or Boundary C ocks. The ordinary clocks may be
Slave Only O ocks, or be naster capable.

Not e that clocks SHOULD al ways be identified by their clock ID and
not the IP or Layer 2 address. This is inportant in |Pv6 networks
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6

since Transparent clocks are required to change the source address
of any packet which they alter. In |Pv4d networks some cl ocks

ni ght be hi dden behind a NAT, which hides their |IP addresses from
the rest of the network. Note also that the use of NATs may pl ace
limtations on the topol ogy of PTP networks, depending on the port
forwardi ng schene enployed. Details of inplenenting PTP with NATs
are out of scope of this docunent.

Simlar to NTP, PTP nakes the assunption that the one way network
del ay for Sync Messages and Del ay Response Messages are the sane.
When this is not true it can cause errors in the transfer of tine
fromthe Master to the Slave. It is up to systemintegrator to
design the network so that such effects do not prevent the PTP
system from neeting the tinming requirenents. The details of
network asymmetry are outside the scope of this docunent. See for
exanpl e, [@&271].

Time Transfer and Del ay Measurenent

Mast er cl ocks, Transparent clocks and Boundary clocks MAY be

ei ther one-step clocks or two-step clocks. Slave clocks MJST
support both behaviors. The End to End Del ay Measurenent Method
MJUST be used.

Note that, in |IP networks, Sync nmessages and Del ay Request
messages exchanged between a master and sl ave do not necessarily
traverse the sanme physical path. Thus, wherever possible, the
net wor k SHOULD be traffic engineered so that the forward and
reverse routes traverse the sane physical path. Traffic

engi neering techniques for path consistency are out of scope of
t hi s docunent.

In all three of the delay neasurenment nodes, Sync nmessages MJST
be sent as PTP event multicast nessages (UDP port 319) to the PTP
prinmary | P address. Two step clocks SHALL send Fol | ow up
messages as PTP general nessages (UDP port 320). Announce nessages
MUST be sent as nulticast nessages (UDP port 320) to the PTP
primary address. The PTP primary | P address is 224.0.1.129 for

| Pv4 and FFOX: 0:0:0:0:0:0:181 for |pvé6.

Uni cast Del ay Measurenent Mbde

Al'l Delay Request PTP event nessages and Del ay Response PTP
general nessages MUST be sent as uni cast nessages. Uni cast

Di scovery and Uni cast Message Negotiation options MJST NOT be
utilized.
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6. 2.

6.

7.

8.

9.

3.

Mul ticast Del ay Measurenent Mbde

Al'l Delay Request PTP event nessages and Del ay Response general
messages MJUST be sent as nulticast nessages.

Hybrid del ay Measurenent Mode

Del ay Request Messages MAY be sent as either nulticast or unicast
PTP event nessages. Master clocks SHALL respond to mnulticast Del ay
Request nessages with multicast Del ay Response PTP general
messages. Master clocks SHALL respond to unicast Del ay Request PTP
event nessages with unicast Del ay Response PTP general nessages.

The default node for Enterprise Profile PTP Master Clocks is
Hybrid Del ay Measurenment Mbde. This allow for the use of O dinary
cl ocks which do not support the Enterprise Profile, as long as
they are slave Only O ocks.

Default Message Rates

The Sync, Announce and Del ay Request default nessage rates SHALL
each be once per second. The Sync and Del ay Request nessage rates
MAY be set to other values, but not |ess than once every 128
seconds, and not nore than 128 nessages per second. The Announce
message rate SHALL NOT be changed fromthe default value. The
Announce Receipt Tinmeout Interval SHALL be three Announce
Intervals for Preferred Masters, and four Announce Intervals for
all other masters.

Ti mi ng Domai ns

Al'l Master Clocks in the Enterprise Profile SHALL operate with the
PTP tim ng domain set in the range 0-3 when any part of the domain
is operating in either the Milticast Delay Measurenent Mode, or
the Hybrid Del ay Measurenent Mbde. The default tinm ng domain for
operation with this configuration is Domain 0. Al Mster d ocks
in the Enterprise Profile SHOULD operate with the PTP timnng
domain set in the range 40-60 when the entire domain is acting in
the Unicast Delay Measurement Mode. The default timng domain for
this configuration is Domain 40. |If it is not known in advance
whi ch nodes will be operating in a donmain, then donmains 0-3 SHOULD
be used.

Requi rements for Master C ocks

Mast er cl ocks SHALL obey the standard Best Master C ock Al gorithm
from [l EEE1588]. C ocks which are naster capable MAY act as
Alternate masters according to [| EEE1588]. Preferred Master

Cl ocks SHOULD operate as Alternate Masters when they are not the
Best Master. Using multiple masters can mitigate rogue master and
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man-i n-the-niddl e attacks such as del ay attacks, packet
interception / nmanipulation attacks. Assuming the path to each
master is different, an attacker would have to attack nore than
one path simultaneously.

The Announce Messages SHALL include a TLV which indicates that the
clock is operating in the Enterprise Profile. The TLV shall have
the follow ng structure:

TLV Type (Enunerationl6): ORGANI ZATI ON_EXTENSI ON val ue = 0003 hex

Length Field (U ntegerl16): value = 2. The nunber of octets in the
Data Field

Organi zation Id (3 Cctets): The Organization ID value for the | ETF
assigned by | EEE = TBD

Organi zati on SubType (Enuneration24) value = 000001hex (Enterprise
PTP Profile version 1)

Data Field, Delay Measurenment Mbde (Enunerationl6):
Val ue 00hex = Multicast Del ay Measurenent Mde

Val ue 0lhex Uni cast Del ay Measurenent Mde

Val ue 02hex = Hybrid Delay Measurenent Mode
Val ues 03- FFhex = reserved for future use.

The TLV represents the Del ay Request Mde of the Master, not
necessarily the Grandmaster. So for exanple, one port of a
Boundary cl ock could be set to Unicast Delay Measurenent Mbde,
while the rest of the network is Hybrid Del ay Measurenent Mode.

10. Requirenents for Slave d ocks

Sl ave cl ocks MJUST be able to operate properly in a network which
contains Alternate Masters. Slaves SHOULD nake use of information
fromthe Alternate Masters in their clock control subsystens.

Sl ave O ocks MJST be able to operate properly in the presence of a
Rogue Master. Slaves SHOULD NOT Synchronize to a Rogue Master.

Sl aves MAY use an Acceptable Master Table. |If the Best Master is
not an Acceptable Master, but an Alternate Master is an Acceptable
Master, then the Sl ave SHOULD synchronize to the acceptable

Al ternate Master.
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11.

12.

13.

14.

Note that | EEE 1588-2008 requires slave clocks to support both
two-step or one-step Master clocks. See [|EEE1588], section
11. 2.

Si nce Announce nessages are sent as nulticast nessages in al

node, slaves can obtain the |IP addresses of master fromthe
Announce nessages. Note that the | P source addresses of Sync and
Fol | ow- up nessages may have been replaced by the source addresses
of a transparent clock, so slaves MJST send Del ay Request nessages
to the I P address in the Announce nessage. Sync and Fol | ow up
messages can be correlated with the Announce nessage using the
clock ID, which is never altered by Transparent cl ocks.

Requi rements for Transparent C ocks

Transparent clocks SHALL NOT change the transnission node of an
Enterprise profile PTP nessage. For exanple a Transparent clock
SHALL NOT change a uni cast nessage to a multicast message.
Transparent clocks SHALL NOT alter the Enterprise Profile TLV of
an Announce nessage, or any other part of an Announce nessage.

Managenment and Signaling Messages

PTP Managenent nessages MAY be used. Any PTP managenent nessage
which is sent with the targetPortldentity.clockldentity set to all
1s (all clocks) MJST be sent as a nulticast nessage. Managenent
messages with any other value of for the Clock ldentity is

i ntended for a specific clock and MJST be sent as a uni cast
message. Simlarly, if any signaling nessages are used they

MUST al so be sent as uni cast nessages whenever the nessage is

i ntended for a specific clock.

For bi dden PTP Opti ons

Cl ocks operating in the Enterprise Profile SHALL NOT use peer to
peer timng for delay measurement. C ocks operating in the
Enterprise Profile SHALL NOT use Uni cast Message Negotiation to
determ ne nessage rates. Slave clocks operating in the Enterprise
Profile SHALL NOT use Uni cast Discovery to establish connection to
Master clocks. G andmaster Custers are NOT ALLOAED. O ocks
operating in the Enterprise Profile SHALL NOT use Alternative Tine
Scal es.

Interoperation with G her PTP Profiles

Cl ocks operating in the Enterprise profile will not interoperate
with clocks operating in the Power Profile [C37.238], because the
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Enterprise Profile requires the End to End Del ay Measurenent
Mechani sm and the Power Profile requires the Peer to Peer Del ay
Measur emrent Mechani sm

Cl ocks operating in the Enterprise profile will not interoperate
with clocks operating in the Telecom Profile for Frequency
Synchroni zati on[ G8265. 1], because the Enterprise Profile forbids
Uni cast Message Negotiation, and Uni cast Discovery. These
features are part of the default nmanner of operation for the

Tel ecom Profile for Frequency Synchroni zation

Cl ocks operating in the Enterprise profile will interoperate with
clocks operating in the default profile if the default profile

cl ocks operate on | Pv4 or | Pv6 networks, use the End to End Del ay
Measur ement Mechani sm and use nmanagenment nessages in unicast when
those nessages are directed at a specific clock. If any of these
requirenents are not met than Enterprise Profile clocks will not
interoperate with Default Profile Cocks. The Default Profile is
described in Annex J of [|EEE1588].

Enterprise Profile Clocks will interoperate with clocks operating
in other profiles if the clocks in the other profiles obey the
rules of the Enterprise Profile. These rules MIST NOT be changed
to achieve interoperability with other profiles.

15. Security Considerations
Protocols used to transfer time, such as PTP and NTP can be
important to security nechanisns which use tinme wi ndows for keys
and aut horization. Passing tinme through the networks poses a
security risk since tine can potentially be mani pul at ed.
The use of nultiple simnultaneous masters, using the | EEE 1588
Alternate Master option can nmitigate problens fromrogue nmasters
and man-in-the-mddl e attacks. See sections 9 and 10. Additiona
security nechani sns are outside the scope of this docunent.

16. | ANA Consi der ati ons

There are no ANA requirenents in this specification
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