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Abst ract

The Network Tinme Protocol Version 4 (NTPv4) defines the optiona

usage of extension fields. An extension field is an optional field
that resides at the end of the NTP header, and can be used to add
optional capabilities or additional information that is not conveyed
in the standard NTP header. The current definition of extension
fields in NTPv4 is sonewhat anbi guous regardi ng the connection

bet ween extension fields and the presence of a Message Authentication
Code (MAC). This draft clarifies the usage of extension fields in the
presence and in the absence of a MAC, while naintaining
interoperability with existing inplenentations.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (1 ETF), its areas, and its working groups. Note that
other groups nmay al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1id-abstracts.txt.

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm .

This Internet-Draft will expire on January 11, 2014.
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Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The NTP header format consists of a set of fixed fields that may be
foll owed by sone optional fields. Two types of optional fields are
defined, Message Authentication Codes (MAC), and extension fields

If a MMCis used, it resides at the end of the packet. This field can
be either 24 octets long, 20 octets long, or a 4-octet crypto-NAK

NTP extension fields were defined in [ RFC5905] as a generic nechani sm
that allows to add future extensions and features wi thout nodifying
the NTP header format.

The only currently defined extension field is the one used by the
Aut oKey protocol [RFC5906].

The NTP specification is sonewhat anbi guous with regards to the
connection between using extension fields and the presence of a MAC

0 The definition of the NTP extension field inplies that it was
intended to be a generic nechanismthat can be used for various
future features of the protocol (see Section A 1.).

0 On the other hand, the NTP extension field description in
[ RFC5905] states that a MAC is al ways present when an extension
field is present (see Section A 2.).

The | ast two quotes seemto be in contradiction; since the extension
field was defined as a generic future-conpatible building block, it
seenms unlikely to bind it to a specific feature in the protocol

Moreover, the extension field parsing rules presented in [ RFC5906]
inmply that an extension field can be present w thout a MAC, provided
that the extension field is at |least 28 Cctets |ong.

This docunent attenpts to resolve the anbiguity with regards to the
connection between NTP extension fields and MACs, updating Section
7.5 of [ RFC5905], and describes the usage of extension fields in the
absence of a MACin a way that is interoperable with current

i mpl enent ati ons.
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2. Conventions Used in this Docunent
2. 1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ KEYWORDS] .

2.2. Terms & Abbreviations
NTPv4 Net wor k Ti me Protocol Version 4
MAC Message Aut hentication Code

3. NTP Extension Fields with and without a MAC - C arifications
This section clarifies the usage of extension fields in the absence
of a MAC, in accordance with the definitions in [ RFC5905] and
[ RFC5906]. Section 4. defines a nore generic and flexible usage of
extension fields.

3.1. Extension Field Formt

The NTP extension field is defined in Section 7.5. of [RFC5905]. The
extension field format is quoted here in Section A 3.

The minimal length of an extension field, as defined in Section 7.5
of [RFC5905], is 16 octets.

3.2. Extension Fields in the Absence of a MAC

Extension fields can be used when a MAC is not present in the NTP
packet. In this case, the extension fields nust conply with the
parsing rules in Section A 4. Specifically:

o If the packet includes a single extension field, the length of the
extension field MIJST be at least 7 words, i.e., at |east 28
octets.

o If the packet includes nore than one extension field, the length
of the last extension field MIUST be at |east 28 octets. The length
of the other extension fields in this case MJST be at |east 16
octets each, as defined in [ RFC5905].

A host that supports NTP extension fields MJST parse NTP extension
fields as described in Section A 4.
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3. 3. Unknown Extension Fields

If an extension field is unknown to the receiving server the server
shoul d ignore the extension field and may optionally drop the packet
altogether if policy requires it. Note that in the presence of an
unknown extension field any MAC that nmay be present nmay be

nmi sinterpreted as an unknown extension though in this case the
apparent extension length will be totally inconsistent with the tota
I ength of the rest of the packet.

3.4. Interoperability with Current |Inplenentations

The behavi or described in Section 3.2. is conpliant to [ RFC5906], and
thus shoul d be compatible with existing inplenentations that support
NTP ext ension fields.

4. NTP Extension Field Usage with and without a MAC - Extensions

This section updates [ RFC5905] and [ RFC5906] with respect to the
usage of extension fields, allowing a nore flexible and unanbi guous
usage.

4.1. Extension Fields in the Presence of a MAC

The usage of extension fields in the presence of a MAC is specified
in [RFC5905] and in [ RFC5906]. The requirement for a MAC MUST be
specified by the specification for the extension field and the
specification MIST include both the algorithmto be used to create
the MAC and the length of the MAC thus created. An extension field
may allow for nore than one algorithmto be used in which case the
i nformation about which one was used MJUST be included in the
extension field itself.

4.2. Extension Fields in the Absence of a MAC

Ext ension fields can be used when a MAC is not present in the NTP
packet. In this case, the extension fields nust conply with the
fol | owi ng:

o If the packet includes a single extension field, the length of the
extension field MIST be at | east 16 octets. The extension |length
is specified in the length field of the extension and is the
nunber of octets in the extension field.
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o If the packet includes nore than one extension field, the length
of the last extension field MIUST be at |east 28 octets. The length
of the other extension fields in this case MJST be at |east 16
octets each, as defined in [ RFC5905].
4.3. Miltiple Extension fields in an NTP packet
If there are nultiple extension fields that require a MAC t hey MJST
all require use of the sane algorithmand MAC | ength. Extension
fields that do not require a MAC can be included with extension
fields that do require a MAC
4.4. MAC in the absence of an Extension field
A MAC nust not be any longer than 24 octets if there is no extension
field present unless through a previous exchange of packets with an
extension field which defines the size and al gorithm of the MAC
transmitted in the packet and is agreed upon by both client and
server.
5. Security Considerations

The security considerations of the network tine protocol are
di scussed in [RFC5905]. This docunment clarifies sone anbiguity with
regards to the usage of the NTP extension field, and thus the
behavi or described in this docunent does not introduce new security
consi derati ons.

6. | ANA Consi derations
There are no new | ANA considerations inplied by this docunent.
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Appendi x A Requi rements from NTPv4 and Aut okey

A. 1. NTP Extension Field for Future Extensions
The follow ng paragraph is quoted from Section 16 of [RFC5905].
Thi s docunment introduces NTP extension fields allow ng for the
devel opnent of future extensions to the protocol, where a particul ar
extension is to be identified by the Field Type sub-field within the
extension field.

A. 2. NTP Extension Field in the Presence of a MAC
The follow ng paragraph is quoted from Section 7.5 of [RFC5905].
In NTPv4, one or nore extension fields can be inserted after the
header and before the MAC, which is always present when an extension
field is present.

A. 3. The NTP Extension Field Format

Figure 1 specifies the NTP extension field format, and is quoted from
[ RFC5905]. For further details refer to [ RFC5905].
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Field Type [ Lengt h [
B e i i e o e e S T S e e s i i TR S

Val ue

B i S S T s i S T st i S S S S S S S S i
Paddi ng (as needed)
B e i i e o e e S T S e e s i i TR S
Figure 1 The NTP Extension Field Fornmat

A. 4. NTP Extension Field in Autokey
The follow ng paragraph is quoted from Section 10 of [RFC5906].

One or nore extension fields follow the NTP packet header and the
last followed by the MAC. The extension field parser initializes a
pointer to the first octet beyond the NTP packet header and
cal cul ates the nunber of octets remaining to the end of the packet If
the remaining length is 20 (128-bit digest plus 4-octet key ID) or 22
(160-bit digest plus 4-octet key ID), the remaining data are the MAC
and parsing is conplete. |If the remaining length is greater than 22
an extension field is present. |If the remaining length is I ess than
8 or not a multiple of 4, a format error has occurred and the packet
i s discarded; otherw se, the parser increnents the pointer by the
extension field length and then uses the sane rul es as above to
determi ne whether a MAC i s present or another extension field.
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