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Motivation

Flow-based monitoring provides an aggregate view on the network traffic

» Data is usually exported from fixed locations

> If mobile devices become flow exporter, exporter location can be of interest!
Smartphone traffic usage in space: simple questions

» Where often do users interact with their phones?

» How many applications does a user run in a specific location?

» How much network traffic does an application generate in a specific location?
Why we need to know such information?

» Coupling space and time to understand mobile applications network usage:
relate service quality parameters to location changes

» Anomaly detection, provider-independent measurements
Associate locations to exported Flows

» Geographic coordinates: latitude, longitude, altitude

> Geodetic location shapes: point, circle, polygon, ellipse, etc

» Civic location: human readable information, postal address, proximity
information
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IPFIX Information Elements: geodetic location

Geodetic point record: there is no known uncertainty
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Data record of a geodetic 2D point location
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IPFIX Information Elements: geodetic location

Geodetic circle record: there is known uncertainty
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Figure 4: Data record of a circle-based geodetic location
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Implementation

> Flowoid: NetFlow version 9 exporter for Android devices

» SURFmap/Nfsen/nfdump: location-aware analysis application
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Discussion

How to handle location-based expiration ?

» Physical location may change frequently: a mobile in a car

» If we expire flows at each location change, the network will be flooded

> If we accumulate location records as a list, IPFIX messages will be very long
Collected location-based measurement data

» How to analyze and represent them ?

» Existing tools and visualizations are suitable for purely time-based
measurements
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