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Background

* OWAMP [RFC 4656], TWAMP [RFC 5357]

— Discussion on security protection in the past

— Decision to develop a dedicated security mechanism
and give up on TLS, DTLS, IPsec

— Unauthenticated, authenticated, and encrypted
modes

* Today: interested in stats about the actual
deployment of the authenticated and encrypted
modes in practice

— Cf. IKEv2/IPsec deployment



Proposed Enhancement

* Today: O/TWAMP security mechanism

— Based on shared secret, does not support credential or
certificates

— Four (4) keys for integrity and encryption protection
e AES keys: OWAMP-Control, OWAMP-Test
* HMAC keys: OWAMP-Control, OWAMP-Test

* Proposal: Use IKEv2/IPsec to feed the key to O/TWAMP

— Well-known and well-designed security mechanism
— Enhance security protection, key negotiation

— Support certificate based key exchange

— Extend to automatic key management



OWAMP-Control Initiation

|<---- Greeting message ----|

Set-Up-Response ---->|

|<---- Server-sStart -------- |

| |
Replace the current O/TWAMP security root (shared secret

key) with keys derived from the existing IKEv2/IPsec SA

In other words, instead of inventing a passphrase, take
advantage of IKEv2/IPsec



Server Greeting [RFC 4656

0 1 2 3
0123456789 01234567890123456789°01
ottt =t -ttt -ttt b=+ —+
| |

| Unused (12 Octets)

| |
| +=t—F—t—F—t—F—t—F—t—F—t—t—t—F—t—tt—t—F—t—F—t—F—t—F—Ft—F—t—F—F—+—+
| Mode |
Fot—t—t—F—t—ft—t—F—t—t—t—F—t -ttt —F—t—F -ttt —F—t—F—t—F—t—F—t—+

| |
| Challenge (16 octets) |
| |
| |
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| |
| Salt (16 octets)

| |
| |
+—Ft—t—t—F—t—F—F—t—F—F—F—F—F—F—F—F -+ —F—F—t—F—F—F—F -t —F -+ -+ -+ —+—F+—+
| Count (4 octets)
+—t—F—t—+—t—t—F—t—F—t—F—F—t—F—t—F—F—F—F—F—F—F—F—F—+—F—F -+ —+—+—+
| |
| MBZ (12 octets)

| |
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Server Greeting [-ippm-ipsec

0 1 2 3
0123456789 0123456789012345%67189°01
fot—t—t—F—F—F—t—t—F—F—F—t—t—t—F—F—t—t—F—F - —F—F -t —F—+—+—+
| Protocol (4 octets) |
[+—+—+—F—F—+—+—t—F—F—F—F—t—F—F—F—F+—F—F -+ —F—F -+ —F—F—F—+—+
| SPIi (4 octets)
[+—+—t—F—F—F—t—t—F—F—F—t—t—F—F—F—F+—F—F -ttt —F—F -+ —F—F—F—+—+
| SPIr (4 octets)
|[+=+—t—F—F—F—t—t—F—F—F—t—t—F—F—t—t+—F—F—F—F—F—F—F -+ —F—F—F—+—+
| Mode |
t—t—F—t—t—t—F—F—t—t—t—F—F—t—F—t—F—F—F—t—t—t—F—F—F—t—t—F—F—Ft—+—+—+

| |
| Challenge (16 octets) |
| |
| |
+—+—+—+—+—-F—-F—-F—-F—-F—-F—-tF—F—F—tF—t—t—F—t—F—F—F—F—F—F—F—F—F—F—F—+—+—+

| |
| Salt (16 octets)

| |
| |
+—Ft—t—t—F—t—F—F—t—F—F—F—F—F—F—F—F -+ —F—F—t—F—F—F—F -t —F -+ -+ -+ —+—F+—+
| Count (4 octets)
+—F—t—t—F—t—F—F—F—F—F—F—F—F—F—F—F -+t —F—t—F—F—F—F -+ —F -+ -+ —+—+—+
| |
| MBZ (12 octets)

| |
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Key Derivation Update

Up to now we only considered the key derivation
part, taking advantage of IKEv2/IPsec

The rest of the protocol operation remains
unchanged, as do the other parts of the Server
Greeting

We could do more, however

That is, we could reduce the number of keys
used, and optimize the Greeting and Set-Up-
Response messages



Greeting Optimization 1 [-ippm-ipsec]

0 1 2
0123456789 0123456789C01
it e e

+ N

-ttt —F—t+—+—+
| Protocol (4 octets) |
| +—F—+—F—+—F—F—F—+—F—F—t—F—t—F—t—F+—F—F—F—F—F—F—F—F—F—F—+—F—+—F+—+
| SPIi (4 octets)

| +—F—+—F—+—F—F—t—+—F—+—t—F—t—F—t—F+—F—F—F—F—F—F—F—F—+—F—+—F—+—F+—+
| SPIr (4 octets)

| +—F—+—F—+—F—+—t—+—F—F—t—F—t—F—t—F+—F—t—F—F—t—F—F—F—+—F—+—F—+—F+—+

| Mode |

0 1 2 3

0123456789012 3456785012345678°5901 -ttt -4+ -+-+-+-+-+-+-+-+-+-+-+-+-+—-F—-+—-F+—-—+—-F—-—+—-+—-+
e e e e e e
| |
| Unused (12 octets) | |
I+-—-+-+-+-—-+-+-+-—-+-+---+-+-+-——-+-+-—-+-+-+-—-+-+-—-—-+-+-—-l challenge (16 Octets) |
| Modes |
e e e e 2t e e T e 2 |
I Challenge (16 octets) I
| | |
B e e e e e e e Bt et e e b
| Salt (16 octets) |
: : |
T-+-_-+-+-_-_-+-+-_-+-+-+.;-;,:,;:_+-[;-;;Z;:;T-+-+-+-_-+-+-_-_-+-+-_-T MBZ (12 OCtetS) |
B e e e e e e |
I MBZ (12 octets) I
| | =ttt —t—t—t—t—t—t—F—F—F—t—F—F—t—t—t—F—t—+—+—+
B e e e e e

Session key for enc = PRF{ root key of O/TWAMP, "O/TWAMP enc" }

Session key for auth = PRF{ root key of O/TWAMP, "O/TWAMP auth" }



Greeting Optimization 2 [-ippm-ipsec]

0 1 2
0123456789 0123456789012 56 789
+—+—F—+—+—+—+—F+—+-+—t—t—F—tF—F—t—F—F—F—F—F—F—F—F—F—+—F+—+—+-+
| Protocol (4 octets)
|+—+—4+—-+—-+—F—-+—F+—+—+—F—+—F—+—+—F—++—F—F—F—F—F—F—+—F—+—F+—-+—+
| SPIi1i (4 octets)
|+—+—4+—+—+—F—t+—F—t—+—F—Ft—F—t—F—F—++—F—F—F—F—F—F—F—F—F—F+—+—+
| SPIr (4 octets)
|+—+—F+—+—+—F—t+—F—t—+—F—F—F—F—F—F—F+—F—F—F—F—F—F—F—F -+ —F—+—+
| Mode
+—F—t—t—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F—F -t —F—F—F—F -t —F—+—+ -+
|

| MBZ (12 octets)

|
+—F—t—t—F—F—F—F—t—F—F—F—F—F—F—F—F—F—F—F -t —F—F—F—F -+ —F—+—+ -+

Session key for enc = encryption key of the IPsec SA

Session key for auth = integrity key of the IPsec SA
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Optimizing Set-Up-Response

* KeylID is used for the shared secret

— If keys are derived from IKEv2/IPsec, we do not need
it.

— Shave 80 octets
* Token is defined as a concatenation of Challenge

(16) + AES Session Key (16) + HMIAC-SHA1 (32
octets)

— With IKEv2/IPsec in place, we do not need to generate
the key at the client and send it to the server

— Thus, the Token can be reduced in size (keep only the
Challenge part in Optimization 1) or even be
eliminated (Optimization 2)



Set-UP-Response [RFC 4656]

0 1 2 3
0123456789 01234567890123456728901
et i Tt ek Tt et T S S e R Cah Tk e NI
| Mode I
tot—t ottt oottt -ttt -ttt -ttt —F—F—F—F -ttt —F—+—+

| I
| KeyID (80 octets) |
| I
| I
Fot—t—F—t—t—t—F—F—t—t—F—F—F—F—t—F—F—F—F—t—F—F—F—F -t —F—F—F—+—+—+

I |
| Token (64 octets) |
I I
I |
+—t—F—F—F—t—F—t—F—t—F—F—F—F—F—F—F—F—F—t—F -+ —F—F—F—F—F -t —F -+ —F+—+—+
I I
| Client-IV (16 octets) |
| I
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Optimization 1 [-ippm-ipsec]

0 1 2 3
0123456789 01234567890123456728901
et i Tt ek Tt et T S S e R Cah Tk e NI
| Mode |
tot—t ottt oottt -ttt -ttt -ttt —F—F—F—F -ttt —F—+—+

| |
| Token (16 octets) |
| |
| |
Fot—t—F—t—t—t—F—F—t—t—F—F—F—F—t—F—F—F—F—t—F—F—F—F -t —F—F—F—+—+—+
| |
| Client-IV (12 octets) |
| I
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Optimization 2 [-ippm-ipsec]

0 1 2 3
0123456789 01234567890123456728901
et i Tt ek Tt et T S S e R Cah Tk e NI
| Mode |
tot—t ottt oottt -ttt -ttt -ttt —F—F—F—F -ttt —F—+—+

Client-IV (12 octets)

| |
| |
| |
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Proposal Advantages

Use of well-understood, widely-implemented IKEv2/IPsec to
replace a specialized security mechanism

— Enhance O/TWAMP security
Support cert-based key exchange
— More flexible in practice and more efficient

Ease key management in shared secret model

— The use of IKEv2/IPsec makes it easier to extend automatic key
management.

Reduce verbosity
— Server Greeting from 64 octets down to 44 (Optl) or 28 (Opt2)
— Set-Up-Response from 164 octets down to 32 (Optl) or 16 (Opt2)

Community Document: please contribute!



Way Forward

e Feedback from WG

— Key derivation

— Alternative optimizations

— Existing implementation impact (we argue it’s
minimal)

e Revision towards -01



