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In-‐band	  precedents	  
•  RFC3325	  (short-‐term	  iden%ty)	  
–  Advantages:	  deployable,	  deployed!	  
–  Disadvantages:	  requires	  trusted	  network,	  and…	  

•  Impersona%on	  thrives	  in	  exis%ng	  trusted	  networks	  
•  RFC4474	  (long-‐term	  iden%ty)	  
–  Advantages:	  Great	  for	  SIP	  URIs	  and	  RFC3261	  compliance	  
–  Disadvantages:	  doesn’t	  play	  well	  with	  telephone	  numbers,	  
much	  of	  the	  world	  isn’t	  RFC3261-‐compliant	  

•  Many	  subsequent	  aXempts	  to	  do	  beXer	  
–  Alterna%ve	  signature	  scopes,	  tokens,	  etc.	  
–  VIPR	  notably	  tried	  to	  solve	  iden%ty	  and	  a	  host	  of	  related	  
problems	  	  



Components	  of	  an	  in-‐band	  solu%on	  
•  A	  field	  to	  carry	  a	  signature	  over	  various	  headers	  in	  a	  SIP	  request	  

–  e.g.,	  RFC4474	  Iden%ty	  header	  
–  Intended	  to	  provide	  a	  cryptographic	  asser%on	  of	  authority	  over	  the	  

From	  header	  field	  and	  other	  components	  of	  the	  message:	  
•  Prevent	  replay	  by	  cut-‐and-‐paste	  aXacker	  

–  Problem:	  many	  elements	  are	  changed	  by	  SIP	  intermediaries,	  which	  to	  
choose?	  

•  A	  way	  to	  acquire	  and	  validate	  the	  public	  key	  of	  the	  signer	  over	  those	  
headers	  
–  e.g.,	  the	  RFC4474	  Iden%ty-‐Info	  header	  

•  Includes	  carrying	  the	  key	  in	  band	  
–  Problem:	  Many	  viable	  approaches,	  which	  to	  allow/disallow?	  

•  RF4474	  vaguely	  assumed	  public	  ENUM	  would	  have	  certs	  for	  
numbers	  in	  the	  DNS	  



In-‐band	  STIR	  Logical	  Architecture	  
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Revisi%ng	  what?	  
Which	  RFC4474	  assump%ons	  failed?	  
•  SIP	  deployments	  remained	  focused	  on	  PSTN	  interworking	  

–  IP-‐PSTN,	  PSTN-‐IP,	  IP-‐PSTN-‐IP,	  PSTN-‐IP-‐PSTN	  
–  Telephone	  numbers	  are	  therefore	  the	  primary	  iden%fier	  of	  SIP	  
–  No	  story	  for	  certs	  in	  e164.arpa	  ever	  took	  hold	  

•  Lack	  of	  unmediated	  end-‐to-‐end	  SIP	  signaling	  
–  Deployments	  are	  highly	  mediated,	  intermediary	  agency	  is	  not	  

bounded	  
–  Mediated	  for	  various	  reasons,	  from	  NAT	  to	  interop	  to	  security	  

•  Policy	  enforcement	  of	  many	  kinds	  

–  Many	  calls	  s%ll	  drop	  to	  the	  PSTN	  due	  to	  lack	  of	  IP	  routes	  

•  RFC4474	  solved	  for	  SIP	  requests	  in	  general	  
–  Assumed	  a	  world	  with	  MESSAGEs	  and	  NOTIFYs,	  not	  just	  INVITEs	  



Rescoping	  to	  the	  Problem	  
•  For	  threats	  like	  robocalling	  and	  voicemail	  hacking,	  
man-‐in-‐the-‐middle	  aXacks	  are	  not	  a	  real	  concern	  

•  How	  best	  to	  separate	  the	  replay-‐protecDon	  goal	  from	  
the	  man-‐in-‐the-‐middle	  prevenDon	  goal?	  
–  Not	  an	  en%rely	  clean	  split	  
–  Scope	  the	  To/From	  protec%on	  to	  just	  the	  telephone	  
number,	  when	  a	  telephone	  number	  is	  present	  
•  Domain	  or	  other	  parameters	  not	  helpful	  
•  Canonicaliza%on	  required,	  a	  non-‐trivial	  problem	  

–  Necessarily	  include	  some	  kind	  of	  %mestamp	  (Date)	  
–  Handle	  body	  protec%on	  separately,	  when	  you	  need	  it	  

•  Ul%mately,	  possible	  to	  create	  some	  kind	  of	  linked	  two-‐layer	  
signature	  



Limits	  of	  in-‐band	  
•  It’s	  in-‐band	  
– At	  best,	  this	  addresses	  the	  SIP-‐to-‐SIP	  use	  case	  

•  Maybe,	  e.g.	  IKES,	  with	  something	  else	  in	  the	  middle	  
– Not	  going	  to	  help	  with	  SIP-‐to-‐PSTN,	  PSTN-‐to-‐PSTN	  
–  But	  we	  believe	  IP-‐to-‐IP	  is	  the	  future,	  right?	  

•  So	  we	  s%ll	  need	  in-‐band	  
•  Will	  SIP	  networks	  allow	  it?	  
– Difficult	  to	  an%cipate	  what	  will	  survive	  deployments	  

•  No	  guarantees	  are	  possible	  
– Needs	  to	  change	  exis%ng	  service	  behavior	  

•  Intermediaries	  need	  to	  do	  new	  things	  


