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Problem Statement 
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No IPv4 provided by network,  
but IPv4 stack still enabled 
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Strange ARP requests Non-trivial portion of the 
idle-state traffic 
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Why ? 

• RFC3927, section 2.6.2 
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In the case of a device with a 

single interface and only a Link-

Local IPv4 address, this 

requirement can be paraphrased as 

"ARP for everything" 
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In the case of a device with a 

single interface and only a Link-

Local IPv4 address, this 

requirement can be paraphrased as 

"ARP for everything" 



Only a link-local IPv4 address 

• There’s no other IPv4 address besides link-
local 
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Only a link-local IPv4 address 

• There’s no other IPv4 address besides link-
local 

– AND  

• There is no IPv6 addresses that could have 
been used as an alternative 
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Suggestion: Update to RFC3927 

draft-yourtchenko-ipv6-disable-ipv4-
proxyarp IETF87, Berlin, 2013 

9 

"If the host has any interface with a 

global unicast IPv6 address assigned 

and any IPv6 route to any non-

connected network (including 

default), then the host MUST 

immediately return an error rather 

than transmit any packet with a link-

local IPv4 source address unless the 

destination is also an IPv4 link-

local address." 



Yes, but… 

• You can turn off IPv4 manually 

– You can. I can. Not the users at large.  

• You can turn off IPv4 via DHCPv6 

– Yes, but needs 2 vendors to implement. 

• AF Sorting is the problem. 

– This is seen in more than one OS. 

• It introduces the dependency between v4&v6 

– “ships in the night” is a leaky abstraction. Titanic. 
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Conclusion 

• This is a problem that can be fixed in parallel 
with other efforts 

• Tangible immediate results per host/OS 

• Adopt as a WG item ? 
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