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Happy Eyeballs Algorithm [RFC 6555]
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* Honor the destination address selection policy [RFC 6724].
* Quickly fallback to IPv4 when IPv6 connectivity is broken.

e Give a fair chance for |IPv6 to succeed. [2/12]



Research Question

* What is the amount of imposition a user experiences by turning on Happy Eyeballs?

- [RFC 6555] will not be applied only in scenarios where IPv6 connectivity is broken.

- How does it effect the experience of a dual-stacked host with comparable IPvé6 connectivity?

* What is the right timer value!

- [RFC 6555] recommends 150-250ms.

- Google Chrome uses 300ms.
- Firefox uses 250ms.

- Happy Eyeballs Erlang Implementation uses 100ms:
http://www.viagenie.ca/news/index.html#happy_eyeballs_erlang
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Metrics and Implementation

* Uses getaddrinfo(...) to resolve service names.

* Uses non-blocking TCP connect(...) calls. S i

connection

establishment

e DNS resolution time is not accounted. times (us)

..................................

e 1) endpow:mt
* Capability to read multiple service names as arguments. | ]} S | hoppy | —— 2 endeoint

i1 2) port : - 3) endpoint
e Capability to read service names list from a file. D) oLt
* File locking capability. http://happy.vaibhavbajpai.com

* Applies a delay between connect(...) to avoid SYN floods.

e Capability to produce both human-readable and CSV output.

* Cross-compiled for OpenWVrt platform. Currently running from SamKnows probes.

$ ./happy -9 1 -m www.google.com www.facebook.com
HAPPY .0;1360681039; 0K ;www.google.com;80;173.194.69.105; 8626

HAPPY .0;1360681039 ;0K ;www.google.com;80;2a00:1450:4008:c01: :69;8884
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Measurement Trials

* How to compile a dual-stacked service names list?

e Hurricane Electric (HE) maintains a top 100 dual-stacked service names list.
http://bgp.he.net/ipv6-progress-report.cgi

- HE uses top 1M service names list from Alexa Top Sites (ATS).
- HE does not follow CNAMES.

* Amazon has made the ATS top 1M service names list public.
http://s3.amazonaws.com/alexa-static/top- | m.csv.zip

- Prepared a custom top 100 dual-stacked service names list.
- Explicitly follow CNAMES.

- Prepend a www to each service name and cross-check any AAAA response.
[5/12]
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Measurement Trials

* From where to run the measurement test?

Provider (IPv4, |IPv6) Location
(Jacobs University Bremen, AS680), (-) Bremen
(Kabel Deutschland, AS31334), (HE, AS6939) Bremen
(Gaertner Datensystems GmbH, AS24956), (-) Braunschweig
(Deutsche Telekom AG, AS3320), (-) Bremen
(British Sky Broadcasting Limited, AS5607), (-) London
(Telekom ltalia, AS3269), (-) Torino
(BT Spain, AS8903), (-) Madrid
(ROEDUNET, AS2614), (-) Timisoara
(Init Seven AG, AS13030), (-) Olten
(BT-UK-AS, AS2856), (BT, AS5400) Ipswich
(LambdaNet Communications, AS13237), (Teredo) Berlin
(TU Braunschweig, AS24956), (-) Braunschweig
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(-) means the IPv6 provider and AS are same as that for |Pv4.
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Measuring Raw Performance
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Measuring Raw Performance

ion) of IPv6 compare to that of IPv4?

* How does the performance (variat

service vs {std_v4, std v6}: samsbox4 (10 (300ms) days)

urrod>'a|boob mmm
[I'0D'3|600B MMM
p1'02'39|6006 MMM
Nny'02'9|600H'MMM
ud'9|boohH mmm
[2'9|600H MMM
yo-o|boohH mmm
ed>'9|booh mmm
9Qq'9|6006 Mmmm
ze'9|boobh mmm
10916006 MMM
oe'9|booH MMM

1) 994} MMM

wod e di|}) MMM
1DUTUPIQ) MMM
W02 000Ie)' MMM
wod-19bpebus-mmm
S9°OpPUNWI|D MMM
W0D™21|29|qNOP MMM
W02 119P MMM

19U ISEOWO0D MMM
nJ-30dsbo|gq-mmm
dl-yodsbo|g-mmm
ulryodsbo|g mmm
ap-iodsbojg-mmm
wo2j0dsbojg'mmm

1< ©

-l > > 3N 02-30dsho|g-mmm
T _ “ _ : ; . Eoumwmm.o_g.;\s\s
T P e : : wod*Buig MMM

o I SRR ERREEEE , . : : : W0 13e" MMM

B S SRRRERRR T e e wodjodsdde:mmm
S B R e REPRR. e PP PRRTPPEE RRRPPY W oD’ [0 MMM

C — [ P R e i dl-auaqo|biq

o o o o o o o o o

o o o o o o o o

o o o o o o o o

(@] o o o o o o o

(] <t oN o (o) O < o

— i i —

(so9sn) swnn

w02 3gNIN0A MMM
WwoD" ZWNOA" MMM
W0D 00yeA MMM
BJ0AIRUOITIM MMM
Bao'eipadpim' mmm
BJO  IPDWIIM MMM
WO A'MMM
wod sdsn:mmm
10°WOod’ |oN"MMM
10" WO0J BLIDYMMM
9P OUIUO-T MMM
Z2'WeUZ3S' MMM
dl-aureanyes'mmm
wod bbmmm
Jyabuelormmm
WO APIU MMM
W02 XI|439U' MMM
B10'e|[1IZouw MMM
9P 9|IqOW MMM
Wo0d edJew MMM
AOB*SII'MMM
W02 1Ud3U0219sN3|600H MMM
3s'9|booh mmm
9529|6006 MMM
nJ-9|6006 MMM
04916006 MMM
1d-9|6006-Mmmm
|d'2|6006°MMMm
ou'a|boohH mmm
|[u'a|600H MMM
1'o|booh Mmm
aI'a|boobh -mmm
16 916006 MMM
: ; : : : : : 1)'9|6006 MMM
R EEEEEEE oo RERRRRREE PERRRRRE REERREEE B RTEEEE 1}'9]16006 MMM
T ERTIE. b SR TR S ST S 59'9|6006"MMM
R T oo o o e SRR o zp'2|6006'MmMm
SARREEEEEEREREE P e SERRERES e P e 3p°3|6006 MMM
R R ARREREEE ARREERERE ARREEEE ARRREEEE Peeees ” op'9|6006 MMM
SRR EEEEEEEE P AERRRERRE SRRRRRRE RERRRREE B e z2'9|6006° MMM
R RS EREEEEEES REEREEEEE SRR e CERE : UA'WO0D 96006 MMM
RERRREE SRR RRREEEEE EERREREEE e e ERRRREREE R en'wod:a|boobmmm
SREEEEEEEEEEEEE SRERREEEE SERETREEE SRETTRRE P eeeeeees e M} W0 31600H MMM
SRR RS CREEEEEEE e e Beeeens ERETRRREE ARRPRRE J3'wo02's|6006 MMM
A P S S S S b e Bs* W02'3|6006 MMM
EEEETEPETETTRT ERERPRREE RRREERRRY SRRRRRRR EEERREEE EEEEEEREE RETEEEE es'wod'9|6ooh mmm
SRR EEEEEEEE RRREEEEE EERRREREE REEEEE REEEEEE e e 3d-wod s|6006 MMM
SRR EEEEE R e SRRRRREEE SREREEE RREEEEEE e e yd-wod 36006 -Mmmm
REEETEECERTTRT T CERERERRE SRRRRRRE RERREREE B e 9d'wo03 96006 MMM
RRRRRREEEEEEEEE e e e e e e BuwWo2°9]6006' MMM
EEEETEEETETTRT Beeeeeon R REREY SRRRRRRR EEERRREE EETTREEE : Awwod 916006 MMM
RRREEEEEEEEEEEE SEEEEERRE EERRRREEE e e R e XW' w02 36006 MMM
R EERRERE e RERPPPREE SRR Boeeeees e e MY wod 916006 MMM
S RS EEEERTEE e e e EEREEE ; ; 63°'W02°9|6006° MMM
SRR SREREEEEE SRRREEEEE SREREEEE REEEEE SRR SRR 02'Wwo2°9|6006 MMM
EEEETTRETERTET e R RRRRREY SRRRRRRR EEERREEE B s Jg w02 3|6ooh Mmmm
RERRREE EEEEEEEE RS EEERERREE R P e e PQg'Wo2'9|6006 MMM
E EEE CEEE B e e R Meeeeeees e newo> 9|boobmmm
SEETEEET TP RRTRETEE SERETEPRY SRRTPREE ETRETEE CRTPTTETE CRRRERE Je w02 36006 MMM
R CRRRREEE SRRREEEES SRREEEEE RS SRR SRR wo> 36006 Mmm
EEEETTRETERTRT R EEREE R RRRRREE SERRREEE EEERREEE s e ez'02'9|boob Mmmm
R EREEEEE e SRR e RREEEEEE e e 9A'0D'3|bo0H MMM
SRR EEEEEEEE P AR e e B e 3N 0239|6006 MMM
R R CREEEEERS PEEREREEE e Ceeeens R e yy 02916006 Mmmm
SRR SRR LRRREEEEE EEEREEEEE e e ERREEEREE R 1023|6006 MMM
SETEEETTEPRRTTRY SRETRPREE e SRTTTIRE e b e dl-0o-9|6006 MMM

10" W02 |oN"BY|0) MMM

18/12]

ia DTAG - Deutsche Telekom AG [AS 3320]

ivity v

Native IPv4 and IPv6 connect



Measuring Preference
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* To what extend is IPv6 preferred when connecting to a dual-stacked service!?
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Measuring Slowness

* How slow is a happy eyeballed winner to that of a loser?

winners vs losers: samsbox4 (5 (300ms) days)

I V4 slowness
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Measuring Slowness

winners vs losers: samsbox4 (5 (10ms) days)

Il V4 slowness
Il v6 slowness

150
100"

* What are the repercussions of reducing the IPv6 advantage from 300ms to 10ms?
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Data Analysis Insights

* Higher connection times and variations over |Pvé.

A 300ms advantage leaves a MA 1% chance to prefer IPv4 (even though faster).

* A IPv6 happy eyeballed winner is rarely faster than the IPv4 route.

A 10ms advantage helps remove outliers where IPv6 connectivity is bad.

We would appreciate your help in our research activity:

.....................................................................................................................................................................................................................................................................

- Send your shipment address to: v.bajpai@jacobs-university.de
- We ship you a SamKnows probe.

[12/12]
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getaddrinfo(...) behavior

e Returns a list of endpoints in an order that prioritizes IPv6-upgrade path.

* The order is dictated by [RFC 6/24] and /etc/ga1.conf

* If IPv6 connectivity is broken, an application is remains unresponsive for seconds.

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
.

: é 1) native IPv6 routes
. TCP 3
i connection > : 2) native IPv4 routes S —
. request e :
' - 3) IPv4-IPv6 Transitioning routes



IPv6 Upgrade Policy

* Why must IPvé be given a fair chance to succeed!

e Carrier Grade NAT (CG-NAT) creates a binding for each connection request.

- reducing contention towards scarce |IPv4 address space is desirable.

* |Pv4 traffic maybe billed by the Operation Support Systems (OSS).

- moving traffic to |IPv6 reduces network operation costs.

 Middle-boxes maintain state for each connection request.

- reducing load on peering links and load-balancers is desirable.



Related Work

* How is our measurement different from [RFC 6556]?

e We do not account DNS in connection establishment time.

- avoid input parameters that may bias the measurement (slow resolvers)

e Our testbed configuration is active rather than passive.

- measurement test actively measures time taken to establish the TCP connection.

e Our testbed setup is designed for a uncontrolled environment.

- does not require network path configuration changes.



Related Work

* How is our measurement different from [RFC 6948]?

* Longer and newer measurement cycles.
- May 25, 2011 - July 11, 2011

- We are running the measurement since Mar 10, 2013 - Present.

* Measurement from a wider deployed vantage point
- 3 MAs deployed somewhere in Finland, Sweden and Canada in

- |4 MAs deployed across EU, more upcoming ...

* We do not measure the amount of AAAA entries within 1M ATS.
- noticed around 300 (within top 10K ATYS) services were dual stacked.

- noticed around 30 (within top 100 ATS) services were dual stacked.

- We take top 1M ATS and filter the top 100 dual-stacked services.



Related Work

* How are our measurement results different from [RFC 6948]?

* We noticed significantly higher TCP connection setup delay differences.
- Generally slower over IPvé6.

- Multiple services were twice as slow over IPv6 when compared to |Pv4.

* We noticed significantly lower TCP connection setup failure rates.

- We witnessed | % of service failure rates, as opposed to 20% witnessed in

* We perform a deeper TCP connection setup delay study.

- Take happy eyeballs effects into account.

- Measure the routing path differences over IPv4 and IPvé.



Measuring Raw Performance

* How does the performance (mean) of IPv6 compare to that of |IPv4?

service vs {mean_v4, mean v6}: IETF87 (1 (300ms) days)
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Measuring Raw Performance

ion) of IPv6 compare to that of IPv4?

* How does the performance (variat

service vs {std v4, std v6}: IETF87 (1 (300ms) days)
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Measuring Preference

preference-v4-v6: IETF87 (1 (300ms) days)

IPv4
IPv6

100
80
6
4

(%) @23ualaaud

* To what extend is IPv6 preferred when connecting to a dual-stacked service!?
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Measuring Slowness

winners vs losers: IETF87 (1 (300ms) days)

} }
Bl V4 slowness
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* How slow is a happy eyeballed winner to that of a loser?
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Measuring Slowness

winners vs losers: IETF87 (1 (10ms) days)

Il v4 slowness
Il v6 slowness

]
o o
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* What are the repercussions of reducing the IPv6 advantage from 300ms to 10ms?
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