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Abst ract

As | Pv6 becomes nore wi dely adopted, some service providers are
choosing to deploy IPv6 only networks w thout dual -stack
functionality for IPv4. However, as access to |Pv4 based services
will continue to be a requirenent for the foreseeable future, |Pv4
over | Pv6 nechani sns, such as softwire tunnels are being devel oped.

In order to provision end-user’s hosts with the |1 Pv4 configuration
necessary for such nmechani sms, a nunber of different approaches have
been proposed. This meno di scusses each of the proposals, identifies
the benefits and drawbacks and reconmends approaches to be used as
the basis for future depl oynent and devel opnent.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on January 2, 2015.
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1.

I nt roducti on

A service provider with an I Pv6-only network nust also be able to
provi de custoners with access to the I Pv4 Internet and ot her

| Pv4-only services. |1Pv4 over IPv6 tunneling / translation
mechani snms are an obvi ous exanple of this, such as the ones described
in:

0o [I-Dietf-softwre-|lwlover 6]
0o [I-Dietf-softwre-nmap]
0 [I-Dietf-softwire-nmap-t]

In today’s hone networks, each residential user is allocated a single
gl obal 1Pv4 address which is used for NAT44. Decentralizing NAT44
all ows for nuch better scaling and, when conbined with statel ess
network functions, can sinplify redundancy and | oggi ng when conpared
to centralized Carrier Grade NAT architectures. This results in the
need to provision a nunber of configuration paraneters to the CPE,
such as the external public IPv4 address and a restricted port-range
to use for NAT. Oher paraneters may al so be necessary, depending on
the underlying transport technology that is in use. In IPv4 only

net wor ks, DHCPv4 has often been used to provide |IPv4 configuration
but in an I Pv6 only network, DHCPv4 nessages cannot be transported
natively without either |1Pv6 encapsul ation or translation

DHCPv4 nessages can be transported, unnodified, over a broadcast
capabl e link-1ayer, depending on the underlying IPv4 in | Pv6
technol ogy, network topol ogy and DHCPv4 client capabilities. A
functional description of how unnodified DHCPv4 can be used is
provided in Section 5. This approach is recommended for service
provi ders whose network and clients can support this DHCPv4
architecture.

For the nost sinple | Pv4d provisioning case, where the client only
needs to receive a static |Pv4 address assignment (with no dynanic
address | easing or additional |IPv4 configuration), a DHCPv6 based
approach (e.g. [I-D.ietf-softw re-map-dhcp]) may provide a suitable
sol uti on.

This docunment is concerned with nore conplex |IPv4 configuration
scenarios, to bring |IPv4 configuration over |IPv6-only networks in
line with the functionality offered by DHCPv4 in | Pv4 native

net wor ks. DHCPv4 options may al so need to be conveyed to clients for
configuring I Pv4 based services, e.g., SIP server addresses.
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Al 't hough I Pv4-in-1Pv6 softwire tunnel and translation clients are
currently the only use-case for DHCP based configuration of |Pv4
paraneters in | Pv6 only networks, a suitable |IPv4 provisioning
solution should not be linmted to only supporting the configuration
of softwires, or be bound to specific |IPv4 over |Pv6 architectures or
mechani snms. The sol ution needs to be flexible enough to support new
| Pv4 over |Pv6 technol ogi es as they are devel oped.

Thi s docunment describes and conpares four different methods which
have been proposed as solutions to this probl em

1.1. Overview of I Pv4 Paraneter Configuration Approaches

The foll owi ng approaches for transporting | Pv4 configuration
paraneters over |Pv6 only networks have been suggested:

1. Adapt DHCPv4 format nessages to be transported over |Pv6 as
described in [I-D.ietf-dhc-dhcpv4-over-ipv6]. For brevity, this
is referred to as DHCPv406

2. Extend DHCPv6 to support |Pv4 address |easing and ot her DHCPv4
options.

3. Use DHCPv6 for external |Pv4 address and source port
configuration (e.g. [I-D.ietf-softwire-nmap-dhcp]. Use DHCPv4
over | Pv4 messages within an | Pv6 softwire for configuring
additional parameters. This is referred to as DHCPv6 + Statel ess
DHCPv40SW

4. Use DHCPv4 format nessages, transporting themw thin a new DHCPv6
nmessage type as described in [I-D.ietf-dhc-dhcpv4-over-dhcpv6].
This is referred to as DHCPv40DHCPV6.

At the time of witing, working exanples of all but the third nethod
have been devel oped and successfully tested in several different
operat ors networks.

The follow ng sections describe each of the approaches in nore
detail .

1.2. DHCPv406 Based Provisioning - Functional Overview

In order to receive | Pv4 configuration paranmeters, |Pv4-only clients
initiate and exchange DHCPv4 nmessages with the DHCPv4 server. To
adapt this for an I Pv6-only network, an existing DHCPv4 client

i npl ements a Host Client Relay Agent (HCRA) function, which takes
DHCPv4 nessages and puts theminto UDP and | Pv6.
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As the nmechani sminvol ves uni cast |Pv6 based conmuni cations, the | Pv6
address of the server nust be provisioned to the client. A DHCPv6
option for provisioning clients with this address is described in
[1-D. nrugal ski -softw re-dhcpv4-over-v6-option].

The | Pv6 Transport Server (TSV) provides an IPv6 interface to the
client. This interface may be inplemented directly on the server
and/or via an internediary ' Transport Relay Agent’ (TRA) device which
acts as the gateway between the IPv4 and | Pv6 domains.

For the dynamic allocation of |Pv4 addresses, the DHCPv4 server
function needs to be extended to add DHCPv406 TSV capabilities, such
as the storing the I Pv6 address of DHCPv406 clients and inplenenting
t he CRAGADDR opti on.

Thi s approach currently uses functional elenments for ingress and
egress of the I Pv6-only transport donmain - the HCRA on the host and
the TRA or TSV on the server. As a result, this has sonetinmes been
referred to as a tunneling approach. However, relay agent

encapsul ation is not a tunnel, since it carries only DHCP traffic; it
woul d be nore accurate to describe it as an encapsul ati on based
transport.

[I-D.ietf-dhc-dhcpv4-over-ipv6] also defines an On-Link Cient Relay
Agent (LCRA), which is a Cient Relay Agent |ocated on the sane |ink
as an unnodi fied DHCPv4 client. 1t is worth noting that there is no
techni cal reason for using relay encapsul ation for DHCPv406; this
approach was taken because the authors of the draft originally

i magined that it mght be used to provide configuration information
for an unnodified DHCPv4 client. However, this turns out not to be a
vi abl e approach: in order for this to work, there would have to be

I Pv4 routing on the local link to which the client is connected. In
that case, there’s no need for DHCPv406

Gven that this is the case, there is no technical reason why
DHCPv406 can't sinply use the | Pv6 transport directly, wthout any
relay encapsulation. This would greatly sinplify the specification
and the inplenmentation, and would still address the requirenents
stated in this docunent.

[1-D.ietf-dhc-dhcpv4-over-ipv6] describes this solution in detail.

The protocol stack for provisioning | Pv4/1Pv6 tunneling and
transl ati on nechanisns is as foll ows:

DHCPv4/ UDP/ | Pv6
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1.3. DHCPv6 Based Provisioning - Functional Overview

In this approach, DHCPv6 [ RFC3315] woul d be extended w th new DHCPv6
options for configuring all |1Pv4 based services and functions (i.e.

| Pv4 address assignnment and any necessary DHCPv4 options). DHCPv4
options needed by IPv4d clients connected to the I Pv6 network are
updat ed as new DHCPv6 native options carrying |Pv4 configuration
paraneters. |Pv4 address |easing would al so need to be nmanaged by
the DHCPv6 server.

At the time of witing, it is not known which or how many such
options would need to be ported from DHCPv4 to DHCPv6.

The protocol stack for provisioning | Pv4/1Pv6 tunneling and
transl ati on mechanisnms is as follows:

DHCPv 6/ UDP/ | Pv6

1.4. DHCPv6 + Statel ess DHCPv40oSW Based Provi sioning - Functiona
Overvi ew

In this approach, configuration of the | Pv4 address and source ports
(if required) is carried out using DHCPv6, e.g. using
[I-Dietf-softwire-map-dhcp]. Any additional |Pv4 configuration
paraneters that are required are then provisioned usi ng DHCPv4
messages transported, within I Pv6, through the configured softwire in
the sane manner as any other |Pv4 based traffic. Broadcast based
DHCPv4 DHCPDI SCOVER nessages (necessary for | Pv4 address assi gnnent)
can not be transported as sonme softw re nechani sns inpl enent NBVA

i nks, where broadcast isn't supported. Additionally, there is a
nmore general issue with the use of fixed L4 ports in A+P [ RFC6346]
based approaches. Here, a single |IPv4 address is shared anong
mul ti ple users, each using a unique set of ports for differentiation
meaning that it is not possible for every client to be allocated a
fixed L4 within its unique port set.

On receipt by the tunnel concentrator (e.g. MAP Border Router or a
Li ght wei ght 4over6 | wAFTR), the DHCPv4 nessage is extracted fromthe
| Pv6 packet and forwarded to the DHCPv4 server in the same way as any
other IPv4 forwardi ng pl ane packet is handl ed.

As the client is already configured with its external |Pv4 address

and source ports (using DHCPv6 or a well-known | Pv4 address for DS-
Lite clients), the messages exchanged between the DHCPv4 client and
server would be strictly DHCPI NFORM DHCPACK messages. These can be
used for conveying additional DHCPv4 based options.
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For this approach to function, a mechanismfor the DHCPv4 client to
|l earn the | Pv4 address of the DHCPv4 server is also required. This
could be via a well-known | Pv4 address for the DHCPv4 server, a
DHCPv4 relay function within the tunnel concentrator or other

nmet hods.

From a transport perspective, the key difference between this nethod
and DHCPv406 (described above) is the protocol stack. Here the
DHCPv4 nmessage is first put into UDP and IPv4 and then into the | Pv6
softwire, instead of placing the DHCPv4 nessage directly into UDP and
| Pv6.

Currently, this approach is only theoretical and does not have a
correspondi ng Internet Draft providing nore detail

For |1 Pv4/1Pv6 tunneling and translation mechanism the protocol stack
used for obtaining an | Pv4 address and source ports (if required) is
as foll ows:

DHCPv6/ UDP/ | Pv6

For provisioning | Pv4/1Pv6 tunneling mechani sns, the protocol stack
for obtaining additional |1Pv4 configuration is:

DHCPv4/ UDP/ | Pv4

NB: The encapsul ating I Pv6 tunneling header is not shown as it is
functionally a layer 2 header

And for provisioning | Pv4/1Pv6 transl ati on mechani sns:
DHCPv4/ UDP/ | Pv6
1.5. DHCPv40DHCPv6 Based Provisioning - Functional Overview

[I-D.ietf-dhc-dhcpv4-over-dhcpv6] describes transporti ng DHCPv4
messages within two new DHCPv6 nessages types: DHCPV4- QUERY and
DHCPV4- RESPONSE. These new nessages types nust be inplenented in
bot h t he DHCPv40DHCPv6 client and server

In this approach, dynanic |Pv4 addressing, and/or any additional |Pv4
configuration, is provided using DHCPv4 nessages carried (wthout
| Pv4/ UDP headers) within a new OPTI ON_DHCPV4_MSG DHCPv6 option

OPTI ON_DHCPV4_MSG enabl es the client and server to send BOOTP/ DHCPv4
messages verbatimacross the I Pv6 network. When a DHCPv4oDHCPv6
server receives a DHCPv6 request containing OPTI ON DHCPV4 MSG wi t hin
a DHCPV4- QUERY message, it passes it to the DHCPv4 server engine.
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Li kewi se, the DHCPv4 server place its DHCPv4 response in the payl oad
of OPTI ON_DHCPV4_MSG and puts this into a DHCPV4- RESPONSE nessage

DHCPv4 nessages can be carried within DHCPv6 nulticast nessages,
using the All _DHCP_Rel ay Agents_and_Servers nulticast address. These
can be relayed in exactly the sane way as any other DHCPv6

mul ti casted nessages.

Optionally, DHCPv6 rel ays could be updated so that they forward the
DHCPV4- QUERY nessage to a different destination address, allow ng for
the separation of DHCPv4 and DHCPv6 provisioning infrastructure.

If the DHCPv4oDHCPv6 client is provisioned with a unicast |Pv6
address(es) for the server(s), then an entirely uni cast nessage fl ow
between the client and server is al so possible w thout the need for

r el ayi ng.

For provisioning I Pv4/1Pv6 tunneling and translation mechani sms, the
protocol stack used for obtaining dynam ¢ v4 addressi ng and/ or
additional IPv4 configuration is as follows:

DHCPv4/ DHCPv6/ UDP/ | Pv6
2. Requirenents for the Solution Eval uation

The follow ng requirenents have been defined to evaluate the
di fferent approaches:

1. Mninize the anpbunt of work necessary to inplenent the solution
t hrough re-use of existing standards and inpl enentati ons as nuch
as possi bl e.

2. Provide a nethod of supporting all DHCPv4 options so that they
can be utilized without the need for further standardization

3. Alowfor the dynam c |easing of |Pv4 addresses to clients. This
allows for nore efficient use of linmted | Pv4 resources.

4. Enable the separation of IPv4 and I Pv6 host configuration
infrastructure, i.e. independent DHCPv4 and DHCPv6 server
functions to restrict provisioning donmains to the rel evant
protocol and allow the renoval of IPv4 infrastructure in the
future.

5. Avoid leaving | egacy |IPv4 options in DHCPv6.

Rajtar & Farrer Expi res January 2, 2015 [ Page 8]



Internet-Draft Provi sioning | Pv4 Config Over |Pv6 July 2014

3.

3.

3.

6. Provide a flexible architecture to give operators the option of
only deploying the functional elenments necessary for their
speci fic requirenments.

7. Not be restricted to specific underlying | Pvd over |Pv6 transport
mechani snms or architectures. The solution needs to be flexible
enough to support new | Pv4 over |Pv6 technol ogies as they are
devel oped.

Conpari son of the Four Approaches

The tabl e bel ow provides a conparative eval uati on showi ng how t he
di fferent approaches neet the solution requirenents described above.

Fom e e e - - Fom e - Fom e e e - - e e e e e e e e e e e o +
| Req. | DHCPv406 | DHCPv6 | DHCPv6 + Stateless | DHCPv40oDHCPv6 |
| No. [ [ [ DHCPv40SW [ [
o m e e oo [ RS o m e e oo o e e e e e e aa oo o e oo +
| 1 | No | Yes | No | Yes |
| 2 | Yes | No | Yes | Yes |
| 3 | Yes | No | No | Yes |
[ 4 [ Yes [ No [ Yes [ Yes [
| 5 | Yes | No | Yes | Yes |
[ 6 | No | No | Yes | Yes |
| 7 | Yes | Yes | No | Yes |
Fomm e - - Fomm e e e o - Fomm e - - o e e e e e e e e e oo B +

Tabl e 1: Approach Conpari son

The foll owi ng sections of the docunment provide nore detail on the
pros and cons of each of the approaches.

1. DHCPv406 Based Provi si oni ng
1.1. Pros

1. Inplenmentation makes all existing DHCPv4 options available with
no further ongoing devel opment work necessary.

2. |1Pv4 and | Pv6 based provisioning can be separated from each other
if required, allowing flexibility in network design

3. Easy to inplenent through minor adaptation of existing DHCPv4
client, relay and server code.

4, Suitable for dynam c | Pv4 address | eases where the | Pv4 address
lifetinme is not linked to the lifetine of a DHCPv6 | ease.
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5. Inplenentations already exist, proving that the approach works.
3.1.2. Cons
1. More new functional elenments required within the architecture
(CRA, DHCPv406 server and optionally TRA) than are necessary in
DHCPv6 based provi si oni ng.

2. A new DHCPv6 option is necessary in order to provision the |Pv6
address of the DHCPv4 server to the end device.

3. The DHCPv4 client host needs to be updated to inplenent the | Pv6
encapsul ati on and decapsul ati on function (i.e., an HCRA).
O herwi se a separate On-Link CRA (LCRA) functional elenment nust
be depl oyed.

4. A DHCPv4 server nust be depl oyed and nmi nt ai ned.

5. The DHCPv4 server needs to be updated to inplenment new DHCPv406
functionality.

3.2. DHCPv6 Based Provi sioning
3.2.1. Pros

1. No additional functional elements are required except the DHCPv6
client and server.

2. A single protocol is used to deliver configuration information
for 1Pv4 and | Pve6.

3. Single provisioning point for all configuration paraneters.
3.2.2. Cons

1. Any required DHCPv4 options nmust be ported to DHCPv6, which wll
require re-devel opment work for each option

2. Means that DHCPv4 ’'|egacy’ options (which will be of decreasing
rel evance in the future) will remain in DHCPv6 for the lifetine
of the protocol

3. Each tinme that a DHCPv4 option is ported to DHCPv6, all clients,
servers and possibly relays woul d need to be updated to inpl enent
the new opti on.

4., Architecture does not allow for the separation of |IPv4d and | Pv6
domai ns.
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3. 3.

3. 3.

3. 3.

1.

2

Does not provide a nmechani smfor dynanic | Pv4 address | easing.
The lifetime of the IPv4 address is linked to the lifetime of a
DHCPv6 address |lease (i.e. the | Pv4 address can only be changed
when a DHCPv6 RENEW REBI ND nessage is sent). To renove this

i nt erdependency, a new DHCPv4 | ease nanagenent nechani sm woul d
need to be added to DHCPv6 (e.g. a new ldentity Association
solely for |1Pv4 address |easing).

DHCPv6 + Statel ess DHCPv4oSW Based Provi si oni ng

Pr os

Once inplemented, all existing DHCPv4 options will be avail abl e
wi th no ongoi ng devel opment work required.

Uses existing DHCPv4 and DHCPv6 architectures in order to provide
| Pv4 configuration in an | Pv6 only environnent.

If required, DHCPv4 and DHCPv6 based provisioning can be
separated fromeach other, allowing flexibility in network
desi gn.

Cons

More new functional elenents required than are necessary with
DHCPv6 based provi si oni ng.

| Pv4 over | Pv6 softwi re approaches that distribute the NAT44
function to the CPE and allow for | P address sharing (MAP-E &
LWio6) forbid the use of reserved TCP/UDP ports (e.g. 0-1024).
Every DHCPv4 client sharing the sane address needs to have a UDP
listener running on UDP port 68. To resolve this would require
significant rework to either the softw re mechani sns and/or the
DHCPv4 client inplenentation.

Fromthe current specification, DHCPINFORMis not suitable for
use over a softwire. Additional work, such as the devel opnent of
"shinms’ woul d be necessary.

The current DHCPI NFORM speci fication has a nunber of unclear
poi nts, such as those described in
[I-D.ietf-dhc-dhcpinformclarify]. Substantial work would be
required to resolve this.

Li nks the depl oynment of |Pv4 configuration over IPv6 to a
softwire inplenentation (e.g. requiring a softwire concentrator
to act as a DHCPv4 relay). Wilst softwires are the only
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3. 4.

3.4. 1.

application for this functionality at the nmoment, this may not be
the case in the future, neaning another solution rmay be required.

A new nechani sm nust be defined in order to provide the DHCPv4
client with the | Pv4 address of the DHCPv4 server so that unicast
DHCPI NFORM nessages can be sent.

As only the DHCPI NFORM DHCPACK DHCPv4 message types are
supported, dynam c | Pv4 address | easing (using DHCPDI SCOVER
messages) cannot be used.

Restricted to underlying hub-and-spoke | Pv4 over |Pv6
architectures. The hub is necessary to |ocate the DHCPv4 rel ay
function, as all traffic must pass through it. An underlying
mesh architecture does not have such a | ocation to deploy the
relay function.

The approach is currently unproven. Al though existing
i mpl ementations may currently exist, the approach has not been
denonstr at ed.

DHCPv40DHCPv6 Based Provi si oni ng

Pr os

Once inplemented, all existing DHCPv4 options will be avail abl e
wi th no ongoi ng devel opnent work necessary.

Uses existing DHCPv4 and DHCPv6 architectures in order to provide
| Pv4 configuration in an | Pv6 only environment.

If required, DHCPv4 and DHCPv6 based provisioning can be
separated fromeach other, allowing flexibility in network
desi gn.

Suitable for the provisioning of dynanic | Pv4 configuration as
t he existing DHCPv4 | easing nmechani sm can be used.

Cons

More new functional elenments within the architecture than are
necessary in DHCPv6 based provi sioning.

DHCPv6 clients need to be updated to inplenent the new DHCPv6
message types (BOOTPREQUESTv6 and BOOTPREPLYV6) .

The DHCPv6 server needs to be updated to inplenent the new
DHCPv40DHCPv6 nessage types and functionality.
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4.

4. The approach is currently unproven as no existing inplenmentations
exi st.

Concl usi on

Whi Il st all of the approaches described here will require sone

devel opment work to realize, it is clear fromthe above anal ysis that
the nmpbst sustai nabl e approach capitalizes on existing DHCPv4

i npl ement ati ons and i nclude them as new DHCPv6 nessage types. The
main rationale for this is that it enables all of DHCPv4's existing
options to be mgrated for use over IPv6 in a single step

Porting of all necessary DHCPv4 options to DHCPv6 woul d require
ongoi ng devel opment work, re-inplenenting existing DHCPv4
functionality in DHCPv6. This will result in having | egacy DHCPv4
options in DHCPv6, which will no | onger be useful once IPv4 is
conpl et el y abandoned.

Therefore, the DHCPv6 approach is not appropriate for delivering |Pv4
configuration paraneters.

The dynam ¢ | easing of |Pv4 addresses is fundanental to the efficient
use of remaining | Pv4 resources. This will becone increasingly
important in the future, so a nmechani sm whi ch supports this is
necessary. DHCPv6 + Statel ess DHCPv40SW does not provide this
function and so i s not reconmended.

The DHCPv406 approach requires a DHCPv4 server (w th DHCPv406
functionality) for all deploynent scenarios, even when DHCPv4
specific functionality (e.g. sending DHCPv4 options) is not required
by the operator.

Therefore, this neno recommends DHCPv4o0DHCPv6
[1-D.ietf-dhc-dhcpv4-over-dhcpv6] as the best underlying approach for
provi sioning | Pv4 paraneters over an | Pv6 only network.

Transporting Unnodified DHCPv4 Messages over an | Pv6 Link Layer

DHCPv4 can be transported across a broadcast capable Iink |ayer, such
as a softwire. Functionally, a DHCPv4 client operates on the link

|l ayer interface (e.g. the softwire tunnel interface). As the link

| ayer nust support broadcasts, DHCPDI SCOVER and ot her broadcast
DHCPv4 messages can be transported. The DHCPv4 nessage flow is then
the sane as described in section 3.1 of [RFC2131].

For an unnodified DHCPv4 client to function over an | Pv6 native
network, the underlying |IPv4d over | Pv6 architecture nust be based on
a point-to-point link between the client and a central point (i.e. a
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hub or tunnel concentrator) which all client DHCPv4 broadcast
messages will pass through. This hub nust function as either the
DHCPv4 server or a DHCPv4 relay. The relay forwards broadcast DHCPv4
DHCPDI SCOVER/ DHCPREQUEST nessages to a separate DHCPv4 server

5.1. Conbi ned Hub and DHCPv4 Rel ay Required Functionality

When the DHCPv4 relay function is co-located with the IPv4 in | Pv6
hub function, there are sonme inplenmentation considerations and
requirenents that nust be fulfilled. The following |ist describes
t hese.

1. Depending on the underlying | Pv4 over |Pv6 nechanismthat the hub
is based upon, it may be necessary to nodify the encapsul ation/
decapsul ati on or 1Pv6/IPv4 transl ation packet validation policy
so that |Pv4 payl oad packets sourced fromthe unspecified address
(0.0.0.0) are not dropped for broadcast DHCPv4 payl oad packets.

2. The DHCPv4 relay must use the DHCPv4 Rel ay Information Option
(option 82) Relay-1D sub-option (2) to convey the client’s source
| Pv6 address. This is used by the relay to route DHCPv4 response
packets sent by the DHCPv4 server to the correct client.

3. For some IPv4 in IPv6 transition technologies, a client nmay be
configured with an | Pv4 address which is shared by other clients.
In these cases, clients using a single | Pv4 address are
differentiated using the conbination of the I Pv4 address and a
range of restricted |ayer 4 source ports unique to each client
(used for NAPT). The DHCPv4 client L4 port (68) nust not be
provisioned to any client for NAPT use.

4. The DHCPv4 relay nust inplement the Server Identifier Override
Sub- opti on described in [RFC5107] to direct all DHCPv4 nmessages
through the DHCPv4 relay. As option 82 is being used to identify
the destination | Pv6 address for nmessages fromthe DHCPv4 server
to the client, the L4 destination port is not required for the
return path | ookup process and is |l eft unchanged as port 68.

6. | ANA Consi derations
Thi s docunment does not make any request from | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.
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7

Security Considerations

Thi s docunment anal yzes various solutions and doesn’t introduce any
new capabilities necessitating additional security considerations.
The followi ng sub-sections provide pointers to the docunented
security considerations associated with each approach

. 1.  DHCPv4ol Pv6

Security considerations associated with this approach are descri bed
in Section 8 of [I-D.ietf-dhc-dhcpv4-over-ipv6].

.2. DHCPv6

Security considerations associated with this approach are described
in Section 23 of [RFC3315].

. 3. DHCPv6+DHCPv40SW

There is currently no document describing this mechanism so no
security considerations have been docunent ed.

. 4. DHCPv40DHCPv6

Security considerations associated with this approach are described
in [I-D.ietf-dhc-dhcpv4-over-dhcpv6].
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