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Abst ract

The operation of a prefix delegation procedure with the DHCPv6
protocol may need route setup and mai ntenance at the Del egating

Rout er, Requesting Router and on the entity on which the Relay agent
is inplemented. This docunent describes the problemof routing
during DHCPv6 prefix delegation, and is illustrated by ADSL-type and
cellular-type of topol ogies which may use Relays; we refer to section
14 of RFC 3633 which nentions the need of 'a protocol or other out of
band conmunication to add routing information for del egated
prefixes’. Based on this problem a nunber of requirenents fromthe
service providers are descri bed.

A snmal|l set of docunented solutions are separately nentioned
(snooping, route injection, etc.), together with their pros and cons
according to a particul ar judgnent.
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 24, 2014.

Copyright Notice

Boucadair, et al. Expires April 24, 2014 [ Page 1]



Internet-Draft DHCPv6 Route Problem at Relay during PD

Cct ober 2013

Copyright (c) 2013 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents

(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as

described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction .
2. Termnology . .
3. Problem and the Rel at ed Topol ogl es .
3.1. Problem . .
3.2. Relay vs. non- Rel ay Topol og| es . .
3.3. Relay Topol ogies for Large scal e DepI oyrrents .
4. |ssues and Requirenents .
5. Potential Solutions, Soluti on Space .
.1. DHCPv6 nessage snooping for PD preflx

5 G
5.2. ietf-dhc-dhcpv6-agent opt-del egate for PD- prefix
5

CoOPWWWW

10

10

.3. draft-ietf- dhc—dhcpv6—prefix—poo|—opt—03 for prefix

pool of PD .

5.4. draft-joshi- dttc.dhcpv6 aggr route opt for aggregatlon.

route of PD

Security Considerations

| ANA Consi derati ons

Acknowl edgenents .

Ref erences . .
9 1. Normative Ref erences .
9.2. Informative References .
Appendi x A. ChangelLog .
Appendi x B. Software
Appendi x C. draft-st enberg pd route mal nt enance 00
Appendi x D. Snooping only .
Appendi x E. | CMP Redirect
Aut hors’ Addresses .

©CoOoNO®

Boucadair, et al. Expires April 24, 2014

11

11
11
12
12
12
12
12
13
13
13
13
14

[ Page 2]



Internet-Draft DHCPv6 Route Problem at Relay during PD Cct ober 2013

1. Introduction

The operation of a prefix del egation procedure with the DHCPv6
protocol may need route setup and mai ntenance at the Del egating

Rout er, Requesting Router and on the entity on which the Relay agent
is inplenmented. This document describes the problem of routing
during DHCPv6 prefix delegation, and is illustrated by ADSL-type and
cellular-type of topol ogies which may use Relays; we refer to section
14 of RFC 3633 which nentions the need of "a protocol or other out of
band communi cation to add routing information for del egated
prefixes’. Based on this problem a nunber of requirenents fromthe
service providers are descri bed.

A smal|l set of docunented solutions are separately nentioned
(snooping, route injection, etc.), together with their pros and cons
according to a particular judgnent.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

PE router stands for 'Provider Edge' router. It is a router in the
provider’s network, situated at its edge. It is connected directly
to the CE router (' Custoner’s Edge’) which is situated within the
custoner’s network, at its edge.

3. Problem and the Rel ated Topol ogi es
3.1. Problem

This is a problemnmentioned in the context of the specification of
the Rel ay Agent behaviour, in DHCPv6 Prefix Del egation [RFC3633]. |If
the network topology in which running Prefix Delegation is run

i nvol ves a Relay Agent, then the delegating router may need a

prot ocol or other out-of-band comunication to add routing
informati on for del egated prefixes into any router through which the
requesting router may forward traffic. That protocol or out-of-band
conmuni cation are |eft unspecified.

A nore detailed interpretation of that problemis described next.
Intuitively, the Prefix Del egation operation consists in a request

and a del egati on phase (nore precisely, a prefix allocation is
performed by the software in the Server, and nessages such as
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Solicit/Advertise/ Request/Reply are used, see [RFC3315]). 1In the
request phase, the Requesting Router requests an |IPv6 prefix (not
just an I Pv6 address). |In the del egati on phase, the Del egating
Router allocates (reserves) a prefix for use by the Requesting
Router; this prefix is then sent by the Del egating Router to the
Requesti ng Router.

Al'locating a prefix is an operation different than allocating sinply
an address. In IPv6, one of the differences relates to the way in
which the routing is set up with respect to the allocated paraneter.
The routing for the allocated address is pre-set ((1) the address is
part of a prefix, and the routing is pre-set for that prefix and (2)
the address is allocated by the Server and may be resolved on-1ink);
whereas the routing for a prefix can not be pre-set ((1) it is next
to inmpossible to pre-aggregate several /64 allocated prefixes into a
single pre-set /64 prefix and (2) the I P address of the next-hop is
not known at the Server during the prefix allocation phase, being
pre-configured on the Cient, and not relayed in the nessages sent by
the Relay; yet this address is needed for route setup). The concepts
of nunbered and unnunbered interface may al so play a distinctive
role.

An alternative explanation: in the case of allocating an address, the
routing is pre-set for one particular prefix, during network setup
operation. Due to the inposed length of the Interface ID on the

wi dely used Ethernet-type of links, that pre-set prefix has |length
64. That particular prefix covers the entire set of addresses which
may be dynamically allocated by DHCP. On the contrary, dynamcally
all ocating a prefix does not benefit of this pre-setting of routing,
because of that 64 linit. One can not pre-set a prefix of length 64
whi ch covers other prefixes of sane length /64. There is thus a need
to dynamically set a route for the allocated prefix (because it is
not possible to pre-set routes for allocated prefixes).

3.2. Relay vs. non-Relay Topol ogi es

In practice, sonme topol ogies nay acconmodate easily the depl oyment of
Prefix Del egation, yet other topol ogies may pose problens wth
respect to PD. A topol ogy where the Requesting Router is a neighbor
to the Del egating Router, and the Requesting Router’s default route
is the Del egating Router, may easily acconmobdate the Prefix

Del egation operation (in this case too, the del egating router needs
the operation of route set-up for network reachability). This

topol ogy is pictured bel ow.
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On anot her hand, a topol ogy where the Requesting Router is not an

i medi ate | P neighbor to the Del egating Router, and/or RR s default
route is not the DR, the operation of allocating a prefix nust
necessarily involve an operation of route set up. This topology is
illustrated bel ow
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The operation of Prefix Delegation in the topology illustrated above
needs to provoke the setting up of a route at the DHCP Rel ay during

the Prefix Del egation operation. Oherwi se, the DHCP Relay wi |l not
be able to forward packets addressed to Host PC (which is configured
with an address in the range of the allocated prefix).

This problem statenment if related exclusively to the operation of the
Rel ay Agent and the conputer (Router or Host) on which this Agent
runs. These entities are direct neighbors (in the sense of the

Nei ghbor Di scovery protocol) with the interface on which the
Requesting Router emts the DHCPv6 Request nessage. On another hand,
a simlar problem is considered in a nore generic manner: upon

del egation, use a routing protocol to maintain routing state at

Del egating Routers, at other internediary routers (for routers not
necessarily direct neighbors to the RR), and at the Requesting
Router; this is described in section 2.3.4 of

[I-D. stenberg-pd-rout e-nai nt enance] .

3.3. Relay Topol ogies for Large-scal e Depl oynents
The Figure 1 in [RFC3633] illustrates a network architecture in which
prefix del egation could be used. That architecture is relating
directly to the use of DSL depl oynents.
The foll owi ng topol ogies pertinent for |arge-scal e deploynents are

considered. A topology for hone depl oynents, and a topol ogy of
mobi | e hotspots (tethering smartphone) are pictured.
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o m e +
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In the above figure, the cellular network is considered to be simlar

to an | SP net wor k.

4. |lssues and Requiremnents

As a reminder, the main requirenment fromservice providers is the

fol | owi ng:

0 Need for deterninistic and dynanmic neans to drive route aggregates
and associ ated route announcenment actions to be undertaken by PE
routers while ensuring a consistency with prefix assignment
states. In particular:

* Optimizing the size of routing and forwarding tables nust be
supported. As such, route aggregation nust be supported by
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t hese routers.

* Failures to deliver incom ng packets to a custoner serviced
behind a given PE router nust be avoided. Dedicated routing
actions nust be achieved to ensure inconing traffic will be
forwarded to the appropriate custoner’s device. Nevertheless,
triggers to drive the Ievel of route aggregation and required
rout e announcenent actions nmust be support ed.

*  Prefix assignnents and routing actions nust be correl ated
otherw se delivery of connectivity service will fail.

These requirenents can be fulfilled by a variety of solutions that
have their linmts. For instance:

0 Current practices rely on static configuration. This practice is
prone to errors.

0 The level of route aggregation cannot be driven by PE routers
wi thout any hint(s) froman entity that has the visibility on
aggregation policies and the status of prefixes, etc.

0 Relying on proprietary neans to trigger the injection of routing
entries may |l ead to undesired behavior: increase the size of
routing table and forwarding table due to injecting very specific
routes, etc.

Not e:

o Prefix assignment policies can be configured to DHCP servers
i ncl udi ng topol ogi cal aware considerations (e.g., regional-based
assi gnnent, per-service assignnent, etc.). Refer to Section 4 of
[1-D.Ienon-dhc-topo-conf].

0 Status of active (prefix) states is nmintained by DHCP servers.

0 The use of DHCP for this purpose does not require an additiona
interface to pass the state naintained by the DHCP server to a
routing controller which will then undertake appropriate actions.

Finally, it is worth nentioning that other standards devel opnent
organi zati ons consi der the use of DHCPv6 Prefix Del egation in
particul ar contexts:

o at the Broadband Forum (' BBF' ), a technical report titled "IPv6 in
the context of TR-101", dated Novenber 2010, [bf], lists a nunber
of requirenents derived fromthe problemthat "hosts receiving
| Pv6 addresses fromthe RR are not known to the BNG i.e. the BNG
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is not aware of what addresses/prefixes are assigned to hosts
attached to the RG acting as RR "

0 at 3GPP, the specification [3gpp-ref] describes the use of DHCPv6
prefix delegation using S2c. It is for a "User Equi pnent acting
as a Mobile Router".

5. Potential Solutions, Solution Space
5.1. DHCPv6 nessage snhooping for PD prefix

The Provider Edge (PE) router acting as relay snoops every reply
message fromthe server with valid | ease. Per the paraneters, such
as valid-lifetime and preferred-lifetine, shown the I A PD option, PE
router knows the | ease of each del egated prefix. Then the PE can add
and withdraw the associated route per the | ease of each del egated
prefi x.

Pros: no new nessages and options defined, no additional function on
the rel ay.

Cons: but PE router need to snoop each DHCPv6- PD nessage, then take
action for routing per the | ease of each del egated prefix.

In the real deployed network, PE router always need to handl e each
prot ocol message in the control plane including DHCPv6 message. That
makes snoopi ng sounds not a problemfor PE router. Alnost every

i mpl ementation of PE router today in the Tel ecomi s network adopts the
met hod of snooping to get the | ease of each del egated prefix.

5.2. ietf-dhc-dhcpv6-agent opt-del egate for PD- prefix
[I-D.ietf-dhc-dhcpv6-agent opt-del egate].
The relay use OPTION ORO to request the assigned address or the
del egated prefixes for the client fromthe server. But the draft has
not nentioned in which DHCPv6 nessage the OPTION ORO will al ways be
enpl oyed.
Pros: no new nessages, just define a new RAAN option
(OPTI ON_AGENT_NOTI FY) to convey OPTI ON_I AADDR and OPTI ON_I APREFI X,
sounds it can de-couple with the DHCPv6- PD nechani sm

Cons: sounds only for the route @relay (or PE router) co-rel ated
with the del egated prefix, have no route aggregation.

Due to PE router need to interpret and handl e each protocol nessage
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5.3.

5.4.

6

in the control plane, it can get the assigned address or the
del egated prefixes directly fromthe DHCPv6 message. That nakes RAAN
option unnecessary.

draft-ietf-dhc-dhcpv6-prefix-pool-opt-03 for prefix pool of PD
[I-D.ietf-dhc-dhcpv6-prefix-pool-opt].

PE router acting as relay use OPTION.ORO in the rel ay-forward of
DHCPv6- PD nessage to request the infornmation about the prefix poo
(and its status). After the PE got the OPTION PREFI X POCL in the

Rel ay-reply nessage, it can add the aggregation route per the status
(or lease) of the prefix pool. The aggregation route can
dramatically reduce the size of the routing table in the | SP network.

Pros: no new nessages, just define a new option (OPTION_PREFI X POQOL)
to convey the infornmation about prefix pools.

Cons: |ightwei ght but piggyback on the UDP-based DHCPv6 nessage.

This draft hasn’t achi eve Consensus yet, but nmay need to sinmplify the
mechani smto gain nore support.

draft-joshi-dhc-dhcpv6-aggr-route-opt for aggregation route of PD
[1-D.joshi-dhc-dhcpv6-aggr-route-opt]

PE router acting as relay tries to enpl oy new nessages exchange
bet ween relay and server, including new function of infornation-
request, renew and reply, reconfigure. That nmake the comruni cation
between the relay and server to be the conmunication between hosts.

Pros: de-coupled fromthe DHCPv6- PD nechani sm comuni cati on between
hosts could enploy the reliable TCP

Cons: introduce new functionality defined for the relay and server
define new nessages and option (OPTI ON_AGGR ROUTE), have probl em of
synchroni zation for the status of aggregation route or for the |eases
of del egated prefixes.

This draft nay be inconplete work, maybe further discussion may be
needed.

Security Considerations
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Appendi x A.  Changelog

The changes are listed in reverse chronol ogi cal order, nobst recent
changes appearing at the top of the list.

From draft-rel ay-rout e-pd-problem00.txt to
draft-aut hors-rel ay-route-pd-probl em 00. t xt:
o first version.

Appendi x B. Software

Prot ot ype i npl enent ati ons.

Appendi x C. draft-stenberg-pd-route-nai ntenance- 00

Appendi x D. Snoopi ng only

not sure.
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Appendi x E. | CWP Redirect

One possible solution to informan entity in the network about a
better route to a destination is to use the nessage | CMPv6 Redirect,
as specified in [RFC4861]. This nmessage is used by Routers to inform
hosts about better routes.

Some DHCPv6 Prefix Del egation depl oyments consider that the DHCPv6
Rel ay functionality is co-located within a Router. In this case, it
is not possible to use the | CMP Redirect nessage.

However, in other possible deploynents, the DHCPv6 Rel ay
functionality is co-located in a Host; in this case the use of | CwWv6
Redi rect may be possible. An exanple topology of this use of DHCP
Rel ay on a Host is depicted in the follow ng figure:

| Host | | Access
| DHCPRel ay| | Router |
I I
B T T S, +
I
| Requesti ng| | PC |
| Router | | |
I I
P +- -
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