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1.

I nt roducti on

Access network identification (ANI) of a network device has a range
of applications. For exanple the local nobility anchor in a Proxy
Mobile | Pv6 donmain is able to provide access network and access
operator specific handling or policing of the nobile node traffic
using i nformati on about the access network to which the nobil e node
i s attached.

Thi s docunent specifies Dynanic Host Configuration Protocol for |Pv4
(DHCPv4) [RFC2131] and Dynamic Host Configuration Protocol for |Pv6e
(DHCPv6) [ RFC3315] options for access network identification that is
added by Relay agent in the DHCPv4 or DHCPv6 nessages towards the
Server. The scope of applicability for this option is between a DHCP
rel ay agent and a nobil e access gateway where the same operator
typically operates both these functions

Dynami ¢ Host Configuration Protocol (DHCP) relay agent aware of the
access network and access operator add this information in the DHCP
messages. This information can be used to provide differentiated
services and policing of traffic based on the access network to which
a client is attached. Exanples of how this informati on can be used
in nobil e networks can be found in [ RFC6757].

Mot i vati on

Proxy mobile | Pv6 [ RFC5213] can be used for supporting network-based
nmobi | ity managenent in various types of network depl oynents. The
network architectures, such as Service provider W-Fi access
aggregation or, WLAN i ntegrated nobil e packet core are exanpl es where
Proxy Mobile IPv6 is a conponent of the overall architecture. Sone
of these architectures require the ability of the local nobility
anchor (LMA) [RFC5213] to provide differentiated services and
policing of traffic to the nobile nodes based on the access network
to which they are attached. Policy systens in nobility architectures
such as PCC [ TS23203] and ANDSF [ TS23402] in 3GPP system al | ow
configuration of policy rules with conditions based on the access
network information. For exanple, the service treatnment for the
nmobil e node’s traffic may be different when they are attached to a
access network owned by the hone operator than when owned by a

roam ng partner. The service treatnent can also be different based
on the configured Service Set Identifiers (SSID) in case of |EEE

802. 11 based access networks. O her exanples of services include the
operator’s ability to apply tariff based on the |ocation

The PM Pv6 extension as specified in [ RFC6757] defines PM Pv6 options
to carry access network identifiers in PMPv6 signaling from Mbile
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3.

Access Gateway (MAG to LMA. MAG can learn this information from
DHCP options as inserted by DHCP Rel ay agent before MAG If MAG

rel ays DHCP nessages to LMA as specified in [RFC5844] this

i nformati on can be inserted by MAG towards LMA in the forwarded DHCP
nessages.

Figure 1, illustrates an exanple Proxy Mbile | Pv6 deploynent. In
this exanple, the access network is | EEE 802. 11 based access-network,
the DHCP Rel ay Agent function is |ocated on the access point (AP),
and the DHCP Server function is |located on the MAG The MAG delivers
the information elements related to the access network to the LMA
over Proxy Mbile | Pv6 signaling messages. The MAG obtains these

i nformati on el enents fromthe DHCP Rel ay Agent as per this
specification. The informational elenments related to the access
network include the SSID of the used | EEE 802.11 network, the geo-

| ocation of the access-network to which the nobile node is attached,
and the identity of the operator running the | EEE 802. 11 access
network infrastructure.

SSID: IETF-1

Qperator-1d: providerl. exanpl e

+- -+

| AP| - ---------- . {Access Specific Policies)

+- -+ | (DHCP Server) - _ |

(DHCP Rel ay) +----- + _( ) +----- +
| VAG | - :::::::::( PM Pv6 )::::::- | LVA | -
+----- + (_ Tunnel ) +----- +

+- -+ | e !

| AP| - ------m--- '

+- -+

(DHCP Rel ay)

SSID: | ETF-2

Qperator-1d: provider2. exanpl e

Access Networ ks attached to MAG

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

All the DHCP related terns used in this docunent are to be
interpreted as defined in the Dynam ¢ Host Configuration Protocol
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(DHCPv4) [RFC2131] and Dynamic Host Configuration Protocol for |Pv6
(DHCPv6) [ RFC3315] specifications. DHCP nessage refers to both
DHCPv4 and DHCPv6 nessages throughout this docunent.

Al the nobility related terns used in this docunent are to be
interpreted as defined in the Proxy Mbile | Pv6 specifications
[ RFC5213] and [RFC5844]. Additionally, this docunment uses the
foll owi ng abbrevi ati ons:

Service Set Ildentifier (SSID)

Service Set Ildentifier (SSID) identifies the nanme of the | EEE
802. 11 network. SSID differentiates fromone network to the
ot her.

Qperator-ldentifier

The Operator-ldentifier is the Structure of Management |nfornmation
(SM) Network Managenent Private Enterprise Code of the | ANA-

mai ntai ned "Private Enterprise Nunbers" registry [SM]. It
identifies the operator running the access-network where the
client is attached.

4. DHCPv4 Access-Network-ldentifier Option
The Access Network ldentifier carries information to identify the
access network to which the client is attached. This information
i ncl udes access technol ogy type, network identifier, and access-
networ k operator identifiers.
Rel ay agents that include Access Network ldentifier informtion
i nclude one or nore sub-options (see Section 4.1) in the Relay Agent
I nformation option [ RFC3046].

4.1. DHCPv4 Access-Network-Ildentifier Sub-options

The access network identifier information will be defined in nultiple
sub-options, allocated fromthe DHCP Rel ay Agent Sub-Option Codes.

ANl Sub-options: The ANl Sub-options consists of a sequence of Sub-
Option Code, Length, and Val ue tuples for each sub-option, encoded in
the foll owi ng manner:

SubOpt  Len Sub- opti on Data
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4.

2

Subopt code
The 1-octet code for the sub-options defined in the foll ow ng
secti ons.

Len
An unsigned 8-bit integer giving the |l ength of the Sub-option Data
field in this sub-option in octets.

Sub-option Data (sl to sN)
The data area for the sub-option.

The initial assignment of DHCP access network identifier sub-options
is as foll ows:

|+ SUB- OPTI ON CODE |+ SUB- OPTI ON DESCRI PTI ON |+
r <l ANA- 1> r Access Technol ogy Type Sub-option r
r <| ANA- 2> | Access Network Name Sub-option r
r <| ANA- 3> | Access Point Name Sub-option r
r <l ANA- 4> | Access Point BSSID Sub-option r
r <| ANA- 5> | Operator-ldentifier Sub-option r
r <| ANA- 6> | Operator-Real m Sub-option r
+ +

DHCPv4 Access- Technol ogy- Type Sub-option

This sub-option is used for exchanging the type of the access
technol ogy of the network to which the client is attached. |Its
format is as foll ows:

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| Subopt Code | Length | Reserved | ATT |
B i s T T S T et S S T S I T s sl s ol ST S S S
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Subopt Code
<l ANA- 1>,

Length
2

Reserved
An 8-bit field that is unused for now The value MJST be

initialized to 0 by the sender and MJST be ignored by the
receiver.

Access- Technol ogy- Type (ATT)
An 8-bit field that specifies the access technol ogy through which
the client is connected to the access link fromthe | ANA name
space Access Technol ogy Type Option type value registry defined in
[ RFC5213] .

4.3. DHCPv4 Network-Ildentifier Sub-options

These sub-options are used for carrying the name of the access
network (e.g., a SSID in case of |EEE 802.11 Access Network, or PLMN
Identifier [TS23003] in case of 3GPP access) and Access Point nane to
which the client is attached. The format of these sub-options is
defined the followi ng sections. The Network-Identifier sub-options
are only for the currently known access technol ogy types.

4.3.1. DHCPv4 Network Name Sub-option

0 1 2 3
01234567890123456789012345678901
B T T i I T T o S S S e b S S S
| Subopt Code | Length | |
i i S e i (I SRR HE S SR R S [

Net work Nane (e.g., SSID or PLWNI D)
.+- B T T s T S S S i i S S +-.+

Subopt Code
<l ANA- 2>,

Length
The I ength of the Network Nane fi el d.
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4. 3.

Net wor k Nane

The nane of the access network to which the npbile node is
attached. The encodi ng MIST be UTF-8 as described in [ RFC3629].

The type of the Network Nane is dependent on the access technol ogy
to which the nobile node is attached. For | EEE 802.11 based
networks, the network nane will be the SSID of the network. For
3GPP access based it is the PLMN Identifier of the access network
and for 3GPP2 access, the Network Nanme is the Access Network
Identifier[ ANI].

When encodi ng the PLMN I dentifier, both the Mbile Network Code
(MNC) [TS23003] and Mobile Country Code (MCC) [TS23003] MJST be 3
digits. If the MNCin use only has 2 digits, then it MJST be
preceded with a ' 0’

2. DHCPv4 Access-Point Name Sub-option
0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
| Subopt Code | Length | |
B S S i ol s S S |
Access- Poi nt Nane
:I-— B T i S i i T S S S S S i +-:+
Subopt Code
<| ANA- 3>,
Length

The I ength of the Access-Point Nane field.

Access- Poi nt Nane

The nane of the access point (physical device nanme) to which the
mobil e node is attached. This is the identifier that uniquely
identifies the access point. While Network Nane (e.g., SSID)
identifies the operator’s access network, Access-Point Nane
identifies a specific network device in the network to which the
mobi |l e node is attached. |In sone deploynents, the Access-Point
Nane can be set to the string representation of the Media Access
Control (MAC) address as specified in [ RFC6991] mac-address string
type of the device or sone unique identifier that can be used by
the policy systens in the operator network to unanbi guously
identify the device. The encoding MJST be UTF-8 as described in
[ RFC3629] .
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4.3.3. DHCPv4 Access-Point BSSID Sub-option

0 1 2 3
01234567890123456789012345678901

B E e r e s i s i o T T s S S S S 2
| Subopt Code | Length | |
B T Tk T I S i S |
| Access- Poi nt BSSI D |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
Subopt Code
<l ANA- 4>,
Length
6

Access- Poi nt BSSI D
The 48-bit Basic Service Set Identification (BSSID) of the access
point to which the nobile node is attached.

4.4, DHCPv4 Operator ldentifier Sub-options

The Operator identifier sub-options can be used for carrying the
operator identifiers of the access network to which the client is
attached. The format of these sub-options is defined bel ow

4.4.1. DHCPv4 Qperator-ldentifier Sub-option

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| Subopt Code | Lengt h [
+++++++++++++++++++++++++++++++++

Qperator-ldentifier |
B e e S S e e i ol (EIE Do TR R S

Subopt Code <l ANA-5>.

Length
4.

Qperator-ldentifier Operator-ldentifier as a variable-length Private
Enterprise Nunber (PEN) [SM] encoded in a network-byte order
Pl ease refer to (section 3.1.3 of [RFC6757]) for additiona
detail s.
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4.4.2. DHCPv4 Qperator-Real m Sub-option

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| Subopt Code | Length | |
I e e e o B i o i E S |

QOperat or - Real m
B E e r e s i s i o T T s S S S S 2

Subopt Code
<l ANA- 6>.

Length
The length of the Operator Real mfield.

Oper at or - Real m
Real m of the operator (e.g., EXAMPLE.COM). Please refer to
(section 3.1.3 of [RFC6757]) for additional details.
5. DHCPv6 Access- Network-I1dentifier Options

The Access Network ldentifier options defined here may be added by
the DHCPv6 Rel ay agent in Relay-forward nessages.

|+ OPTI ON CODE |+ OPTI ON DESCRI PTI ON |+
|+ <I ANA- 7> |+ OPTI ON_ANI _ATT |+
|+ <I ANA- 8> | OPTI ON_ANI _NETWORK_NANE |+
|+ <I ANA- 9> | OPTION_ANI _AP_NAME |+
|+ <I ANA-10> | OPTION_ANI_AP BSSID |+
|+ <IANA-11> | OPTION_ANI _OPERATOR | D |+
|+ <I ANA-12> | OPTI ON_ANI _OPERATOR REALM |+
+ +
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5.1. DHCPv6 Access- Technol ogy- Type Option

This option is used for exchanging the type of the access technol ogy
the client is attached to the network. |Its format is as follows:

0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

| OPTI ON_ANI _ATT [ Opti on-Len |
B i i S S i I e i S S R L e e e e
[ Reserved [ ATT [
B o I NI S R S S R T S T S S
Opt i on- Code
OPTI ON_ANI _ATT (<l ANA-7>).
Option-Len
2
Reserved

An 8-bit field that is unused for now The value MJIST be
initialized to 0 by the sender and MJST be ignored by the
receiver.

Access Technol ogy Type (ATT):
The contents of this field is the same as the ATT field descri bed
in Section 4. 2.

5.2. DHCPv6 Network-ldentifier Options

These options can be used for carrying the nane of the access network
(e.g., a SSID in case of |IEEE 802.11 Access Network, or PLMN
Identifier [TS23003] in case of 3GPP access) and Access Point nane to
which the client is attached. The format of these options is defined
bel ow

5.2.1. DHCPv6 Network Name Option

0 1 2 3
01234567890123456789012345678901
I S i I S S T i S S T S S i Sl DU
| OPTI ON_ANI _ NETWORK _NANE | Option-Len |
T S T L e sapr

Net work Nane (e.g., SSID or PLWNI D)
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T I T S i T i S S S i T i S S S S S S S

Opt i on- Code
OPTI ON_ANI _NETWORK_NAME ( <I ANA- 8>).

Option-Len
The I ength of the Network Nane fi el d.

Net wor k Nane
The contents of this field is the sane as the Network Nane field
described in Section 4.3.1.

5.2.2. DHCPv6 Access-Point Nane Option

0 1 2 3

01234567890123456789012345678901
B T i S e S S i S S S S s S
| OPTI ON_ANI _AP_NAME | Option-Len |
I T S S T ST s S S i SH S S S S R S S

Access- Poi nt Nane
B E e r e s i s i o T T s S S S S 2

Opt i on- Code
OPTI ON_ANI _AP_NAME (<l ANA-9>).

Option-Len
The I ength of the Access-Point Nane field.

Access- Poi nt Nane
The contents of this field is the same as the Access-Poi nt Nane
field described in Section 4.3.2.

5.2.3. DHCPv6 Access-Point BSSID Option

0 1 2 3

01234567890123456789012345678901
B T i it T s i S e i SR SR
[ OPTI ON_ANI _AP_BSSI D [ Opti on- Len [
e e o e i e S S e e E e E o ok ok
| Access- Poi nt BSSI D |
+ B i S S S i i T S N S
I
+-

B o T S S i ik S o S
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Opt i on- Code
OPTI ON_ANI _AP_BSSI D (<l ANA-10>).

Option-Len
6.

Access- Poi nt BSSI D
The contents of this field is the same as the Access-Poi nt BSSI D
field described in Section 4.3.3.

5.3. DHCPv6 Qperator Identifier Options

The Qperator ldentifier options can be used for carrying the operator
identifier of the access network to which the client is attached.
The format of these options is defined bel ow

5.3.1. DHCPv6 Qperator-ldentifier Option

0 1 2 3

01234567890123456789012345678901
B S i i i I I S S S S S S S S S S
| OPTI ON_ANI _OPERATOR | D | Opti on- Len |
B T e S i ot S I i ok S S S S S S
| Operator-ldentifier [
B T o S o e I et T s o S e e i sl wik sl ST S A

Opt i on- Code
OPTI ON_ANI _OPERATOR_I D (<l ANA-11>).

Option-Len
4,

Qperator-ldentifier
The contents of this field is the sane as the DHCPv4 Operator-
Identifier Sub-option field described in Section 4.4.1.

5.3.2. DHCPv6 Qperator-Real m Option

0 1 2 3

01234567890123456789012345678901
I S i I S S T i S S T S S i Sl DU
| OPTI ON_ANI _ OPERATOR_REALM | Option-Len |
e T S S S T S S o Supra

Qper at or - Real m

Bhandari, et al. Expi res August 4, 2016 [ Page 13]



Internet-Draft ANl Options for DHCPv4 and DHCPv6 February 2016

T I T S i T i S S S i T i S S S S S S S

Opt i on- Code
OPTI ON_ANI _OPERATOR_REALM ( <I ANA-12>).

Option-Len
The I ength of the Operator Real mfield.

Oper at or - Real m
The contents of this field is the sane as the Qperator-Realmfield
described in Section 4.4.2.

6. Relay Agent Behavi or

DHCPv4 Rel ay Agents MAY include sub-options defined in section 4.2
through 4.4 in the Relay Agent Information option as defined in

[ RFC3046] for providing information about the access network over
whi ch DHCP nessages fromthe client is received.

The DHCPv4 Rel ay Agent when including any of these sub-options in the
DHCP nessage, DHCPv4 Network Nanme Sub-option (Section 4.3.1), DHCPv4
Access-Poi nt Nane Sub-option (Section 4.3.2), DHCPv4 Access-Point
BSSI D Sub-option (Section 4.3.3), MJST include the DHCPv4 Access-
Technol ogy- Type Sub-option (Section 4.2)

DHCPv6 Rel ay Agents MAY include options defined in Section 5 in

Rel ay-forward nessage when forwardi ng any DHCPv6 nessage type from
clients to the servers to provide infornation about the access

net wor k over which DHCPv6 nessages fromthe client is received.

The DHCPv6 Rel ay Agent when including any of these options in the
DHCP nessage, DHCPv6 Network Nane Option (Section 5.2.1), DHCPv6
Access-Poi nt Nane Option (Section 5.2.2), DHCPv6 Access-Point BSSID
Option (Section 5.2.3), MJIST include the DHCPv6 Access- Technol ogy-
Type Option (Section 5.1)

7. Server Behavi or

DHCPv4 base specification [ RFC2131] requires that the DHCPv4 server
i gnore the DHCPv4 Access Network ldentifier option if it does not
under stand the option

If the DHCPv4 server does not understand the received sub-option
defined in sections 4.1 through 4.4 in the DHCPv4 Rel ay Agent
Information option (82) it MJST ignore those sub-options only. |If
DHCPv4 Server is able to process the DHCPv4 Access Network |dentifier
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sub-options defined in sections 4.1 through 4.4 received in DHCPv4
Rel ay Agent Information option, it MAY use this information obtained
fromthe sub-option for address pool selection, or for policy
decisions as per its configured policy. This infornmation obtained
fromthe sub-option SHOULD NOT be stored unless it is absolutely
needed, However, if it is stored, the informati on MJST be del eted as
qui ckly as possible to elinmnate any possibility of the information
getting exposed to an intruder.

If the received DHCPv4 nessage does not include DHCPv4 Access-
Technol ogy- Type Sub-option (Section 4.2), but if it includes any one
of these other options, DHCPv4 Network Name Sub-option

(Section 4.3.1), DHCPv4 Access-Point Name Sub-option (Section 4.3.2),
or DHCPv4 Access-Point BSSID Sub-option (Section 4.3.3), then the
DHCPv4 server MJST ignore the received DHCPv4 Access- Net wor k-
Identifier option and process the rest of the nessage as per the base
DHCPv4 specifications

DHCPv6 base specification [ RFC3315] requires that the DHCPv6 server
i gnore the DHCPv6 Access-Network-ldentifier option if it does not
under stand the option

If the DHCPv6 server receives the options defined in Section 5 and is
configured to use the options defined in Section 5, it SHOULD | ook
for the DHCPv6 Access Network identifier options in the Relay-forward
message of the DHCPv6 relay agent(s) based on its configured policy.
The server MAY use received ANl options for its address poo

sel ection policy decisions as per its configured policy. This

i nformati on obtained fromthe options SHOULD NOT be stored unless it
is absolutely needed, However, if it is stored, the information MJST
be deleted as quickly as possible to elininate any possibility of the
i nformati on getting exposed to an intruder.

If the received DHCPv6 nessage does not include DHCPv6 Access-
Technol ogy- Type Option (Section 5.1), but it includes any one of

t hese other options, DHCPv6 Network Name Option (Section 5.2.1),
DHCPv6 Access-Point Nanme Option (Section 5.2.2), or DHCPv6 Access-
Poi nt BSSID Option (Section 5.2.3), then the DHCPv6 server MJST

i gnore the received DHCPv6 Access- Network-1dentifier option and
process the rest of the nessage as per the base DHCPv6

speci fications.

8. | ANA Consi derations
I ANA is requested to assign Sub-option codes for the foll owi ng DHCPv4

Sub- options fromthe "DHCP Rel ay Agent Sub- Option Codes" registry,
<http://ww. iana. org/ assi gnnent s/ boot p- dhcp- par anet er s>
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r SUB- OPTI ON CODE r SUB- OPTI ON DESCRI PTI ON r
r <l ANA- 1> r Access Technol ogy Type Sub-option r
r <| ANA- 2> | Access Network Name Sub-option r
r <l ANA- 3> | Access Point Name Sub-option r
r <| ANA- 4> | Access Point BSSID Sub-option r
r <| ANA- 5> | Operator Identifier Sub-option r
r <l ANA- 6> | Operator Real m Sub-option r
+ +

I ANA is requested to assign option codes for the foll owi ng DHCPv6
options fromthe "Option Codes registry for DHCPv6" registry
<http://ww.iana. org/ assi gnment s/ dhcpv6- paraneters>, as specified in
[ RFC3315] :

|+ OPTI ON CODE |+ OPTI ON DESCRI PTI ON |+
|+ <l ANA- 7> |+ OPTI ON_ANI _ATT |+
|+ <I ANA- 8> | OPTI ON_ANI _NETWORK_NANE |+
|+ <I ANA- 9> | OPTI ON_ANI _AP_NAME |+
|+ <I ANA- 10> | OPTION_ANI _AP_BSSI D |+
|+ <I ANA- 11> | OPTI ON_ANI _OPERATOR | D |+
|+ <I ANA- 12> | OPTI ON_ANI _OPERATOR REALM |+
+ +

9. Security Considerations

Since there is no privacy protection for DHCP nessages, an
eavesdropper who can nonitor the |ink between the DHCP server and
rel ay agent can di scover access network information

[ RFC3118] and [ RFC3315] describe many of the threats in using DHCP

[ RFC3118] and [ RFC3315] each provide a solution, the Authentication
Option for DHCPv4 and DHCPv6 (respectively). However, neither of
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10.

11.

11.

these options are in active use and therefore are not a viable
mtigation option. DHCP itself is inherently insecure and thus |ink-
| ayer confidentiality and integrity protecti on SHOULD be enpl oyed to
reduce the risk of disclosure and tanpering.

It is possible for a rogue DHCP relay agent to insert or overwite
with incorrect access network identifier options for malicious
purposes. A DHCP client can al so pose as a rogue DHCP rel ay agent by
sendi ng incorrect access network identifier options. Wile the

i ntroduction of fraudulent DHCP rel ay agent information options can
be prevented by a perineter defense that bl ocks these options unless
the DHCP relay agent is trusted, a deeper defense using the

aut henti cation sub-option for DHCPv4 rel ay agent infornmation option

[ RFC4030] SHOULD be depl oyed as well. Admi nistrators SHOULD
configure DHCP servers that use this option to comunicate with their
rel ay agents using | Psec, as described in Section 21.1 of [RFC3315].

The information el enents that this draft is exposing is the client’'s
access-network informati on. These pertain to the access network to
which the client is attached, such as Access Technol ogy Type (Ex:
WLAN, Ethernet...etc), Access Point ldentity (Name, BSSID), Operator
Id/Realm In deploynents where this information cannot be secured
using | Psec [ RFC4301] or other security protocols, admnistrators
SHOULD di sabl e the capability specified in this docunment on the DHCP
entities.
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