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Abst ract

The Di anmeter base protocol provides facilities for protocol
extensibility enabling to define new Di aneter applications or nodify
exi sting applications. This docunent is a conpani on docunent to the
D aneter Base protocol that further explains and clarifies the rules
to extend Dianeter. Furthernore, this docunent provides guidelines
to Di aneter application designers reusing/defining D aneter
applications or creating generic D anmeter extensions.
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1. Introduction

The Di aneter base protocol [RFC6733] is intended to provide an

Aut henti cati on, Authorization, and Accounting (AAA) franmework for
applications such as network access or IP mobility in both I ocal and
roam ng situations. This protocol provides the ability for D aneter
peers to exchange nessages carrying data in the formof Attribute-
Val ue Pairs (AVPs).

The Di aneter base protocol provides facilities to extend Di aneter
(see Section 1.3 of [RFC6733]) to support new functionality. 1In the
context of this docunent, extending D ameter nmeans one of the
fol | owi ng:

1. Addition of new functionality to an existing Dianeter application
wi t hout defining a new application

2. Addition of new functionality to an existing D aneter application
that requires the definition of a new application

3. The definition of an entirely new D aneter application to offer
functionality not supported by existing applications.

4. The definition of a new generic functionality that can be reused
across different applications.

Al'l of these choices are design decisions that can be done by any
combi nation of reusing existing or defining new commands, AVPs or AVP
val ues. However, application designers do not have conplete freedom
when making their design. A nunber of rules have been defined in

[ RFC6733] that place constraints on when an extension requires the

al l ocation of a new Dianmeter application identifier or a new comand
code value. The objective of this docunment is the follow ng:

o Cdarify the Diameter extensibility rules as defined in the
D anet er base protocol
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o Discuss design choices and provi de guidelines when defining new
appl i cations.

0o Present trade-off choices.
Ter m nol ogy

Thi s docunment reuses the termi nology defined in [ RFC6733].
Additionally, the following terms and acronyns are used in this
application:

Application Extension of the Dianeter base protocol [RFC6733] via
the addition of new conmands or AVPs. Each application is
uniquely identified by an | ANA-al |l ocated application identifier
val ue.

Conmand Di aneter request or answer carrying AVPs between Di aneter
endpoi nts. Each command is uniquely identified by a | ANA-
al | ocated conmand code val ue and is described by a Conmmand Code
Format (CCF) for an application.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Overvi ew

As designed, the D aneter base protocol [RFC6733] can be seen as a
two-1ayer protocol. The lower layer is nainly responsible for
managi ng connecti ons between nei ghboring peers and for nessage
routing. The upper layer is where the Dianmeter applications reside.
This model is in line with a D aneter node having an application

| ayer and a peer-to-peer delivery layer. The D aneter base protoco
docunent defines the architecture and behavi or of the nessage
delivery |layer and then provides the franework for designing D aneter
applications on the application layer. This framework includes
definitions of application sessions and accounting support (see
Section 8 and Section 9 of [RFC6733]). Accordingly, a Dianmeter node
is seen in this docunent as a single instance of a D aneter message
delivery layer and one or nore Dianeter applications using it.

The Di aneter base protocol is designed to be extensible and the
principles are described in the Section 1.3 of [RFC6733]. As a
summary, Di aneter can be extended by:

1. Defining new AVP val ues

2. Creating new AVPs
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3. Creating new comuands
4. Creating new applications

As a main guiding principle, application designers SHOULD fol |l ow t he
foll owi ng reconmendation: "try to re-use as nmuch as possible!". It
will reduce the time to finalize specification witing, and it wll
lead to a smaller inplenentation effort as well as reduce the need
for testing. 1In general, it is clever to avoid duplicate effort when
possi bl e.

However, re-use is not appropriate when the existing functionality
does not fit the new requirenment and/or the re-use leads to
anbi guity.

The inpact on extending existing applications can be categorized into
two groups:

M nor Extension: Enhancing the functional scope of an existing
application by the addition of optional features to support. Such
enhancenment has no backward conpatibility issue with the existing
appl i cation.

A typical exanple would be the definition of a new optional AVP
for use in an existing conmand. Dianeter inplenmentations
supporting the existing application but not the new AVP wi ||
simply ignore it, wthout consequences for the Di aneter nessage
handl i ng, as described in [RFC6733]. The standardi zation effort
will be fairly small.

Maj or Extension: Enhancing an application that requires the
definition of a new Di ameter application. Such enhancenent causes
backward conpatibility issue with existing inplenentations
supporting the application

Typi cal exanples would be the creation of a new conmand for
providing functionality not supported by existing applications or
the definition of a new AVP to be carried in an existing command
with the Mbit set in the AVP flags (see Section 4.1 of [RFC6733]
for definition of the "Mbit"). For such extension, a significant
specification effort is required and a careful approach is
reconmended.
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4.

4.

Reusi ng Existing Dianeter Applications

An existing application may need to be enhanced to fulfill new
requirenents and these nodifications can be at the command | evel and/
or at the AVP level. The follow ng sections describe the possible

nmodi fi cations that can be perfornmed on existing applications and
their related inpact.

1. Adding a New Command

Addi ng a new command to an existing application is considered as a
maj or extension and requires a new Di aneter application to be
defined, as stated in the Section 1.3.4 of [RFC6733]. The need for a
new application is because a D aneter node that is not upgraded to
support the new command(s) within the (existing) application would
reject any unknown conmand with the protocol error

DI AMETER_COMVAND UNSUPPORTED and cause the failure of the
transaction. The new application ensures that Di aneter nodes only
receive comuands within the context of applications they support.

Addi ng a new command neans either defining a conpletely new command
or inporting the command’s Cormand Code Format (CCF) syntax from
anot her application whereby the new application inherits sone or all
of the functionality of the application where the command cane from
In the forner case, the decision to create a new application is
straightforward since this is typically a result of adding a new
functionality that does not exist yet. For the latter, the decision
to create a new application will depend on whether inporting the
command in a new application is nore suitable than sinply using the
existing application as it is in conjunction with any other
application.

An exanpl e considers the D anmeter EAP application [ RFC4072] and the
D anmeter Network Access Server application [RFC7155]. Wen network
access authentication using EAP is required, the D anmeter EAP
commands (D anet er - EAP- Request / Di anet er - EAP- Answer) are used;

ot herwi se the Di ameter Network Access Server application will be
used. Wen the Dianmeter EAP application is used, the accounting
exchanges defined in the Diameter Network Access Server may be used.

However, in general, it is difficult to cone to a hard guideline, and
SO0 a case-by-case study of each application requirenent should be
applied. Before adding or inporting a comrand, application designers
shoul d consi der the foll ow ng:

0 Can the new functionality be fulfilled by creating a new conmand
i ndependent from any existing conmand? 1In this case, the
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resul ting new application and the existing application can work
i ndependent of, but cooperating with each other.

0 Can the existing command be reused wi thout najor extensions and
therefore without the need for the definition of a new
application, e.g. new functionality introduced by the creation of
new optional AVPs.

It is inmportant to note that inporting commands too |liberally could
result in a nonolithic and hard to manage application supporting too
many different features.

4.2. Deleting an Existing Conmand

Al t hough this process is not typical, renmoving a command from an
application requires a new Di aneter application to be defined and
then it is considered as a major extension. This is due to the fact
that the reception of the deleted command woul d systematically result
in a protocol error (i.e., D AMETER COMVAND UNSUPPCORTED) .

It is unusual to delete an existing command from an application for
the sake of deleting it or the functionality it represents. An
exception mght be if the intent of the deletion is to create a newer
vari ance of the same application that is sonmehow sinpler than the
application initially specified.

4.3. Reusing Existing Commands

This section discusses rules in adding and/or deleting AVPs from an
exi sting command of an existing application. The cases described in
this section may not necessarily result in the creation of new
appl i cations.

Froma historical point of view, it is worth to note that there was a
strong recomendation to re-use existing conmands in the [RFC3588] to
prevent rapid depletion of code values available for vendor-specific
conmands. However, [RFC6733] has rel axed the allocation policy and
enl arged the range of avail able code values for vendor-specific
applications. Although reuse of existing commands is stil
RECOMVENDED, protocol designers can consider defining a new command
when it provides a solution nore suitable than the twi sting of an

exi sting command’ s use and applications.

4.3.1. Adding AVPs to a Conmand

Based on the rules in [RFC6733], AVPs that are added to an existing
command can be categorized into:
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o Mandatory (to understand) AVPs. As defined in [RFC6733], these
are AVPs with the Mbit flag set in this command, which neans that
a Dianmeter node receiving themis required to understand not only
their values but also their semantics. Failure to do so wll
cause an nessage handling error: either a error nessage with the
result-code set to D AMETER _AVP_UNSUPPORTED if the AVP not
understood in a request or a application specific error handling
if the given AVP is in an answer.

0 Optional (to understand) AVPs. As defined in [RFC6733], these are
AVPs with the Mbit flag cleared in this command. A Di aneter node
receiving these AVPs can sinply ignore themif it does not support
t hem

It is inportant to note that the definition given above are

i ndependent of whether these AVPs are required or optional in the

command as specified by the conmand’ s Command Code Format ( CCF)

syntax [ RFC6733].

NOTE: As stated in [RFC6733], the Mbit setting for a given AVWP is
rel evant to an application and each command wi thin that
application that includes the AVP

The rules are strict in the case where the AVPs to be added in an
exiting command are mandatory to understand, i.e., they have the
Mbit set. A mandatory AVP MJUST NOT be added to an existing conmand
wi t hout defining a new Di anmeter application, as stated in [ RFC6733].
This falls into the "Mjor Extensions" category. Despite the clarity
of the rule, anbiguity still arises when evaluating whether a new AVP
bei ng added shoul d be mandatory to begin with. Application designers
shoul d consi der the foll owing questions when deci di ng about the Mbit
for a new AVP

0o Wuld it be required for the receiving side to be able to process
and understand the AVP and its content?

o Wuld the new AVPs change the state machi ne of the application?

0o Wuuld the presence of the new AVP lead to a different nunber of
round-trips, effectively changing the state machi ne of the
application?

0o Whuld the new AVP be used to differentiate between old and new
vari ances of the sane application whereby the two variances are
not backward conpati bl e?

0o Wuuld the new AVP have duality in neaning, i.e., be used to carry

application-related information as well as to indicate that the
nmessage is for a new application?
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If the answer to at |east one of the questions is "yes" then the

M bit MJST be set for the new AVP and a new Di aneter application MIST
be defined. This list of questions is non-exhaustive and ot her
criteria MAY be taken into account in the decision process.

If application designers are instead contenplating the use of

optional AVPs, i.e., with the Mbit cleared, there are still pitfalls
that will cause interoperability problenms and therefore nust be

avoi ded. Sone exanples of these pitfalls are :

0 Use of optional AVPs with intersecting neaning. One AVP has
partially the same usage and nmeani ng as another AVP. The presence
of both can lead to confusion.

0 An optional AVPs with dual purpose, i.e., to carry application
data as well as to indicate support for one or nore features.
This has a tendency to introduce interpretation issues.

0 Adding one or nore optional AVPs and indicating (usually w thin
descriptive text for the command) that at |east one of themhas to
be understood by the receiver of the command. This would be
equi val ent to adding a mandatory AVP, i.e., an AVP with the Mbit
set, to the command.

2. Deleting AVPs from a Conmand

Application designers may want to reuse an existing command but sone
of the AVP present in the command’s CCF syntax specification my be
irrelevant for the functionality foreseen to be supported by this
command. It nmay be then tenpting to delete those AVPs fromthe
conmand.

The inpacts of deleting an AVP from a conmand depends on its comrand
code format specification and Mbit setting:

0 Case 1: Deleting an AVP that is indicated as a required AVP (noted
as {AVP}) in the command’ s CCF syntax specification (regardless of
the Mbit setting).

In this case, a new conmmand code and subsequently a new Di aneter
application MJUST be specified.

0 Case 2: Deleting an AVP, which has the Mbit set, and is indicated
as optional AVP (noted as [AVP]) in the command CCF) in the
command’ s CCF syntax specification.

In this case, no new command code has to be specified but the
definition of a new Di ameter application is REQU RED.
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0 Case 3: Deleting an AVP, which has the Mbit cleared, and is
indicated as [AVP] in the conmand’ s CCF syntax specification

In this case, the AVP can be del eted w t hout consequences.

Application designers SHOULD attenpt the reuse the conmand s CCF
syntax specification without nodification and sinply ignore (but not
del ete) any optional AVP that will not be used. This is to maintain
compatibility with existing applications that will not know about the
new functionality as well as maintain the integrity of existing
dictionari es.

4.3.3. Changing the Flags Setting of AVP in existing Comands

Al t hough unusual, inplenmentors may want to change the setting of the
AVP flags a given AVP used in a comand.

Into an existing command, a AVP that was initially defined as
mandat ory AVP to understand, i.e., an AVP with the Mbit flag set in

the conmand, MAY be safely turned to an optional AVP, i.e., with the
M bit cleared. Any node supporting the existing application wll
still understand the AVP, whatever the setting of the Mbit. On the

contrary, an AVP initially defined as an optional AVP to understand,
i.e., an AVP with the Mbit flag cleared in the command, MJST NOT be
changed into a mandatory AVP with the Mbit flag set w thout defining
a new Di aneter application. Setting the Mbit for an AVP that was
defined as an optional AVP is equivalent to adding a new mandatory
AVP to an existing command and the rules given in the section 4.3.1
apply.

Al'l other AVP flags (V-bit, P-bit, reserved bits) MJST remnain
unchanged.

4.4, Reusing Existing AVPs

Thi s section discusses rules in reusing existing AVP when reusing an
exi sting command or defining a new comand in a new application

4.4.1. Setting of the AVP Fl ags

When reusing existing AVPs in a new application, application

desi gners MJST specify the setting of the Mbit flag for a new

D aneter application and, if necessary, for every command of the
application that can carry these AVPs. In general, for AVPs defined
outside of the Diameter base protocol, the characteristics of an AVP
are tied to its role within a given application and the commands used
in this application
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Al'l other AVP flags (V-bit, P-bit, reserved bits) MJST renain
unchanged.

4.4.2. Reuse of AVP of Type Enunerated

When reusing an AVP of type Enunerated in a command for a new
application, it is RECOWENDED to avoid nodifying the set of valid
val ues defined for this AVP. Modifying the set of Enunerated val ues
i ncl udes adding a value or deprecating the use of a value defined
initially for the AVP. Modifying the set of values will inpact the
application defining this AVP and all the applications using this
AVP, causing potential interoperability issues: a value used by a
peer that will not be recognized by all the nodes between the client
and the server will cause an error response with the Result-Code AVP
set to DI AMETER | NVALI D_AVP_VALUE. Wen the full range of val ues
defined for this Enunerated AVP is not suitable for the new
application, it is RECOWENDED to define a new AVP to avoi d backwards
conpatibility issues with existing inplenmentations.

5. Defining New D aneter Applications
5.1. Introduction

This section discusses the case where new applications have
requirenents that cannot be fulfilled by existing applications and
woul d require definition of conpletely new commands, AVPs and/or AVP
values. Typically, there is little anbiguity about the decision to
create these types of applications. Sone exanples are the interfaces
defined for the IP Miltinedia Subsystem of 3GPP, e.g., Cx/Dx

([ TS29.228] and [TS29.229]), Sh ([TS29.328] and [TS29.329]) etc.

Application designers SHOULD try to inport existing AVPs and AVP
values for any newy defined commands. In certain cases where
accounting will be used, the nodels described in Section 5.10 SHOULD
al so be consi der ed.

Addi tional considerations are described in the follow ng sections.
5.2. Defining New Comuands

As a general recommendation, comands SHOULD NOT be defined from
scratch. It is instead RECOMMENDED to re-use an existing comand
offering sinmilar functionality and use it as a starting point. Code
re-use lead to a smaller inmplenentation effort as well as reduce the
need for testing.

Mor eover, the new command’ s CCF syntax specification SHOULD be
careful ly defined when considering applicability and extensibility of
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the application. |f nost of the AVPs contained in the conmand are
indicated as fixed or required, it mght be difficult to reuse the
same command and therefore the same application in a slightly changed
environnment. Defining a command with nost of the AVPs indicated as
optional is considered as a good design choice in many cases, despite
the flexibility it introduces in the protocol. Protocol designers
MUST clearly state the reasons why these optional AVPs mi ght or nmight
not be present and properly define the correspondi ng behavi or of the
D anmet er nodes when these AVPs are absent fromthe command.

NOTE: As a hint for protocol designers, it is not sufficient to just
| ook at the command’ s CCF syntax specification. It is also
necessary to carefully read through the acconmpanying text in the
speci fication.

In the sane way, the CCF syntax specification SHOULD be defined such
that it will be possible to add any arbitrary optional AVPs with the
M bit cleared (including vendor-specific AVPs) without nodifying the
application. For this purpose, "* [AVP]" SHOULD be added in the
command’ s CCF, which allows the addition of any arbitrary nunmber of
optional AVPs as described in [ RFC6733].

5.3. Use of Application-1d in a Message

When desi gni ng new applications, application designers SHOULD specify
that the Application Id carried in all session-level nessages is the
Application Id of the application using those nessages. This

i ncludes the session-level nessages defined in D anmeter base
protocol, i.e., RAR RAA STR/ STA, ASR/ ASA and possibly ACR'ACA in the
coupl ed accounting nodel, see Section 5.10. Sone existing
specifications do not adhere to this rule for historical reasons.
However, this guidance SHOULD be foll owed by new applications to

avoi d routing problens.

When a new application has been allocated with a new Application Id
and it also reuses existing conmands with or wi thout nodifications,
t he commands SHOULD use the newly allocated Application Id in the
header and in all relevant Application Id AVPs (Auth-Application-Ild
or Acct-Application-1d) present in the commands nessage body.

Addi tionally, application designers using Vendor- Specific-
Application-1d AVP SHOULD NOT use the Vendor-I1d AVP to further

di ssect or differentiate the vendor-specification Application Id.

D aneter routing is not based on the Vendor-1d. As such, the Vendor-
Id SHOULD NOT be used as an additional input for routing or delivery
of messages. The Vendor-1d AVP is an infornmational AVP only and kept
for backward conpatibility reasons.
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5.4. Application-Specific Session State Mchines

Section 8 of [RFC6733] provides session state nachines for

aut henti cation, authorization and accounting (AAA) services and these
session state nmachines are not intended to cover behavior outside of
AAA. If a new application cannot clearly be categorized into any of
these AAA services, it is RECOMENDED t hat the application defines
its own session state machine. Support for server-initiated request
is a clear exanple where an application-specific session state
machi ne woul d be needed, for exanple, the Rwinterface for ITU- T push
nmodel (cf.[Q 3303.3]).

5.5. Session-Id AVP and Sessi on Managenent
D anmeter applications are usually designed with the ai mof managi ng

user sessions (e.g., D aneter network access session ( NASREQ
application [ RFC4005]) or specific service access session (e.g.

Di ameter SIP application [RFC4740]). |In the Dianeter base protocol
session state is referenced using the Session-1d AVP. Al D aneter
messages that use the sanme Session-1d will be bound to the sane

session. Dianeter-based session managenent also inplies that both
D anmeter client and server (and potentially proxy agents al ong the
path) naintain session state information.

However, some applications may not need to rely on the Session-Id to
identify and manage sessions because other information can be used
instead to correlate D anmeter nessages. |Indeed, the User-Name AVP or
any other specific AVP can be present in every Di aneter nessage and
used therefore for nessage correlation. Sone applications m ght not
requi re the notion of Dianeter session concept at all. For such
applications, the Auth-Session-State AVP is usually set to

NO STATE_MAI NTAINED in all D aneter nessages and these applications
are therefore designed as a set of stand-alone transactions. Even if
an explicit access session termnation is required, application-
specific commands are defined and used instead of the Session-

Term nati on- Request/ Answer (STR/ STA) or Abort-Sessi on- Request/ Answer
(ASR/ ASA) defined in the Di aneter base protocol [RFC6733]. 1In such a
case, the Session-1d is not significant.

Based on these considerations, protocol designers should carefully
apprai se whether the Dianeter application being defined relies on the
sessi on managenent specified in the D anmeter base protocol

o If it is, the D ameter command defined for the new application
MUST include the Session-1d AVP defined in the D aneter base
protocol [RFC6733] and the Session-1d AVP MJUST be used for
correlation of nmessages related to the sanme session. @uidance on
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5.

6

the use of the Auth-Session-State AVP is given in the Dianeter
base protocol [RFC6733].

0 Oherw se, because session nanagenent is not required or the
application relies on its own session nanagenent nechani sm
D anmeter commands for the application need not include the
Session-1d AVP. |f any specific session nmanagenent concept is
supported by the application, the application documentati on MJST
clearly specify how the session is handl ed between client and
server (and possibly Dianeter agents in the path). Moreover
because the application is not nmaintaining session state at the
D anet er base protocol |evel, the Auth-Session-State AVP MIST be
included in all Diameter commands for the application and MJST be
set to NO_STATE_MAI NTAI NED.

Use of Enunerated Type AVPs

The type Enunerated was initially defined to provide a list of valid
val ues for an AVP with their respective interpretation described in
the specification. For instance, AVPs of type Enunerated can be used
to provide further information on the reason for the term nation of a
session or a specific action to performupon the reception of the
request.

As described in the section 4.4.2 above, defining an AVP of type
Enuner ated presents sone limtations in termof extensibility and
reusability. Indeed, the finite set of valid values defined at the
definition of the AVP of type Enunmerated cannot be nodified in
practice wi thout causing backward conpatibility issues with existing
i mpl ementations. As a consequence, AVPs of Type Enunerated MJST NOT
be extended by addi ng new val ues to support new capabilities.

D aneter protocol designers SHOULD carefully consi der before defining
an Enunerated AVP whether the set of values will remain unchanged or
new val ues nmay be required in a near future. |If such extension is
foreseen or cannot be avoided, it is RECOMWENED to rather define AVPs
of type Unsigned32 or Unsigned64 in which the data field would
contain an address space representing "val ues" that woul d have the
same use of Enunerated values. \Whereas only the initial values
defined at the definition of the AVP of type Enunerated are valid as
described in section 4.4.2, any value fromthe address space fromO
to 27232 - 1 for AVPs of type Unsigned32 or fromO to 2764 - 1 for
AVPs of type Unsigned64 is valid at the Di anmeter base protocol |eve
and will not interoperability issues for internediary nodes between
clients and servers. Only clients and servers will be able to
process the values at the application |ayer

For illustration, an AVP describi ng possible access networks woul d be
defined as foll ow
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Access- Net wor k- Type AVP (XXX) is of type Unsigned32 and contains a
32-bit address space representing types of access networks. This
application defines the follow ng cl asses of access networks, all
identified by the thousands digit in the decinmal notation

0 1xxx (Mobile Access Networks)
0 2xxx (Fixed Access Network)
0 3xxx (Wreless Access Networks)

Values that fall within the Mbile Access Networks category are used
to informa peer that a request has been sent for a user attached to
a mobil e access network. The follow ng values are defined in this
appl i cation:

1001: 3GPP- GERAN
The user is attached to a GSM EDGE Radi o Access Networ K.
1002: 3GPP- UTRAN- FDD

The user is attached to a UMIS access network that uses
frequency-di vi si on dupl exing for dupl exi ng.

Unl i ke Enunerated AVP, any new val ue can be added in the address
space defined by this Unsigned32 AVP without nodifying the definition
of the AVP. There is therefore no risk of backward conpatibility

i ssue, especially when internediate nodes may be present between

Di anet er endpoi nt s.

In the sanme line, AVPs of type Enunerated are too often used as a
simpl e Bool ean flag, indicating for instance a specific perm ssion or
capability, and therefore only two values are defined, e.g., TRUE/
FALSE, AUTORI ZED/ UNAUTHORI ZED or SUPPORTED/ UNSUPPORTED. This is a
sub-optinmal design since it linmts the extensibility of the
application: any new capability/perm ssion would have to be supported
by a new AVP or new Enunerated val ue of the already defined AVP, with
the backward conpatibility issues described above. |Instead of using
an Enunerated AVP for a Bool ean flag, protocol designers SHOULD use
AVPs of type Unsigned32 or Unsigned64 AVP in which the data field
woul d be defined as bit nask whose bit settings are described in the
rel evant Di ameter application specification. Such AVPs can be reused
and extended w thout major inpact on the Diameter application. The
bit mask SHOULD | eave room for future additions. Exanples of AVPs
that use bit masks are the Session-Binding AVP defined in [ RFC6733]
and the M P6-Feat ure-Vector AVP defined in [ RFC5447].
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5.7. Application-Specific Message Routing

As described in [ RFC6733], a Dianeter request that needs to be sent
to a hone server serving a specific realm but not to a specific
server (such as the first request of a series of round trips), wll
contain a Destination-Real m AVP and no Destination-Host AVP

For such a request, the message routing usually relies only on the
Desti nati on-Real m AVP and the Application Id present in the request
message header. However, sone applications may need to rely on the
User- Name AVP or any other application-specific AVP present in the
request to deternmine the final destination of a request, e.g., to
find the target AAA server hosting the authorization information for
a given user when multiple AAA servers are addressable in the realm

In such a context, basic routing nmechanisns described in [ RFC6733]
are not fully suitable, and additional application-Ilevel routing
mechani sms MJUST be described in the application docunentation to
provi de such specific AVP-based routing. Such functionality will be
basically hosted by an application-specific proxy agent that will be
responsi ble for routing decisions based on the received specific
AVPs.

Exanpl es of such application-specific routing functions can be found
in the Cx/Dx applications ([TS29.228] and [TS29.229]) of the 3GPP IP
Mul tinedia Subsystem in which the proxy agent (Subscriber Location
Function aka SLF) uses specific application-level identities found in
the request to deternine the final destination of the nessage.

What ever the criteria used to establish the routing path of the
request, the routing of the answer MJST follow the reverse path of
the request, as described in [RFC6733], with the answer being sent to
the source of the received request, using transaction states and hop-
by-hop identifier matching. This ensures that the D aneter Relay or
Proxy agents in the request routing path will be able to rel ease the
transaction state upon receipt of the correspondi ng answer, avoiding
unnecessary failover. Mreover, especially in roam ng cases, proxy
agents in the path nust be able to apply local policies when
receiving the answer fromthe server during authentication/

aut hori zati on and/or accounting procedures, and maintain up-to-date
session state information by keeping track of all authorized active
sessions. Therefore, application designers MJUST NOT nodify the
answer-routing principles described in [ RFC6733] when defining a new
appl i cation.
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Transl ati on Agents

As defined in [RFC6733], a translation agent is a device that
provi des interworking between Di aneter and anot her AAA protocol, such
as RADI US .

In the case of RADIUS, it was initially thought that defining the
transl ation functi on woul d be straightforward by adopting few basic
principles, e.g., by the use of a shared range of code val ues for
RADI US attributes and Dianeter AVPs. (Quidelines for inplenenting a
RADI US- Di aneter translation agent were put into the D anmeter NASREQ
Application ([ RFC4005]).

However, it was acknow edged that such transl ation nmechani sm was not
so obvi ous and deeper protocol analysis was required to ensure
efficient interworking between RADIUS and Di aneter. Mreover, the

i nterworki ng requirenents depend on the functionalities provided by
the Di aneter application under specification, and a case-by-case
analysis is required. As a consequence, all the material related to
RADI US-t o- Di aneter translation is renoved fromthe new version of the
Di amet er NASREQ application specification [ RFC7155], which deprecates
t he RFC4005 ([ RFC4005]).

Theref ore, protocol designers SHOULD NOT assune the availability of a
"standard" Di aneter-to-RAD US gat eways agent when planning to
interoperate with the RADIUS infrastructure. They SHOULD specify the
required translation mechanismalong with the D aneter application

if needed. This recommendation applies for any kind of translation

End-t o- End Application Capabilities Exchange

D anmeter applications can rely on optional AVPs to exchange
application-specific capabilities and features. These AVPs can be
exchanged on an end-to-end basis at the application layer. Exanples
of this can be found with the M P6-Feature-Vector AVP in [ RFC5447]
and the QoS-Capability AVP in [ RFC5777].

End-to-end capabilities AVPs can be added as optional AVPs with the
Mbit cleared to existing applications to announce support of new
functionality. Receivers that do not understand these AVPs or the
AVP val ues can sinply ignore them as stated in [RFC6733]. When
supported, receivers of these AVPs can di scover the additiona
functionality supported by the Di aneter end-point originating the
request and behave accordingly when processing the request. Senders
of these AVPs can safely assune the receiving end-point does not
support any functionality carried by the AVP if it is not present in
correspondi ng response. This is useful in cases where depl oynent
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choi ces are offered, and the generic design can be nade avail able for
a nunber of applications.

When used in a new application, these end-to-end capabilities AVPs
SHOULD be added as optional AVP into the CCF of the conmmands used by
the new application. Protocol designers SHOULD clearly specify this
end-to-end capabilities exchange and the correspondi ng behavi our of
the Di anmeter nodes supporting the application

It is also inportant to note that this end-to-end capabilities
exchange relying on the use of optional AVPs is not neant as a
generic mechanismto support extensibility of Dianmeter applications
with arbitrary functionality. Wen the added features drastically
change the Di aneter application or when D aneter agents nust be
upgraded to support the new features, a new application SHOULD be
defined, as recomended in [ RFC6733].

5.10. Dianeter Accounting Support

Accounting can be treated as an auxiliary application that is used in
support of other applications. In nbst cases, accounting support is

requi red when defining new applications. This docunent provides two

possi bl e nodel s for using accounting:

Split Accounting Mdel

In this nodel, the accounting nmessages will use the Di aneter base
accounting Application Id (value of 3). The design inplication
for this is that the accounting is treated as an i ndependent
application, especially for Dianmeter routing. This neans that
accounting commands ermanating froman application my be routed
separately fromthe rest of the other application nmessages. This
may also inply that the nmessages end up in a central accounting
server. A split accounting nodel is a good design choice when

* The application itself does not define its own accounting
comands.

* The overall systemarchitecture pernits the use of centralized
accounting for one or nore Di aneter applications.

Centralizing accounting may have advantages but there are al so
drawbacks. The nodel assumes that the accounting server can
differentiate received accounting nessages. Since the received
accounting nessages can be for any application and/or service, the
accounting server MJST have a nethod to match accounti ng nessages
with applications and/or services being accounted for. This may
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mean defining new AVPs, checking the presence, absence or contents
of existing AVPs, or checking the contents of the accounting
record itself. One of these means could be to insert into the
request sent to the accounting server an Auth-Application-1d AVP
containing the identifier of the application for which the
accounting request is sent. But in general, there is no clean and
generic schene for sorting these nessages. Therefore, this nodel
SHOULD NOT be used when all received accounting nessages cannot be
clearly identified and sorted. For nost cases, the use of Coupled
Accounting Mdel i s RECOVMENDED.

Coupl ed Accounti ng Model

In this nodel, the accounting nmessages will use the Application Id
of the application using the accounting service. The design
inmplication for this is that the accounting nessages are tightly
coupled with the application itself; meaning that accounting
messages will be routed like the other application nmessages. It
woul d then be the responsibility of the application server
(application entity receiving the ACR nessage) to send the
accounting records carried by the accounting nessages to the
proper accounting server. The application server is also
responsible for forrmulating a proper response (ACA). A coupled
accounting nodel is a good design choi ce when:

* The system architecture or depl oynent does not provide an
accounting server that supports Dianeter. Consequently, the
application server MIST be provisioned to use a different
protocol to access the accounting server, e.g., via LDAP, SOAP
etc. This case includes the support of ol der accounting
systens that are not Dianeter aware

* The system architecture or deploynment requires that the
accounting service for the specific application should be
handl ed by the application itself.

In all cases above, there will generally be no direct Dianeter
access to the accounting server.

These nodel s provide a basis for using accounting nessages.
Application designers may obviously deviate fromthese nodels
provided that the factors being addressed here have al so been taken
into account. As a general recommendation, application designers
SHOULD NOT define a new set of commands to carry application-specific
accounting records.
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5.11. Diameter Security Mechani sns

As specified in [ RFC6733], the Di aneter nessage exchange SHOULD be
secured between nei ghboring D aneter peers using TLS/ TCP or DTLS/
SCTP. However, |Psec MAY al so be deployed to secure communication
bet ween Di aneter peers. Wien |Psec is used instead of TLS or DITLS
the foll owi ng recomendati ons apply.

| Psec ESP [ RFC4301] in transport nmode with non-null encryption and
aut hentication algorithns MJST be used to provide per-packet

aut hentication, integrity protection and confidentiality, and support
the replay protection mechanisnms of |Psec. [|KEv2 [RFC5996] SHOULD be
used for perform ng nutual authentication and for establishing and
mai ntai ni ng security associ ations (SAs).

| KEvl [ RFC2409] was used with RFC 3588 [ RFC3588] and for easier
mgration from| KEvl based inplenentations both RSA digita
signatures and pre-shared keys SHOULD be supported in | KEv2.

However, if IKEvl is used, inplenenters SHOULD foll ow the guidelines
given in Section 13.1 of RFC 3588 [ RFC3588].

6. Defining Generic D aneter Extensions

Generic Dianeter extensions are AVPs, comands or applications that
are designed to support other Dianmeter applications. They are
auxiliary applications meant to inprove or enhance the Di aneter
protocol itself or Dianeter applications/functionality. Sone
exanpl es include the extensions to support real mbased redirection of
D aneter requests (see [ RFC7075]), convey a specific set of priority
paraneters influencing the distribution of resources (see [ RFC6735]),
and the support for QS AVPs (see [RFC5777]).

Si nce generic extensions may cover many aspects of Di aneter and
D aneter applications, it is not possible to enunerate all scenari os.
However, sonme of the nmobst conmon considerations are as follows:

Backwar d Conpati bility:

When defining generic extensions designed to be supported by

exi sting Dianmeter applications, protocol designers MJST consider
the potential inpacts of the introduction of the new extension on
t he behavi or of node that would not be yet upgraded to support/
understand this new extension. Designers MJST al so ensure that
new ext ensi ons do not break expected message delivery |ayer

behavi or.

Forward Conpatibility:
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Prot ocol designers MJST ensure that their design will not
i ntroduce undue restrictions for future applications.

Trade-of f in Signaling:

Desi gners may have to choose between the use of optional AVPs

pi ggybacked onto existing conmands versus defining new comrands
and applications. Optional AVPs are sinpler to inplenment and may
not need changes to existing applications. However, this ties the
sendi ng of extension data to the application’s transm ssion of a
message. This has consequences if the application and the

ext ensions have different timng requirenents. The use of
commands and applications solves this issue, but the trade-off is
the additional complexity of defining and depl oying a new
application. It is left up to the designer to find a good bal ance
anong these trade-of fs based on the requirenents of the extension.

In practice, generic extensions often use optional AVPs because they
are sinple and non-intrusive to the application that would carry
them Peers that do not support the generic extensions need not
under stand nor recogni ze these optional AVPs. However, it is
RECOMVENDED t hat the authors of the extension specify the context or
usage of the optional AVPs. As an exanple, in the case that the AVP
can be used only by a specific set of applications then the

speci ficati on MIST enunerate these applications and the scenarios
when the optional AVPs will be used. |In the case where the optiona
AVPs can be carried by any application, it should be sufficient to
specify such a use case and perhaps provide specific exanpl es of
applications using them

In nost cases, these optional AVPs piggybacked by applications woul d
be defined as a Grouped AVP and it woul d encapsul ate all the
functionality of the generic extension. |In practice, it is not
uncomon that the G ouped AVP will encapsul ate an existing AVP that
has previously been defined as nmandatory ('M-bit set) e.g., 3GPP | M5
Cx/ Dx interfaces ([TS29.228] and [TS29.229]).

7. Cuidelines for Registrations of Diameter Values

As summarized in the Section 3 of this docunment and further described
in the Section 1.3 of [RFC6733], there are four main ways to extend
Di anmeter. The process for defining new functionality slightly varies
based on the different extensions. This section provides protoco
designers with sone guidance regarding the definition of values for
possi bl e Di aneter extensions and the necessary interaction with | ANA
to register the new functionality.

a. Defining new AVP val ues
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The specifications defining AVPs and AVP val ues MJST provide

gui dance for defining new val ues and the correspondi ng policy for
addi ng these values. For exanple, the RFC 5777 [ RFC5777] defines
the Treatnent-Action AVP which contains a list of valid val ues
correspondi ng to pre-defined actions (drop, shape, nmark, pernit).
This set of values can be extended follow ng the Specification
Required policy defined in [ RFC5226]. As a second exanple, the
D anet er base specification [ RFC6733] defines the Result-Code AVP
that contains a 32-bit address space used to identity possible
errors. According to the Section 11.3.2 of [RFC6733], new val ues
can be assigned by | ANA via an | ETF Revi ew process [ RFC5226].

b. Creating new AVPs

Two different types of AVP Codes namespaces can be used to create
a new AVPs:

* | ETF AVP Codes nanespace
* Vendor-specific AVP Codes nanespace.

In the latter case, a vendor needs to be first assigned by | ANA
with a private enterprise nunber, which can be used within the
Vendor-1d field of the vendor-specific AVP. This enterprise
number delimts a private namespace in which the vendor is
responsi bl e for vendor-specific AVP code val ue assignnment. The
absence of a Vendor-1d or a Vendor-Id value of zero (0) in the AVP
header identifies standard AVPs fromthe | ETF AVP Codes nanespace
managed by | ANA.  The allocation of code values fromthe | ANA-
managed nanespace is conditioned by an Expert Review of the
specification defining the AVPs or an | ETF review if a bl ock of
AVPs needs to be assigned. Moreover, the remaining bits of the
AVP Fl ags field of the AVP header are al so assigned via Standard
Action if the creation of new AVP Flags is desired.

c. Creating new comuands
Unl i ke the AVP Code nanespace, the Command Code nanmespace is flat
but the range of values is subdivided into three chunks with
di stinct | ANA registration policies:

* A range of standard Conmmand Code val ues that are allocated via
| ETF review,

* A range of vendor-specific Conmand Code val ues that are
al l ocated on a First-Come/First-Served basis;
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* A range of values reserved only for experinental and testing

pur poses.

As for AVP Flags, the remaining bits of the Command Fl ags field of
the D aneter header are al so assigned via a Standards Action to
create new Command Flags if required.

d. Creating new applications

Simlarly to the Coormand Code nanespace, the Application-1ld
nanespace is flat but divided into two distinct ranges:

* A range of values reserved for standard Application-Ids

al l ocated after Expert Review of the specification defining the
standard application;

* A range for values for vendor specific applications, allocated
by 1 ANA on a First-Come/First-Serve basis.

The |1 ANA AAA parameters page can be found at

http://ww. i ana. or g/ assi gnnent s/ aaa- paraneters and the enterprise
nunber | ANA page is available at http://ww.iana. org/assi gnnents/
enterprise-nunbers. Mre details on the policies followed by | ANA
for nanespace nanagenent (e.g. First-Cone/First-Served, Expert
Revi ew, | ETF Review, etc.) can be found in [ RFC5226].

NOTE:
When the sane functionality/extension is used by nore than one
vendor, it is RECOMMENDED to define a standard extension
Mor eover, a vendor-specific extension SHOULD be registered to
avoid interoperability issues in the same network. Wth this aim
the registration policy of vendor-specific extension has been
simplified with the publication of [RFC6733] and the nanespace
reserved for vendor-specific extensions is |large enough to avoid
exhausti on.

8. | ANA Consi derati ons
Thi s docunment does not require actions by | ANA

9. Security Considerations
Thi s docunment provides guidelines and considerations for extending
D aneter and Di aneter applications. Although such an extension may
be related to a security functionality, the document does not
explicitly give additional guidance on enhancing D aneter with

respect to security. However, as a general guideline, it is
reconmended that any Di ameter extension SHOULD NOT break the security
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10.

11.

concept given in the [RFC6733]. In particular, it is rem nded here
that any conmand defined or reused in a new Di aneter application
SHOULD be secured by using TLS [ RFC5246] or DTLS/ SCTP [ RFC6083] and
MUST NOT be used wi thout one of TLS, DTLS, or |Psec [ RFC4301]. Wen
defining a new Di aneter extension, any possible inpact of the
existing security principles described in the [RFC6733] MJST be
careful ly apprai sed and docunmented in the Di aneter application

speci fication.
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