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Abst ract

In Proxy Mbile I Pv6, packets received froma Mbile Node (MN) by the
Mobi |l e Access Gateway (MAG to which it is attached are typically
tunneled to a Local Mbility Anchor (LMA) for routing. The term

"l ocalized routing" refers to a nethod by whi ch packets are routed
directly between an MN's MAG and the MAG of its Correspondent Node
(CN) without involving any LMA. In a Proxy Mbile | Pv6 depl oynment,
it may be desirable to control the establishnment of |ocalized routing
sessions between two MAGs in a Proxy Mbile I Pv6 domain by requiring
that the session be authorized. This docunent specifies howto
acconplish this using the Dianeter protocol.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on February 3, 2013.
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1.

I nt roducti on

Proxy Mobile I Pv6 (PM Pv6) [RFC5213] allows the Mbility Access
Gateway (MAG to optimze nedia delivery by locally routing packets
froma Mobile Node to a Correspondent Node that is locally attached
to an access link connected to the sane Mobil e Access Gateway,

avoi ding tunneling themto the Mbile Node's Local Mbility Anchor
(LMA). This is referred to as "local routing" in RFC 5213. However,
this mechanismis not applicable to the typical scenarios in which
the MN and CN are connected to different MAGs and are registered to
the sane LMA or different LMAs. [RFC6279] takes those typical
scenarios into account and defines the problemstatenment for PM Pv6
localized routing. [I-D.ietf-netext-pmp-Ir] specifies the PM Pv6
| ocal i zed routing protocol based on the scenarios All, Al2, and A21
[ RFC6279], which is used to establish a localized routing path

bet ween two Mbbil e Access Gateways in a PM Pv6 donain.

However, there is no relevant work di scussi ng how AAA- based
mechani sms can be used to provide authorization to the Mobile Node's
MAG or LMA for enabling localized routing between MAGs.

Thi s docunent describes Dianeter [I-D.ietf-dine-rfc3588bis] support
for the authorization of PMPv6 nobility entities in case of
All, A12, A21 during localized routing.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Sol ution Overvi ew

Thi s docunent addresses how to provide authorization to the Mbile
Node’'s MAG or LMA for enabling localized routing and resolve the
destination MN' s MAG by means of interaction between the LMA and the
AAA server. Figure 1 shows the reference architecture for Localized
Routing Service Authorization. This reference architecture assunes
t hat

o If MN and CN belong to different LMAs, MN and CN shoul d share the
same MAG (i.e.,Al2 described in [RFC6279]), e.g., MN1 and CN2 in
Figure 1 are attached to the sane MAGL and belong to LMA1 and LMA2
respectively. Note that LMAL and LMA2 in Figure 1 are in the sane
provi der donain (as described in [ RFC6279]).
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If MN and CN are attached to the different MAGs, MN and CN shoul d
bel ong to the same LMA (i.e., A21 described in [ RFC6279]),

e.g.,

MN1 and CN3 in theFigure 1 are attached to the MAGL and MAG3

respectively but belong to LMAL

MAG(i . e., All described in [ RFC6279]),

e.g., M\l and

MN and CN may belong to the same LMA and are attached to the sane

CN1l in the

Figure 1 are both attached to the MAGL and bel ong to LMAL.
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Ref er ence

The interaction of the MAG and LMA with the AAA server according to

t he extension specified in this docunent
| ocalized routing service.

is used to au

thorize the

4. Attribute Value Pair Used in this Docunent
This section describes Attribute Value Pairs (AVPs) defined by this
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specification or re-used fromexisting specifications in a PM Pv6-
speci fic way.

4, 1. User - Nane AVP

The User-Name AVP (AVP Code 1) is defined in
[I-Dietf-dime-rfc3588bis]. This AVP is used to carry the M\
Identifier (Mobile Node identifier) [RFC5213] in the AA-Request (AAR)
message [|-D.ietf-dine-rfc4005bis].

4.2. PM P6-1Pv4- Horre- Addr ess AVP

The PM P6-1 Pv4- Hone- Address AVP (AVP Code 505) is defined in
[RFC5779]. This AVP is used to carry the | Pv4- MN- HOA (Mobil e Node' s
| Pv4 honme address)[ RFC5844] in the AA-Request (AAR) nessage
[I-D.ietf-dinme-rfc4005bis].

4. 3. M P6- Hone- Li nk- Prefi x AVP

The M P6- Hone- Li nk-Prefix AVP (AVP Code 125) is defined in [RFC5779].
This AVP is used to carry the M\-HNP (Mobil e Node’ s honme network
prefix) in the AAR

4.4, M P6- Feat ur e- Vect or AVP

The M P6- Feature-Vector AVP is defined in [ RFC5447]. This docunent
al l ocates a new capability flag bit according to the ANA rules in
RFC 5447.

| NTER_MAG _ROUTI NG_SUPPORTED ( TBD)

Direct routing of IP packets between MNs anchored to different
MAGs wi t hout involving any LMA is supported. This bit is used
with MN-Identifier. Wen a MAG or LMA sets this bit in the M P6-
Feat ure-Vector and M\-ldentifier corresponding to the Mobile Node
is carried with this bit, it indicates to the hone AAA server
(HAAA) that the Mobile Node associated with this LMAis allowed to
use localized routing.If this bit is cleared and M\-1ldentifier
corresponding to the Mobile Node is carried with this bit, it

i ndicates to the hone AAA server (HAAA) that the Mbile Node
associated with this LMAis not allowed to use |ocalized routing.
When a MAG or LMA sets this bit in the M P6-Feature-Vector and M\
Identifiers corresponding to the Mbile Node and Correspondent
Node are both carried with this bit, it indicates to the HAAA that
| ocalized routing of |IP packets between Mobile Node and
Correspondent Node anchored to different MAGs is supported. |If
this bit is cleared and M\- ldentifiers corresponding to the
Mobi | e Node and Correspondent Node are both carried with this bit

Zorn, et al. Expi res February 3, 2013 [ Page 5]



Internet-Draft PM P6 Localized Routing Support August 2012

5.

to HAAA, it indicates to the HAAA that |ocalized routing of IP
packets between Mbil e Node and Correspondent Node anchored to
different MAGs is not supported. |If this bit is cleared in the
returned M P6-Feature-Vector AVP, the HAAA does not authorize
direct routing of packets between MNs anchored to the different
MAG. The MAG and LMA MJST support this policy feature on a per- W
and per-subscription basis.

Exanpl e Signaling Flows for Localized Routing Service Authorization

Local i zed Routing Service Authorization can happen during the network
access authentication procedure [ RFC5779] before localized routing is
initialized. |In this case, the preauthorized pairs of LMA prefix
sets can be downl oaded to Proxy Mbile IPv6 entities during the RFC
5779 procedure. Localized routing can be initiated once the
destination of a received packet matches one or nore of the prefixes
received during the RFC 5779 procedure.

Figure 2 shows an exanple scenario in which MAGL acts as a Di aneter
client, processing the data packet from M1 to M\2 and requesting

aut hori zation of localized routing (i.e.,MAGInitiated LR

aut horization). 1In this exanple scenario, MN1L and M\2 are attached
to the sane MAG and anchored to the different LMAs (i.e., Al2
described in [RFC6279]). |In this case, MAGL knows that M\2 bel ongs
to a different LMA (which can be determi ned by | ooking up the binding
cache entries corresponding to MN1 and MN2 and conparing the
addresses of LMAL and LMA2). In order to setup a localized routing
path with MAG, MAGL acts as Dianeter client and sends an AAR nessage
to the Dianmeter server. The nessage contains an instance of the

M P6- Feat ure- Vector (MFV) AVP ([ RFC5447], Section 4.2.5) with the
LOCAL_MAG _ROUTI NG_SUPPORTED bit ([ RFC5779], Section 5.5 ) set,two

i nstances of the User-Nanme AVP ([I-D.ietf-dime-rfc3588bis], Section
8.14)contai ning MN1-ldentifier and M2-ldentifier. |In addition, the
message nmay contain either an instance of the M P6-Homne- Li nk-Prefix
AVP ([ RFC5779], Section 5.3) or an instance of the PM P6-1Pv4- Home-
Address AVP ([ RFC5779], Section 5.2) containing the | P address/ HNP
of IMN1.

The Dianeter server authorizes localized routing service by checking
if MN1L and M2 are allowed to use localized routing. |If so, the

Di ameter server responds with an AAA message encapsul ating an

i nstance of the M P6-Feature-Vector (MV) AVP ([ RFC5447], Section
4.2.5) with the the LOCAL_MAG ROUTI NG_SUPPORTED bi t

([ RFC5779], Section 5.5) set indicating direct routing of |IP packets
bet ween MNs anchored to the sane MAG is supported. MAGL then knows
the |l ocalized routing between MN1 and MN2 is allowed. Then MAGL
sends the Request nessages respectively to LMAL and LMA2. The
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request message is the Localized Routing Initialization (LRI) nessage
in Figure 2 and belongs to the Initial phase of the localized
routing. LMAL and LMA2 responds to MAGL using the Localized Routing
Acknowl edge nessage (LRA inFigure 2 ) in accordance with
[I-D.ietf-netext-pmp-Ir].

In case of LRA WAIT_TIME expiration [I-D.ietf-netext-pmp-I1r], MAGL
shoul d ask for authorization of localized routing again according to
the procedure described above before LRI is retransmtted up to a
maxi mum of LRI _RETRI ES.

+---+ +---+ +----+ +----+ +---+ +----+
| MN2| | MNL| | MAGL| | LMAL| | AAAl | LMAZ|
+- |-+ +- +- + +-+- -+ +-+- -+ +- +- + +-+- -+

[ [ Anchor ed [ [ [

L e 0

| | Anchor ed | | |

| 0----ommo oo 0 | |

| Dat a] MN1- >MN\2] [ [ [

| |- >| | | |

I I | AAR(MFV, MNL, M\2) | I

| | R LSRR > |

I I I AAA(MFV) I I

| | SRR EREEEEREEEERREES |

I I | LR I I

| | |- >| | |

I I I | LR I I

| | |- >

I I | LRA | I I

| | | <-----e-- | | |

I I I | LRA I I

| | | |

Figure 2: MAGinitiated Localized Routing Authorization in Al2

Fi gure 3 shows the second exanmpl e scenario, in which LMAL acts as a
D aneter client, processing the data packet from M2 to MN1 and
requesting the authorization of localized routing. 1In this scenario,
M\N1 and MN2 are attached to the different MAG and anchored to the
same LMA (i.e., A21 described in [RFC6279] ), LMA knows that M\l and
M\2 belong to the sane LMA (which can be deterni ned by | ooking up the
bi ndi ng cache entries corresponding to MN1 and MN2 and conparing the
addresses of LMA corresponding to MN1 and LMA corresponding to M\2).
In contrast with the signaling flow shown in Figure 2, it is LMAl
instead of MAGL which initiates the setup of the localized routing
pat h.
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The Dianmeter client in LMAL sends an AA- Request nessage to the

D aneter server. The message contains an instance of the M P6-
Feat ure-Vector (MV) AVP ([ RFC5447], Section 4.2.5) with the

I NTER_MAG ROUTI NG_SUPPORTED bit (Section 4.5) set indicating direct
routing of | P packets between MNs anchored to different MAGs is
supported and two instances of the User-Nane AVP
([I-D.ietf-dime-rfc3588bis], Section 8.14)containing Ml-ldentifier
and M\2-ldentifier. The Dianmeter server authorizes the |ocalized
routing service by checking if MNL and M\2 are allowed to use

| ocalized routing. |If so, the D aneter server responds with an AA-
Answer nessage encapsul ating an instance of the M P6-Feat ure-Vect or
(MFV) AVP ([ RFC5447], Section 4.2.5) with the

I NTER_MAG_ROUTI NG_SUPPORTED bit (Section 4.5) set indicating direct
routing of | P packets between MNs anchored to different MAGs is
supported. LMALl then knows the localized routing is allowed. In
success case, LMAL responds to MAGL in accordance with
[I-Dietf-netext-pmp-Ir].

In case of LRA WAIT_TIME expiration [I-D.ietf-netext-pmp-Ir], LMAL
shoul d ask for authorization of localized routing again according to
the procedure described above before LRI is retransmtted up to a
maxi mum of LRI _RETRI ES.

+---+ Fommo - -+ +---+ +----+ +---+
| MNL| | MAGL| | LMAL] | AAA| | MAR2| | MN2|
+- +- + +-4- -+ - H- -+ +- +- + +-+- -+ +- +- +

[ [ [ Anchored | [

| Anchor ed O--------=--------- R o]

0-------- R 0 Dat a] M\2- >WN1] | |

I I | <----- I I

| | | AAR( MFV, MN1, M\2) | |

| | |-oooeee >| | |

| | | AMA(MFY) | | |

| | LR <eee-oeee- | | |

| | <------ | LR | |

| | LRA oo >| |

| |- >| LRA | |

| | | <o | |

Figure 3: LMA-initiated Localized Routing Authorization in A21

Fi gure 4 shows another exanple scenario, in which LMAL acts as a

D anmeter client, processing the data packet from M2 to MN1 and
requesting the authorization of localized routing. 1In this scenario,
MN1 and MN2 are attached to the sane MAG and anchored to the same LMA
(i.e., All described in [RFC6279]), LMA knows that MN1 and MN\2 bel ong
to the sane LMA (which can be deternined by | ooking up the binding
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cache entries corresponding to MN1 and M\2 and conparing the
addresses of LMA corresponding to MN1 and LMA corresponding to M\2).

The Dianeter client in LMAL sends an AA- Request nessage to the

D aneter server. The nessage contains an instance of the M P6-
Feat ure- Vector AVP ([ RFC5447], Section 4.2.5) with the
LOCAL_MAG_ROUTI NG_SUPPORTED bit set and two instances of the User-
Nanme AVP ([I-D.ietf-dime-rfc3588bis], Section 8.14)containing M1-
Identifier and M\2-ldentifier. The D aneter server authorizes the

| ocal i zed routing service by checking if MNL and M\2 are allowed to
use localized routing. |If so, the Dianeter server responds with an
AA- Answer nessage encapsul ating an instance of the M P6-Feature-
Vector (MFV) AVP ([ RFC5447], Section 4.2.5) with the

LOCAL_MAG _ROUTI NG_SUPPORTED bit ([ RFC5779], Section 5.5) set
indicating direct routing of |IP packets between MNs anchored to the
same MAG is supported. LMAL then knows the localized routing is

al | oned and responds to MAGL for localized routing in accordance with
[I-Dietf-netext-pmp-Ir].

In case of LRA WAIT _TIME expiration [I-D.ietf-netext-pmp-Ir], LMAL
shoul d ask for authorization of |localized routing again according to
the procedure described above before LRI is retransmtted up to a
maxi mum of LRI _RETRI ES.

+o--+ -+ Fommo - -+ +---+
| MN2| | MNL| | MAGL| | LMA1| | AAA|
+- -+ -+ B I N + |-+

[ [ Anchor ed [ [

L 0 |

| | Anchor ed |

[ O-------- Feomemm-- o Dat a[ M\2- >N1]

| | | | <-----

I I | | AAR( MFV, MN1, M\2)

| | N >

I I I | AAACMRY) |

| | | LR [ <---oo-e- |

| | | <------ | |

I I | LRA | I

| | |----- > |

Figure 4: LMA-initiated Localized Routing Authorization in All

6. Security Considerations
The security considerations for the D aneter NASREQ

[I-D.ietf-dinme-rfc4005bis] and Dianeter Proxy Mbile | Pv6 [ RFC5779]
applications are also applicable to this docunent.
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The service authorization solicited by the MAG or the LMA relies upon
the existing trust relationship between the MAG LMA and the AAA
server.

An aut hori sed MAG could in principle track the novenent of any
participating CNs at the level of the MAG to which they are anchored.
If such a MAG were conproni sed, or under the control of a bad-actor,
then such tracking could represent a privacy breach for the set of
tracked CNs. In such a case, the traffic pattern fromthe

conprom sed MAG mi ght be notable so nonitoring for e.g. excessive
queries from MAGs ni ght be worthwhil e.

7. | ANA Consi der ati ons

This specification defines a new value in the Mbility Capability
registry [ RFC5447] for use with the M P6-Feat ure-Vector AVP:
I NTER_MAG ROUTI NG_SUPPORTED (see Section 4.4).
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