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Abst r act

This meno defines a portion of the Managenent |nformation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it defines nanaged objects that provide information on
the status of batteries in managed devi ces.

Status of this Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 16, 2014.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

Today, nore and nore managed devices contain batteries that supply
themwith power when disconnected fromelectrical power distribution
grids. Common exanpl es are nonadi ¢ and nobil e devices, such as

not ebook conputers, netbooks, and smart phones. The status of
batteries in such a device, particularly the charging status is
typically controlled by automatic functions that act locally on the
device and manual |y by users of the device.

In addition to this, there is a need to nonitor battery status of

t hese devi ces by network managenent systens. This docunent defines a
portion of the Managenment |nformati on Base (M B) that provides a
means for nonitoring batteries in or attached to nanaged devi ces.

The Battery M B nodule defined in Section 4 neets the requirenents
for monitoring the status of batteries specified in
[I-D.ietf-eman-requirenments].

The Battery M B nodul e provides for nmonitoring the battery status.
According to the framework for energy managenent
[I-D.ietf-eman-framework] it is an Energy Managed Object, and thus,
M B nodul es such as the Power and Energy Monitoring MB
[I-D.ietf-eman-energy-nonitoring-mb] could in principle be

i mpl emented for batteries. The Battery M B extends the nore generic
aspects of energy managenent by adding battery-specific infornmation.
Anmongst ot her things, the Battery M B enables the nonitoring of:

the current charge of a battery,

the age of a battery (charging cycles),

the state of a battery (e.g. being re-charged),

| ast usage of a battery,

maxi mum energy provided by a battery (renaining and tota
capacity).

OO0Oo0o0oo

Furt her, neans are provided for battery-powered devices to send
notifications when the current battery charge has dropped bel ow a
certain threshold to informthe managenent system of needed

repl acenent. The sane applies to the age of a battery.

Many battery-driven devices have existing instrunentation for
monitoring the battery status, because this is already needed for

| ocal control of the battery by the device. This reduces the effort
for inplenenting the nmanaged objects defined in this docunent. For
many devices only additional software will be needed but no

addi tional hardware instrunmentation for battery nonitoring

Since there are a lot of devices in use that contain nore than one
battery, nmeans for battery nonitoring defined in this docunent

Quittek, et al. Expi res January 16, 2014 [ Page 3]



Internet-Draft Battery M B July 2013

support addressing nultiple batteries within a single device. Also,
batteries today often come in packages that can include
identification and m ght contain additional hardware and firmare.
The forner allows tracing a battery and allows continuous nonitoring
even if the battery is e.g. installed in another device. The
firmvare version is useful information as the battery behavi or night
be different for different firnware versions.

Not explicitly in scope of definitions in this docunent are very
smal | backup batteries, such as for exanple, batteries used on PC
not herboard to run the clock circuit and retain configuration nenory
while the systemis turned off. Qher nmeans nmay be required for
reporting on these batteries. However, the MB nodul e defined in
Section 3.1 can be used for this purpose.

A traditional type of nmanaged device containing batteries is an

Uni nterrupti bl e Power Supply (UPS) system these supply other devices
with electrical energy when the nain power supply fails. There is

al ready a M B nodul e for nmanagi ng UPS systens defined in RFC 1628

[ RFC1628]. The UPS M B nodul e incl udes managed objects for
monitoring the batteries contained in an UPS system However, the

i nformati on provided by the UPS M B objects is linted and tailored
the particul ar needs of UPS systens.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119].

2. The Internet-Standard Managenment Framewor k

For a detail ed overview of the docunments that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. M B objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This neno specifies MB
nmodul es that are conpliant to the SMv2, which is described in STD
58, RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC
2580 [ RFC2580] .
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3. Design of the Battery M B Mdul e
3.1. MB Mdule Structure

The Battery M B nodul e defined in this docunent defines objects for
reporting informati on about batteries. Al managed objects providing
informati on of the status of a battery are contained in a single
table called batteryTable. The batteryTabl e contains one conceptual
row per battery.

Batteries are i ndexed by the entPhysical | ndex of the entPhysical Tabl e
defined in the ENTITY-M B nodul e [ RFC6933]. An inplenentation of the
ENTI TY-M B nodul e conplying with the entity4CRConpliance MODULE-
COWPLI ANCE statement is required for conpliant inplenmentations of the
BATTERY- M B nodul e.

If batteries are replaced with the replacing battery using the sane
physi cal connector as the replaced battery had used, then the
replacing battery SHOULD be i ndexed with the sane val ue of object
ent Physi cal | ndex as the repl aced battery.

The kind of entity in the entPhysical Table of the Entity M B nodul e
is indicated by the val ue of enuneration object entPhysical d ass.

Al'l batteries SHOULD have the val ue of object entPhysical dass set to
battery(14) in their row of the entPhysical Tabl e.

The batteryTabl e contains three groups of objects. The first group
(O Ds ending with 1-10) provides information on static properties of
the battery. The second group of objects (O Ds ending with 11-18)
provides information on the current battery state, if it is charging
or discharging, how nuch it is charged, its remaining capacity, the
nunber of experienced charging cycles, etc.
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batteryTabl e(1)
+--batteryEntry(1) [entPhysicallndex]

+-- r-n SnnpAdmi nString batteryldentifier(1)

+-- r-n SnnpAdm nString batteryFirmvareVersion(2)

+-- r-n Enuneration batteryType(3)

+-- r-n Unsigned32 batt eryTechnol ogy(4)

+-- r-n Unsigned32 bat t er yDesi gnVol t age(5)

+-- r-n Unsigned32 batt er yNumber Of Cel | s( 6)

+-- r-n Unsigned32 batt er yDesi gnCapaci ty(7)

+-- r-n Unsigned32 bat t er yMaxChar gi ngCurr ent ( 8)

+-- r-n Unsigned32 batteryTri ckl eChargi ngCurrent (9)

+-- r-n Unsigned32 batt er yAct ual Capaci ty(10)

+-- r-n Unsigned32 bat t er yChar gi ngCycl eCount (11)

+-- r-n Dat eAndTi ne batt er yLast Char gi ngCycl eTi me(12)

+-- r-n Enuneration bat t er yChar gi ngOper St at e(13)

+-- rwn Enuneration bat t er yChar gi ngAdmi nSt at e( 14)

+-- r-n Unsigned32 batt er yAct ual Char ge(15)

+-- r-n Unsigned32 batt er yAct ual Vol t age( 16)

+-- r-n I nteger32 batteryActual Current (17)

+-- r-n I nteger32 batt eryTenper at ure(18)

+-- r-n SnnpAdm nString batteryCellldentifier(19)

+-- rwn Unsi gned32 bat t er yAl ar nLowChar ge( 20)

+-- rwn Unsi gned32 batt er yAl ar rLowVol t age( 21)

+-- rwn Unsi gned32 batt er yAl ar mrLowCapaci ty(22)

+-- rwn Unsi gned32 batt er yAl ar mHi ghCycl eCount (23)

+-- rwn | nteger32 batt eryAl ar mHi ghTenper at ur e(24)

+-- rwn | nteger32 batt er yAl ar mLowTenper at ur e( 25)
The third group of objects in this table (O Ds ending with 20-25)
i ndi cates threshol ds which can be used to raise an alarmif a

property of the battery exceeds one of them

Rai si ng an al arm may

i ncl ude sending a notification.

The Battery M B defines seven notifications for indicating

=

a battery charging state change that was not triggered by witing
to obj ect batteryChargi ngAdni nSt at e,

a low battery charging state,

a critical battery that cannot be used anynore for power supply,
an aged battery that nmay need to be repl aced,

a battery exceed a tenperature threshold,

a battery that has been connect ed,

di sconnection of one or nore batteries.

Nouokwn

Notifications 2.-5. can use object batteryCellldentifier to indicate
a specific cell or a set of cells within the battery that have
triggered the notification.
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3.2. Battery Technol ogi es

Static information in the batteryTabl e includes battery type and
technol ogy. The battery type distinguishes primry (not
rechargeabl e) batteries fromrechargeabl e (secondary) batteries and
capacitors. The battery technol ogy describes the actual technol ogy
of a battery, which typically is a chenical technol ogy.

Since battery technol ogi es are subject of intensive research and

wi del y used technol ogies are often replaced by successor technol ogies
within an few years, the list of battery technol ogi es was not chosen
as a fixed list. |Instead, | ANA has created a registry for battery
technol ogi es at http://ww.iana. org/assi gnnent s/ eman where nunbers
are assigned to battery technol ogi es (TBD).

The tabl e bel ow shows battery technol ogi es known today that are in
commercial use with the nunbers assigned to them by | ANA.  New
entries can be added to the IANA registry if new technol ogies are
devel oped or if missing technologies are identified. Note that there
exi sts a huge nunber of battery types that are not listed in the | ANA
registry. Many of them are experinmental or cannot be used in an
econom cal ly useful way. New entries should be added to the | ANA
registry only if the respective technol ogies are in comercial use
and relevant to standardi zed battery nonitoring over the |nternet.

B Fomm e e e o - +
| battery technol ogy | assigned
[ |  nunber |
S . +
| Unknown [ 1
| O her [ 2 |
| Zi nc-carbon | 3
| Zinc chloride | 4 |
| N ckel oxyhydroxide [ 5|
| Lithi um copper oxide | 6
| Lithiumiron disulfide [ 7
| Lithium manganese di oxide | 8
| Zinc-air | 9 |
| Silver oxide | 10
| Alkaline [ 11
| Lead acid | 12 |
| Nickel -cadm um | 13 |
| N ckel-nmetal hybride [ 14 |
| Nickel-zinc | 15 |
| Lithiumion | 16 |
| Lithium pol yner [ 17
| Doubl e | ayer capacitor | 18 |
. N T +
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3.3. Charging Cycles

The lifetinme of a battery can be approxi mated using the neasure of
charging cycles. A commonly used definition of a charging cycle is

t he amobunt of discharge equal to the design (or noninal) capacity of
the battery [SBS]. This neans that a single charging cycle nmay

i nclude several steps of partial charging and di scharging until the
anount of di scharging has reached the design capacity of the battery.
After that the next charging cycle imediately starts.

4. Definitions
BATTERY-M B DEFINI TIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
nm b-2, Integer32, Unsigned32

FROM SNWPv2- SM -- RFC2578
SnnpAdmi nStri ng

FROM SNWVP- FRAMEWORK- M B -- RFC3411
Dat eAndTi ne

FROM SNWPv2- TC -- RFC2579
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

FROM SNWVPv2- CONF -- RFC2580
ent Physi cal | ndex

FROM ENTI TY-M B -- RFC6933
Unsi gned64TC

FROM APPLI CATI ON- M B; -- RFC2564

batteryM B MODULE- | DENTI TY
LAST- UPDATED "2013071512002" -- 15 july 2013
ORGANI ZATI ON "1 ETF EMAN Wor ki ng Gr oup"”
CONTACT- | NFO
"General Discussion: enan@etf.org
To Subscribe: http://ww.ietf.org/ mailman/listinfo/eman
Archive: http://ww.ietf.org/ mail-archive/web/eman

Edi t or:
Juergen Quittek
NEC Eur ope Ltd.
NEC Labor at ori es Europe
Kur f uer st en- Anl age 36
69115 Hei del berg
Ger many
Tel : +49 6221 4342-115
Emai | : quittek@ecl ab. eu”
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DESCRI PTI ON
"This MB nodul e defines a set of objects for nonitoring
batteries of networked devices and of their conponents.

Copyright (c) 2010 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the |ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this MB nodule is part of RFC yyyy; see
the RFC itself for full legal notices."
-- replace yyyy with actual RFC nunber & renpve this notice

-- Revision history

REVI SI ON "2013071512002" -- 15 July 2013
DESCRI PTI ON

"Initial version, published as RFC yyyy.

-- replace yyyy with actual RFC nunber & remove this notice

:={ mb-2 zzz }
-- zzz to be assigned by | ANA

R R R R R R R R R R R R I R R R I R R R R I R R R I R I R O

-- Top Level Structure of the MB nodul e
P I I R R I I I I O R kI I R R R I Ik R I I R R I I I O

batteryNotifications OBJECT IDENTIFIER ::= { batteryMB 0 }
batterybj ects OBJECT IDENTIFIER ::= { batteryMB 1 }
bat t er yConf or mance OBJECT IDENTIFIER ::= { batteryMB 2 }

-- 1. Object Definitions

-- 1.1. Battery Table

batteryTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF BatteryEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
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"This table provides information on batteries. |t contains

one conceptual row per battery.

Batteries are indexed by the entPhysicallndex of the
ent Physi cal Tabl e defined in the ENTITY-M B ( RFC6933).

For inplementations of the BATTERY-M B an inpl enentati on of
the ENTITY-M B conmplying with the entity4CRConpliance
MODULE- COVWPLI ANCE st at enent of the ENTITY-MB is required.

If batteries are replaced with the replacing battery using

t he same physi cal
used,

connector as the replaced battery had
then the replacing battery SHOULD be indexed with the

same val ue of object entPhysicallndex as the repl aced

battery."

;= { batterybjects 1 }

batteryEntry OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

BatteryEntry
not - accessi bl e
current

DESCRI PTI ON
"An entry providing infornation on a battery."
I NDEX { entPhysical | ndex }

:={ batteryTable 1 }

BatteryEntry ::=
SEQUENCE {

Qui ttek,

batteryldentifier
batt er yFi r mnar eVer si on

SnnpAdmni nSt ri ng,
SnnpAdni nSt ri ng,

batteryType | NTEGER,

batt eryTechnol ogy Unsi gned32,
batt er yDesi gnVol t age Unsi gned32,
batteryNunmberOf Cel | s Unsi gned32,
batt er yDesi gnCapacity Unsi gned32,
bat t er yMaxChar gi ngCur r ent Unsi gned32,
batteryTri ckl eChar gi ngCurr ent Unsi gned32,
batt er yAct ual Capacity Unsi gned32,
bat t er yChar gi ngCycl eCount Unsi gned32,
bat t er yLast Char gi ngCycl eTi ne Dat eAndTi ne,
bat t er yChar gi ngOper St at e | NTECGER,

bat t er yChar gi ngAdmi nSt at e | NTECGER,

bat t er yAct ual Char ge Unsi gned64TC,
batt er yAct ual Vol t age Unsi gned32,
batt er yAct ual Current I nt eger 32,
batteryTenperature I nt eger 32,
batteryCel Il dentifier SnnpAdmi nSt ri ng,
bat t er yAl ar nLowChar ge Unsi gned32,

et al.
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batt er yAl ar mLowMol t age Unsi gned32
batteryAl ar mLowCapacity Unsi gned32
batt eryAl ar mH ghCycl eCount Unsi gned32
batteryAl ar mH ghTenper at ure I nt eger 32
batt er yAl ar nLowTenper at ur e I nt eger 32

}

batteryl dentifier OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains an identifier for the battery.

Many manufacturers deliver not only sinple batteries but
battery packages including additional hardware and firnnare.
Typically, these nodules include an identifier that can be
retrieved by a device in which a battery has been install ed.
The identifier is useful when batteries are renmoved and
re-installed in the same or other devices. Then the device
or the network managenent system can trace batteries and
achieve continuity of battery nonitoring

If the battery identifier cannot be represented using the
ISOIEC IS 10646-1 character set, then a hexadeci mal
encodi ng of a binary representation of the battery
identifier nmust be used.

The value of this object nust be an enpty string if there
is no battery identifier or if the battery identifier is
unknown. "

::={ batteryEntry 1}

batt eryFi r mnar eVer si on OBJECT- TYPE

SYNTAX SnnpAdmi nSt ri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the version nunber of the firmware
that is included in a battery nodul e.

Many manufacturers deliver not pure batteries but battery
packages incl uding additional hardware and firnnare.

Si nce the behavior of the battery may change with the

firmvare, it may be useful to retrieve the firmwvare version
number .
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The value of this object nust be an enpty string if there
is no firmvare or if the version nunber of the firmmvare is
unknown. "

::={ batteryEntry 2}

batteryType OBJECT- TYPE
SYNTAX | NTEGER {
unknown( 1),
ot her (2),
primary(3),
rechar geabl e(4),
capaci tor(5)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates the type of battery.
I't distinguishes between primary (not rechargeable)
batteries, rechargeabl e (secondary) batteries and capacitors
which are not really batteries but often used in the sane
way as a battery.

The val ue other(2) can be used if the battery type is known
but none of the ones above. Value unknown(l) is to be used
if the type of battery cannot be determ ned."

:={ batteryEntry 3}

batt eryTechnol ogy OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the technol ogy used by the battery.
Nunbers identifying battery types are registered at | ANA
A current list of assignnents can be found at
<http://ww. i ana. or g/ assi gnment s/ eman>.

Val ue 0 (unknown) MJST be used if the type of battery
cannot be determ ned.

Value 1 (other) can be used if the battery type is known
but not one of the types already registered at | ANA "
::={ batteryEntry 4}

batt er yDesi gnVol t age OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "mllivolt"
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"Thi s object provides the design (or nominal) voltage of the
battery in units of mllivolt (nV).

Note that the design voltage is a constant val ue and
typically different fromthe actual voltage of the battery.

A value of 0O indicates that the design voltage is unknown."
::={ batteryEntry 5}

batt er yNumber Of Cel | s OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the nunber of cells contained in the
battery.

A value of 0 indicates that the nunber of cells is unknown."
:={ batteryEntry 6 }

batt er yDesi gnCapacity OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI' TS "mllianpere hours"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object provides the design (or nonminal) capacity of
the battery in units of millianmpere hours (mAh).

Note that the design capacity is a constant val ue and
typically different fromthe actual capacity of the battery.
Usually, this is a value provided by the manufacturer of the
battery.

A value of 0O indicates that the design capacity is
unknown. "
:={ batteryEntry 7}

bat t er yMaxChar gi ngCurrent OBJECT- TYPE

SYNTAX Unsi gnhed32
UNI TS "mllianpere"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object provides the nmaxi nal current to be used for
charging the battery in units of millianpere (m).
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Note that the maxi mal charging current nay not lead to
optimal charge of the battery and that some batteries can
only be charged with the maxi mal current for a limted
anmount of time.

A value of 0 indicates that the naxinmal charging current is
unknown. "
::={ batteryEntry 8 }

batteryTrickl eChargi ngCurrent OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "mllianpere"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object provides the reconmended current to be used for
trickle charging the battery in units of nmillianpere (m).

Typically, this is a value recommended by the manufacturer
of the battery or by the manufacturer of the charging
circuit.

A value of 0 indicates that the recommended trickle charging
current is unknown."
::={ batteryEntry 9 }

batt er yAct ual Capacity OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mllianpere hours"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object provides the actual capacity of the
battery in units of mllianpere hours (nAh).

Typically, the actual capacity of a battery decreases
with time and with usage of the battery. It is usually
| ower than the design capacity

Note that the actual capacity needs to be neasured and is
typically an estimate based on observed di scharging and
charging cycles of the battery.
A value of "ffffffff’'H indicates that the actual capacity
cannot be determ ned.”

::={ batteryEntry 10 }

bat t er yChar gi ngCycl eCount OBJECT- TYPE
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SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates the nunber of conpl eted charging
cycles that the battery underwent. In line with the
Smart Battery Data Specification Revision 1.1, a charging
cycle is defined as the process of discharging the battery
by a total anobunt equal to the battery design capacity as
gi ven by object batteryDesi gnCapacity. A charging cycle
may include several steps of charging and di schargi ng the
battery until the dischargi ng anbunt given by
batt er yDesi gnCapacity has been reached. As soon as a
charging cycle has been conpl eted the next one starts
i medi atel y i ndependent of the battery’s current charge at
the end of the cycle.

For batteries of type primary(1l) the value of this object is
al ways 0.

A value of "ffffffff’'H indicates that the nunber of charging
cycl es cannot be determ ned."
.= { batteryEntry 11 }

batt er yLast Char gi ngCycl eTi me OBJECT- TYPE

SYNTAX Dat eAndTi ne

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The date and time of the last charging cycle. The value
'’ 0000000000000000’ H is returned if the battery has not been
charged yet or if the last charging time cannot be
det er mi ned.

For batteries of type primary(1l) the value of this object is
al ways ' 0000000000000000" H. "
::={ batteryEntry 12 }

bat t er yChar gi ngOper St at e OBJECT- TYPE
SYNTAX | NTEGER {

unknown( 1),
char gi ng(2),
f ast Char gi ng(3),
mai nt ai ni ngChar ge(4),
noChar gi ng(5),
di schar gi ng(6)
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates the current charging state of the
battery.

Val ue unknown(1l) indicates that the charging state of the
battery cannot be deterni ned.

Val ue charging(2) indicates that the battery is being
charged in a way that the charge of the battery increases

Val ue fast Charging(3) indicated that the battery is being
charged rapidly, i.e. faster than in the charging(2) state.
If multiple fast charging states exist, all of these
states are indicated by fastCharging(3).

Val ue nai nt ai ni ngCharge(4) indicates that the battery is
being charged with a | ow current that compensates

sel f-di scharging. This includes trickle charging, float
charging and other nethods for nmaintaining the current
charge of a battery.

Val ue noChargi ng(5) indicates that the battery is not being
charged or discharged by electric current between the
battery and electric circuits external to the battery.

Note that the battery may still be subject to

sel f -di schar gi ng.

Val ue di schargi ng(6) indicates that the battery is being
di scharged and that the charge of the battery decreases.
::={ batteryEntry 13 }

bat t er yChar gi ngAdm nSt at e OBJECT- TYPE
SYNTAX | NTEGER {
chargi ng(2),
f ast Char gi ng(3),
mai nt ai ni ngCharge(4),
noChar gi ng(5),
di schar gi ng(6),

not Set (7)
}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The value of this object indicates the desired status of
the charging state of the battery. The real state is
i ndi cated by object batteryChargi ngQperState. See the

Quittek, et al. Expi res January 16, 2014 [ Page 16]



Internet-Draft Battery M B July 2013

definition of object batteryChargi ngOperState for a
description of the val ues.

When this object is initialized by an inplenmentation of the
BATTERY-M B nodul e, its value is set to notSet (7).

However, a SET request can only set this object to either
chargi ng(2), fastCharging(3), naintainingCharge(4),
noChar gi ng(5), or discharging(6). Attenpts to set this
object to notSet(7) will always fail with an
"inconsistentValue' error. In case multiple fast charging
states exist, the battery logic can choose an appropriate
fast charging state - preferably the fastest.

When t he batteryChargi ngAdm nState object is set, then the
BATTERY-M B i npl enentation nust try to set the battery

to the indicated state. The result will be indicated by
obj ect batteryChargi ngOper St at e.

Due to operational conditions and limtations of the

i npl ement ati on of the BATTERY-M B nodul e, changi ng the
battery status according to a set val ue of object

bat t er yChar gi ngAdm nSt ate nmay not be possible

Setting the val ue of object batteryChargi ngAdni nState
may result in not changing the state of the battery

to this value or even in setting the charging state

to anot her val ue. For exanple, setting

batt er yChar gi ngAdm nState to val ue fastChargi ng(3) nmay
have no effect when the battery logic is not allow ng
fast charging due to tenperature constraints."

:={ batteryEntry 14 }

bat t er yAct ual Char ge OBJECT- TYPE

SYNTAX Unsi gned64TC

UNI' TS "mllianpere hours"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object provides the actual charge of the battery
inunits of mllianpere hours (nmAh).

Note that the actual charge needs to be nmeasured and is
typically an estimate based on observed di scharging and
charging cycles of the battery.

A value of "ffffffff'H indicates that the actual charge
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cannot be determ ned."
::={ batteryEntry 15 }

batt er yAct ual Vol t age OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mllivolt"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object provides the actual voltage of the battery
inunits of mllivolt (nV).

A value of "ffffffff'H indicates that the actual voltage
cannot be determ ned."
::={ batteryEntry 16 }

batt eryActual Current OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "mllianpere"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object provides the actual charging or discharging
current of the battery in units of mllianpere (m).
Charging current is represented by positive val ues,
di scharging current is represented by negative val ues.

A value of '"7fffffff’H indicates that the actual current
cannot be determ ned."
.= { batteryEntry 17 }

batt eryTenperature OBJECT- TYPE
SYNTAX I nt eger 32
UNI TS "deci - degrees Cel si us"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The anbient temperature at or near the battery.

A value of "7fffffff’'H indicates that the tenperature
cannot be determ ned."
::={ batteryEntry 18 }

batteryCel Il dentifier OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The value of this object identifies one or nore cells of a
battery. The format of the cell identifier may vary between
different inplementations. It should uniquely identify one
or nore cells of the indexed battery.

This object can be used for batteries, such as, for exanple,
l'ithiumpolynmer batteries for which battery controllers
moni tor cells individually.

This object is used by notifications of type
batteryLowNotification, batteryTenperatureNotification
batteryCritical Notification, and batteryAgi ngNotification
These notifications can use the value of this object to

i ndicate the event that triggered the generation of the
notification in nore details by specifying a single cel

or a set of cells within the battery which are specifically
addressed by the notification.

An exanpl e use case for this object is a single cell in a
battery that exceeds the tenperature indicated by object
batteryAl arnHi ghTenperature. In such a case, a

batteryTenperatureNotification can be generated that not
just indicates the battery for which the tenperature is
exceeded but also the particular cell.

The initial value of this object is the enpty string. The
value of this object is set at each tinme a
batteryLowNotification, a batteryTenperatureNotification

a batteryCritical Notification, or a batteryAgi ngNotification
i s generated.

When a notification is generated that does not indicate a
specific cell or set of cells, the value of this object is
set to the enpty string."

::={ batteryEntry 19 }

batt er yAl ar nLowChar ge OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mllianpere hours”

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Thi s object provides the | ower threshold value for object
batteryActual Charge. |If the value of object

batteryActual Charge falls below this threshold,
a low battery alarmwi ||l be raised. The alarm procedure may
i nclude generating a batteryLowNotification
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A value of 0 indicates that no alarmwi |l be raised for any

val ue of object batteryActual Charge."
::={ batteryEntry 20 }

batt er yAl ar nrLowol t age OBJECT- TYPE

SYNTAX Unsi gnhed32
UNI TS "mllivolt"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object provides the | ower threshold value for object

batteryActual Voltage. |f the value of object
batteryActual Voltage falls bel ow this threshold,

a low battery alarmwi ||l be raised. The alarm procedure may

i nclude generating a batteryLowNotification

A value of 0 indicates that no alarmwi |l be raised for any

val ue of object batteryActual Voltage."
1= { batteryEntry 21 }

batteryAl ar mLowCapacity OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mllianpere hours"
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object provides the |l ower threshold value for object

batteryActual Capacity. |f the value of object
batteryActual Capacity falls below this threshol d,

a battery aging alarmwi |l be raised. The alarm procedure

may i nclude generating a batteryAgi ngNotification.

A value of O indicates that no alarmw |l be raised for any

val ue of object batteryActual Capacity."
.= { batteryEntry 22 }

batt eryAl ar mHi ghCycl eCount OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object provides the upper threshold value for object

batt eryChar gi ngCycl eCount. |If the value of object

batt er yChar gi ngCycl eCount rises above this threshold,
a battery aging alarmwi ||l be raised. The alarm procedure

may include generating a batteryAgi ngNotification

A value of O indicates that no alarmwi |l be raised for any
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val ue of object batteryChargi ngCycl eCount."
::={ batteryEntry 23 }

batt eryAl ar nHi ghTenper at ure OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "deci - degrees Cel si us"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Thi s object provides the upper threshold val ue for object
batteryTenperature. |f the value of object

batteryTenperature rises above this threshold, a battery
hi gh tenperature alarmwi |l be raised. The alarm procedure
may include generating a batteryTenperatureNotification

A value of "7fffffff’H indicates that no alarmw Il be
rai sed for any val ue of object batteryTenperature."
.= { batteryEntry 24 }

batt er yAl ar mLowTenper at ure OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "deci - degrees Cel si us"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This object provides the | ower threshold value for object
batteryTenperature. |If the value of object

batteryTenperature falls below this threshold, a battery
| ow tenperature alarmwill be raised. The alarm procedure
may include generating a batteryTenperatureNotification.

A value of "7fffffff’H indicates that no alarmw |l be
rai sed for any value of object batteryTenperature.”
::={ batteryEntry 25 }

-- 2. Notifications

batt er yChar gi ngSt at eNot i fi cati on NOTI FI CATI ON- TYPE
OBJECTS {
bat t er yChar gi ngOper St at e

}

STATUS current

DESCRI PTI ON
"This notification can be generated when a charging state
of the battery (indicated by the value of object
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batt eryChargi ngOper State) is triggered by an event other
than a wite action to object batteryChargi ngAdm nSt at e.
Such an event may, for exanple, be triggered by a |oca
battery controller."

::={ batteryNotifications 1}

batteryLowNotification NOTIFI CATI ON- TYPE
OBJECTS {
batt er yAct ual Char ge
batt er yAct ual Vol t age,
batteryCel Il dentifier

}

STATUS current

DESCRI PTI ON
"This notification can be generated when the current charge
(batteryActual Charge) or the current voltage
(batteryActual Voltage) of the battery falls below a
threshol d defined by object batteryAl armlowCharge or object
batt eryAl arnLowVol t age, respectively.

The notification should not be sent again before the current
vol tage or the current charge becones hi gher than the
respective threshol ds through charging before falling bel ow
t he threshol ds agai n.

If the |l ow charge or voltage has been detected for a single
cell or a set of cells of the battery and not for the entire
battery, then object batteryCellldentifier should be set to
a value that identifies the cell or set of cells.
O herwi se, the value of object batteryCellldentifier should
be set to the enpty string when this notification is
generated. "

::={ batteryNotifications 2 }

batteryCritical Notification NOTIFI CATI ON- TYPE
OBJECTS {
bat t er yAct ual Char ge
batt er yAct ual Vol t age,
batteryCel Il dentifier

}

STATUS current

DESCRI PTI ON
"This notification can be generated when the current charge
of the battery falls so low that it cannot provide a power
supply function anynore and bel ow and needs to be charged
first before it can be used for power supply again.
threshol d defined by object batteryAl arnmlLowCharge or object
batt eryAl arnLowol t age, respectively.
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The notification should not be sent again before the battery
charge has increased to a non-critical val ue.

If the critical state is caused a single cell or a set of
cells of the battery, then object batteryCellldentifier
shoul d be set to a value that identifies the cell or set of
cells. Oherw se, the value of object batteryCellldentifier
shoul d be set to the enpty string when this notification is
generated. "

::={ batteryNotifications 3}

batteryTenperatureNotification NOTIFI CATI ON- TYPE
OBJECTS {
batteryTenperature
batteryCel Il dentifier

}

STATUS current

DESCRI PTI ON
"This notification can be generated when the nmeasured
tenperature (batteryTenperature) rises above the threshold
defined by object batteryAl arnmHi ghTenperature or falls
bel ow the threshol d defined by object
batt er yAl ar nLowTenper at ur e.

If the low or high tenperature has been detected for a
single cell or a set of cells of the battery and not for the
entire battery, then object batteryCellldentifier should be
set to a value that identifies the cell or set of cells.
O herwi se, the value of object batteryCellldentifier should
be set to the enpty string when this notification is
generated. "

::={ batteryNotifications 4 }

batt er yAgi ngNoti fi cati on NOTI FI CATI ON- TYPE
OBJECTS {
batt er yAct ual Capaci ty,
bat t er yChar gi ngCycl eCount,
batteryCel Il dentifier

}

STATUS current

DESCRI PTI ON
"This notification can be generated when the actua
capacity (batteryActual Capacity) falls below a threshold
defined by object batteryAl armowCapacity
or when the charging cycle count of the battery
(batt eryChar gi ngCycl eCount) exceeds the threshold defined
by object batteryAl arnHi ghCycl eCount.
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If the aging has been detected for a single cell or a set of
cells of the battery and not for the entire battery, then
obj ect batteryCellldentifier should be set to a val ue that
identifies the cell or set of cells. Oherw se, the val ue
of object batteryCellldentifier should be set to the enpty
string when this notification is generated."

::={ batteryNotifications 5 }

batt eryConnect edNoti fi cati on NOTI FI CATI ON- TYPE
OBJECTS {
batteryldentifier

}

STATUS current

DESCRI PTI ON
"This notification can be generated when it has been
detected that a battery has been connected. The battery
can be identified by the value of object batteryldentifier
as well as by the value of index entPhysicallndex that is
contained in the O D of object batteryldentifier.”

::={ batteryNotifications 6 }

batt eryDi sconnect edNoti fi cati on NOTI FI CATI ON- TYPE
STATUS current
DESCRI PTI ON
"This notification can be generated when it has been
detected that one or nore batteries have been disconnected."”
::={ batteryNotifications 7 }

-- 3. Conformance |nformation

batt er yConpl i ances OBJECT | DENTI FI ER ::
batteryG oups OBJECT | DENTI FI ER ::

{ batteryConformance 1 }
{ batteryConformance 2 }

batt er yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for inplenentations of the
BATTERY- M B nodul e.

A compliant inplenmentation MUST inplenent the objects
defined in the mandatory groups batteryDescripti onG oup
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and batteryStatusG oup.

Note that conpliance with this conpliance
statenent requires conpliance with the
entity4CRConpl i ance MODULE- COVPLI ANCE st at enent of the
ENTI TY-M B ( RFC6933) . "
MODULE -- this nodul e
MANDATORY- GROUPS {
batteryDescri pti onG oup,
batterySt at usG oup

}
GROUP  batteryAl arniThr eshol dsG oup
DESCRI PTI ON

"A conpliant inplenentation does not have to inplenent
the batteryAl arniThr eshol dsG oup. "

GROUP  batteryNotificati onsG oup
DESCRI PTI ON
"A conpliant inplenmentation does not have to inplenent
the batteryNotificati onsG oup."”

GROUP  batteryPerCel I NotificationsG oup
DESCRI PTI ON
"A conpliant inplenentation does not have to inplenent
the batteryPerCel | Notificati onsG oup."

GROUP  batteryAdm nG oup
DESCRI PTI ON
"A conpliant inplenentation does not have to inplenent
t he batteryAdn nG oup. "

OBJECT batteryAl ar mLowChar ge

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support set
operations to this object."

OBJECT batteryAl ar mLowNol t age

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support set
operations to this object."

OBJECT batteryAl armLowCapacity
M N- ACCESS read-only
DESCRI PTI ON
"The agent is not required to support set
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operations to this object."

OBJECT batteryAl ar mH ghCycl eCount

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support set
operations to this object."

OBJECT batteryTenperatureNotification

M N- ACCESS read-only

DESCRI PTI ON
"The agent is not required to support set
operations to this object."

::={ batteryConpliances 1 }

batteryDescripti onG oup OBJECT- GROUP
OBJECTS {

batteryldentifier,
batt er yFi r mnar eVer si on,
batteryType,
batt eryTechnol ogy,
batt er yDesi gnVol t age,
batt er yNumber O Cel | s,
batt er yDesi gnCapaci ty,
bat t er yMaxChar gi ngCurrent,
batteryTri ckl eChar gi ngCurr ent

}

STATUS current

DESCRI PTI ON
"A conpliant inplenentation MJST inpl enent the objects
contained in this group.”

::={ batteryGoups 1}

batteryStat usG oup OBJECT- GROUP
OBJECTS {

batt er yAct ual Capaci ty,
bat t er yChar gi ngCycl eCount,
batt er yLast Char gi ngCycl eTi ne,
bat t er yChar gi ngOper St at e,
bat t er yAct ual Char ge,
batt er yAct ual Vol t age,
batteryActual Current,
batteryTenperature
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}

STATUS current

DESCRI PTI ON
"A conpliant inplenentation MJST inpl enent the objects
contained in this group.”

::={ batteryGoups 2}

batt er yAdm nG oup OBJECT- GROUP
OBJECTS {
bat t er yChar gi ngAdmi nSt at e

}

STATUS current

DESCRI PTI ON
"A conpliant inplenmentation does not have to inplenment the
obj ect contained in this group.”

::={ batteryGoups 3}

batt eryAl arnThr eshol dsG oup OBJECT- GROUP
OBJECTS {
batt er yAl ar mLowChar ge,
batt eryAl ar rLowVol t age,
batteryAl ar nLowCapacity,
batt er yAl ar mHi ghCycl eCount,
batt er yAl ar mnHi ghTenper at ur e,
batt er yAl ar nLowTenper at ur e

}

STATUS current

DESCRI PTI ON
"A conpliant inplenentation does not have to inplenent the
obj ects contained in this group."”

:={ batteryGoups 4}

batteryNotificati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {

batt er yChar gi ngSt at eNot i fi cati on,
batteryLowNotification,
batteryCritical Notification,
batteryAgi ngNotification,
batteryTenperatureNotification,
batt eryConnect edNoti fi cati on,
batt eryDi sconnect edNoti fi cati on

}

STATUS current

DESCRI PTI ON
"A conpliant inplenmentation does not have to inplenent the
notifications contained in this group.”

::={ batteryGroups 5}
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batteryPerCel | Notificati onsG oup OBJECT- GROUP
OBJECTS {
batteryCel Il dentifier

}
STATUS current
DESCRI PTI ON
"A conpliant inplenentation does not have to inplenent the
obj ect contained in this group."”
::={ batteryGoups 6 }
END

5. Security Considerations

There are a nunber of managenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite. Such objects nmay be

consi dered sensitive or vulnerable in some network environnents. The
support for SET operations in a non-secure environment w thout proper
protection can have a negative effect on network operations. These
are the tables and objects and their sensitivity/vulnerability:

0 batteryChargi ngAdni nSt ate
Setting the battery charging state can be beneficial for an
operator for various reasons such as charging batteries when the
price of electricity is low However, setting the charging state
can be used by an attacker to discharge batteries of devices and
t hereby switching these devices off if they are powered solely by
batteries. In particular, if the batteryAl arrLowCharge and
batteryAl arnLowol t age can al so be set, this attack will go
unnoticed (i.e. no notifications are sent).

0 batteryAl arnLowCharge and batteryAl arnlLowol t age
These objects set the threshold for an alarmto be raised when the
battery charge or voltage falls bel ow the correspondi ng one of
them An attacker setting one of these alarmvalues can switch
off the alarmby setting it to the 'off’ value 0 or nodify the
al ar m behavi or by setting it to any other value. The result nmay
be loss of data if the battery runs enpty without warning to a
reci pi ent expecting such a notification

0 batteryAl arnlLowCapacity and batteryAl ar mH ghCycl eCount

These objects set the threshold for an alarmto be raised when the
battery becones ol der and | ess performant than required for stable
operation. An attacker setting this alarmvalue can switch off
the alarmby setting it to the "off’ value 0 or nodify the al arm
behavi or by setting it to any other value. This may either |ead
to a costly replacenent of a working battery or too old or too
weak batteries being used. The consequence of the latter could
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e.g. be that a battery cannot provide power |ong enough between
two schedul ed charging actions causing the powered device to shut
down and potentially |ose data.

0 batteryAl arnH ghTenperature and batteryAl arnLowTenper at ure
These objects set thresholds for an alarmto be rai sed when the
battery rises above/falls below them An attacker setting one of
these alarmvalues can switch off these alarms by setting themto
the "off’ value "7fffffff’H or nodify the al arm behavi or by
setting themto any other value. The result may e.g. be an
unnecessary shutdown of a device if batteryAl arnHi ghTenperature is
set to too |l ow or danage to the device by too high tenperatures if
switched off or set to too high values or by damage to the battery
when it e.g. is being charged. Batteries can al so be damaged e.g.
in an attenpt to charge themat too | ow tenperatures

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the val ues of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

Al'l potentially sensible or vul nerable objects of this MB nodule are

in the batteryTable. In general, there are no serious operationa
vul nerabilities foreseen in case of an unauthorized read access to
this table. However, privacy issues need to be considered. It may

be a trade secret of the operator
o how many batteries are installed in a managed node (batteryl ndex)
o how old these batteries are (batteryActual Capacity and
bat t er yChar gi ngCycl eCount)
o when the next replacenent cycle for batteries can be expected
(batteryAl armLowCapacity and batteryAl ar mH ghCycl eCount)
o0 what battery type and nake are used with which firmware version
(batteryldentifier, batteryFirmwareVersion, batteryType, and
batt er yTechnol ogy)

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using I Psec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/del ete) the objects in this
M B nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).
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Further, deployment of SNWMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOMWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to GET or SET (change/create/del ete) them

6. | ANA Consi derations
6.1. SM bject ldentifier Registration

The Battery M B nodul e defined in this docunent uses the foll ow ng
| ANA- assi gned OBJECT | DENTI FI ER val ue recorded in the SM Nunbers
registry

Descri pt or OBJECT | DENTI FI ER val ue

batteryM B { mb-2 xxx }

[ NOTE for I ANA: Pl ease allocate an object identifier at
http://ww. iana. org/assi gnments/sm -nunbers for object batteryMB.]

6.2. Battery Technol ogy Registration

bj ect batteryTechnol ogy defined in Section 4 reports battery
technol ogi es. Ei ghteen values for battery technol ogi es have
initially been defined. They are listed in a table in Section 3. 2.

For ensuring extensibility of this list, 1ANA has created a registry
for battery technol ogies at http://ww. iana. org/assi gnments/enan and
filled it with the initial list given in Section 3. 2.

New assi gnnents of nunbers for battery technol ogies will be
adm ni stered by | ANA through Expert Review ([ RFC5226]). Experts nust
check for sufficient relevance of a battery technol ogy to be added.

[ NOTE for I ANA: Pl ease create a new registry under

http://ww. iana. org/assi gnnents/eman for battery types. Please fil
the registry with values fromthe table in Section 3. 2]

7. Open Issues
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7.1. Battery repl acenent

How to deal with IDs in case of replacenent of a battery? If a
battery is replaced, shall the UUID in the entPhysical Tabl e be

repl aced by a new one?. Proposal: keep the UUID for the entity and
use the batteryldentifier to identify noving batteries.

7.2. Compliance statenments for notifications
Conpl i ance statenents for Notifications need to be revisited and if
necessary el aborat ed.
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