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Abstract

In order to transmt |Pv6 packets on | EEE 802. 11p networks there is a
need to define a few paraneters such as the recommended Maxi mum
Transmi ssion Unit size, the header format preceding the | Pv6 base
header, the Type value within it, and others. This docunent

descri bes these paraneters for |1 Pv6 and | EEE 802. 11p networks; it
portrays the layering of IPv6 on 802.11p simlarly to other known
802. 11 and Ethernet | ayers, by using an existing Ethernet Adaptation
Layer.

In addition, the docunent attenpts to list what is different in
802. 11p compared to nore 'traditional’ 802.11a/b/g/n | ayers, |ayers
over which IPv6 protocols run ok. Mst notably, the operation
outside the context of a BSS (OCB) has inpact on |Pv6 handover
behavi our and on | Pv6 security.

An exanpl e of an | Pv6 packet captured while transnmitted over an | EEE
802. 11p link is given

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Thi s docunent describes the transm ssion of |Pv6 packets on | EEE
802. 11p networks. This involves the layering of |Pv6 networking on
top of the | EEE 802.11p MAC layer (with an LLC layer). Conpared to
running | Pv6 over the Ethernet MAC | ayer, or over other 802.11 |inks,
there is no nodification required to the standards: |Pv6 works fine
directly over 802.11p too (with an LLC | ayer).

As an overview, we illustrate how an I Pv6 stack runs over 802.11p by
| ayering different protocols on top of each other. The |Pv6
Networking is layered on top of the | EEE 802.2 Logical-Link Contro
(LLC) layer; this is itself layered on top of the 802.11p MAC, this
layering illustration is simlar to that of running |IPv6 over 802.2
LLC over the 802.11 MAC, or over Ethernet MAC

o e e e e oo - + o e e e e oo - +
I I I I
e e e e e oo - + e e e e e oo - +
| 1Pv6 Networking | | 1Pv6 Networking

o e e e e o - + o e e e e o - +
[ 802.2 LLC | wvs. | 802.2 LLC [
o e e e e oo - + o e e e e oo - +
| 802.11p MAC | | 802. 11b MAC |
e e e e e oo - + e e e e e oo - +
| 802.11p PHY | | 802. 11b PHY |
o e e e e o - + o e e e e o - +

But, there are several deploynent considerations to optimze the
performances of running | Pv6 over 802.11p (e.g. in the case of
handovers between 802.11p Access Points, or the consideration of
using the I P security |layer).

We briefly introduce the vehicul ar comruni cati on scenari os where | EEE
802. 11p links are used. This is followed by a description of
differences in specification terns, between 802.11p and 802.11a/b/g/n
(and the sane differences expressed in terns of requirenents to
software inplenentation are listed in Appendix C.)

The document then concentrates on the parameters of |ayering |IPv6
over 802.11p as over Ethernet: MIU, Franme Format, Interface
Identifier, Address Mapping, State-less Address Auto-configuration
The val ues of these paraneters are precisely the sane as | Pv6 over

Et hernet [ RFC2464]: the recomended val ue of MIU to be 1500 octets,
the Franme Format containing the Type 0x86DD, the rules for formng an
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Interface Identifier, the Address Mappi ng nmechani sm and the Statel ess
Addr ess Aut o- Confi guration

As an exanple, these characteristics of layering | Pv6 straight over
LLC over 802.11p MAC are illustrated by dissecting an | Pv6 packet
captured over a 802.11p link; this is described in the section titled
"Exanpl e of | Pv6 Packet captured over an | EEE 802. 11p |i nk".

A few points can be considered as different, although they do not
seemrequired in order to have a working inplenentation of |Pv6-over-
802. 11p. These points are consequences of the OCB operation which is
particular to 802.11p (CQutside the Context of a BSS). The handovers
bet ween OCB | i nks need specific behaviour for |IP Router
Advertisenments, or otherwi se 802.11p’'s Tinme Advertisenent, or of

hi gher | ayer messages such as the 'Basic Safety Message’ (in the US)
or the ’'Cooperative Awareness Message' (in the EU) or the 'WAVE
Routing Advertisenent’ ; second, the IP security should be considered
of utnost inportance, since OCB neans that 802.11p is stripped of all
802.11 link-layer security; a small additional security aspect which
i s shared between 802.11p and other 802.11 links is the privacy
concerns related to the address formation nmechani sms. These two

poi nts (OCB handovers and security) are described each in a section
of its own: OCB handovers in Section 6 and security in Section 8.

In the published literature, the operation of IPv6 for WAVE (Wrel ess
Access I n Vehicul ar Environnents) was described in [ipv6-wave].

In standards, the operation of IPv6 as a 'data plane’ over 802.11p is
specified in [ieeepl609. 3-D9-2010]. For exanmple, it nmentions that
"Net wor ki ng services al so specifies the use of the Internet protoco

| Pv6, and supports transport protocols such as UDP and TCP. [...] A
Net wor ki ng Servi ces inplenentation shall support either |Pv6 or WSMP
or both." and "IP traffic is sent and received through the LLC

subl ayer as specified in[...]". A so, the operation of |IPv6 over a
GeoNet wor ki ng |l ayer and over G5 is described in
[etsi-302663-vl1.2.1p-2013].

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

RSU stands for Road Side Unit.
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3.

Conmruni cati on Scenari os where | EEE 802. 11p Links are Used

The | EEE 802. 11p Networks are used for vehicular comunications, as
"Wreless Access in Vehicular Environments’. The | P comunication
scenarios for these environnents have been described in severa
docunents, anong which we refer the reader to one recently updated
[1-D. petrescu-its-scenarios-reqs], about scenarios and requirenents
for IPin Intelligent Transportation Systens.

Aspects introduced by 802.11p to 802.11

The link 802.11p is specified in | EEE Std 802. 11p(TM - 2010

[i eee802.11p-2010] as an anmendment to the 802.11 specifications,
titled "Arendnent 6: Wrel ess Access in Vehicul ar Environnments”
Since then, these 802.11p anmendnents have been included in | EEE
802. 11(TM - 2012 [i eee802. 11-2012], titled "I EEE Standard for

I nformati on technol ogy-- Tel ecommuni cati ons and i nformati on exchange
bet ween systens Local and netropolitan area networks--Specific
requirenents Part 11: Wrel ess LAN Medi um Access Control (MAC) and
Physi cal Layer (PHY) Specifications”; the nodifications are diffused
t hroughout various sections (e.g. 802.11p’'s Tine Advertisenent
message i s described in section 'Frane formats’, and the operation
outside the context of a BSS described in section 'MM).

In order to delineate the aspects introduced by 802.11p to 802. 11, we
refer to the earlier [ieee802.11p-2010]. The amendnent is concerned
with vehi cul ar comunications, where the wireless link is simlar to
that of Wreless LAN (using a PHY | ayer specified by 802.11a/b/g/n),
but which needs to cope with the high nobility factor inherent in
scenari os of communi cati ons between nmovi ng vehicles, and between
vehicles and fixed infrastructure depl oyed al ong roads. \Whereas
is aletter just like "a, b, g and 'n’ are, 'p’ is concerned nore
with MAC nodifications, and a little with PHY nodifications; the
others are mainly about PHY nodifications. It is possible in
practice to conbine a 'p° MAC with an 'a' PHY by operating outside
the context of a BSS with OFDM at 5. 4GHz.

p

The 802.11p links are specified to be conpatible as nmuch as possible
with the behaviour of 802.11a/b/g/n and future generation | EEE W.AN
links. Fromthe |IP perspective, an 802.11p MAC | ayer offers
practically the same interface to P as the WFi and Ethernet |ayers
do (802.11a/b/g/n and 802. 3).

To support this simlarity statenent (IPv6 is | ayered on top of LLC
on top of 802.11p simlarly as on top of LLC on top of 802.11a/b/g/n,
and as on top of LLC on top of 802.3) it is useful to analyze the
802.11p differences conpared to non-p 802.11 specifications. Wereas
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the 802. 11p anendnent specifies relatively conpl ex and nunerous
changes to the MAC | ayer (and very little to the PHY layer), we note
here only a few characteristics which may be inportant for an

i npl ementation transmtting | Pv6 packets on 802.11p |inks.

In the list below, the only 802.11p fundanental points which
i nfluence I Pv6 are the OCB operation and the 12Miit/s nmaxi mum whi ch
may be afforded by the |1 Pv6 applications.

(0]

Operation Qutside the Context of a BSS (OCB): the 802.11p links
are operated without a Basic Service Set (BSS). This neans that

t he messages Beacon, Associ ation Request/Response, Authentication
Request/ Response, and sinilar, are not used. The used identifier
of BSS (BSSID) has a hexadeci mal value always ff:ff:ff:ff:ff:ff
(48 '1" bits, or the "wildcard” BSSID), as opposed to an arbitrary
BSSI D val ue set by administrator (e.g. ' M-Hone-AccessPoint’).
The OCB operation - nanely the |lack of beacon-based scanni ng and

| ack of authentication - has potentially strong inpact on the use
of protocol Mbile IPv6 and protocols for |IP |ayer security.

Timng Advertisenent: is a new nessage defined in 802.11p, which
does not exist in 802.11a/b/g/n. This nessage is used by stations
to informother stations about the value of time. It is sinmilar
to the time as delivered by a G\NSS system (Glileo, GPS, ...) or
by a cellular system This nessage is optional for

i mpl ementation. At the date of witing, an experienced revi ewer
considers that currently no field testing has used this nessage.
Anot her inplenentor considers this feature inplenented in an
initial manner. In the future, it is speculated that this nessage
may be useful for very sinple devices which may not have their own
hardware source of time (Galileo, GPS, cellular network), or by
vehi cul ar devices situated in areas not covered by such network
(in tunnels, underground, outdoors but shaded by foliage or
buildings, in renote areas, etc.)

Frequency range: this is a characteristic of the PHY layer, with
al rost no inpact to the interface between MAC and | P. However, it
is worth considering that the frequency range is regulated by a
regi onal authority (ARCEP, ETSI, FCC, etc.); as part of the

regul ation process, specific applications are associated with
specific frequency ranges. 1In the case of 802.11p, the regul ator
associ ates a set of frequency ranges, or slots within a band, to
the use of applications of vehicular comrunications, in a band
known as "5.9GH#z". This band is "5.9GHz" which is different than
the bands "2.4GH#z" or "5GHz" used for the Wreless LAN. But, as
with Wreless LAN, the operation of 802.11p in "5.9GHz" bands is
exenpt fromowning a license in EU (in US the 5.9GH is a licensed
band of spectrum for the the fixed infrastructure an explicit FCC
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is required; for an onboard device a 'licensed-by-rule’ concept
applies: rule certification conformty is required); however

techni cal conditions are different than those of the bands
"2.4GHz" or "5GH". On one hand, the allowed power |levels, and
implicitly the nmaxi nrum al |l owed di stance between vehicles, is of
33dBm for 802.11p (in Europe), conpared to 20 dBm for Wrel ess LAN
802.11a/b/g/n; this leads to maxi mum di stance of approximtely
1km conpared to approximately 50m On another hand, specific
conditions related to congestion avoi dance, janm ng avoi dance, and
radar detection are inposed on the use of DSRC (in US) and on the
use of frequencies for Intelligent Transportation Systens (in EU)
conpared to Wrel ess LAN (802. 11a/b/g/n).

0o Explicit prohibition of IPv6 on some channels rel evant for the PHY
of | EEE 802. 11p, as opposed to | Pv6 not being prohi bited on any
channel on which 802.11a/b/g/n runs; for exanple, IPv6 is
prohi bited on the 'Control Channel’ (nunber 178 at FCC, and 180 at
ETSI); for a detailed analysis of FCC and ETSI prohibition of IP
in particular channels see Appendix B

0o ’'Half-rate’ encoding: as the frequency range, this paraneter is
related to PHY, and thus has not nuch inpact on the interface
between the I P |ayer and the MAC | ayer. The standard | EEE 802. 11p
uses OFDM encodi ng at PHY, as other non-b 802.11 variants do
This considers 20MHz encoding to be "full-rate’ encoding, as the
earlier 20MHz encodi ng which is used extensively by 802.11b. In
addition to the full-rate encoding, the OFDM rates al so invol ve
5MHz and 10MHz. The 10MHz encoding is nanmed 'half-rate’. The
encodi ng dictates the bandwi dth and | atency characteristics that
can be afforded by the higher-layer applications of IP
communi cati ons. The half-rate nmeans that each symbol takes twi ce
the tine to be transmitted; for this to work, all 802.11 software
timer values are doubled. Wth this, in certain channels of the
"5.9GHz" band, a naxi num bandwi dth of 12Mit/s is possible,
whereas in other "5.9GHz" channels a mninmal bandwi dth of 1Miit/s
may be used. It is worth nentioning the half-rate encoding is an
optional feature characteristic of OFDM PHY (conpared to 802. 11b’s
full-rate 20MHz), used by 802.11a before 802.11p used it. In
addition to the half-rate (10MHz) used by 802.11p in sone
channel s, sone other 802.11p channels nmay use full-rate (20MHz) or
quarter-rate(?) (5MHz) encodi ng instead.

O her aspects particular to 802.11p which are also particular to
802. 11 (e.g. the 'hidden node’ operation) rmay have an influence on
the use of transm ssion of |Pv6 packets on 802.11p networks. The
subnet structure which may assunmed in 802.11p networks is strongly
i nfluenced by the nobility of vehicles.
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5. Layering of |IPv6 over 802.11p as over Ethernet
5.1. Maxi mum Transm ssion Unit (MIU)

The default MIU for | Pv6 packets on 802.11p is 1500 octets. It is
the same value as | Pv6 packets on Ethernet links, as specified in
[ RFC2464]. This value of the MIU respects the reconmendation that
every link in the Internet nust have a mni num MU of 1280 octets
(stated in [RFC2460], and the recommendati ons therein, especially
with respect to fragnentation).

5. 2. Frane For mat

| Pv6 packets are transmitted over 802.11p as standard Ethernet
packets. As with all 802.11 frames, an Ethernet adaptation layer is
used with 802.11p as well. This Ethernet Adaptation Layer 802.11-to-
Et hernet is described in Section 5.2.1. The Ethernet Type code

(Et her Type) is 0x86DD (hexadeci nal 86DD, or otherw se #86DD).

The Franme format for transmitting | Pv6 on 802.11p networks is the
same as transmitting | Pv6 on Ethernet networks, and is described in
section 3 of [RFC2464]. For sake of conpl eteness, the frane fornmat
for transmtting | Pv6 over Ethernet is illustrated bel ow
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0 1

0123456789012345
B i S S S i i T S N S
[ Destination

L. 4
| Et her net |
+- -+
| Addr ess |
B i S S S i i T S N S
[ Sour ce [
+- -+
| Et her net |
+- -+
| Addr ess |

s o Sy
[100002110112012110 1]
B S S

| | Pv6 [
+- -+
| header |
+- -+
[ and [
+- -+
/ payl oad ... /
e S e o S i S SR R SR

(Each tic mark represents one bit.)

5.2.1. Ethernet Adaptation Layer

In general, an 'adaptation’ layer is inserted between a MAC | ayer and
the Networking layer. This is used to transform some paraneters
between their formexpected by the IP stack and the form provided by
the MAC | ayer. For exanple, an 802.15.4 adaptation |layer nmay perform
fragmentation and reassenbly operati ons on a MAC whose naxi num Packet
Data Unit size is smaller than the mini num MU recogni zed by the | Pv6
Net wor ki ng | ayer. O her exanples involve |ink-layer address
transformati on, packet header insertion/renoval, and so on

An Et hernet Adaptation Layer nakes an 802.11 MAC |l ook to IP

Networ king | ayer as a nore traditional Ethernet layer. At reception
this layer takes as input the | EEE 802.11 Data Header and the
Logi cal -Li nk Layer Control Header and produces an Ethernet || Header.
At sending, the reverse operation is perforned.
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%
oo S TS +
| Ethernet Il Header | |Pv6 Header | Payl oad

Fom e e e oo o m e T +

The Receiver and Transmitter Address fields in the 802.11 Data Header
contain the sane values as the Destination and the Source Address

fields in the Ethernet |l Header, respectively. The value of the
Type field in the LLC Header is the same as the val ue of the Type
field in the Ethernet Il Header. The other fields in the Data and

LLC Headers are not used by the IPv6 stack
5.3. Link-Local Addresses

The link-1ocal address of an 802.11p interface is forned in the sane
manner as on an Ethernet interface. This manner is described in
section 5 of [RFC2464].

5.4. Address Mapping

For unicast as for multicast, there is no change fromthe unicast and
mul ti cast address mapping format of Ethernet interfaces, as defined
by sections 6 and 7 of [RFC2464].

(however, there is discussion about geography, networking and | Pv6
mul ti cast addresses: geographi cal dissenination of |Pv6 data over
802. 11p rmay be useful in traffic jans, for exanple).

5.5. Statel ess Autoconfiguration

The Interface ldentifier for an 802.11p interface is fornmed using the
sane rules as the Interface lIdentifier for an Ethernet interface;
this is described in section 4 of [RFC2464]. No changes are needed,
but sonme care nmust be taken when considering the use of the SLAAC

pr ocedur e.

For exanple, the Interface lIdentifier for an 802.11p interface whose
built-in address is, in hexadecinal:
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30- 14- 4A- DO- F9-6C

woul d be

32-14- 4A- FF- FE- D9- F9- 6C

The bits in the the interface identifier have no generic neaning and
the identifier should be treated as an opaque value. The bits
"Universal’ and 'Goup’ in the identifier of an 802.11p interface are
significant, as this is a | EEE |ink-layer address. The details of
this significance are described in [I-D.ietf-6man-ug].

As with all Ethernet and 802.11 interface identifiers, the identifier
of an 802.11p interface may involve privacy risks. A vehicle
enbar ki ng an On-Board Unit whose egress interface is 802.11p nmay
expose itself to eavesdroppi ng and subsequent correl ation of data;
this may reveal data considered private by the vehicle owner. The
address generation nechani sm shoul d consi der these aspects, as
described in [I-D.ietf-6man-ipv6-address-generation-privacy].

5.6. Subnet Structure

In this section the subnet structure may be described: the addressing
nodel (are multi-link subnets considered?), address resol ution
mul ti cast handling, packet forwardi ng between | P subnets.
Alternatively, this section nmay be spinned off into a separate
docunent s.

The 802. 11p networks, mnuch Iike other 802.11 networks, may be
considered as 'ad-hoc’ networks. The addressing nodel for such
networks is described in [ RFC5889].

The SLAAC procedure makes the assunption that if a packet is
retransmtted a fixed nunber of times (typically 3, but it is link
dependent), any connected host receives the packet w th high
probability. On ad-hoc links (when 802.11p is operated in OCB node,
the link can be considered as 'ad-hoc’), both the hidden term na
probl em and nobility-range considerations make this assunption
incorrect. Therefore, SLAAC should not be used when address
collisions can induce critical errors in upper |ayers.

Sone aspects of nulti-hop ad-hoc wirel ess conmuni cati ons which are

rel evant to the use of 802.11p (e.g. the 'hidden’ node) are described
in [l-D. baccelli-multi-hop-wreless-comunication].
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6. Handovers between OCB |inks

A station operating | EEE 802.11p in the 5.9 GHz band in US or EUis
required to send data franes outside the context of a BSS. 1In this
case, the station does not utilize the |IEEE 802.11 authentication
association, or data confidentiality services. This avoids the

| at ency associated with establishing a BSS and is particularly suited
to comuni cations between nobile stations or between a nobile station
and a fixed one playing the role of the default router (e.g. a fixed
Road-Side Unit a.k.a RSU acting as an infrastructure router).

The process of novenent detection is described in section 11.5.1 of

[ RFC6275]. In the context of 802.11p depl oynents, detecting
movenent s between two adj acent RSUs becones harder for the noving
stations: they cannot rely on Layer-2 triggers (such as L2

associ ati on/ de-associ ati on phases) to detect when they | eave the
vicinity of an RSU and nove within coverage of another RSU. In such
case, the novenent detection algorithns require other triggers. W
detail below the potential other indications that can be used by a
moving station in order to detect handovers between OCB ("CQutside the
Cont ext of a BSS") |inks.

A novenent detection nechani sm may take advantage of positioning data
(latitude and | ongitude).

Mobil e | Pv6 [ RFC6275] specifies a new Router Advertisenent option
called the "Advertisenent Interval Option". It can be used by an RSU
to indicate the maxi muminterval between two consecutive unsolicited
Rout er Advertisenent nessages sent by this RSU Wth this option, a
moving station can learn when it is supposed to receive the next RA
fromthe sane RSU. This can hel p novenment detection: if the

speci fied amount of tine elapses w thout the noving station receiving
any RA fromthat RSU, this neans that the RA has been lost. It is up
to the noving node to deternine how nmany | ost RAs fromthat RSU
constitutes a handover trigger

In addition to the Mobile I Pv6 "Advertisenent Interval Option", the
Nei ghbor Unreachability Detection (NUD) [RFC4861] can be used to
determ ne whether the RSU is still reachable or not. 1In this
context, reachability confirmation would basically consist in

recei ving a Nei ghbor Advertisenent nessage froma RSU, in response to
a Nei ghbor Solicitation nmessage sent by the noving station. The RSU
shoul d al so configure a | ow Reachable Tine value in its RA in order
to ensure that a nmoving station does not assune an RSU to be
reachabl e for too | ong.

The Mobile I Pv6 "Advertisenent Interval Option" as well as the NUD
procedure only help knowing if the RSUis still reachable by the
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moving station. It does not provide the noving station with

i nformati on about other potential RSUs that nmight be in range. For
this purpose, increasing the RA frequency could reduce the delay to
di scover the next RSU. The Nei ghbor Discovery protocol [RFC4861]
limts the unsolicited nulticast RAinterval to a minimmof 3
seconds (the MnRtrAdvinterval variable). This value is too high for
dense depl oynents of Access Routers deployed along fast roads. The
protocol Mbbile IPv6 [ RFC6275] allows routers to send such RA nore
frequently, with a m ni mum possi ble of 0.03 seconds (the same

M nRtr Advlinterval variable): this should be preferred to ensure a
faster detection of the potential RSUs in range.

If multiple RSUs are in the vicinity of a noving station at the same
time, the station may not be able to choose the "best" one (i.e. the
one that would afford the noving station spending the | ongest tine in
its vicinity, in order to avoid too frequent handovers). |In this
case, it would be hel pful to base the decision on the signal quality
(e.g. the RSSI of the received RA provided by the radio driver). A
better signal would probably offer a | onger coverage. If, in terns
of RA frequency, it is not possible to adopt the reconmendations of
protocol Mbile IPv6 (but only the Neighbor Discovery specification
ones, for whatever reason), then another nmessage than the RA could be
emtted periodically by the Access Router (provided its specification
allows to send it very often), in order to help the Host determn ne
the signal quality. One such nessage may be the 802.11p’'s Tine
Advertisement, or higher |ayer messages such as the "Basic Safety
Message" (in the US) or the "Cooperative Awareness Message " (in the
EU), that are usually sent several tinmes per second. Another
alternative replacenent for the |Pv6 Router Advertisenent may be the
nmessage ' WAVE Routing Advertisenent’ (WRA), which is part of the WAVE
Service Advertisenment and which may contain optionally the
transmitter location; this nessage is described in section 8.2.5 of

[ eeepl1609. 3- D9- 2010] .

Once the choice of the default router has been perforned by the
nmovi ng node, it can be interesting to use Optimstic DAD [ RFC4429] in
order to speed-up the address auto-configuration and ensure the
fastest possible Layer-3 handover.

To sumari ze, efficient handovers between OCB |inks can be perforned
by using a conbination of existing nechanisns. |In order to inprove
the default router unreachability detection, the RSU and noving
stations should use the Mbile I Pv6 "Advertisenent Interval Option"
as well as rely on the NUD nechanism |In order to allow the noving
station to detect potential default router faster, the RSU shoul d

al so be able to be configured with a snmaller mnimum RA interval such
as the one recommended by Mobile IPv6. Wien nultiple RSUs are
avai l able at the same time, the noving station should performthe
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handover deci sion based on the signal quality. Finally, optimstic
DAD can be used to reduce the handover del ay.

7. Exanple | Pv6 Packet captured over a | EEE 802. 11p link

W renmind that a nmain goal of this docunent is to make the case that

I Pv6 works fine over 802.11p networks. Consequently, this sectionis
an illustration of this concept and thus can help the inplenenter
when it conmes to running | Pv6 over |EEE 802.11p. By way of exanple
we show that there is no nodification in the headers when transnitted
over 802.11p networks - they are transnitted |ike any other 802.11
and Et hernet packets.

We describe an experinent of capturing an | Pv6 packet captured on an
802.11p link. In this experinment, the packet is an | Pv6 Router
Advertisenment. This packet is enitted by a Router on its 802.11p
interface. The packet is captured on the Host, using a network
protocol analyzer (e.g. Wreshark); the capture is performed in two
di fferent nodes: direct node and 'nonitor’ node. The topol ogy used
during the capture is depicted bel ow

HHHH R HH#HtHHHH#

# # # #

# Router #-------------------- # Host #

# # 802. 11p Link # #

HEHIHH R HH#HHHH#
/ \ 0O o

During several capture operations running froma few nmonents to
several hours, no nessage relevant to the BSSID contexts were
captured (no Associ ati on Request/Response, Authentication Reg/ Resp
Beacon). This shows that the operation of 802.11p is outside the
context of a BSSID.

Overall, the captured nessage is precisely simlar with a capture of
an | Pv6 packet emitted on a 802.11b interface. The contents are
precisely simlar.

7.1. Capture in Mnitor Mode
The 1 Pv6 RA packet captured in nonitor node is illustrated bel ow
The radi o tap header provides nore flexibility for reporting the

characteristics of franes. The Radi otap Header is prepended by this
particul ar stack and operating systemon the Host nmachine to the RA
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packet received fromthe network (the Radiotap Header is not present
on the air). The inplenmentation-dependent Radi otap Header is useful
for piggybacking PHY information fromthe chip’'s registers as data in
a packet understandabl e by userland applications using Socket
interfaces (the PHY interface can be, for exanple: power |evels, data
rate, ratio of signal to noise).

The packet present on the air is formed by | EEE 802.11 Data Header,
Logi cal Link Control Header, |1Pv6 Base Header and | CVPv6 Header.

Radi ot ap Header vO

B i S S T s i S T st i S S S S S S S S i
| Header Revision| Header Pad [ Header | ength [
T T e b i i e e s . S I SR S S
| Present fl ags |
T e e e i e S S e R Ch o o SR
| Data Rate | Pad |
B i S S T s i S T st i S S S S S S S S i

| EEE 802. 11 Data Header

B E e r e s i s i o T T s S S S S 2

| Typel/ Subtype and Frane Ctrl | Dur ati on

B i s T T S T et S S T S I T s sl s ol ST S S S

| Recei ver Address...

B T i S S i S T h T i S S S S e
Recei ver Address | Transmitter Address...

B E e r e s i s i o T T s S S S S 2
Transmitter Address

B i s T T S T et S S T S I T s sl s ol ST S S S

| BSS Id...
B T i S S i S T h T i S S S S e
BSS Id | Frag Nunber and Seq Number |

T I T S I T i T S S S e D Sk i T Np S S A

Logi cal -Li nk Control Header
B i S S T s i S T st i S S S S S S S S i

[ DSAP | 1] SSAP | Control field | Og. code...
B i i S S i I e i S S R L e e e e
Organi zati onal Code | Type |

T I I S i T S il S i T S S S A S S S e

| Pv6 Base Header

B T i S S i S T h T i S S S S e
| Version| Traffic O ass | Fl ow Label

B E e r e s i s i o T T s S S S S 2
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Payl oad Length | Next Header | Hop Limit
B T T S T T i i S o T sl i S S I S

Sour ce Address

Desti nati on Address

I I
+-

I I
+

I I
+

I I
+

I I
B I T i S iy S S S S i S S

I I
+

I I
+

I I
+

I I
+-

+
+
+
+
+
+
+
+

S T S S S S e

Rout er Adverti senent

B i S S T s i S T st i S S S S S S S S i
[ Type [ Code [ Checksum [
T S i e S S T it SR S A S
| Cur Hop Limit |[MQ Reserved | Router Lifetine |
I T i S ity i S SN S S S
| Reachabl e Ti e |
B i S S T s i S T st i S S S S S S S S i
[ Retrans Ti nmer [
T o T i S T i i S e i e s
[ Options ...

i I S i i S

+

+

The value of the Data Rate field in the Radiotap header is set to 6
Md/s. This indicates the rate at which this RA was received.

The value of the Transnmitter address in the | EEE 802. 11 Data Header
is set to a 48bit value. The value of the destination address is 33:
33:00: 00: 00: 1 (all-nodes nulticast address). The value of the BSS Id
fieldis ff:ff:ff:ff:ff:ff, which is recogni zed by the network
protocol analyzer as being "broadcast". The Fragnent nunber and
sequence nunber fields are together set to 0x90C6.

The val ue of the Organization Code field in the Logical-Link Control
Header is set to 0x0, recognized as "Encapsul ated Ethernet". The
val ue of the Type field is 0x86DD (hexadeci mal 86DD, or otherw se
#86DD), recogni zed as "I Pv6".
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A Router Advertisenment is periodically sent by the router to

mul ticast group address ff02::1. It is an icnp packet type 134. The
| Pv6 Nei ghbor Discovery’s Router Advertisenent nessage contains an
8-bit field reserved for single-bit flags, as described in [ RFC4861].

The | Pv6 header contains the link | ocal address of the router
(source) configured via EU -64 algorithm and destination address set
to ff02::1. Recent versions of network protocol analyzers (e.g.

W reshark) provide additional informations for an I P address, if a
geol ocal i zati on database is present. 1In this exanple, the

geol ocal i zati on database is absent, and the "GeolP" information is
set to unknown for both source and destination addresses (although
the I Pv6 source and destination addresses are set to useful values).
This "Geol P" can be a useful information to | ook up the city,
country, AS nunber, and other information for an | P address.

The Ethernet Type field in the logical-link control header is set to
0x86dd which indicates that the frame transports an | Pv6 packet. In
the | EEE 802. 11 data, the destination address is 33:33:00:00:00: 01
which is he corresponding multicast MAC address. The BSS id is a
broadcast address of ff:ff:ff:ff:ff:ff. Due to the short link
duration between vehicles and the roadside infrastructure, there is
no need in | EEE 802. 11p to wait for the conpletion of association and
aut henti cati on procedures before exchanging data. |EEE 802.11p
enabl ed nodes use the wildcard BSSID (a value of all 1s) and may
start comuni cating as soon as they arrive on the comunication
channel

7.2. Capture in Nornal Mode
The sane | Pv6 Router Advertisement packet described above (nonitor

nmode) is captured on the Host, in the Nornmal node, and depicted
bel ow.
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Et hernet |1 Header

B T T i I T T o S S S e b S S S
| Destination...

B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
...Destination | Sour ce. . .

B E e r e s i s i o T T s S S S S 2
...Source

B T T i I T T o S S S e b S S S

| Type

B i T s i S S S

| Pv6 Base Header
R R e R e s s e o S S e R e o o

| Version| Traffic dass | Fl ow Label
B T s T S i S S S i (T S I S S S o S i
[ Payl oad Length | Next Header | Hop Limt

s s T e O O i it o S i s ot i S S S S S S D O
Sour ce Address

I
+
I
+
I
+
I
+
I
+
I
+
I
+
o I
Desti nati on Address +
I
+
I
+

I
+
I
+
I
+
I
T S T I i S i S ek
I
+
I
+
I
+
I
+-

B S T i S S e e e e s s i S S e S o

Rout er Adverti senment

B E e r e s i s i o T T s S S S S 2
| Type | Code | Checksum |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Cur Hop Limt |MQ Reserved | Router Lifetine |
B T i S S i S T h T i S S S S e
| Reachabl e Ti ne |
B E e r e s i s i o T T s S S S S 2
| Retrans Ti ner |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Opti ons

B i S S S

+

+
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One notices that the Radi otap Header is not prepended, and that the
| EEE 802.11 Data Header and the Logical -Link Control Headers are not

present. On another hand, a new header named Ethernet |l Header is
present.
The Destination and Source addresses in the Ethernet |1 header

contain the sane values as the fields Receiver Address and
Transmitter Address present in the | EEE 802.11 Data Header in the
"nonitor" node capture.

The value of the Type field in the Ethernet |l header is 0x86DD
(recogni zed as "IPv6"); this value is the same value as the val ue of
the field Type in the Logical-Link Control Header in the "nonitor"
nmode capture

The know edgeabl e experinenter will no doubt notice the sinmlarity of
this Ethernet Il Header with a capture in nornal node on a pure
Et hernet cable interface.

It may be interpreted that an Adaptation layer is inserted in a pure
| EEE 802.11 MAC packets in the air, before delivering to the

applications. 1In detail, this adaptation |layer nmay consist in
elimnation of the Radiotap, 802.11 and LLC headers and insertion of
the Ethernet Il header. |In this way, it can be stated that |Pv6 runs

naturally straight over LLC over the 802.11p MAC |l ayer, as shown by
the use of the Type 0x86DD, and assuming an adaptation | ayer
(adapting 802.11 LLC/MAC to Ethernet 11 header).

8. Security Considerations

802. 11p does not provide any cryptographic protection, because it
operates outside the context of a BSS (no Association Request/
Response, no Chal | enge nessages). Any attacker can therefore just
sit in the near range of vehicles, sniff the network (just set the
interface card’ s frequency to the proper range) and perform attacks
wi t hout needing to physically break any wall. Such a link is way

| ess protected than comonly used Iinks (wired Iink or protected
802.11).

At the I P layer, |IPsec can be used to protect unicast conmunications,
and SeND can be used for multicast comunications. |f no protection
is used by the IP layer, upper layers should be protected.

O herwi se, the end-user or system should be warned about the risks
they run.

The WAVE protocol stack provides for strong security when using the
WAVE Short Message Protocol and the WAVE Service Advertisenent
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10.

11.

11.

[i eeepl609. 2- D17] .

As with all Ethernet and 802.11 interface identifiers, there may
exi st privacy risks in the use of 802.11p interface identifiers.

| ANA Consi der ati ons

Acknowl edgenent s

The authors would like to acknowl edge Wtold Klaudel, Ryuji Waki kawa,
Enmanuel Baccelli, John Kenney, John Mring, Francois Sinon, Dan
Romascanu, Konstantin Khait and Ral ph Droms. Their supportive
commrents at the early stages enlightened and hel ped inprove the
docunent. Mbre comments from nore persons are expected.

Ref er ences
1. Nor mati ve Ref erences

[I-D.ietf-6man-i pv6-address-generation-privacy]
Cooper, A, Gont, F., and D. Thaler, "Privacy
Consi derations for | Pv6 Address Generation Mechanisns",
draft-ietf-6man-i pv6-address-generation-privacy-00 (work
in progress), Cctober 2013.

[I-D.ietf-6man-ug]
Carpenter, B. and S. Jiang, "Significance of |Pv6
Interface ldentifiers", draft-ietf-6man-ug-04 (work in
progress), October 2013.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC2460] Deering, S. and R Hinden, "Internet Protocol, Version 6
(I Pv6) Specification", RFC 2460, Decenber 1998.

[ RFC2464] Crawford, M, "Transni ssion of |IPv6 Packets over Ethernet
Net wor ks", RFC 2464, Decemnber 1998.

[ RFC4429] Moore, N., "Optimistic Duplicate Address Detection (DAD)
for 1 Pv6", RFC 4429, April 2006.

[ RFC4861] Narten, T., Nordmark, E., Sinpson, W, and H Solinan,
"Nei ghbor Discovery for IP version 6 (I1Pv6)", RFC 4861,
Sept enber 2007.

Petrescu, et al. Expires April 24, 2014 [ Page 21]



Internet-Draft | Pv6- over-80211p Cct ober 2013
[ RFC5889] Baccelli, E. and M Townsley, "IP Addressing Mddel in Ad
Hoc Networks", RFC 5889, Septenber 2010.
[ RFC6275] Perkins, C., Johnson, D., and J. Arkko, "Modbility Support
in |Pve", RFC 6275, July 2011
11.2. Informative References

[I-D. baccel

l'i-multi-hop-wrel ess-comunication]

Baccelli, E. and C. Perkins, "Milti-hop Ad Hoc Wrel ess
Comuni cati on"
draft-baccelli-multi-hop-wrel ess-comuni cation-06 (work

in progress), July 2011.

[1-D. petrescu-its-scenari os-reqs]

Petrescu, A., Janneteau, C., Boc, M, and W Kl audel
"Scenari os and Requirenents for IPin Intelligent
Transportation Systens",
draft-petrescu-its-scenarios-reqs-03 (work in progress),
Cct ober 2013.

[ etsi-302663-vl. 2. 1p- 2013]

[etsi-draft

[fcc-cc]

"Intelligent Transport Systens (ITS); Access |ayer
specification for Intelligent Transport Systens operating
inthe 5 GHz frequency band, 2013-07, docunent
en_302663v010201p. pdf, docunent freely avail able at URL ht
tp://ww. etsi.org/deliver/etsi_en/302600_302699/ 302663/
01. 02. 01_60/en_302663v010201p. pdf downl oaded on Cct ober
17th, 2013.".

-102492-2-v1. 1. 1- 2006]

"El ectromagnetic conpatibility and Radi o spectrum Matters
(ERM; Intelligent Transport Systens (ITS); Part 2:

Techni cal characteristics for pan European harnoni zed
communi cati ons equi pnent operating in the 5 GHz frequency
range intended for road safety and traffic managenent, and
for non-safety related I TS applications; System Reference
Docurment, Draft ETSI TR 102 492-2 V1.1.1, 2006-07,

docunent tr_10249202v010101p. pdf freely available at URL h
ttp://ww. etsi.org/deliver/etsi _tr/102400 102499/ 10249202/
01.01.01_60/tr_10249202v010101p. pdf downl oaded on Cct ober
18th, 2013.".

"Report and Order, Before the Federal Conmunications
Conmi ssi on Washington, D.C. 20554’, FCC 03-324, Rel eased
on February 10, 2004, docunent FCC-03-324A1. pdf, docunent
freely available at URL
http://ww.its.dot.gov/exit/fcc_edocs. ht m downl oaded on

Petrescu, et al. Expires April 24, 2014 [ Page 22]



Internet-Draft

| Pv6-over-80211p Cct ober 2013

Cctober 17th, 2013.".

[i eee802. 11-2012]

"802.11-2012 - | EEE Standard for Information technol ogy--
Tel econmuni cati ons and infornati on exchange between
systens Local and netropolitan area networks--Specific
requi renents Part 11: Wrel ess LAN Medi um Access Control
(MAC) and Physical Layer (PHY) Specifications. Downloaded
on Cctober 17th, 2013, from | EEE Standards, docunent
freely available at URL http://standards.ieee. org/
findstds/standard/ 802. 11-2012. html retrieved on Cctober
17th, 2013.".

[1 eeeB802. 11p-2010]

[ eeepl609.

[ eeepl609.

[1 eeepl609.

[1pv6-wave]

"I EEE Std 802.11p(TM -2010, |IEEE Standard for |nformation
Technol ogy - Tel econmuni cations and i nfornmati on exchange
bet ween systens - Local and netropolitan area networks -
Specific requirenments, Part 11: Wreless LAN Medi um Access
Control (MAC) and Physical Layer (PHY) Specifications,
Amendrent 6: Wrel ess Access in Vehicular Environnents;
docunent freely available at URL http://

standards. i eee. org/ geti eee802/ downl oad/ 802. 11p- 2010. pdf
retrieved on Septenber 20th, 2013.".

2-D17]

"I EEE P1609.2(tm)/ D17 Draft Standard for Wrel ess Access
in Vehi cular Environnents - Security Services for
Applications and Managenent Messages. pdf, |length 2558
Kb. Restrictions apply.".

3- D9- 2010]

"I EEE P1609. 3(tm)/ D9, Draft Standard for Wrel ess Access
in Vehi cul ar Environnents (WAVE) - Networking Services,
August 2010. Authorized licensed use limted to: CEA
Downl oaded on June 19, 2013 at 07:32:34 UTC from | EEE

Xpl ore. Restrictions apply, docunent at persistent |ink
http://ieeexplore.ieee.org/servlet/opac?pununber=5562705".

4- D9- 2010]

"I EEE P1609.4(tm) /D9 Draft Standard for Wrel ess Access in
Vehi cul ar Environments (WAVE) - Ml ti-channel Operation.
Aut hori zed licensed use linmted to: CEA Downl oaded on
June 19, 2013 at 07:34:48 UTC from | EEE Xpl ore.
Restrictions apply. Docunment at persistent |ink
http://ieeexplore.ieee.org/servlet/opac?pununber =5551097".

"Clausen, T., Baccelli, E. and R Waki kawa, "I Pv6

Petrescu, et al. Expires April 24, 2014 [ Page 23]



Internet-Draft | Pv6- over-80211p Cct ober 2013

Operation for WAVE - Wrel ess Access in Vehicular
Envi ronment s, Rapport de recherche, INRIA nunero 7383,
Sept enber 2010.".

Appendi x A.  Changelog

The changes are listed in reverse chronol ogi cal order, nost recent
changes appearing at the top of the list.

From draft-authors-i pv6-over-80211p-00.txt to
draft-authors-ipv6-over-80211p-00. t xt:

0

first version.

Appendi x B. Explicit Prohibition of IPv6 on Channels Related to I TS

0

Scenari os using 802.11p Networks - an Anal ysis

I Pv6 is prohibited on channel number 178 deci mal, naned ' Contr ol
Channel” at | EEE and FCC. The docunent [ieeepl609. 4-D9-2010]
prohibits upfront the use of IPv6 traffic on the Control Channel
"data franmes containing | P datagrans are only allowed on service
channel s’. The FCC nanes the Control Channel as being the channe
nunber 178 decinmal, and positions it with a 10M&z w dth from
5885MHz to 5895MHz [fcc-cc]. Other ' Service Channels’ are all owed
to use I P, but the Control Channel is not.

The sane channel nunber 178 decinal with 10MHz wi dth (5885M1z to
5895MHz) is considered to be a Service Channel by ETSI and is
named ' Gb- SCH2' [etsi-302663-v1.2.1p-2013]. This channel is
dedicated to 'ITS Road Safety’. Oher channels are dedicated to
"ITS road traffic efficiency’. A so, a  Control Channel Gb-CCH
nunber 180 decinmal (not 178) is reserved by ETSI to be 10MHz-wi dth
centered on 5900MHz. Conpared to FCC, the ETSI nakes no upfront
statement with respect to | P and particul ar channels; yet it
relates the 'In car Internet’ applications ('Wen nearby a
stationary public internet access point (hotspot), application can
use standard I P services for applications.”) to the 'Non-safety-
related I TS application’ [etsi-draft-102492-2-v1.1.1-2006]. This
means ETSI may forbid IP on the 'ITS Road Safety’ channels, but
may allow I[P on "I TS road traffic efficiency’ channels, or on
other 5GHz channel s re-used from BRAN (al so dedi cated to Broadband
Radi o Access Networks).

At EU level in ETSI (but not sone countries in EUwth varying
adoption | evels) the highest power of transm ssion of 33 dBmis
al | oned, but only on two separate 10Miz-wi dth channels centered on
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5900M#z and 5880MHz respectively. It appears IPv6 is not allowed
on these channels (in the other 'ITS channels where |IP may be

al l oned, the levels vary between 20dBm 23 dBm and 30 dBm in sone
of these channels IP is allowed). A high-power of transm ssion
means that vehicles may be distanced nore (intuitively, for 33 dBm
approxi mately 2kmis possible, and for 20 dBm approxi mately
50neter).

Appendi x C. Changes Needed on a software driver 802.1la to becone a

802. 11p dri ver

The 802. 11p anendnment nodifies both the 802.11 stack’s physical and
MAC | ayers but all the induced nodifications can be quite easily
obt ai ned by nodifying an existing 802.11a ad-hoc stack

Conditions for a 802.11a hardware to be 802. 11p conpliant:

(0]

The chi p nust support the frequency bands on which the regul ator
recomends the use of | TS conmunications, for exanple using | EEE
802. 11p layer, in France: 5875M#z to 5925Mz.

The chip nmust support the half-rate node (the internal clock can
di vided by two).

The chip transnit spectrum mask nust be conpliant to the "Transmt
spect rum mask” fromthe | EEE 802. 11p anendnent (but experinmenta
environnents tol erate otherwi se).

The chip should be able to transnit up to 44.8 dBm when used by
the US governnent in the United States, and up to 33 dBmin
Eur ope; other regional conditions apply.

Changes needed on the network stack in OCB node:

(0]

Physi cal |ayer:

* The chip nmust use the Othogonal Frequency Miltiple Access
(OFDM encodi ng node.

* The chip nust be set in half-nbde rate node (the internal clock
frequency is divided by two).

* The chip nmust use dedicated channels and should all ow the use
of higher em ssion powers. This may require nodifications to
the regulatory domains rules, if used by the kernel to enforce
| ocal specific restrictions. Such nodifications nust respect
the | ocation-specific | aws.
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MAC | ayer:

* Al managenent franes (beacons, join, |leave, etc...) em ssion
and reception nust be disabl ed except for franes of subtype
Action and Tim ng Advertisenent (defined bel ow).

*  No encryption key or nethod nmust be used.

* Packet em ssion and reception nust be perforned as in ad-hoc
node, using the wildcard BSSID (ff:ff:ff:ff:ff:ff).

* The functions related to joining a BSS (Associ ati on Request/
Response) and for authentication (Authentication Request/Reply,
Chal | enge) are not call ed.

* The beacon interval is always set to 0 (zero).

* Timng Advertisement frames, defined in the amendnent, should
be supported. The upper |ayer should be able to trigger such
franes em ssion and to retrieve information contained in
recei ved Tim ng Advertisenents.
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