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Abst ract

This describes how "http" URIs can be accessed using Transport Layer
Security (TLS) to mitigate pervasive nonitoring attacks.
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1. Introduction

Thi s docunent describes a use of HITP Alternative Services
[I-D.ietf-httpbis-alt-svc] to decouple the URI schene fromthe use
and configuration of underlying encryption, allowing a "http" URl to
be accessed using TLS [ RFC5246] opportunistically.

Currently, "https" URIs requires acquiring and configuring a valid
certificate, which means that sone deploynments find supporting TLS
difficult. Therefore, this docunent describes a usage nodel whereby
sites can serve "http" URIs over TLS without being required to
support strong server authentication

A nmechanismfor limting the potential for active attacks is
described in Section 5. This provides clients with additiona
protection against themfor a period after successfully connecting to
a server using TLS. This does not offer the sanme |evel of protection
as afforded to "https" URIs, but increases the likelihood that an
active attack be detected.

1.1. Goals and Non-Goal s

The i medi ate goal is to make the use of HITP nmore robust in the face
of pervasive passive nonitoring [ RFC7258].

A secondary goal is to linmt the potential for active attacks. It is
not intended to offer the sane | evel of protection as afforded to
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"https" URIs, but instead to increase the likelihood that an active
attack can be detected.

A final (but significant) goal is to provide for ease of

i mpl ement ati on, depl oynent and operation. This nmechani sm should have
a mniml inpact upon performance, and should not require extensive
adm nistrative effort to configure

1.2. Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

2. Using HITP URI's over TLS

An origin server that supports the resolution of HTTP URIs can

i ndi cate support for this specification by providing an alternative
service advertisenent [I-D.ietf-httpbis-alt-svc] for a protoco
identifier that uses TLS, such as "h2" [I-D.ietf-httpbis-http2].

A client that receives such an advertisenent MAY direct future
requests for the associated origin to the identified service (as
specified by [I-D.ietf-httpbis-alt-svc]).

A client that places the inportance of passive protections over
performance m ght choose to withold requests until an encrypted
connection is available. However, if such a connection cannot be
successfully established, the client MAY resune its use of the

cl eartext connecti on.

A client can also explicitly probe for an alternative service

adverti senent by sending a request that bears little or no sensitive
i nformation, such as one with the OPTIONS method. Clients with
expired alternative services information could nake a sinilar request
in parallel to an attenpt to contact an alternative service, to
nininize the delays that night be incurred by failing to contact the
alternative service

3. Server Authentication

There are no existing expectations with respect to cryptographically
strong server authentication when it cones to resolving HITP URI s.
Establishing it, as described in [ RFC2818], creates a number of
operational challenges. For these reasons, server authentication is
not mandatory for HITP URI's when using the mechani sm described in
this specification.
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When connecting to an alternative service for an "http" URI, clients
are required to performthe server authentication procedure described
in Section 3.1 of [RFC2818]. The server certificate, if one is
proffered by the alternative service, is not necessarily checked for
validity, expiration, issuance by a trusted certificate authority or
mat ched against the name in the URI. Therefore, the alternative
service MAY provide any certificate, or even select TLS cipher suites
that do not include authentication

A client MAY perform additional checks on the certificate that it is
offered (if the server does not select an unauthenticated TLS ci pher
suite). For instance, a client could examne the certificate to see
if it has changed over tine.

In order to retain the authority properties of "http" URls, and as
stipulated by [I-D.ietf-httpbis-alt-svc], clients MJIST NOT use
alternative services that identify a host other than that of the
origin, unless the alternative service indication itself is strongly
authenticated. This is not currently possible for "http" URIs on
cleartext transports.

4. Interaction with "https" URIs

An alternative service that is discovered to support "http" URIs

m ght concurrently support "https" URls, because HITP/2 pernits the
sendi ng of requests for multiple origins (see [ RFC6454]) on the one
connection. Therefore, when using alternative services, both HITP
and HTTPS URIs m ght be sent on the sane connection

"https" URIs rely on server authentication. Therefore, if a
connection is initially created wi thout authenticating the server
requests for "https" resources cannot be sent over that connection
until the server certificate is successfully authenticated.
Section 3.1 of [RFC2818] describes the basic nechanism though the
aut hentication considerations in [I-D.ietf-httpbis-alt-svc] could
al so apply.

Connections that are established without any means of server
aut hentication (for instance, the purely anonynous TLS ci pher
sui tes), cannot be used for "https" URIs.

5. Requiring Use of TLS
Editors’ Note: this is a very rough take on an approach that woul d
provide a limted formof protection agai nst downgrade attack. It’s

uncl ear at this point whether the additional effort (and nodest
operational cost) is worthwhile.
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The mechani sm described in this specification is trival to nmount an
active attack against, for two reasons:

o0 Aclient that doesn't perform authentication an easy victim of
server inpersonation, through nan-in-the-m ddle attacks.

0o Aclient that is willing to use cleartext to resolve the resource
will do so if access to any TLS-enabled alternative services is
bl ocked at the network | ayer

G ven that the primary goal of this specification is to prevent
passive attacks, these are not critical failings (especially
considering the alternative - HITP over cleartext). However, a
nmodest form of protection against active attacks can be provided for
clients on subsequent connections.

When an alternate service is able to commit to providing service for
a particular origin over TLS for a bounded period of tinme, clients
can choose to rely upon its avilability, failing when it cannot be
contacted. FEffectively, this nakes the alternative service "sticky"
in the client.

One drawback with this approach is that clients need to strongly
authenticate the alternative service to act upon such a conmtnent;
otherw se, an attacker could create a persistent denial of service.

5.1. The HITP-TLS Header Field

A alternative service can nake this conmmitnent by sending a "HITP-
TLS" header field:

HTTP- TLS = 1#paraneter

When it appears in a HTTP response froma strongly authenticated
alternative service, this header field indicates that the
availability of the origin through TLS-protected alternative services
is "sticky", and that the client MJUST NOT fall back to cleartext
protocols while this information is considered fresh

For exanpl e:
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5.

6

HTTP/ 1.1 200 K

Cont ent - Type: text/htm
Cache-Control : 600

Age: 30

Date: Thu, 1 May 2014 16:20: 09 GMVIr
HTTP-TLS: nma=3600

Note that the commitnment is not bound to a particular alternative
service; clients SHOULD use other alternative services that they
becone aware of, as long as the requirenents regardi ng aut hentication
and avoi dance of cleartext protocols are net.

When this header field appears in a response, clients MJST strongly
authenticate the alternative service, as described in Section 3.1 of
[ RFC2818], noting the additional requirenments in
[I-D.ietf-httpbis-alt-svc]. The header field MJST be ignored if
strong authentication fails.

Persisted informati on expires after a period deternined by the val ue
of the "ma" paraneter. See Section 4.2.3 of
[I-D.ietf-httpbis-p6-cache] for details of determ ning response age.

ma- par anet er = del t a- seconds

Requests for an origin that has a persisted, unexpired value for
"HTTP-TLS" MJST fail if they cannot be nade over an authenticated TLS
connecti on.

2. Operational Considerations

To avoid situations where a persisted value of "HITP-TLS" causes a
client to be unable to contact a site, clients SHOULD |limt the tine
that a value is persisted for a given origin. A hard linmt mght be
set to anmonth. Alower lint night be appropriate for initial
observations of "HTTP-TLS"; the certainty that a site has set a
correct value - and the corresponding limt on persistence - can
increase as the value is seen nore over tine.

Once a server has indicated that it will support authenticated TLS, a
client MAY use key pinning [I-D.ietf-websec-key-pinning] or any other
mechani smthat woul d ot herwi se be restricted to use with HTTPS URl s,
provi ded that the mechani smcan be restricted to a single HITP
origin.

Security Considerations
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1.

Security Indicators

User Agents MJUST NOT provide any special security indicia when an
"http" resource is acquired using TLS. In particular, indicators
that m ght suggest the sanme |level of security as "https" MJST NOT be
used (e.g., using a "lock device").

Downgr ade Attacks

A downgrade attack against the negotiation for TLS is possible. Wth
the "HTTP-TLS" header field, this is limted to occasions where
clients have no prior information (see Section 6.3), or when

persi sted conmtnments have expired

For exanpl e, because the "Alt-Svc" header field
[I-D.ietf-httpbis-alt-svc] likely appears in an unauthenticated and
unencrypted channel, it is subject to downgrade by network attackers.
Inits sinplest form an attacker that wants the connection to remain
in the clear need only strip the "Al't-Svc" header field from
responses.

As long as a client is willing to use cleartext TCP to contact a
server, these attacks are possible. The "HTTP-TLS" header field
provi des an inperfect mechanismfor establishing a conmmitnment. The
advantage is that this only works if a previous connection is

est abli shed where an active attacker was not present. A continuously
present active attacker can either prevent the client fromever using
TLS, or offer a self-signed certificate. This would prevent the
client fromever seeing the "HTTP-TLS" header field, or if the header
field is seen, fromsuccessfully validating and persisting it.

Privacy Consi derations

Clients that persist state for origins can be tracked over tinme based
on their use of this information. Persisted information can be
cleared to reduce the ability of servers to track clients. A browser
client MJUST clear persisted all alternative service information when
clearing other origin-based state (i.e., cookies).
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