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Abstract
The Hypertext Transfer Protocol (HTTP) is a stateless application-
| evel protocol for distributed, collaborative, hypertext information
systens. This docunent defines range requests and the rules for
constructing and conbi ni ng responses to those requests.

Edi

torial Note (To be renoved by RFC Editor)

Di scussion of this draft takes place on the HTTPBI S wor ki ng group
mailing list (ietf-http-wg@®3.org), which is archived at
<http://lists.w3.org/Archives/Public/ietf-http-wgy/>.

The current issues list is at
<http://tools.ietf.org/wy/httpbis/trac/report/3> and rel at ed
docunents (including fancy diffs) can be found at
<http://tools.ietf.org/ wy/httpbis/>.

The changes in this draft are sumarized in Appendix E. 2.
Status of This Menp

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 10, 2014.
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10, 2008. The person(s) controlling the copyright in some of this
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1.

1.

1.

I nt roducti on

Hypertext Transfer Protocol (HTTP) clients often encounter
interrupted data transfers as a result of cancel ed requests or
dropped connections. Wen a client has stored a partia
representation, it is desirable to request the renai nder of that
representation in a subsequent request rather than transfer the
entire representation. Likew se, devices with linted |ocal storage
m ght benefit frombeing able to request only a subset of a |arger
representation, such as a single page of a very |large docunent, or

t he di nensi ons of an enbedded i nage.

Thi s docunment defines HTTP/ 1.1 range requests, partial responses, and
the multipart/byteranges nmedia type. Range requests are an OPTI ONAL
feature of HITP, designed so that recipients not inplementing this
feature (or not supporting it for the target resource) can respond as
if it is a normal GET request without inpacting interoperability.
Partial responses are indicated by a distinct status code to not be
m staken for full responses by caches that m ght not inplenment the
feature.

Al t hough the range request nechanismis designed to allow for
extensi bl e range types, this specification only defines requests for
byte ranges.

1. Conformance and Error Handling

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Conformance criteria and considerations regarding error handling are
defined in Section 2.5 of [Part1].

2. Syntax Notation

This specification uses the Augnented Backus- Naur Form ( ABNF)
notation of [RFC5234] with a list extension, defined in Section 7 of
[Part1l], that allows for conpact definition of conma-separated lists
using a '# operator (simlar to howthe '*' operator indicates
repetition). Appendix C describes rules inported from ot her
docunents. Appendi x D shows the collected granmar with all 1ist
operators expanded to standard ABNF notation

Range Units

A representation can be partitioned into subranges according to
various structural units, depending on the structure inherent in the
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representation’s nedia type. This "range unit" is used in the
Accept - Ranges (Section 2.3) response header field to advertise
support for range requests, the Range (Section 3.1) request header
field to delineate the parts of a representation that are requested,
and the Content-Range (Section 4.2) payl oad header field to describe
which part of a representation is being transferred.

range- unit = bytes-unit / other-range-unit
2.1. Byte Ranges

Since representation data is transferred in payl oads as a sequence of
octets, a byte range is a neaningful substructure for any
representation transferable over HTTP (Section 3 of [Part2]). The
"bytes” range unit is defined for expressing subranges of the data’s
octet sequence.

byt es- uni t = "bytes"

A byte range request can specify a single range of bytes, or a set of
ranges within a single representation.

byt e-ranges-specifier = bytes-unit "=" byte-range-set

byt e-range-set = 1#( byte-range-spec / suffix-byte-range-spec )
byt e-range-spec = first-byte-pos "-" [ |ast-byte-pos ]
first-byte-pos = 1*DIGAT

| ast - byt e- pos =1*DAT

The first-byte-pos value in a byte-range-spec gives the byte-offset
of the first byte in a range. The | ast-byte-pos val ue gives the
byte-offset of the last byte in the range; that is, the byte
positions specified are inclusive. Byte offsets start at zero.
Exanpl es of byte-ranges-specifier val ues:
o The first 500 bytes (byte offsets 0-499, inclusive):

byt es=0- 499
0 The second 500 bytes (byte offsets 500-999, inclusive):

byt es=500- 999

A byte-range-spec is invalid if the |last-byte-pos value is present
and | ess than the first-byte-pos.

Aclient can linmt the nunber of bytes requested w thout know ng the
size of the selected representation. |If the |ast-byte-pos value is
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absent, or if the value is greater than or equal to the current

I ength of the representation data, the byte range is interpreted as
the remai nder of the representation (i.e., the server replaces the
val ue of | ast-byte-pos with a value that is one I ess than the current
I ength of the selected representation).

A client can request the last N bytes of the selected representation
usi ng a suffix-byte-range-spec.

suffix-byte-range-spec = "-" suffix-length
suffix-length = 1*DIGA T

If the selected representation is shorter than the specified suffix-
I ength, the entire representation is used.

Addi tional exanples, assuning a representation of |ength 10000:
o The final 500 bytes (byte offsets 9500-9999, inclusive):
byt es=-500
O:
byt es=9500-
o The first and | ast bytes only (bytes 0 and 9999):
byt es=0-0, -1

0 Oher valid (but not canonical) specifications of the second 500
bytes (byte offsets 500-999, inclusive):

byt es=500- 600, 601- 999
byt es=500- 700, 601- 999

If a valid byte-range-set includes at |east one byte-range-spec with
a first-byte-pos that is less than the current length of the
representation, or at |east one suffix-byte-range-spec with a non-
zero suffix-length, then the byte-range-set is satisfiable.

O herwi se, the byte-range-set is unsatisfiable.

In the byte range syntax, first-byte-pos, |ast-byte-pos, and suffix-
I ength are expressed as decimal nunber of octets. Since there is no
predefined limt to the length of a payl oad, recipients MIST
anticipate potentially | arge deci mal nunmeral s and prevent parsing
errors due to integer conversion overfl ows.
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2

2

3.

3.

2. Oher Range Units

Range units are intended to be extensible. New range units ought to
be registered with | ANA, as defined in Section 5.1

ot her-range-unit = token
3. Accept - Ranges

The "Accept-Ranges" header field allows a server to indicate that it
supports range requests for the target resource.

Accept - Ranges
accept abl e-ranges

accept abl e-ranges
1#range-unit / "none"

An origin server that supports byte-range requests for a given target
resource MAY send

Accept - Ranges: bytes
to indicate what range units are supported. A client MAY generate
range requests w thout having received this header field for the
resource involved. Range units are defined in Section 2

A server that does not support any kind of range request for the
target resource MAY send

Accept - Ranges: none
to advise the client not to attenpt a range request.

Range Requests
1. Range
The "Range" header field on a GET request nodifies the method
semantics to request transfer of only one or nore subranges of the
sel ected representation data, rather than the entire sel ected
representation data.

Range = byte-ranges-specifier / other-ranges-specifier

ot her-ranges-specifier = other-range-unit " ot her -range- set
ot her-range-set = 1*VCHAR

A server MAY ignore the Range header field. However, origin servers
and i nternedi ate caches ought to support byte ranges when possibl e,
since Range supports efficient recovery frompartially fail ed
transfers and partial retrieval of large representations. A server
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MUST i gnore a Range header field received with a request nethod ot her
t han CET.

An origin server MIST ignore a Range header field that contains a
range unit it does not understand. A proxy MAY discard a Range
header field that contains a range unit it does not understand.

A server that supports range requests MAY ignore or reject a Range
header field that consists of nore than two overl appi ng ranges, or a
set of many snall ranges that are not listed in ascendi ng order
since both are indications of either a broken client or a deliberate
deni al of service attack (Section 6.1). A client SHOULD NOT request
mul ti ple ranges that are inherently less efficient to process and
transfer than a single range that encompasses the sane data.

A client that is requesting nmultiple ranges SHOULD |i st those ranges
in ascendi ng order (the order in which they would typically be
received in a conplete representation) unless there is a specific
need to request a later part earlier. For exanple, a user agent
processing a large representation with an internal catal og of parts
m ght need to request later parts first, particularly if the
representation consists of pages stored in reverse order and the user
agent wishes to transfer one page at a tine.

The Range header field is evaluated after evaluating the precondition
header fields defined in [Part4], and only if the result in absence
of the Range header field would be a 200 (OK) response. |In other
words, Range is ignored when a conditional GET would result in a 304
(Not Modified) response.

The 1f-Range header field (Section 3.2) can be used as a precondition
to applying the Range header field.

If all of the preconditions are true, the server supports the Range
header field for the target resource, and the specified range(s) are
valid and satisfiable (as defined in Section 2.1), the server SHOULD
send a 206 (Partial Content) response with a payl oad containing one
or nore partial representations that correspond to the satisfiable
ranges requested, as defined in Section 4.

If all of the preconditions are true, the server supports the Range
header field for the target resource, and the specified range(s) are
invalid or unsatisfiable, the server SHOULD send a 416 (Range Not
Sati sfiable) response.

Fielding, et al. Expi res August 10, 2014 [ Page 8]



Internet-Draft HTTP/ 1. 1 Range Requests February 2014

3.2. If-Range

If aclient has a partial copy of a representation and wi shes to have
an up-to-date copy of the entire representation, it could use the
Range header field with a conditional CGET (using either or both of

| f-Unnodified-Since and If-Match.) However, if the precondition
fails because the representati on has been nodified, the client would
then have to make a second request to obtain the entire current
representation.

The "If-Range" header field allows a client to "short-circuit" the
second request. Informally, its neaning is: if the representation is
unchanged, send nme the part(s) that | amrequesting in Range;
otherwi se, send me the entire representation

If-Range = entity-tag / HITP-date

A client MJUST NOT generate an |f-Range header field in a request that
does not contain a Range header field. A server MJST ignore an If-
Range header field received in a request that does not contain a
Range header field. An origin server MIST ignore an |f-Range header
field received in a request for a target resource that does not
support Range requests.

A client MJUST NOT generate an |f-Range header field containing an
entity-tag that is marked as weak. A client MJST NOT generate an If-
Range header field containing an HITP-date unless the client has no
entity-tag for the corresponding representation and the date is a
strong validator in the sense defined by Section 2.2.2 of [Part4].

A server that evaluates an |f-Range precondition MJST use the strong
compari son function when conparing entity-tags (Section 2.3.2 of
[Part4]) and MJST evaluate the condition as false if an HITP-date
validator is provided that is not a strong validator in the sense
defined by Section 2.2.2 of [Part4]. A valid entity-tag can be

di stinguished froma valid HITP-date by exanining the first two
characters for a DQUOTE.

If the validator given in the |If-Range header field matches the
current validator for the selected representation of the target
resource, then the server SHOULD process the Range header field as
requested. |If the validator does not match, the server MJST ignore
the Range header field. Note that this conparison by exact match,

i ncludi ng when the validator is an HITP-date, differs fromthe
"earlier than or equal to" conparison used when evaluating an If-
Unnodi fi ed- Si nce condi tional
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4. Responses to a Range Request
4.1. 206 Partial Content

The 206 (Partial Content) status code indicates that the server is
successfully fulfilling a range request for the target resource by
transferring one or nore parts of the selected representation that
correspond to the satisfiable ranges found in the request’s Range
header field (Section 3.1).

If a single part is being transferred, the server generating the 206
response MJUST generate a Content-Range header field, describing what
range of the selected representation is enclosed, and a payl oad
consisting of the range. For exanple:

HTTP/ 1.1 206 Partial Content

Date: Wed, 15 Nov 1995 06: 25:24 GMI
Last- Modi fied: Wed, 15 Nov 1995 04:58: 08 GMVIr
Cont ent - Range: bytes 21010-47021/ 47022
Content - Lengt h: 26012

Cont ent - Type: inage/gif

26012 bytes of partial inmage data ..

If multiple parts are being transferred, the server generating the
206 response MJST generate a "multi part/byteranges" payl oad, as
defined in Appendix A and a Content-Type header field containing the
mul ti part/byteranges nmedia type and its required boundary paraneter.
To avoid confusion with single part responses, a server MJST NOT
generate a Content-Range header field in the HTTP header section of a
mul tiple part response (this field will be sent in each part

i nst ead) .

Wthin the header area of each body part in the nultipart payl oad,
the server MUST generate a Content-Range header field corresponding
to the range being enclosed in that body part. |If the selected
representati on would have had a Content-Type header field in a 200
(OK) response, the server SHOULD generate that sane Content-Type
field in the header area of each body part. For exanple:
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HTTP/ 1.1 206 Partial Content

Date: Wed, 15 Nov 1995 06:25:24 GMTI

Last-Modified: Wed, 15 Nov 1995 04:58: 08 GMI

Content-Length: 1741

Content - Type: rmulti part/byteranges; boundary=TH S _STRI NG _SEPARATES

- - THI S_STRI NG_SEPARATES
Cont ent - Type: application/ pdf
Cont ent - Range: bytes 500- 999/ 8000

...the first range..

--TH S_STRI NG_SEPARATES
Cont ent - Type: application/ pdf
Cont ent - Range: bytes 7000- 7999/ 8000

...the second range
--TH S_STRI NG_SEPARATES- -

When nultiple ranges are requested, a server MAY coal esce any of the
ranges that overlap, or that are separated by a gap that is smaller
than the overhead of sending nultiple parts, regardl ess of the order
in which the correspondi ng byte-range-spec appeared in the received
Range header field. Since the typical overhead between parts of a
mul ti part/ byteranges payload is around 80 bytes, depending on the
sel ected representation’s nmedia type and the chosen boundary
paraneter length, it can be less efficient to transfer many small
disjoint parts than it is to transfer the entire selected
representation.

A server MJST NOT generate a nultipart response to a request for a
single range, since a client that does not request nultiple parts

m ght not support nultipart responses. However, a server MNAY
generate a nultipart/byteranges payload with only a single body part
if multiple ranges were requested and only one range was found to be
satisfiable or only one range remai ned after coalescing. A client
that cannot process a nultipart/byteranges response MJST NOT generate
a request that asks for nultiple ranges.

When a multipart response payload is generated, the server SHOULD
send the parts in the sanme order that the correspondi ng byte-range-
spec appeared in the received Range header field, excluding those
ranges that were deened unsatisfiable or that were coal esced into
other ranges. A client that receives a nultipart response MJST

i nspect the Content-Range header field present in each body part in
order to determ ne which range is contained in that body part; a
client cannot rely on receiving the sane ranges that it requested,
nor the sane order that it requested.
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When a 206 response is generated, the server MJST generate the

foll owi ng header fields, in addition to those required above, if the
field woul d have been sent in a 200 (OK) response to the same
request: Date, Cache-Control, ETag, Expires, Content-Location, and
Vary.

If a 206 is generated in response to a request with an If-Range
header field, the sender SHOULD NOT generate other representation
header fields beyond those required above, because the client is
understood to al ready have a prior response containing those header
fields. Oherw se, the sender MJST generate all of the
representation header fields that would have been sent in a 200 (OK)
response to the same request.

A 206 response is cacheable by default; i.e., unless otherw se
i ndi cated by explicit cache controls (see Section 4.2.2 of [Part6]).

4.2. Content-Range

The "Content-Range" header field is sent in a single part 206
(Partial Content) response to indicate the partial range of the

sel ected representation encl osed as the nessage payl oad, sent in each
part of a nultipart 206 response to indicate the range encl osed

wi thin each body part, and sent in 416 (Range Not Sati sfi able)
responses to provide information about the sel ected representation

Cont ent - Range = byt e-content-range
ot her - cont ent -r ange

byt e-content-range = bytes-unit SP
( byte-range-resp / unsati sfied-range )

byt e-range-resp
byt e-range
unsati sfi ed-range

byte-range "/" ( conplete-length / "*" )
first-byte-pos "-" | ast-byte-pos
"*/" conpl ete-length

*DIadT

conpl ete-length

ot her - cont ent - r ange
ot her-range-resp

= ot her-range-unit SP ot her-range-resp

= *CHAR

If a 206 (Partial Content) response contains a Content-Range header
field with a range unit (Section 2) that the recipient does not
understand, the recipient MIJST NOT attenpt to reconbine it with a
stored representation. A proxy that receives such a nessage SHOULD
forward it downstream

For byte ranges, a sender SHOULD i ndicate the conplete I ength of the
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representation fromwhich the range has been extracted, unless the
complete length is unknown or difficult to determ ne. An asterisk
character ("*") in place of the conplete-length indicates that the
representation | ength was unknown when the header field was
gener at ed.

The followi ng exanple illustrates when the conplete length of the
sel ected representation is known by the sender to be 1234 bytes:

Cont ent - Range: bytes 42-1233/ 1234

and this second exanple illustrates when the conplete length is
unknown:

Cont ent - Range: bytes 42-1233/*

A Content-Range field value is invalid if it contains a byte-range-
resp that has a last-byte-pos value less than its first-byte-pos
val ue, or a conplete-length value |less than or equal to its |ast-
byt e-pos value. The recipient of an invalid Content-Range MJST NOT
attenpt to reconbine the received content with a stored
representation.

A server generating a 416 (Range Not Satisfiable) response to a byte
range request SHOULD send a Content-Range header field with an
unsati sfi ed-range value, as in the foll owi ng exanple:

Cont ent - Range: bytes */ 1234

The conplete-length in a 416 response indicates the current |ength of
the selected representation

The " Content-Range" header field has no neaning for status codes that
do not explicitly describe its semantic. For this specification

only the 206 (Partial Content) and 416 (Range Not Satisfiable) status
codes describe a meaning for Content-Range.

The followi ng are exanpl es of Content-Range values in which the
sel ected representation contains a total of 1234 bytes:

o The first 500 bytes:
Cont ent - Range: bytes 0-499/1234
o The second 500 bytes:

Cont ent - Range: bytes 500-999/ 1234
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o0 Al except for the first 500 bytes:
Cont ent - Range: bytes 500-1233/1234
o The last 500 bytes:
Cont ent - Range: bytes 734-1233/1234
4.3. Conbi ni ng Ranges

A response might transfer only a subrange of a representation if the
connection closed prematurely or if the request used one or nore
Range specifications. After several such transfers, a client mght
have recei ved several ranges of the sane representation. These
ranges can only be safely conbined if they all have in conmon the
same strong validator (Section 2.1 of [Part4]).

A client that has received nultiple partial responses to CET requests
on a target resource MAY conbi ne those responses into a | arger
continuous range if they share the same strong validator.

If the nost recent response is an inconplete 200 (OK) response, then
the header fields of that response are used for any conbi ned response
and repl ace those of the matching stored responses.

If the nost recent response is a 206 (Partial Content) response and
at | east one of the matching stored responses is a 200 (OK), then the
conbi ned response header fields consist of the nbost recent 200
response’s header fields. |If all of the matching stored responses
are 206 responses, then the stored response with the nost recent
header fields is used as the source of header fields for the conbined
response, except that the client MJST use ot her header fields
provided in the new response, aside from Content-Range, to repl ace
all instances of the correspondi ng header fields in the stored
response.

The conbi ned response nessage body consists of the union of partia
content ranges in the new response and each of the sel ected
responses. |If the union consists of the entire range of the
representation, then the client MJST process the conbi ned response as
if it were a conplete 200 (OK) response, including a Content-Length
header field that reflects the conplete length. Oherw se, the
client MUST process the set of continuous ranges as one of the
followi ng: an inconplete 200 (OK) response if the conbi ned response
is a prefix of the representation, a single 206 (Partial Content)
response containing a nultipart/byteranges body, or nultiple 206
(Partial Content) responses, each with one continuous range that is
i ndi cated by a Content-Range header field.
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4.4.

5.

5.

5.

1.

1.

416 Range Not Sati sfiable

The 416 (Range Not Satisfiable) status code indicates that none of
the ranges in the request’s Range header field (Section 3.1) overlap
the current extent of the selected resource or that the set of ranges
requested has been rejected due to invalid ranges or an excessive
request of small or overl appi ng ranges.

For byte ranges, failing to overlap the current extent neans that the
first-byte-pos of all of the byte-range-spec values were greater than
the current length of the selected representation. Wen this status
code is generated in response to a byte range request, the sender
SHOULD generate a Content-Range header field specifying the current

I ength of the selected representation (Section 4.2).

For exanpl e:

HTTP/ 1.1 416 Range Not Sati sfiable
Date: Fri, 20 Jan 2012 15:41:54 GMI
Cont ent - Range: bytes */47022

Not e: Because servers are free to ignore Range, nany

i mpl ementations will sinply respond with the entire sel ected
representation in a 200 (OK) response. That is partly because
nmost clients are prepared to receive a 200 (OK) to conplete the
task (albeit less efficiently) and partly because clients night
not stop making an invalid partial request until they have
received a conplete representation. Thus, clients cannot depend
on receiving a 416 (Range Not Satisfiable) response even when it
is nost appropriate.

| ANA Consi derations

Range Unit Registry
The HTTP Range Unit Registry defines the name space for the range
unit nanes and refers to their corresponding specifications. The
registry will be created and mai ntai ned at (the suggested URI)
<http://ww. i ana. or g/ assi gnment s/ ht t p- par anet er s>
1. Procedure
Regi stration of an HTTP Range Unit MJST include the follow ng fields:

o Nane

0 Description

Fielding, et al. Expi res August 10, 2014 [ Page 15]



Internet-Draft HTTP/ 1. 1 Range Requests February 2014

0 Pointer to specification text

Val ues to be added to this nane space require | ETF Review (see
[ RFC5226], Section 4.1).

5.1.2. Registrations

The initial HTTP Range Unit Registry shall contain the registrations

bel ow

. . . +
| Range Unit | Description | Reference [
| Nane I I I
o m e e oo o - o m e e e e e e e e e e e e e e e e e e e o m e e oo o - +
| bytes | a range of octets | Section 2.1 |
| none | reserved as keyword, indicating no | Section 2.3 |
| | ranges are supported | |
. T . +
The change controller is: "IETF (iesg@etf.org) - Internet

Engi neeri ng Task Force".
5.2. Status Code Registration
The HTTP Status Code Registry |ocated at

<http://ww.iana. org/ assi gnment s/ htt p-status-codes> shall be updated
with the registrations bel ow

I S . +
| Value | Description | Reference [
oo - T . +
| 206 | Partial Content | Section 4.1 |
| 416 | Range Not Satisfiable | Section 4.4 |
Fom oo - o e e e e e e e e ao oo e e e - +

5.3. Header Field Registration

HTTP header fields are registered within the Message Header Field
Regi stry mai ntai ned at <http://ww. i ana. org/assi gnnents/
nmessage- header s/ nessage- header - i ndex. ht m >.

Thi s docunent defines the followi ng HTTP header fields, so their

associ ated registry entries shall be updated according to the
per manent registrations bel ow (see [BCP90]):
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Fom e e e e oo [ R [ R o m e +
| Header Field Name | Protocol | Status | Reference |
B Fom e - Fom e - TSRS +
| Accept-Ranges | http | standard | Section 2.3 |
| Content - Range | http | standard | Section 4.2 |
| I'f-Range | http | standard | Section 3.2 |
| Range | http | standard | Section 3.1 |
) Fomm e e e o - Fomm e e e o - o m e e oo o - +
The change controller is: "IETF (iesg@etf.org) - Internet

Engi neeri ng Task Force".
5.4. Internet Media Type Registration

I ANA maintains the registry of Internet nmedia types [BCP13] at
<http://ww.iana. or g/ assi gnment s/ nedi a-t ypes>.

Thi s docunent serves as the specification for the Internet nedia type
"mul tipart/byteranges". The following is to be registered with | ANA

5.4.1. Internet Media Type multipart/byteranges
Type nane: nmultipart
Subt ype nane: byteranges
Required paraneters: boundary
Optional paraneters: NA

Encodi ng considerations: only "7bit", "8bit", or "binary" are
permtted

Security considerations: see Section 6
Interoperability considerations: NA
Publ i shed specification: This specification (see Appendix A).

Applications that use this nedia type: HITP conponents supporting
mul tiple ranges in a single request.

Fragrment identifier considerations: NA

Addi tional information:
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Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA

File extension(s): NA

Maci ntosh file type code(s): NA

Person and enmnil address to contact for further information: See
Aut hors Secti on.

I ntended usage: COMVON
Restrictions on usage: NA
Aut hor: See Authors Section
Change controller: |ESG

6. Security Considerations
This section is neant to i nform devel opers, infornation providers,
and users of known security concerns specific to the HTTP range
request mechani snms. More general security considerations are
addressed in HTTP nessaging [Partl] and semantics [Part2].

6.1. Denial of Service Attacks using Range
Unconstrained nultiple range requests are susceptible to denial of
servi ce attacks because the effort required to request many
over | appi ng ranges of the sanme data is tiny conpared to the tine,
menory, and bandw dth consumed by attenpting to serve the requested
data in many parts. Servers ought to ignore, coal esce, or reject
egregi ous range requests, such as requests for nore than two
overl apping ranges or for many small ranges in a single set,
particularly when the ranges are requested out of order for no
apparent reason. Miltipart range requests are not designed to
support random access.

7. Acknow edgnents
See Section 10 of [Partl].
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May 2008.
Appendi x A.  Internet Media Type mnultipart/byteranges

When a 206 (Partial Content) response nessage includes the content of
mul tiple ranges, they are transnmitted as body parts in a nultipart
message body ([ RFC2046], Section 5.1) with the media type of

"mul tipart/byteranges"

The mnul tipart/byteranges nedia type includes one or nore body parts,
each with its own Content-Type and Content-Range fields. The

requi red boundary paraneter specifies the boundary string used to
separate each body part.

| mpl enent ati on Not es:

1. Additional CRLFs night precede the first boundary string in the
body.

2. Although [RFC2046] permts the boundary string to be quoted, sone
exi sting inplenentati ons handl e a quoted boundary string
i ncorrectly.

3. A nunber of clients and servers were coded to an early draft of
t he byteranges specification that used a nedia type of nultipart/
Xx- byt eranges, which is alnmpst (but not quite) conpatible with
this type.

Despite the nanme, the "nultipart/byteranges" nedia type is not
limted to byte ranges. The follow ng exanpl e uses an "exanpl eunit"
range unit:

HTTP/ 1.1 206 Partial Content

Date: Tue, 14 Nov 1995 06: 25:24 GMI

Last- Modi fied: Tue, 14 July 04:58:08 GV

Content-Length: 2331785

Cont ent - Type: rmulti part/byteranges; boundary=TH S_STRI NG_SEPARATES

--TH S_STRI NG_SEPARATES
Cont ent - Type: vi deo/ exanpl e
Cont ent - Range: exanpl eunit 1.2-4.3/25

...the first range..

--TH S_STRI NG_SEPARATES

Cont ent - Type: vi deo/ exanpl e
Cont ent - Range: exanpl eunit 11.2-14.3/25

...the second range
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--TH S_STRI NG_SEPARATES- -
Appendi x B. Changes from RFC 2616
Servers are given nore |l eeway in how they respond to a range request,
in order to mtigate abuse by malicious (or just greedy) clients.
(Section 3.1)

A weak validator cannot be used in a 206 response. (Section 4.1)

The Cont ent-Range header field only has neani ng when the status code
explicitly defines its use. (Section 4.2)

This specification introduces a Range Unit Registry. (Section 5.1)
mul ti part/ byteranges can consist of a single part. (Appendix A)
Appendi x C. | nported ABNF

The following core rules are included by reference, as defined in
Appendi x B.1 of [RFC5234]: ALPHA (letters), CR (carriage return),
CRLF (CR LF), CTL (controls), DIGAT (decinmal 0-9), DQOTE (doubl e
quote), HEXDI G (hexadeci mal 0-9/A-F/a-f), LF (line feed), OCTET (any
8-bit sequence of data), SP (space), and VCHAR (any visible US-ASClI
character).

Note that all rules derived fromtoken are to be conpared case-
insensitively, |like range-unit and acceptabl e-ranges.

The rul es below are defined in [Partl]:

Ons
t oken

<OWN5, defined in [Partl], Section 3.2.3>
<t oken, defined in [Partl], Section 3.2.6>

The rules bel ow are defined in other parts:

HTTP-dat e
entity-tag

<HTTP-date, defined in [Part2], Section 7.1.1.1>
<entity-tag, defined in [Part4], Section 2.3>

Appendi x D. Col | ected ABNF

In the collected ABNF below, list rules are expanded as per Section
1.2 of [Partl].
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Accept - Ranges = accept abl e-ranges

Cont ent - Range = byte-content-range / other-content-range
HTTP-date = <HTTP-date, defined in [Part2], Section 7.1.1.1>
If-Range = entity-tag / HITP-date

OA5 = <ON5, defined in [Partl], Section 3.2.3>

Range = byte-ranges-specifier / other-ranges-specifier

acceptable-ranges = ( *( "," OA5 ) range-unit *( O "," [ OAS
range-unit ] ) ) / "none"

byt e-content-range = bytes-unit SP ( byte-range-resp /
unsati sfi ed-range )

byte-range = first-byte-pos | ast - byt e- pos

byt e-range-resp = byte-range "/" ( conplete-length / "*" )

byte-range-set = *( "," OA5 ) ( byte-range-spec /
suffix-byte-range-spec ) *( OA5 "," [ OA5 ( byte-range-spec /
suffix-byte-range-spec ) ] )

byt e-range-spec = first-byte-pos "-" [ |ast-byte-pos ]

byt e-ranges-specifier = bytes-unit "=" byte-range-set
bytes-unit = "bytes"

complete-length = 1*DIA T

entity-tag = <entity-tag, defined in [Part4], Section 2.3>
first-byte-pos = 1*DIA T

| ast-byte-pos = 1*DIA T

ot her-content-range = other-range-unit SP ot her-range-resp

ot her-range-resp = *CHAR

ot her-range-set = 1*VCHAR

ot her-range-unit = token

ot her-ranges-specifier = other-range-unit "=" other-range-set
range-unit = bytes-unit / other-range-unit

suf fix-byte-range-spec = "-" suffix-length
suffix-length = 1*DIG T

token = <token, defined in [Partl], Section 3.2.6>

unsatisfied-range = "*/" conplete-length
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Appendi x E.  Change Log (to be renoved by RFC Editor before publication)

Changes up to the I ETF Last Call draft are summarized in <http://
tools.ietf.org/htm/draft-ietf-httpbis-p5-range-24#appendi x- E>

E.1. Since draft-ietf-httpbis-p5-range-24
Cl osed i ssues:

0 <http://tools.ietf.org/wy/ httpbis/trac/ticket/506>: "APPSDI R
review of draft-ietf-httpbis-p5-range-24"

o0 <http://tools.ietf.org/wg/httpbis/trac/ticket/507> "integer val ue
par si ng"

0 <http://tools.ietf.org/wg/httpbis/trac/ticket/508>: "broken
sentence in description of 206"

E.2. Since draft-ietf-httpbis-p5-range-25
Ol osed i ssues:

0 <http://tools.ietf.org/wg/httpbis/trac/ticket/526>: "check nedi a
type registration tenpl ates"”

0 <http://tools.ietf.org/wg/httpbis/trac/ticket/527>: "use of CHAR
for other-range-set”

0 <http://tools.ietf.org/wy/httpbis/trac/ticket/538>: "add
"stateless’ to Abstract"

o0 <http://tools.ietf.org/wg/httpbis/trac/ticket/542>: "inprove
i ntroduction of list rule”

0 <http://tools.ietf.org/wg/httpbis/trac/ticket/549>. "augnent
security considerations with pointers to current research"

I ndex
2
206 Partial Content (status code) 10
4
416 Range Not Satisfiable (status code) 15
A

Accept - Ranges header field 7
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C
Cont ent - Range header field 12

G
G anmmar

Accept - Ranges 7
accept abl e-ranges 7
byt e-content-range 12
byte-range 12
byt e-range-resp 12
byt e-range-set 5
byt e-range-spec 5
byt e-ranges-specifier 5
bytes-unit 5
compl ete-length 12
Cont ent - Range 12
first-byte-pos 5
If-Range 9
| ast-byte-pos 5
ot her-content-range 12
ot her-range-resp 12
other-range-unit 5, 7
Range 7
range-unit 5
ranges-specifier 5
suf fi x-byte-range-spec 6
suffix-length 6
unsati sfied-range 12

| f- Range header field 9

Medi a Type

mul ti part/byteranges 17, 20

mul ti part/x-byteranges 20
mul ti part/byteranges Media Type 17, 20
mul ti part/x-byteranges Media Type 20

Range header field 7
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