Net wor k Wor ki ng Group D. Saucez

I nternet-Draft I NRI A
I ntended status: |nformational L. lannone
Expires: April 24, 2014 Tel ecom Pari sTech

O. Bonaventure
Uni versite catholique de Louvain
Cct ober 21, 2013

LI SP Threats Anal ysis
draft-ietf-lisp-threats-08.txt

Abst ract

Thi s docunment proposes a threat analysis of the Locator/ldentifier
Separation Protocol (LISP) if deployed in the Internet.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 24, 2014.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Saucez, et al. Expires April 24, 2014 [ Page 1]



Internet-Draft LI SP Threats

Tabl e of Contents

PwONE

".@90.\‘9’

0.

bl

PhrAABRPONE

bl e

I ntroduction -
On-path Attackers . . . . . . . . . . . .
Of-Path Attackers: Reference Environnent
Attack vectors . . .

Configured El Dto RLOC rrappl ngs .
El D-t o- RLOC Cache . .
At tacks using the data- plane .
1. Attacks not |everaging on the LISP header
2. Attacks |leveraging on the LISP header
Attacks using the control-plane . .
1. Attacks with Map- Request nessages .
2. Attacks with Map- Reply nessages .
3. Attacks with Map-Regi ster nessages
4, Attacks with Map- Not|fy messages
Attack categories . .
I ntrusion . .o
1.1. Description .
1.2. \Vectors . .
Deni al of SerV|ce (DoS)
.1. Description . .
.2. \Vectors
Subver si on
1.
2.

ww

Descri ption .
Vectors .

Note on privacy . .

I ANA Consi derations .
Security Considerations .
Acknowl edgrent s .

Ref er ences

SEGESRS RS ENE RN

. 3.
. 3.

10. 1. Nor mati ve Ref erences .

10.2. Infornmtive References .
Appendi x A, Docunent Change Log
Aut hors’ Addr esses .o

1. Introduction

The
The

t he

security in LISP than in Internet today (e.qg.,

The
t he

Saucez,

Cct ober 2013

OO IO WN

Locator/1 D Separation Protocol (LISP) is defined in [ RFC6830].
present docunent assesses the security level and identifies
security threats in the LISP specification if LISP is deployed in the
Internet (i.e., a public non-trustable environnment).
performed anal ysis, the docunent discusses the severity of the
threats and proposes recommendations to reach the sane | evel of

As a result of

wi t hout LI SP)

docunent is conposed of three nain parts: the first discussing
LI SP dat a- pl ane; while the second discussing the LISP control -
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pl ane. The final part sunmarizes the recommendations to prevent the
identified threats.

The LI SP dat a- pl ane consi sts of LISP packet encapsul ation
decapsul ati on, and forwardi ng and includes the map cache data
structures used to performthese operations.

The LI SP control -plane consists in the mapping distribution system
whi ch can be one of the mapping distribution systens proposed so far
(e.g., [RFC6830], [I-D.ietf-lisp-ddt], [RFC6836], [RFC6833],

[1-D. meyer-1lisp-cons], and [ RFC6837]), and the Map- Request, Map-
Reply, Map-Register, and Map-Notification nmessages

Thi s docunment does not consider all the possible uses of LISP as

di scussed in [RFC6830]. The docunment focuses on LISP unicast,
including as well LISP Interworking [ RFC6832], LISP-MS [ RFC6833], and
LI SP Map- Versi oni ng [ RFC6834]. The readi ng of these docunents is a
prerequisite for understanding the present docunent.

Unl ess ot herwi se stated, the docunment assunes a generic |P service
and does not discuss the difference, froma security viewpoint,
bet ween using | Pv4 or |Pve6.

2. On-path Attackers

On-path attackers are attackers that are able to capture and nodify
all the packets exchanged between an Ingress Tunnel Router (ITR) and
an Egress Tunnel Router (ETR). To cope with such an attacker

crypt ographi ¢ techni ques such as those used by | PSec ([ RFC4301]) are
required. As with IP, LISP relies on higher layer cryptography to
secure packet payloads fromon path attacks, so this docunent does
not consi der on-path attackers in this docunent.

Simlarly, a tine-shifted attack is an attack where the attacker is
tenporarily on the path between two communicating hosts. Wiile it is
on-path, the attacker sends specially crafted packets or nodifies
packets exchanged by the comuni cating hosts in order to disturb the
packet flow (e.g., by performng a man in the mddle attack). An

i mportant issue for time-shifted attacks is the duration of the
attack once the attacker has left the path between the two

communi cating hosts. W do not consider tine-shifted attacks in this
docunent .

Saucez, et al. Expires April 24, 2014 [ Page 3]
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3. Of-Path Attackers: Reference Environnent
The reference environnent shown in the figure below is considered
t hroughout this docunent. There are two hosts attached to LISP
routers: HA and HB. HA is attached to the two LISP xTRs LRl and LR2,
which in turn are attached to two different ISPs. HB is attached to
the two LISP xTRs LR3 and LR4. HA and HB are the EIDs of the two
hosts. LRl, LR2, LR3, and LR4 are the RLOCs of the xTRs. PxTRis a
proxy xTR and MR/ M5 plays the roles of Map Server and/or Mp
Resol ver.
+--- - - +
| HA |
+----- +
| EID: HA
I
I I
H--m - - + H--m - - +
| LRL | | LR2 |
H-- - - - + H-- - - - +
I I
I I
H--- o= + H--- o= +
| 1SP1 | | 1SP2 |
+emm - + +emm - +
I I
Homm - - - + e e e e + +-- - - - +
| PXTR |----- | |----- | SA |
e + | | e +
| | nt er net [
o m oo - + | | +----- +
| MRS |----] |----- | NSA |
Fom oo - + e e e e + +-- - - - +
I I
H--- o= + H--- o= +
| LR3 | | LR4 |
+emm - + +emm - +
I I
| EID HB
+--- - - +
| HB |
H-- - - - +
Figure 1: Reference Network
Saucez, et al. Expires April 24, 2014 [ Page 4]
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We consider two off-path attackers with different capabilities:

SA is an off-path attacker that is able to send spoofed packets,
i.e., packets with a different source |IP address than its
assigned | P address. SA stands for Spoofing Attacker

NSA is an off-path attacker that is only able to send packets whose
source address is its assigned | P address. NSA stands for Non
Spoofing Attacker

It should be noted that with LISP, packet spoofing is slightly
different than in the current Internet. Generally the term "spoofed
packet" indicates a packet containing a source |IP address that is not
the one of the actual originator of the packet. Since LISP uses
encapsul ati on, the spoofed address could be in the outer header as
well as in the inner header, this translates in two types of
spoof i ng:

ElI D Spoofing: the originator of the packet puts in it a spoofed ElD.
The packet will be normally encapsulated by the | TR of the site
(or a PITRif the source site is not LISP enabled).

RLOC Spoofing: the originator of the packet generates directly a
LI SP- encapsul at ed packet with a spoofed source RLOC

Note that the two types of spoofing are not nutually excl usive,
rather all conbinations are possible and could be used to perform
different kind of attacks.

In the reference environnment, both SA and NSA attackers are capabl e
of sending LISP encapsul ated data packets and LI SP control packets.
This means that SA is able to performboth RLOC and EI D spoofi ng
whil e NSA can only perform El D spoofing. They may al so send ot her
types of | P packets such as | CMP nessages. W assune that both
attackers can query the LI SP mapping system (e.g., through a public
Map Resolver) to obtain the mappings for both HA and HB

4. Attack vectors
This section presents techniques that can be used by attackers to
succeed attacks |l everaging the LISP protocol and architecture. This
section focuses on the techniques while Section 5 presents the
attacks that can be succeeded whil e using these techniques.

4.1. Configured ElDto-RLOC nmappi ngs

Each xTR nmi ntains a set of configured nappings related to the El D
Prefixes that are "behind" the xTR [ RFC6830]. Where "behi nd" nmeans

Saucez, et al. Expires April 24, 2014 [ Page 5]
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4.

4.

4.

2.

3.

3.

that at |east one of the xTR s globally visible I P addresses is a
RLOC for those ElI D Prefixes.

As these mappi ngs are deternined by configuration. This neans that
the only way to attack this data structure is by gaining privileged
access to the xTR  As such, it is out of the scope of LISP to
propose any nechanismto protect routers and, hence, it is no further
anal yzed in this docunent.

El D-t 0o- RLOC Cache

The EID-to-RLOC Cache (also called the Map-Cache) is the data
structure that stores a copy of the mappings retrieved froma renote
ETR s mapping via the LISP control -plane. Attacks against this data
structure could happen either when the mappings are first installed
in the cache or by corrupting (poisoning) the mappi ngs al ready
present in the cache.

Thi s docunent calls "cache poisoning attack", any attack that alters
the EID-to-RLOC Cache. Cache poisoning attacks are use to alter (any
combi nation of) the following parts of mapping installed in the El D
t 0o- RLOC Cache:

0 EID prefix

0o RLCC list

0 RLCC priority

0 RLCC wei ght

0 RLCC reachability

o Mapping TTL

o Mappi ng version

o Mapping Instance ID

Attacks using the data-pl ane

The data-plane is constituted of the operations of encapsul ation,
decapsul ati on, and forwarding as well as the content of the EIDto-
RLOC Cache and configured El D-to-RLOC mappi ngs as specified in the
original LISP docunent ([RFC6830]).

1. Attacks not |everaging on the LISP header

Saucez, et al. Expires April 24, 2014 [ Page 6]
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An attacker can inject packets into flows w thout using the LISP
header, i.e., with the N, L, E, V, and | bits ([ RFC6830]).

Taki ng notation of the reference environnent notation (Figure 1), to
inject a packet in the HA->HB flow, a spoofing off-path attacker (SA)
could send a LI SP encapsul at ed packet whose source is set to LRl or
LR2 and destination LR3 or LR4. The packet will reach HB as if the
packet was sent by host HA. This is not different fromtoday’ s
Internet where a spoofing off-path attacker may inject data packets
in any flow. A non-spoofing off-path attacker (NSA) could only send
a packet whose source address is set to its assigned |P address. The
destination address of the encapsul ated packet could be LR3 or LR4.

4.3.1.1. deaning Attacks

In order to reduce the tinme required to obtain a mappi ng, [ RFC6830]
proposes the gl eaning nmechanismthat allows an ITRto | earn a napping
fromthe LISP data encapsul ated packets and the Map- Request packets
that it receives. LISP data encapsul ated packet contains a source
RLOC, destination RLOC, source EID and destination EID. Wen an I TR
recei ves a data encapsul ated packet com ng froma source EID for
which it does not already know a nmapping, it may insert the mapping
bet ween the source RLOC and the source EIDin its El D-to-RLOC Cache.
d eaning could al so be used when an | TR recei ves a Map- Request as the
Map- Request al so contains a source EID address and a source RLOC.
Once a gl eaned entry has been added to the EID-to-RLOC cache, the

LI SP I TR sends a Map-Request to retrieve the mapping for the gl eaned
EID fromthe nmapping system [RFC6830] recomends storing the

gl eaned entries for only a few seconds.

An attacker can send LI SP encapsul ated packets to host HB with host
HA s EID and if the xTRs that serve host HB do not store a mapping
for host HA at that time. The xTR wll store the gl eaned entry and
use it to return the packets sent by host HB. 1In parallel, the ETR
will send a Map-Request to retrieve the napping for HA but until the
reception of the Map-Reply, host HB will exchange packets with the
attacker instead of HA.

Saucez, et al. Expires April 24, 2014 [ Page 7]
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Simlarly, if an off-path attacker knows that hosts HA and HB t hat
resides in different sites will exchange information at time t the
attacker could send to LRl (resp. LR3) a LISP data encapsul ated
packet whose source RLOC is its |IP address and contains an | P packet
whose source is set to HB (resp. HA). The attacker chooses a packet
that will not trigger an answer, for exanple the last part of a
fragment ed packet. Upon reception of these packets, LRl and LR3

install gleaned entries that point to the attacker. |If host HAis
willing to establishes a flowwith host HB at that time, the packets
that they exchange will pass through the attacker as long as the

gl eaned entry is active on the xTRs.

By itself, an attack nade sol ely using gl eaning cannot |ast |ong,
however it should be noted that with current network capacities, a
| arge anount of packets mi ght be exchanged during even a small
fraction of tinme.

4.3.1.2. Threats concerning |nterworking

[ RFC6832] defines Proxy-1TR And Proxy-ETR network el enments to all ow
LI SP and non-LISP sites to communi cate. The Proxy-ITR has
functionality simlar to the ITR, however, its main purpose is to
encapsul ate packets arriving fromthe DFZ in order to reach LISP
sites. A Proxy-ETR has functionality simlar to the ETR, however,
its main purpose is to inject de-encapsul ated packets in the DFZ in
order to reach non-LISP Sites fromLISP sites. As a PITR (resp
PETR) is a particular case of ITR (resp. ETR), it is subject to same
attacks than I TRs (resp. ETR).

PxTRs can be targeted by attacks aiming to influence traffic between
LI SP and non-LISP sites but also to | aunch relay attacks.

It is worth to notice that when PITR and PETR functions are
separated, attacks targeting nodes that collocate PITR and PETR
functionality are ineffective.

4.3.2. Attacks |everaging on the LISP header

The main LI SP docunment [RFC6830] defines several flags that nodify

the interpretation of the LISP header in data packets. 1In this
section, we discuss how an off-path attacker could exploit this LISP
header .

Saucez, et al. Expires April 24, 2014 [ Page 8]
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4.3.2.1. Attacks using the Locator Status Bits

Wien the L bit is set to 1, it indicates that the second 32-bits

| ongword of the LISP header contains the Locator Status Bits. In
this field, each bit position reflects the status of one of the RLOCs
mapped to the source EID found in the encapsul ated packet. In

particular, a packet with the L bit set and all Locator Status Bits
set to zero indicates that none of the locators of the encapsul ated
source EID are reachable. The reaction of a LISP ETR that receives
such a packet is not clearly described in [ RFC6830].

An attacker can send a data packet with the L bit set to 1 and sone
or all Locator Status Bits set to zero. Therefore, by blindly
trusting the Locator Status Bits conmunicati on going on can be
altered or forced to go through a particul ar set of |ocators

4,.3.2.2. Attacks using the Map-Version bit

The optional Mp-Version bit is used to indicate whether the | ow
order 24 bits of the first 32 bits | ongword of the LISP header
contain a Source and Destination Map-Version. Wen a LISP ETR
receives a LISP encapsul ated packet with the Map-Version bit set to
1, the followi ng actions are taken

0 It conpares the Destination Map-Version found in the header with
the current version of its own configured El D-to-RLOC mappi ng, for
the destination EID found in the encapsul ated packet. |[If the
recei ved Destination Map-Version is smaller (i.e., older) than the
current version, the ETR should apply the SMR procedure descri bed
in [ RFC6830] and send a Map- Request with the SMR bit set.

o If a mapping exists in the EID-to-RLOC Cache for the source EID
then it conpares the Map-Version of that entry with the Source
Map- Version found in the header of the packet. |If the stored
mapping is older (i.e., the Map-Version is snaller) than the
source version of the LISP encapsul ated packet, the xTR shoul d
send a Map- Request for the source EID

An off-path attacker could use the Map-Version bit to force an ETR to
send Map- Request nessages. The attacker could retrieve the current
source and destination Map-Version for both HA and HB. Based on this
information, it could send a spoofed packet with an ol der Source Map-
Version or Destination Map-Version. |If the size of the Map-Request
message is larger than the size of the smallest LI SP-encapsul ated
packet that could trigger such a nessage, this could lead to
anplification attacks (see Section 4.4.1) so that nore bandwidth is
consuned on the target than the bandw dth necessary at the attacker

si de.
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4.3.2.3. Attacks using the Nonce-Present and the Echo-Nonce bits

The Nonce-Present and Echo-Nonce bits are used when verifying the
reachability of a renbte ETR  Assune that LR3 wants to verify that
LR1 receives the packets that it sends. LR3 can set the Echo-Nonce
and the Nonce-Present bits in LISP data encapsul ated packets and

i nclude a random nonce in these packets. Upon reception of these
packets, LR1 will store the nonce sent by LR3 and echo it when it
returns LISP encapsul ated data packets to LR3.

A spoofing off-path attacker (SA) could interfere with this
reachability test by sending two different types of packets:

1. LISP data encapsul ated packets with the Nonce-Present bit set and
a random nonce and the appropriate source and destinati on RLCCs.

2. LISP data encapsul ated packets with the Nonce-Present and the
Echo- Nonce bits both set and the appropriate source and
destination RLOCs. These packets will force the receiving ETR to
store the received nonce and echo it in the LISP encapsul at ed
packets that it sends.

The first type of packet should not cause any major problemto |TRs.
As the reachability test uses a 24 bits nonce, it is unlikely that an
of f-path attacker could send a single packet that causes an ITR to
believe that the ETR it is testing is reachable while in reality it
is not reachable. To increase the success likelihood of such attack
the attacker should created a nmassive anount of packets carrying al
possi bl e nonce val ues.

The second type of packet could be exploited to attack the nonce-
based reachability test. Consider a spoofing off-path attacker (SA)
that sends a continuous flow of spoofed LISP data encapsul ated
packets that contain the Nonce-Present and the Echo-Nonce bit and
each packet contains a different random nonce. The ETR that receives
such packets will continuously change the nonce that it returns to
the renote ITR If the renmpte | TR starts a nonce-reachability test,
this test may fail because the ETR has received a spoofed LISP data
encapsul at ed packet with a different random nonce and never echoes
the real nonce. In this case the ITRw Il consider the ETR not
reachabl e. The success of this test depends on the rati o between the
anount of packets sent by the legitimate I TR and the spoofing off-
path attacker (SA).

4.3.2.4. Attacks using the Instance ID bits

LISP allows to carry in its header a 24-bits value called "Instance
I D' and used on the TR to indicate which local Instance |ID has been

Saucez, et al. Expires April 24, 2014 [ Page 10]
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used for encapsul ation, while on the ETR can be used to select the
forwardi ng table used for forwardi ng the decapsul at ed packet.

The Instance ID increases exposure to attacks ([RFC6169]) as if an
of f-path attacker can randomy guess a valid Instance ID value to get
access to network that m ght not been accessible in nornal
conditions. However, the inpact of such attack is directly on end-
systens which is is out of the scope of this docunent.

4.4, Attacks using the control-plane

In this section, we discuss the different types of attacks that could
occur when an off-path attacker sends control -pl ane packets. W
focus on the packets that are sent directly to the ETR and do not
anal yze the particularities of the different LISP indexing sub-
system

4.4.1. Attacks with Map- Request nessages

An off-path attacker could send Map- Request packets to a victimETR
In theory, a Map-Request packet is only used to solicit an answer and
as such it should not |lead to security problens. However, the LISP
specification [ RFC6830] contains several particularities that could
be exploited by an of f-path attacker.

The first possible exploitation is the RLOC record P bit. The RLCC
record P bit is used to probe the reachability of rembte ETRs. In
our reference environnment, LR3 could probe the reachability of LRl by
sendi ng a Map- Request with the RLOC record P bit set. LRl would
reply by sending a Map-Reply message with the RLOC record P bit set
and the same nonce as in the Map- Request nessage.

A spoofing off-path attacker (SA) could use the RLOC record P bit to
force a victimETR to send a Map-Reply to the spoofed source address
of the Map-Request nessage. As the Map-Reply can be larger than the
Map- Request nessage, there is a risk of anplification attack.

Consi dering only | Pv6 addresses, a Map- Request can be as snall as 40
bytes, considering one single | TR address and no Mappi ng Prot ocol
Data. The Map-Reply instead has a proportional to the maxi mum nunber
of RLOCs in a mapping and nmaxi num nunber of records in a Map-Reply.
Since up to 255 RLOCs can be associated to an EID-Prefix and 255
records can be stored in a Map-Reply, the nmaxi num size of a Map-Reply
is thus above 1 MB, l|largely bigger than the nessage sent by the
attacker. These nunbers are however theoretical values not
considering transport layer limtations and it is nore likely that
the reply will contain only one record with at nost a dozen of

| ocators, limting so the anplification factor.
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Simlarly, if a non-spoofing off-path attacker (NSA) sends a Map-
Request with the RLOC record P bit set, it will receive a Map-Reply
with the RLOC record P bit set.

An anmplification attack could be launched by a spoofing off-path
attacker (SA) as follows. Consider an attacker SA and EI D Prefix
192.0.2.0/24 and a victimI TR, SA could send spoofed Map- Request
messages whose source EID addresses are all the addresses inside
192.0.2.0/24 and source RLOC address is the victimITR  Upon
reception of these Map- Request nessages, the ETR would send | arge
Map- Repl y nessages for each of the addresses inside p/P back to the
victimI TR

The Map- Request nessage may al so contain the SMR bit. Upon reception
of a Map- Request nessage with the SMR bit, an ETR nust return to the
source of the Map- Request nessage a Map- Request nessage to retrieve
the correspondi ng mapping. This raises simlar problens as the RLOC
record P bit discussed above except that as the Map- Request nessages
are smaller than Map-Reply nessages, the risk of anplification
attacks is reduced. This is not true anynore if the ETR append to

t he Map- Request nessages its own Map-Records. This mechanismis
meant to reduce the delay in mapping distribution since mapping
information is provided in the Map- Request nessage.

Furt hermore, appendi ng Map- Records to Map- Request nessages all ows an
of f-path attacker to generate a (spoofed or not) Map-Request nessage
and include in the Map-Reply portion of the nessage mapping for EID
prefixes that it does not serve.

Mor eover, attackers can use Map Resol ver and/or Map Server network
elements to performrelay attacks. |Indeed, on the one hand, a Map
Resol ver is used to dispatch Map-Request to the mapping system and,
on the other hand, a Map Server is used to di spatch Map- Requests

com ng fromthe mapping systemto ETRs that are authoritative for the
EID in the Map- Request.

4.4.2. Attacks with Map-Reply nessages
In this section we analyze the attacks that could occur when an off-
pat h attacker sends directly Map-Reply nessages to ETRs without using
one of the proposed LISP nmappi ng systens.

There are two different types of Map-Reply nessages:

Positive Map-Reply: These messages contain a Map-Record binding an
EID-Prefix to one or nore RLCCs.
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Negati ve Map-Reply: These nmessages contain a Map-Record for an EI D
Prefix with an enpty locator-set and specifying an action,
whi ch may be either Drop, natively forward, or Send Mp-
Request .

Positive Map-Reply nmessages are used to map EI D-Prefixes onto RLCCs.
Negati ve Map-Reply messages are used to indicate non-LISP prefixes.
I TRs can, if needed, be configured to send all traffic destined for
non-LI SP prefixes to a Proxy-ETR

Most of the security of the Map-Reply nessages depends on the 64 bits
nonce that is included in a Map-RRequest and returned in the Map-
Reply. |If an ETR does not accept Map-Reply nessages with an invalid
nonce, the risk of attack is acceptable given the size of the nonce
(64 bits). However, the nonce only confirms that the Map-Reply
received was sent in response to a Map- Request sent, it does not
validate the contents of that Map-Reply.

In addition, an attacker could perform El D-to-RLOC Cache overfl ow
attack by de-aggregating (i.e., splitting an EID prefix into
artificially smaller EID prefixes) either positive or negative
mappi ngs.

In presence of malicious ETRs, overclain ng attacks are possible.
Such an attack happens when and ETR replies to a legitimte Map-
Request nessage it received with a Map-Reply nessage that contains an
EID-Prefix that is larger than the prefix owned by the site that
enconpasses the EID of the Map-Request. For instance if the prefix
owned by the site is 192.0.2.0/25 but the Map-Reply contains a

mappi ng for 192.0.2.0/24, then the mapping will influence packets
destined to other EIDs than the one the LISP site has authority on.

A malicious ETR m ght also fragnment its configured EID-to-RLOC
mappi ngs so that TR s nmight have to install nuch nore mappi ngs than
really necessary. This attack is called de-aggregation attack.

4.4.3. Attacks with Map-Regi ster nessages

Map- Regi ster nessages are sent by ETRs to indicate to the mapping
systemthe EID prefixes associated to them The Map- Regi ster nessage
provides an EID prefix and the Iist of ETRs that are able to provide
Map- Replies for the EID covered by the EID prefix.

As Map- Regi ster nessages are protected by an authentication

mechani sm only a conproni sed ETR can register itself to its
al | ocated Map Server.
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A conprom sed ETR can perform an overclainming attack in order to
i nfluence the route foll owed by Map- Requests for ElDs outside the
scope of its legitimate EID prefix.

A conprom sed ETR can al so perform a deaggregation attack in order to
register nore EID prefixes than necessary to its Map Servers.

Simlarly, a conmprom sed Map Server can accept invalid registration
or advertise invalid EID prefix to the indexing sub-system

4.4.4. Attacks with Map-Notify nessages

Map- Noti fy messages are sent by a Map Server to an ETR to acknow edge
the good reception and processi ng of a Map- Regi ster nessage.

An conprom sed ETR using EID that it is not authoritative for can
send a Map-Register with the Mbit set and a spoofed source address
to force the Map Server to send a Map-Notify nessage to the spoofed
address and then succeed a relay attack. Sinmilarly to the pair Map-
Request/ Map- Reply, the pair Map-Register/Map-Notify is protected by a
nonce nmeking it hard for an attacker to inject a falsified
notification to an ETR to nake this ETR believe that the registration
succeeded while it has not.

5. Attack categories

5.1. Intrusion

5.1.1. Description
Wth an intrusion attack an attacker gains renpte access to somne
resources (e.g., a host, a router, or a network) that are normally
deni ed to her.

5.1.2. Vectors
Intrusion attacks can be mounted using:
o Spoofing EID or RLCCs
0 Instance ID bits

5.2. Denial of Service (DoS)

5.2.1. Description

A Denial of Service (DoS) attack ains at disrupting a specific
targeted service either by exhausting the resources of the victimup
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to the point that it is not able to provide a reliable service to
legit traffic and/or systenms or by exploiting vulnerabilities to make
the targeted service unable to operate properly.
2. \Vectors
Deni al of Service attacks can be nmounted using
0 deaning
0 Interworking
0 Locator Status Bits
o Map-Version bit
o Nonce-Present and Echo-Nonce bits
0 Map- Request nessage
0 Map-Reply nessage
0 Map- Regi ster nessage
o Map-Notify nessage

Subver si on
1. Description
Wth subversion an attacker can gain access (e.g., using
eavesdroppi ng or inpersonation) to restricted or sensitive
i nformati on such as passwords, session tokens, or any other
confidential information. This type of attack is usually carried out
in a way such that the target does not even notice the attack. Wen
the attacker is positioned on the path of the target traffic, it is
called a Man-in-the-M ddl e attack. However, this is not a
requirenent to carry out and eavesdroppi ng attack. Indeed the
attacker m ght be able, for instance through an intrusion attack on a
weaker system either to duplicate or even re-direct the traffic, in
bot h cases having access to the raw packets.
2. \Vectors

Subversion attacks can be mounted using

0 deaning
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0o Locator Status Bits
o Nonce-Present and the Echo-Nonce bits
0 Map- Request nessages
o Map-Reply nessages
6. Note on privacy

As presented by [ RFC6973], universal privacy considerations are

i npossible to establish as the privacy definition may vary from one
to another. As a consequence, this docunent does not aim at
identifying privacy issues related to the LISP protocol but it is
necessary to highlight that security threats identified in this
docunent could play a role in privacy threats as defined in section 5
of [ RFC6973].

7. 1 ANA Consi derations
Thi s docunment makes no request to | ANA
8. Security Considerations

This docunent is devoted to threat analysis of the Locator/ldentifier
Separation Protocol and is then a piece of choice to understand the
security risks at stake while deploying LISP in non-trustable

envi ronnent.

The purpose of this document is not to provide recommendations to
protect against attacks, however nost of threats can be prevented
with careful deploynent and configuration (e.g., filter) and al so by
appl ying the general rules in security that consist in activating
only features that are necessary in the deploynent and verifying the
validity of the information obtained fromthird parties. More
detail ed recommendation are given in [book_chapter].

The control -plane is probably the nost critical part of LISP froma
security viewpoint and it is worth to notice that the specifications
al ready of fer authentication nechani smfor Mp-Regi ster nessages

([ RFC6833]) and that [I-D.ietf-lisp-sec] and [I-D.ietf-1lisp-ddt] are
clearly going in the direction of a secure control -plane.
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Appendi x A.  Document Change Log
0o Version 08 Posted Cctober 2013.
* Addition of a privacy consideration note.
* Editorial changes
0 Version 07 Posted Cctober 2013.

* This version is updated according to the thorough revi ew nade
during COctober 2013 LISP WG i nterimmneeting.

* Brief recomendations put in the security consideration
section.

* Editorial changes
o Version 06 Posted Cctober 2013.

* Conplete restructuration, tenporary version to be used at
Cct ober 2013 interimneeting.

0 Version 05 Posted August 2013.

* Renpval of severity levels to becone a short recomendation to
reduce the risk of the discussed threat.

0o Version 04 Posted February 2013.
* (Cear statenment that the docunent conpares threats of public

LI SP deploynents with threats in the current Internet
architecture.
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* Addi?ion of a severity level discussion at the end of each
secti on.
* Addressed comments from V. Ernagan and D. Lewi s’ reviews.
* Updat ed References.
* Further editorial polishing.
0 Version 03 Posted Cctober 2012

* Dropped Reference to RFC 2119 notation because it is not
actually used in the docunent.

* Deleted future plans section

* Updat ed References

* Deleted/ Modified sentences referring to the early status of the
LI SP W5 and docunents at the tine of witing early versions of
t he docunent.

* Further editorial polishing.

* Fixed all IDnits.

0 Version 02 Posted Septenber 2012

* Added a new attack that conbi nes overclai mng and de-
aggregation (see Section 4.4.2).

* Editorial polishing.
0 Version 01 Posted February 2012
* Added di scussion on LI SP-DDT.
0 Version 00 Posted July 2011
* Added di scussion on LI SP-Ms>
* Added di scussion on Instance IDin Section 4.3.2.
* Editorial polishing of the whole docunent.
* Added "Change Log" appendi x to keep track of nain changes.

* Renanmed "draft-saucez-lisp-security-03.txt.
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