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Abst ract

Segment Routing (SR) conbi nes source routing and tunneling to steer
traffic through the transit network. The Locator/ID Separation
Protocol (LISP) separates |IP addresses into Endpoint ldentifiers
(EIDs) and Routing Locators (RLOCs) and al so | everages tunneling
mechani snms.  Mappi ng between EIDs and RLOCs is facilitated by the

LI SP mappi ng system Conbining LI SP and SR enabl es the LI SP mappi ng
systemto provide SR information to encapsul ating routers so that
traffic can be steered in the transit network or the list of segments
a particul ar packet traverses is recorded in the packet header

Thi s docunent describes extensions required to the Locator/ID
Separation Protocol (LISP) to enable a LISP mapping systemto
conmuni cate list of segnment identifiers or the request to record the
list of segments a particul ar packet traverses to the encapsul ating
router.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 17, 2014.
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1.

I nt roducti on

Segment Routing (SR) allows for a flexible definition of end-to-end
pat hs within network topol ogi es by encodi ng paths as sequences of

t opol ogi cal sub-paths, called "segnents" as described in
[I-D.filsfils-rtgwg-segnent-routing]. Segnent routing can be applied
to IPv6 with a new type of routing extension header. The Locator/ID
Separati on Protocol [RFC6830] specifies an architecture and mechani sm
for replacing the addresses currently used by IP with two separate
nane spaces: Endpoint IDs (EIDs), used within sites; and Routing
Locators (RLOCs), used on the transit networks that nake up the
Internet infrastructure. To achieve this separation, LISP defines
prot ocol mechanisns for mapping fromEIDs to RLOCs. |n addition

LI SP assunes the existence of a database to store and propagate those
mappi ngs gl obal | y.

When LISP is conbined with SR, the EID to RLOC mappi ng i nformation
can be extended with segnent routing information. This allows for a
cl oser correlation between the transit network, that is sonetines

al so referred to as the underlay network, and the overlay network.

It is beyond the scope of this document to describe how the LISP
mappi ng system obtains a segnent list for a particular EID-to-RLOC
mappi ng. This draft outlines use-cases for conbining LISP and SR as
well as extensions to the LISP Canonical Address Format (LCAF) for
traffic engineering (LCAF type 10) [I-D.ietf-lisp-lcaf]. These
extensions are to be integrated into a future revision of
[I-D.ietf-lisp-lcaf].

Conventi ons
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [ RFC2119].

Thi s docunment uses the Term nol ogy as defined in
[I-D.filsfils-rtgwg-segnent-routing] and [I-D.ietf-lisp-Ilcaf].

Abbrevi ations used in this docunent:
AFl : Address Fanmily ldentifier
El D: Endpoint ldentifier
ELP: Explicit Locator Path

ETR:. Egress Tunnel Router
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I TR Ingress Tunnel Router

LCAF: LI SP Canoni cal Address Format

LI SP: Locator/|D Separation Protoco

QAM Qperation Adm nistration Mintenance
RLOC: Routing Locator

SR: Segnent Routing

SID: Segnment Ildentifier

Segment List: Ordered list of segnent identifiers

3. Use cases that conbine LISP and SR

Use-cases that conbine LISP and SR include traffic steering/traffic
engineering as well as traffic tracing in the underlay network.

3.1. Traffic steering/traffic engineering

LI SP conmbi ned with SR can be used to steer traffic in the underlay
net wor k: The mappi ng system communi cates a segnent list to the LISP

i ngress tunnel router (I TR) when resolving the ElID-to-RLOC mappi ng as
part of a LISP Map-Reply. This extension allows the LISP nmapping
systemto provide a |ist of segnent identifiers to encapsul ating
routers so that traffic can be steered in the transit network. 1In a
typical setup the LISP ingress tunnel router would retrieve the
segrment list fromthe nmapping systemalong with the associated RLCC
using the EID as the | ookup key. The ITR encapsul ates the packet to
the RLOC, also including the segnent list in the segnent routing

ext ensi on header. The packet is forwarded to the ETR using segnent
routing techni ques. The ETR decapsul ates the packet and delivers the
packet to the destination EID. Gven that in SRwith | Pv6 transport
the entire segnent list is available in the SR-specific extension
header of the outer |IPv6 header, the LISP egress tunnel router, which
is the tunnel endpoint is also inforned about the path a particul ar
packet took in the transport network.

LISP with SR for traffic engineering adds to the LISP traffic

engi neering use-cases described in [I-D.farinacci-lisp-te]. LISP
combined with SR offers traffic engineering w thout using

reencapsul ating tunnel s [ RFC6830]. Reencapsul ating tunnels and SR
with LISP are conplenentary traffic engineering techniques and could
be conbined. SR could for exanple be used in an explicit |ocator
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path (ELP) to further traffic engineer a path between two
reencapsul ating routers.

3.2. Traffic tracing

LI SP conmbined with SR can be used to get nore information about the
path a packet took in the underlay network wi thout sending extra
probe traffic. Wwen SRis applied to I Pv6, the segnent |ist
describing the path that a packet takes through the network can be
recorded in the SR-specific extension header of the outer |Pv6 packet
header. This activity is referred to as segnent tracing. Segnent
tracing can be perforned independently fromsteering traffic using SR
techniques. It can also be used in a transit network which perforns
normal | Pv6 routing. When tracing is enabled, the segnent ID of
every segnent that a packet traverses is recorded in the SR-specific
extension header. This neans that the egress tunnel router receives
i nformati on about the path, represented by the segnent list, a
particul ar packet has taken in the underlay network. Different from
OAM nechani sns whi ch send active probe packets, tracing infornmation
can be made available for production traffic. The egress tunne
router can choose to provide the traced segnent list back to the
mappi ng system for exanple through a LI SP Map-Register. This

i nformati on can be used to ensure path symetry send/receive traffic
in the transit network, or can serve other OAM or statistica

pur poses.

4. LISP extensions to support SR

Segnent routing information can be contained within the LI SP mapping
system A segnent identifier is a 32-bit identification either for a
topol ogi cal instruction or a service instruction. See
[I-D.filsfils-rtgwg-segnent-routing] for details.

An EID can be associated with one or nultiple ordered lists of
segnent identifiers, also referred to as "segment |ists", encoding
the topol ogi cal and service source route of a packet. The segnent
list can serve either traffic engineering or operational purposes.
In case of traffic engineering purposes, the segment |ist describes
the set of segnents a packet visits when traversing the transit
network. The segnent list enables the ITR to steer traffic using
segrment routing techniques. For operations and nai ntenance use, the
segrment |ist docunents the set of segnents a packet visited on its
way through the transit network. It is beyond the scope of this
docunent to describe the detail ed procedures how the LI SP mappi ng
system obtains a segnent list for a particular ElDto-RLOC nmappi ng.

Segnment routing extensions for LISP extend the Explicit Locator Path
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(ELP) Canonical Address Format, which is LCAF type 10
see[l-D.ietf-lisp-lcaf] for details. A new Address Fanily Identifier
(AFl) in LISP Canonical Address Format (LCAF) type
[I-Dietf-lisp-lcaf] is required to carry the 32-bit segnent
identifier. For a given EID | ookup in the mappi ng database, the
segnment routing list in ELP LCAF type can be returned to provide a
segrment list to each locator in the Map-Reply locator set. The ELP
LCAF type can al so be used to send the segnent list that a particul ar
packet traversed to the LISP mappi ng system using a Map- Regi ster
message defined in [ RFC6833].

The segnment identification AFl to be allocated is described bel ow

0 1 2 3
01234567890123456789012345678901
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| AFl = TBD.SID | Rsvd |
B i i i e R S e S i s e e S T g e S I T i st S TR I S S
I SID |
B T T i I T T o S S S e b S S S

AFI =TBD SID: TBD SID is a value allocated from[AFI] for segnent
i dentifiers.

Rsvd: should be set to zero and i gnored.
SID: 4 byte segnent identifier

The explicit path to be followed in the underlay is then encoded
using the AFl for segment IDin the LISP LCAF type 10 described in
[I-D.ietf-lisp-lcaf].

T-Bit: An additional bit in the Rsvd3 field is to be allocated in
LCAF type 10. The T-bit (T=1) is used by the LISP mapping systemto
indicate to an I TR that for particular El D to-RLOC mappi ng the
segnments traversed by packets SHOULD be recorded as a segment list in
the SR I Pv6 extension header. This bit is ignhored if present in a
Map- Regi ster nessage. A Map- Regi ster nessage coul d be used by the
ETR to informthe nmappi ng system about the segnents that a packet
visited in the transit network

S-Bit: The S-bit SHOULD be set when AFlI = TBD SID.

P-Bit: The P-bit SHOULD be ignored when AFI TBD_SI D.

L-Bit: The L-bit SHOULD be ignored when AFI

TBD_SI D.
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4.1. Deploynment Scenario

As described in [ RFC6833] LISP Mapping Service defines: the Mp-

Resol ver, which accepts Map-Requests from an | ngress Tunnel Router
(ITR) and "resol ves" the ElID-to-RLOC nmappi ng using a mappi ng

dat abase; and the Map-Server, which |l earns authoritative EIDto-RLOC
mappi ngs from an Egress Tunnel Router (ETR) and publishes themin a
dat abase. The LISP Extensions for Segnent Routing described in this
docunent primarily apply to depl oynent scenarios where MAP-Server and
MAP- Resol ver have visibility into or interface with a systemthat has
know edge of the network topol ogy and can determ ne paths from source
to destination RLOCs. |nplenentations of the LISP mappi ng systens
whi ch conpl ement Sof t ware Defined Networking (SDN) architectures

such as the inplenentation as part of the OpenDayli ght

project[ ODLLISP] fall into this category. In these deploynents the
LI SP mappi ng system can retrieve the necessary information related to
topol ogy and path selection to inplenent the extensions defined in
this docunent. It allows the mapping systemto provide the required
information in the MAP resol ve response to correlate overlay with
underl ay network and offer solutions to control the path taken in the
under | ay networKk.

4.2. Exanple ELPs
4.2.1. Exanple: ELP with only SR used

This exanpl e shows the Explicit Locator Path (ELP) Canoni cal Address
Format in a setup where segnment routing is used in the transit
network between | TR and ETR.  Traffic engi neering using

reencapsul ating routers i s not used.

The reply to an EID-to-RLOC | ookup contains the SIDs to be visited in
the underlay network to reach the RLOC address returned in AFl=x. In
the exanple below SID 1,...,SID p are to be used for segnent routing
towards the "Address" RLOC. SID p is the identifier of the |ast
segrment whi ch takes the packet to the "Address" RLCC.
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4.

2.

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| AFl = 16387 | Rsvdl | Fl ags |
B e i i e o e e S T S e e s i i TR S
| Type = 10 | Rsvd2 | n |
B e o i T o S e i T e e e S i s ot o S R TR S

AFl = TBD SID | Rsvd3 | TILI P S
B T i S S I el s S P S S S S S S N e S
SID 1 [
i T S e T T T e e e s T S e e eI S
AFl = TBD SID | Rsvd3 [ TIL|P| S|
B i T T S T I R e ol i TR S e S S e S e e s st TR S R R S
SIDp [
B T i S S I el s S P S S S S S S N e S
AFl = x | Rsvd3 | TIL| P| S
i T S e T T T e e e s T S e e eI S
Address ... |
B i T T S T I R e ol i TR S e S S e S e e s st TR S R R S

FT ATt —

2. Exanple: ELP with SR and reencapsul ating routers comnbi ned

This exanple shows the Explicit Locator Path (ELP) Canoni cal Address
Format when using SR conbi ned with reencapsul ati on routers.

Segment routing and traffic engineering using reencapsul ating routers
can be conbined. In the exanple bel ow, segnent routing is used to
steer traffic in the underlay between reencapsulating routers "f" and
"g". There is no segnment routing used between any of the other
reencapsul ating router hops.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ ARl = 16387 [ Rsvdl [ FI ags [
B T e b i i e e . S I SR S
| Type = 10 | Rsvd2 | n |
e T R e o o i e S S e ek o o R

AFl = Xx [ Rsvd3 | T L] P| S

B T i S S I el s S P S S S S S S N e S
Reencap Hop 1 ... [

B S S b s S e S i S S e e T o h s
AFl = x [ Rsvd3 | TI L] P S

Bl o Tk e e e e L s e e s S S N R S e S S =
Reencap Hop f ... |

B T i S S I el s S P S S S S S S N e S
AFl = TBD_SI D [ Rsvd3 | T L] Pl S

B S S e s S e e el S o ik i I SR
SID 1 I

Bl T Tk e e e e L s e e s i e R R S e S S
AFl = TBD_SID [ Rsvd3 [ TILI Pl S

B T i S S I el s S P S S S S S S N e S
SID p |

B S S b s e S e  ah ok ok e
AFl = x [ Rsvd3 | TIL| P S

Bl o Tk e e e e L s e e s S S N R S e S S =
Reencap Hop g ... |

B T i S S I el s S P S S S S S S N e S
ARl = X [ Rsvd3 | T L] Pl S

B S S i s S e S i i s it e S
Reencap Hop k ... |

Bl ok Tk e e e Lt e i s o i R R S e S

+—+——+—+—+—+—+—+— +— +— +— +—

5. | ANA Consi derati ons

TBD.

6. Manageability Considerations
Manageabi lity considerations will be addressed in a |ater version of
t hi s docunent. .

7. Security Considerations

Security considerations will be addressed in a later version of this
docunent .
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