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Abst ract

This draft describes a mechani smfor adding generalized nulti-
protocol support to the Locator/|ID Separation Protocol (LI SP)

[ RFC6830]. Protocol identification is carried in the LISP header and
is used to describe the encapsul at ed payl oad.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 4, 2014.

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
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Provisions Relating to | ETF Docunents
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1.

I nt roducti on

LI SP [ RFC6830] defines an encapsul ation format that carries |Pv4 or
I Pv6 (henceforth referred to as | P) packets in a LISP header and
outer UDP/IP transport. The LISP header does not specify the
protocol being encapsul ated and therefore is currently limted to
encapsul ating only | P packet payloads. Oher protocols, nost notably
VXLAN [ VXLAN] (which defines a simlar header format to LISP), are
used to encapsul ate L2 protocols such as Ethernet. LISP [ RFC6830]
can be extended to indicate the inner protocol, enabling the
encapsul ati on of Ethernet, IP or any other desired protocol all the
whil e ensuring conpatibility with existing LI SP [ RFC6830]

depl oynent s.

Thi s docunent describes extending LISP ([ RFC6830]) to support

addi ti onal payl oad types beyond | P packets. To support this
capability, two elenents of the existing LI SP header are nodifi ed.

1. Aflag bit is allocated, and set in the LISP header
2. A 16 bit Protocol Type field is present in the LISP header
These changes allow for the LISP header to support many different

types of payl oads. Backward conpatibility with existing LISP tunne
routers is discussed in section 4.

Lewis, et al. Expires April 4, 2014 [ Page 3]



Internet-Draft LI SP Generic Protocol Extension Cct ober 2013

2. LI SP Header

As described in the introduction, the LISP header has no protocol
identifier that indicates the type of payload being carried by LISP.
Because of this, LISPis limted to an | P payl oad.

The LI SP header contains flags (sone defined, sone reserved), a
Nonce/ Map-version field and an instance | D/ Locator-status-bit field.
The flags provide flexibility to define how the reserved bits can be
used to change the definition of the LISP header.

Bl o Tk e e e e L s e e s s i R R S e S
N LI ElV]I]|flags| Nonce/ Map- Ver si on |
B T s T S i S S S i (T S I S S S o S i

+
+-
[ Instance | D/ Locator-Status-Bits [
B i i S S i I e i S S R L e e e e

Figure 1: LI SP Header
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3. Generic Protocol Extension for LISP (LISP-gpe)
3.1. LI SP-gpe Header

This draft defines two changes to the LISP header in order to support
mul ti-protocol encapsul ation.

P Bit: Flag bit 5is defined as the P bit. The P bit MJST be set to
1 to indicate the presence of the 16 bit protocol type field in
the lower 16 bits of the first word

P =0 indicates that the payload MJST conformto LISP as defined
in [ RFC6830].

Flag bit 5 was chosen as the P bit because this flag bit is
currently unallocated in LISP [ RFC6830].

Protocol Type Field: The lower 16 bits of the first word are used to
carry a protocol type. This protocol type field contains the
protocol, as defined in in [RFCL700] and in [ETYPES], of the
encapsul at ed payl oad packet.

LI SP [ RFC6830] uses the lower 16 bits of the first word for either
a nonce, an echo-nonce ([RFC6830]) or to support map-versioning

([ RFC6834]). These are all optional capabilities that are
indicated by setting the N, E, and the V bit respectively.

To maintain the desired data plane conpatibility, when the P bit
is set, the N, E, and V bits MJST be set to zero.

0 1 2 3
01234567890123456789012345678901
T I T S S T i T S S M T s

| Source Port = xxxx | Dest Port = 4341 |
B i s T T S T et S S T S I T s sl s ol ST S S S
| UDP Length | UDP Checksum |
B T i S S i S T h T i S S S S e
INNL|EJ V] I| PRI R Reserved | Nonce/ Map- Ver si on/ Pr ot ocol - Type

B E e r e s i s i o T T s S S S S 2
| Instance | D/ Locator-Status-Bits [
B i s T T S T et S S T S I T s sl s ol ST S S S

Figure 2: UDP + LI SP-gpe
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4. Backward Conpatibility

An undefined (in RFC6830) flag bit, 5 was selected to ensure
conpatibility with existing LISP [ RFC6830] depl oynents.

Simlarly, using P =0 to indicate that the format of the header and
payl oad conforms to [ RFC6830] ensures conpatibility with existing
LI SP hardware forwarding pl atforns.

4.1. LISP-gpe Routers to (legacy) LISP Routers

A LI SP-gpe router MJST not encapsul ate non-1P packets to a LISP
router. A nmethod for deternmining the capabilities of a LISP router
(gpe or "legacy") is out of the scope of this draft.

When encapsul ating | P packets to a LISP router the P bit SHOULD be
set to 1 and the UDP port MJST be set to 4341. The Protocol Type
field SHOULD be 0x800 or 0x86DD. The (legacy) LISP router wll
ignore the P bit and the protocol type field. The (legacy) LISP
router will treat the packet as a LISP packet and inspect the first
ni bbl e of the payload to determ ne the IP version

Wien the P bit is set, the N, E, and V bits MJST be set to zero. The
receiving (legacy) LISP router will ignore N, E and V bits, when the
P bit is set.

4.2. (legacy) LISP Routers to LISP-gpe Routers

When a LI SP-gpe router receives a packet froma (legacy) LISP router
the P bit MJST not be set and the UDP port MJST be 4341. The payl oad
MUST be IP, and the LISP-gpe router will inspect the first nibble of
the payload to determine | P version.

4.3. Type of Service
When a LI SP-gpe router perforns Ethernet encapsul ation, the inner
802.1Q [ | EEE8021(Q priority code point (PCP) field MAY be napped from
the encapsul ated frame to the Type of Service field in the outer |Pv4
header, or in the case of IPv6 the "Traffic Cass’ field.

4.4, VLAN Identifier (VID)

When a LI SP-gpe router perforns Ethernet encapsul ation, the inner
header 802.1Q [| EEE8021@ VLAN ldentifier (VID) MAY be mapped to, or
used to determ ne the LISP Instance ID field.
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5. LI SP-gpe Exanpl es

This section provides two exanples of |IP protocols, and one exanple
of Et hernet encapsul ated LI SP-gpe using the generic extension
described in this docunent.

0 1 2 3
01234567890123456789012345678901
B T i it T s i S e i SR SR
INNLIEJ VI 1| 1] R R Reserved [ 0x800 |
e T e e o e e e o i S oI SR R R SR
| Instance | D/ Locator-Status-Bits |
B i S S T s i S T st i S S S S S S S S i
[ Oiginal |Pv4d Packet [
T T e b i i T e . S I SR N S

Figure 3: IPv4 and LI SP-gpe

0 1 2 3

01234567890123456789012345678901
B i i S T e S S e s i I S e e e
NLIElVII]|1| R R Reserved | 0x86DD |
B T e e S e i e i i S T S S e S S i o i TR S N

Instance | D/ Locator-Status-Bits |
B i s i T T i St S e T i i S S S S
Original 1 Pv6 Packet |

+
L
L
L i i S T i ws  ai Si

Figure 4: I Pv6 and LI SP-gpe
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0 1 2 3
01234567890123456789012345678901
T S T S e s S S S S e S S S
NILIE/VII|1 R R Reserved [ 0x6558 [
B i S T S T it SN SR S S S

Instance | D/ Locator-Status-Bits |
B T T S e T S S i ity SR S St
Origi nal Ethernet Frame |

+
L
L
!I- B S T S S e e T A e i Sl S S S S S S

Fi gure 5: Ethernet and LI SP-gpe
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6. Security Considerations

LI SP-gpe security considerations are simlar to the LISP security
consi derations docunented at length in LISP [ RFC6830]. Wth LI SP-
gpe, issues such as datapl ane spoofing, flooding, and traffic
redirection are dependent on the particul ar protocol payl oad
encapsul at ed.
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