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Abstract

Measuri ng broadband perfornmance on a large scale is inportant for
net wor k di agnostics by providers and users, as well as for public
policy. Understanding the various scenarios and users of measuring
br oadband performance is essential to devel opnment of the Large-scale
Measur ement of Broadband Perfornmance (LMAP) franmework, information
nodel and protocol. This docunent details two use cases that can
assi st to devel oping that framework. The details of the neasurenent
metrics thensel ves are beyond the scope of this docunent.

Status of this Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF), its areas, and its working groups. Note that

ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htn

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. htm
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1

I nt roducti on

Thi s docunment describes two use cases for the Large-scal e Measurenent
of Broadband Performance (LMAP). The use cases contained in this
docunent are (1) the Internet Service Provider Use Case and (2) the
Regul ator Use Case. In the first, a network operator wants to

under stand the performance of the network and the quality experienced
by customers, whilst in the second, a regulator wants to provide

i nformati on on the performance of the ISPs in their jurisdiction
There are other use cases that are not the focus of the initial LMAP
work, for exanple end users would |ike to use neasurenents to help
identify problens in their home network and to nonitor the
performance of their broadband provider; it is expected that the sane
mechani sms are applicabl e.

Large-scal e neasurenents rai se several security concerns, including
privacy issues. These are sunmarized in Section 7 and considered in
further detail in [framework].

Use Cases

From the LMAP perspective, there is no difference between fixed
service and nobile (cellular) service used for Internet access.
Hence, like nmeasurenments will take place on both fixed and nobile
networ ks. Fixed services include technologies like Digital
Subscriber Line (DSL), Cable, and Carrier Ethernet. Mbdbile services
include all those advertised as 2G 3G 4G and Long-Term Evol ution
(LTE). A netric defined to neasure end-to-end services will execute
simlarly on all access technol ogies. Gther nmetrics may be access
technol ogy specific. The LMAP architecture covers both |IPv4 and | Pv6
net wor ks.

2.1 Internet Service Provider (1SP) Use Case

A network operator needs to understand the performance of their

net wor ks, the perfornmance of the suppliers (downstream and upstream
networ ks), the performance of Internet access services, and the

i mpact that such performance has on the experience of their
custoners. Largely, the processes that | SPs operate (which are based
on network neasurenent) include

o ldentifying, isolating and fixing problens, which may be in the
network, with the service provider, or in the end user equi pnent.
Such problens may be conmon to a point in the network topol ogy
(e.g. a single exchange), conmobn to a vendor or equi prment type
(e.g. line card or home gateway) or unique to a single user line
(e.g. copper access). Part of this process may al so be hel ping
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users understand whether the problemexists in their home network
or with a third party application service instead of with their
br oadband (BB) product.

o Design and planning. Through nonitoring the end user experience
the ISP can design and plan their network to ensure specified

| evel s of user experience. Services may be noved closer to end
users, services upgraded, the inpact of QS assessed or nore
capacity deployed at certain |locations. Service Level Agreenents
(SLAs) may be defined at network or product boundari es.

0 Understanding the quality experienced by custoners. The network
operator would like to gain better insight into the end-to-end
performance experienced by its custoners. "End-to-end" could, for
i nstance, incorporate honme and enterprise networks, and the inpact
of peering, caching and Content Delivery Networks (CDNs).

0 Understandi ng the inpact and operation of new devices and
technol ogy. As a new product is deployed, or a new technol ogy
introduced into the network, it is essential that its operation
and its inpact is measured. This also helps to quantify the
advantage that the new technology is bringing and support the
busi ness case for larger roll-out.

2.2 Regul ator Use Case

A regul ator may want to evaluate the performance of the Internet
access services offered by operators.

Whi |l e each jurisdiction responds to distinct consuner, industry, and
regul atory concerns, nuch commonality exists in the need to produce
dat asets that can be used to conpare nultiple Internet access service
provi ders, diverse technical solutions, geographic and regi ona

di stributions, and marketed and provisioned | evels and conbi nati ons
of broadband | nternet access services.

Regul ators may want to publish performance nmeasures of different |SPs
as background information for end users. They may al so want to track
the grow h of high-speed broadband depl oynent, or to nonitor the
traffic managenent practices of Internet providers.

A regulator’s role in the devel opnent and enforcenent of broadband
Internet access service policies requires that the nmeasurenent
approaches neet a high level of verifiability, accuracy and provider-
i ndependence to support valid and meani ngful conparisons of |nternet
access service performance. Standards can help regul ators’ shared
needs for scal able, cost-effective, scientifically robust solutions
to the nmeasurenment and coll ection of broadband |Internet access
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service performance infornmation.
3 Details of ISP Use Case
3.1 Understanding the quality experienced by custoners

Operators want to understand the quality of experience (QE) of their
br oadband custoners. The understandi ng can be gai ned through a
"panel ", i.e. neasurenent probes deployed to several custoners. A
probe is a device or piece of software that nakes neasurenents and
reports the results, under the control of the neasurenent system

I mpl ement ation options are discussed in Section 5. The panel needs to
include a representative sanple of the operator’s technol ogi es and
broadband speeds. For instance it m ght enconpass speeds ranging from
sub 8Mips to over 100Mops. The operator would Iike the end-to-end
view of the service, rather than just the access portion. This

i nvol ves relating the pure network paranmeters to sonething like a
"mean opi nion score’ [MOS] which will be service dependent (for

i nstance web browsing QE is largely deternined by | atency above a
few Md/s).

An operator will also want conpound netrics such as "reliability"
whi ch night involve packet |oss, DNS failures, re-training of the
line, video stream ng under-runs etc.

The operator really wants to understand the end-to-end service
experience. However, the hone network (Ethernet, WFi, powerline) is
highly variable and outside its control. To date, operators (and
regul ators) have instead neasured performance fromthe hone gateway.
However, nobile operators clearly nust include the wireless link in
t he measurenent.

Active nmeasurenents are the nost obvious approach, i.e., special
measurenent traffic is sent by - and to - the probe. In order not to
degrade the service of the custoner, the nmeasurenent data should only
be sent when the user is silent, and it shouldn’t reduce the
custoner’s data all owance. The ot her approach is passive nmeasurenents
on the custoner’s ordinary traffic; the advantage is that it neasures
what the custonmer actually does, but it creates extra variability
(different traffic mxes give different results) and especially it

rai ses privacy concerns. RFC6973] discusses privacy considerations
for Internet protocols in general, whilst [framework] discusses them
specifically for |arge-scale measurenment systens.

From an operator’s viewpoi nt, understandi ng custoner experience
enables it to offer better services. Also, sinple netrics can be nore
easi |y understood by senior managers who make investnent decisions
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and by sal es and marketi ng.
3.2 Understanding the inpact and operation of new devices and technol ogy

Anot her type of neasurenent is to test new capabilities before they
are rolled out. For exanple, the operator may want to:

0 Check whether a customer can be upgraded to a new broadband
option

0 Understand the inpact of IPv6 before it is nade available to
custoners. Questions such as these could be assessed: will v6
packets get through? what will the latency be to najor websites?
what transition nechanisns will be nost appropriate?

0 Check whether a new capability can be signal ed using TCP options
(how often it will be blocked by a m ddl ebox? - along the lines of
the experinments described in [ Extend TCP]);

0 Investigate a quality of service nechanism (e.g. checking
whet her Diffserv markings are respected on sone path); and so on

3.3 Design and pl anni ng

Operators can use large scal e neasurenents to help with their network
pl anning - proactive activities to inprove the network.

For exanple, by probing fromseveral different vantage points the
operator can see that a particular group of custoners has perfornmance
bel ow t hat expected during peak hours, which should help capacity

pl anning. Naturally operators already have tools to help this - a
network el ement reports its individual utilization (and perhaps other
paraneters). However, making measurenents across a path rather than
at a point may nake it easier to understand the network. There may

al so be paraneters |ike bufferbloat that aren’t currently reported by
equi prent and/or that are intrinsically path netrics.

Wth information gained fromneasurenent results, capacity planning
and network design can be nore effective. Such planning typically
uses sinulations to enulate the neasured performance of the current
networ k and understand the likely inpact of new capacity and

potential changes to the topol ogy. Simulations, infornmed by data from
a linmted panel of probes, can help quantify the advantage that a new
technol ogy brings and support the business case for larger roll-out.

It may al so be possible to use probes to run stress tests for risk

anal ysis. For exanple, an operator could run a carefully controlled
and limted experinment in which probing is used to assess the
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potential inpact if some new applicati on beconmes popul ar.
3.4 Mnitoring Service Level Agreenents

Anot her exanple is that the operator nmay want to nonitor perfornmance
where there is a service |l evel agreenent (SLA). This could be with
its own customers, especially enterprises may have an SLA. The
operator can proactively spot when the service is degrading near to
the SLAlimt, and get information that will enable nore infornmed
conversations with the custonmer at contract renewal.

An operator may al so want to nonitor the performance of its
suppliers, to check whether they neet their SLA or to conpare two
suppliers if it is dual-sourcing. This could include its transit
operator, CDNs, peering, video source, |ocal network provider (for a
gl obal operator in countries where it doesn’t have its own network),
even the whole network for a virtual operator

Through a better understanding of its own network and its suppliers,
the operator should be able to focus investnment nore effectively - in
the right place at the right time with the right technol ogy.

3.5 ldentifying, isolating and fixing network problens

Operators can use |arge scale neasurenments to help identify a fault
nmore rapi dly and decide how to solve it.

Qperators already have Test and Diagnostic tools, where a network

el ement reports sone problemor failure to a nanagenent system
However, many issues are not caused by a point failure but sonething
wider and so will trigger too many al arns, whilst other issues wll
cause degradation rather than failure and so not trigger any alarm
Large-scal e neasurenments can hel p provide a nore nuanced vi ew t hat
hel ps network managenent to identify and fix problens nore rapidly
and accurately. The network managenent tools may use sinulations to
emul ate the network and so help identify a fault and assess possible
sol uti ons.

An operator can obtain useful information w thout neasuring the
performance on every broadband |ine. By neasuring a subset, the
operator can identify problens that affect a group of custoners. For
exanpl e, the issue could be at a shared point in the network topol ogy
(such as an exchange), or common to a vendor, or equipnent type; for

i nstance, [|ETF85-Pl enary] describes a case where a particular home
gat eway upgrade had caused a (m staken!) drop in line rate.

A nore extensive depl oynent of the measurenent capability to every
broadband Iine woul d enabl e an operator to identify issues unique to
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4

a single custoner. Overall, |arge-scale neasurenents can hel p an
operator help an operator fix the fault nore rapidly and/or allow the
af fected custoners to be inforned what’s happening. Mre accurate

i nformati on enabl es the operator to reassure custoners and take nore
rapid and effective action to cure the problem

Often custoners experience poor broadband due to problens in the home
network - the ISP's network is fine. For exanple they nay have noved
too far away fromtheir w reless access point. Anecdotally, a large
fraction of customer calls about fixed BB problens are due to in-hone
wi rel ess issues. These issues are expensive and frustrating for an
operator, as they are extrenely hard to di agnose and sol ve. The
operator would like to narrow down whether the problemis in the hone
(with the hone network or edge device or hone gateway), in the
operator’s network, or with an application service. The operator
would like two capabilities. Firstly, self-help tools that custoners
use to inprove their own service or understand its perfornance
better, for exanple to re-position their devices for better WFi
coverage. Secondly, on-denmand tests that can the operator can run
instantly - so the call center person answering the phone (or e-chat)
could trigger a test and get the result whilst the custoner is stil
in an on-line session.

Detail s of Regul ator Use Case

4.1 Providing transparent performance informtion

Sone regul ators publish information about the quality of the various
I nternet access services provided in their national market. Quality
i nformati on about service offers could include speed, delay, and
jitter. Such information can be published to facilitate end users
choi ce of service provider and offer. Regulators may al so check the
accuracy of the marketing clains of Internet service providers, and
may al so encourage ISPs all to use the sane netrics in their service
| evel contracts. The goal with these transparency nmechanisns is to
pronote conpetition for end users and potentially also help content,
application, service and device providers develop their Internet

of feri ngs.

The published information needs to be:

0 Accurate - the measurenent results nust be correct and not
i nfluenced by errors or side effects. The results should be
reproduci bl e and consi stent over tine.

0 Conparable - conmon netrics should be used across different | SPs
and service offerings, and over tine, so that neasurenent results
can be conpared
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o Meaningful - the netrics used for measurenents need to reflect
what end users val ue about their broadband | nternet access
servi ce.

0 Reliable - the nunber and distribution of neasurenent agents,
and the statistical processing of the raw neasurenent data, needs
to be appropriate.

In practical terms, the regulators nmay neasure network performance
fromusers towards nultiple content and application providers,

i ncludi ng dedi cated test neasurenent servers. Measurenent probes are
distributed to a 'panel’ of selected end users. The panel covers al
the operators and packages in the market, spread over urban, suburban
and rural areas, and often includes both fixed and nobile |Internet
access. Periodic tests running on the probes can for exanple neasure
actual speed at peak and off-peak hours, but also other detailed
quality netrics like delay and jitter. Collected data goes afterwards
through statistical analysis, deriving estimates for the whole

popul ation. Summary information, such as a service quality index, is
publ i shed regul arly, perhaps al ongside nore detailed information

The regul ator can also facilitate end users to nonitor the
performance of their own broadband | nternet access service. They

m ght use this information to check that the perfornmance neets that
specified in their contract or to understand whether their current
subscription is the nost appropriate.

4.2 Measuring broadband depl oynent

Regul ators may al so want to nonitor the inprovenent through tinme of
actual broadband Internet access performance in a specific country or
a region. The notivation is often to evaluate the effect of the
stimul ated growth over tine, when governnent has set a strategic goa
for high-speed broadband depl oynent, whether in absolute terns or
benchmar ked agai nst other countries. An exanple of such an initiative
is [DAE]. The actual measurenents can be made in the same way as
described in Section 4.1.

4.3 Monitoring traffic nmanagenent practices

A regulator may want to nonitor traffic nanagenent practices or
conmpare the performance of Internet access service with specialized
services offered in parallel to but separate fromlInternet access
service (for exanple IPTV). A regulator could nonitor for
departures from application agnostici smsuch as bl ocking or
throttling of traffic fromspecific applications, or preferentia
treatment of specific applications. A nmeasurenent system could send,
or passively nmonitor, application-specific traffic and then measure
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in detail the transfer of the different packets. Wilst it is
relatively easy to nmeasure port blocking, it is a research topic how
to detect other types of differentiated treatnent. The paper

"d asnost: Enabling End Users to Detect Traffic Differentiation" [M
Labs NSDI 2010] and followon tool "d asnost" [d asnost] is an
exanple of work in this area

A regul ator could also nonitor the performance of the broadband
service over time, to try and detect if the specialized service is
provided at the expense of the Internet access service. Conparison
bet ween | SPs or between different countries may also be relevant for
this kind of eval uation.

The motivation for a regulator nmonitoring such traffic managenent
practices is that regulatory approaches related to net neutrality and
the open Internet have been introduced in sone jurisdictions.
Exanpl es of such efforts are the Internet policy as outlined by the
Body of European Regul ators for Electronic Conmuni cations Guidelines
for quality of service [BEREC Guidelines] and US FCC Preserving the
Open I nternet Report and Order [FCC R&(J . Although I egal chall enges
can change the status of policy, the take-away for LMAP purposes is
that policy-nmakers are | ooking for nmeasurenent solutions to assist
themin discovering biased treatnent of traffic flows. The exact
definitions and requirenments vary fromone jurisdiction to another

5 Inplenmentation Options

There are several ways of inplenenting a neasurenent system The
choice may be influenced by the details of the particular use case
and what the nost inportant criteria are for the regulator, ISP or
third party operating the measurenent system

One type of probe is a special hardware device that is connected
directly to the hone gateway. The devices are deployed to a carefully
sel ected panel of end users and they perform neasurenents according
to a defined schedule. The schedul e can run throughout the day, to

al | ow conti nuous assessment of the network. Careful design ensures
that measurements do not detrimentally inpact the hone user
experience or corrupt the results by testing when the user is also
usi ng the broadband |ine. The systemis therefore tightly controlled
by the operator of the neasurenent system One advantage of this
approach is that it is possible to get reliable benchmarks for the
performance of a network with only a few devices. One disadvantage is
that it would be expensive to depl oy hardware devices on a mass scal e
sufficient to understand the performance of the network at the
granularity of a single broadband user.

Anot her type of probe involves inplenmenting the nmeasurenent

Li nsner, et al. Expi res August 15, 2015 [ Page 10]



I NTERNET DRAFT LMAP Use Cases February 11, 2015

capability as a webpage or an "app" that end users are encouraged to
downl oad onto their nobile phone or conputing device. Measurenents
are triggered by the end user, for exanple the user interface may
have a button to "test ny broadband now'. One advantage of this
approach is that the performance is neasured to the end user, rather
than to the honme gateway, and so includes the home network. Another
difference is that the systemis much nore | oosely controlled, as the
panel of end users and the schedule of tests are determ ned by the
end users thenselves rather than the nmeasurement system It would be
easier to get large-scale, however it is harder to get conparable
benchmarks as the nmeasurenents are affected by the honme network and
al so the population is self-selecting and so potentially biased
towar ds those who think they have a problem This could be alleviated
by stimul ati ng wi despread downl oadi ng of the app and careful post-
processing of the results to reduce biases.

There are several other possibilities. For exanple, as a variant on
the first approach, the neasurenent capability could be inpl enented
as software enbedded in the hone gateway, which would nmake it nore
viabl e to have the capability on every user line. As a variant on the
second approach, the end user could initiate neasurenents in response
to a request fromthe measurenent system

The operator of the measurenent system should be careful to ensure
that measurenments do not detrimentally inpact users. Potential issues
i ncl ude:

* Measurenent traffic generated on a particular user’s |ine may
i mpact that end user’s quality of experience. The danger is
greater for neasurenents that generate a lot of traffic over a
| engt hy peri od.

* The neasurenent traffic may inpact that particular user’s bil
or traffic cap.

* The neasurenent traffic fromseveral end users may, in
combi nation, congest a shared I|ink.

* The traffic associated with the control and reporting of
measur enents nmay overl oad the network. The danger is greater where
the traffic associated with many end users is synchronized.

6 Concl usions
Large-scal e neasurenments of broadband performance are useful for both
networ k operators and regul ators. Network operators would like to use

measurenents to help thembetter understand the quality experienced
by their custoners, identify problenms in the network and design
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network inprovenents. Regulators would |ike to use neasurenments to
hel p prompote conpetition between network operators, stimulate the
growt h of broadband access and nmonitor 'net neutrality’ . There are
other use cases that are not the focus of the initial LMAP charter
(although it is expected that the mechani sns devel oped woul d be
readily applied), for exanple end users would like to use
measurenents to help identify problens in their home network and to
moni tor the performance of their broadband provider.

From consi deration of the various use cases, several comon thenes
energe whilst there are also sone detailed differences. These
characteristics guide the devel opnent of LMAP s franework,

i nformati on nodel and protocol

A measurenment capability is needed across a w de numnber of

het er ogeneous environnments. Tests may be needed in the hone network,
inthe ISP"s network or beyond; they nmay be neasuring a fixed or

wi rel ess network; they may neasure just the access network or across
several networks; at |east some of which are not operated by the
measur enent provi der.

There is a role for both standardized and non-standardi zed

measur enents. For exanple, a regulator would like to publish
standardi zed performance nmetrics for all network operators, whilst an
| SP may need their own tests to understand sone feature special to
their network. Mst use cases need active neasurenents, which create
and neasure specific test traffic, but some need passive measurenents
of the end user’s traffic.

Regardl ess of the tests being operated, there needs to be a way to
demand or schedule the tests. Mst use cases need a regul ar schedul e
of measurements, but sometines ad hoc testing is needed, for exanple
for troubl eshooting. It needs to be ensured that nmeasurements do not
af fect the user experience and are not affected by user traffic

(unl ess desired). In addition there needs to be a common way to
collect the results. Standardization of this control and reporting
functionality allows the operator of a measurement systemto buy the
vari ous conmponents fromdifferent vendors

After the nmeasurenent results are collected, they need to be
under stood and anal yzed. Oten it is sufficient to neasure only a
smal | subset of end users, but per-line fault diagnosis requires the

ability to test every individual line. Analysis requires accurate
definition and understandi ng of where the test points are, as well as
contextual information about the topol ogy, |ine, product and the

subscriber’s contract. The actual analysis of results is beyond the
scope of LMAP, as is the key challenge of howto integrate the
measur enent systeminto a network operator’s existing tools for
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di agnosti cs and network pl anni ng.

Finally the test data, along with any associ ated network, product or
subscri ber contract data is commercial or private infornmation and
needs to be protected.

7 Security Considerations

Large-scal e neasurenments rai se several potential security, privacy
(data protection) [RFC6973] and business sensitivity issues.

1. a malicious party may try to gain control of probes to |aunch
DoS (Denial of Service) attacks at a target. A DoS attack could be
targeted at a particular end user or set of end users, a certain
network, or a specific service provider

2. anmalicious party may try to gain control of probes to create a
platform for pervasive nonitoring [RFC7258], or for nore targeted
nmonitoring. [RFC7258] sunmarises the threats as: "an attack may
change the content of the communication, record the content or
external characteristics of the comunication, or through
correlation with other comunication events, reveal information
the parties did not intend to be revealed." For exanple, a
mal i ci ous party could distribute to the probes a new nmeasurenent
test that recorded (and | ater reported) information of naleficent
interest. Simlar concerns also arise if the measurement results
are intercepted or corrupted.

* fromthe end user’s perspective, the concerns include a
mal i ci ous party nonitoring the traffic they send and receive,
who they conmmunicate with and the websites they visit, and

i nformati on about their behavi our such as when they are at hone
and the location of their devices. Sone of the concerns may be
greater when the MA is on the end user’s device rather than on
their hone gat eway.

* fromthe network operator’s perspective, the concerns include
the | eakage of commrercially-sensitive information about the
design and operation of their network, their custonmers and
suppliers. Sone threats are indirect, for exanple the attacker
could reconnoitre potential weaknesses, such as open ports and
pat hs through the network, which enabled it to | aunch an attack
| ater.

* fromthe regulator’s perspective, the concerns include
distortion of the neasurenment tests or alteration of the
measurenent results. Al so, a nalicious network operator could
try to identify the broadband lines that the regul ator was
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measuring and prioritise that traffic ("gane the systent).

3. a neasurenent systemthat does not obtain the end user’s
i nformed consent, or fails to specify a specific purpose in

t he

consent, or uses the collected information for secondary uses

beyond those specifi ed.

4. a measurenment systemthat does not indicate who is responsible

for the collection and processing of personal data and who i
responsible for fulfilling the rights of users. The respons
party (often ternmed the "data controller") should, as good

s
bl e

practice, consider issues such as defining:- the purpose for which
the data is collected and used; how the data is stored, accessed,

and processed; howlong it is retained for; and how the end
can view, update, and even delete their personal data. If

user

anonym zed personal data is shared with a third party, the data
controll er should consider the possibility that the third party

can de-anonynize it by conbining it with other information.

These security and privacy issues will need to be considered

carefully by any neasurenent system In the context of LMAP, the

[framewor k] considers themfurther along with sone potenti al
mtigations. O her LMAP docunents will specify protocol (s) that
enabl e the neasurenent systemto instruct a probe about what
nmeasurenents to make and that enable the probe to report the
measurenent results. Those docunents will need to discuss sol ut

i ons

to the security and privacy issues. However, the protocol docunents

wi Il not consider the actual usage of the neasurenent informati
many use cases can be envisaged and, earlier in this docunent,
have described sone |ikely ones for the network operator and
regul at or.

8 | ANA Consi derations
None
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