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Abst ract

This Information Model applies to the Measurenent Agent within a
Large-Scal e Measurenent Platform As such it outlines the
information that is (pre-)configured on the MA or exists in

conmuni cations with a Controller or Collector within an LMAP
framework. The purpose of such an Information Mddel is to provide a
prot ocol and devi ce i ndependent view of the MA that can be

i npl emented via one or nore Control and Report protocols.

Requi renents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 19, 2014.
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1.

2.

I nt roducti on

A large-scal e neasurenent platformis a collection of components that
work in a coordinated fashion to perform neasurenents froma | arge
nunber of vantage points. The nmain conponents of a |arge-scale
nmeasurenent platformare the Measurement Agents (hereafter MAs), the
Control lers and the Coll ectors.

The MAs are the elenents actually perform ng the nmeasurenments. The
MAs are controlled by one or nore Controllers and the Collectors
gather the results generated by the MAs. |In a nutshell, the nornal
operation of a |l arge-scale neasurenent platformstarts with the
Controller instructing a set of MAs to performa set of neasurenents
at a certain point in tinme. The MAs execute the instructions from
the Controller and once they have done so they report the results of
the nmeasurenents to the Collector. The overall framework for a Large
Measurenment platformand the term nology used in this docunent is
described in detail in [I-D.ietf-I|nmap-franework].

A large-scal e neasurenent platforminvol ves basically three
protocol s, namely, a Control protocol between the Controller(s) and
the MAs, a Report protocol between the MAs and the Collector(s) and
several neasurenent protocols between the MAs used to actually
performthe neasurenents. |n addition the sone information is
required to be provisioned to the MA prior to any comnunication with
the Controller.

Thi s docunent defines the information nodel for both the Control and
the Report protocol along with pre-configuration information that is
required before communicating with the Controller, broadly named as

the LMAP I nformation Model (or LMAP IMfor short). The neasurenent

protocol s are out of the scope of this docunent.

As defined in [ RFC3444], the LMAP I M defines the concepts involved in
a | arge-scal e neasurenent platformat a high |level of abstraction,

i ndependently of any specific inplenentation or actual protocol used
to exchange the information. It is expected that the proposed

i nformati on nodel can be used with different protocols in different
measur enent platformarchitectures and across different types of MA
device (e.g. home gateway, smartphone, PC, router etc.).

LMAP | nf ormati on Model
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2. 1. Informati on Structure

The informati on described herein relates to the information stored,
received or transmitted by a Measurenent Agent as described within
the LMAP framework [I-D.ietf-lmap-franework]. As such, sone subsets
of this information nodel are applicable to the neasurenent
Controller, Collector and systens that pre-configure the Measurenent
Agent. The information described in these nodels will be transnmitted
across the protocols and interfaces between the Measurenent Agent and
such systens according to a Data Mdel

For clarity the information nodel is divided into six sections:

1. Pre-Configuration Information. Information pre-configured on the
Measur ement Agent prior to any comuni cation with other
conmponents of the LMAP architecture, specifically detailing how
to register with a Controller

2. Configuration Information. Information delivered to the MA on
registration with a Controller or updated during a | ater
communi cation, in particular detailing howto retrieve
measurenent and reporting instruction information froma
Controller along with information specifically about the MA

3. Instruction Information. Information that is received by the MA
fromthe Controller pertaining to the measurenent and reporting
configuration. This includes neasurenent configuration, report
channel configuration, neasurenent schedul es and neasur enent
suppression infornation

4. Logging Information. Information transnmitted fromthe MA to the
Controller detailing the results of any configuration operations
along with error and status information fromthe operation of the
MA

5. Status Information. Information on the general status and
capabilities of the MA. For exanple, the set of measurenents
that are supported on the device

6. Reporting Information. Information transnmtted fromthe MA to
the Coll ector including neasurenent results and the context in
whi ch they were conduct ed

In addition the MA may hold further information not described herein,
and which may be optionally transferred to or from other systens
including the Controller and Collector. One exanple of information
in this category is subscriber or line information that may be
reported by the MA as optional fields in the reporting conmunication
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to the Collector.
2.2. Pre-Configuration Information

This information is the mininmal infornmation that needs to be pre-
configured to the MAin order for it to successfully conmunicate with
a Controller during the registration process.

This pre-configuration information needs to include an URL of the
Controll er where configuration information can be retrieved al ong
with the security information required for the communication
including the certificate of the Controller (or the certificate of
the Certification Authority which was used to issue the certificate
for the Controller) as well as the tim ng for that conmunication

Al'l this is expressed as the Configuration Channel. In addition to
the Configuration Channel information, the MA's security information
is configured which can be either a certificate and a private key or
a password, depending on the security solution used.

Detail of the information nodel el enments:
1. MA MAC. MAC Address

2. Configuration Channel: Channe

3. MA Certificate: Certificate (optional)
4., MA ID: random UU D (optional)

5. MA password: string (optional)

The detail of the Channel object is described later since it is
common to several parts of the information nodel

2.3. Configuration Information

During registration or at any later point at which the MA contacts
the Controller, the choice of Controller and details for the timng
of comunication with the Controller can be changed. For exanple the
pre-configured Controller may be replaced with a specific Controller
that is nore appropriate to the MA device type, location of
characteristics of the network (e.g. access technol ogy type or
broadband product). The initial conmunication timng object may al so
be replaced with one nore relevant to routine comuni cati ons between
the MA and the Controller.

In addition the MA will be given further itens of infornmation that
relate specifically to the MA rather than the neasurenents it is to
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conduct or how to report results. The assignment of an IDto the MA
is mandatory. Optionally a Goup ID rmay al so be given which
identifies a group of interest to which that MA belongs. For exanple
the group could represent an | SP, broadband product, technol ogy,

mar ket cl assification, geographic region, or a conbination of

mul ti pl e such characteristics. Were the Measurenent Group IDis set
an additional flag (the Report MAID flag) is required to control
whet her the Measurenent Agent IDis to be reported. This allows the
MA to remain anonynous which may be particularly useful to prevent
tracki ng of nobile MA devices.

The configuration information will also contain information about

di fferent conmuni cation channels that the MA will have with different

el ements of the infrastructure. Each channel specifies a URL,

security information and timng information for the conmunicati on.

Detail of the additional information nodel elenents:

1. Measurenment Agent |ID: UU D

2. Measurenment Group ID (optional): String

3. Report MAID flag (optional): Bool ean

4. Instruction Channel: Channel (D SCUSSI ON: shouldn't we split this
into 4 different channels i.e. the Measurenment Task Configuration
channel, the Report Channel channel, the Measurenent Schedul es
channel and the Measurenent Suppression channel ?)

5. Status Channel: Channel

6. Loggi ng Channel : Channel

nstruction Information

The Instruction information nodel has four sub-el ements:

1. Measurenent Task Configurations: Set

2. Report Channels: Set

3. Measurenent Schedul es: Set

4. Measurenent Suppression: Object

Conceptual |y each Measurenent Task Configuration defines the

paraneters of a Measurenent Task that the Measurenent Agent (MA) nmay
performat some point intine. It does not by itself actually
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instruct the MA to performthemat any particular time (this is done
by a Measurenent Schedul e).

Exanpl e: A Measurenent Task Configuration may configure a single
Measur enment Task for neasuring UDP | atency. The Measurenent Task
Configuration could define the destination port and address for
the measurenent as well as the duration, internal packet tinming
strategy and other parameters (for exanple a streamfor one hour
and sendi ng one packet every 500 ns). It may also define the
out put type and possi bl e paraneters (for exanple the output type
can be the 95th percentile nean) where the neasurenent task
accepts such paraneters. |t does NOT define when the task starts
(this is defined by the Measurenent Schedul e elenent), so it does
not by itself instruct the MAto actually performthis measurenent
t ask.

The Measurenent Task Configuration will include a | ocal short name
for reference by the Measurenent Schedule, along with a registry
entry [1-D. bagnul o-i ppm newregistry] that defines the Measurenent
Task. The MA itself will resolve the registry entry to a | ocal
executable program In addition the Measurenent Task is specialised
through a set of configuration Options. The nature and nunber of
these Options will depend upon the Measurenent Task and will be
defined in the Measurenent Task Registry. In addition the

Measur ement Task Configuration may optionally al so be given a
Measurement Cycle ID. The purpose of this IDis to easily identify a
set of measurenent results that have been produced by Measurenent
Tasks with conparable Options. This IDis manually increnented when
an Option change is inplenented which could nmean that two sets of
results should not be directly conpared.

A Report Channel defines howto report results to a single Collector.
Several Report Channels can be defined to enable results to be split
or duplicated across different report intervals or destinations.

E.g. a single Collector may have three Report Channels, one reporting
hourly, another reporting daily and a third on which to send

i mredi ate results for on-demand measurenent tasks. The details of
the Channel elenment is described later as it is conmmon to severa

obj ect s.

A Measur enent Schedul e contains the instruction fromthe Controller
to the MA to execute a single or repeated series of Measurenent
Tasks. Each Measurenment Schedul e contains basically three el ements:
a reference to a list of Measurement Task Configuration, a reference
to a set of one or nore Report Channels, and a timng object for the
schedul e. The schedul e basically states what neasurenent task to
run, how to report the results, and when to run the neasurenent task.
Mul tiple nmeasurenent tasks in the list will be executed in order with
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m nimal gaps. Note that the Controller can instruct the MA to report
to several Collectors by specifying several Report Channels.

Exanpl e: a Measurenent Schedul e references a single Measurenent Task
Configuration for the UDP | atency defined in the previous exanple.
It references the Report Channel in the previous exanple to send
results imediately as available to the specified Collector. The
timng is specified to run the configured Measurenment Task
Configuration every hour at 23 minutes past the hour

Measur ement Suppression information is used to over-ride the

Measur ement Schedul e and stop neasurenents fromthe MA for a defined
or indefinite period. Wile conceptually measurenments can be stopped
by sinply renoving themfromthe Measurenent Schedule, splitting out
separate informati on on Measurenent Suppression allows this
informati on to be updated on the MA on a different tinming cycle or
protocol inplenentation to the Measurenent Schedul e.

The goal when defining these four different elements is to allow each
part of the information nodel to change w thout affecting the other
three elements. For exanple it is envisaged that the Report Channels
and the set of Measurenent Tasks Configurations will be relatively
static. The Measurenent Schedul e on the other hand is likely to be
nmore dynami ¢ as the neasurenent panel and test frequency are changed
for various business goals. Another exanple is that neasurenments can
be suppressed with a Measurenent Suppression comrand w t hout remnoving
the existing Measurenment Schedul es that would continue to apply after
t he Measurenent Suppression expires or is renoved. In terns of the
Control | er-MA communi cation this can reduce the data overhead. It

al so encourages the re-use of the same standard Measurenent Task
Configurations and Reporting Channels to hel p ensure consistency and
reduce errors.

Definition of the information nodel el ements:
1. Measurenent Task Configurations: Set
1. Measurenent Task Configuration: OCbject

1. Task Name (used for referral fromthe Measurenent
Schedul es): String

2. Registry Entry: URN
3. Options: Set (optional)

1. Interface nane (reference by nanme to one of the
Interfaces defined in the Status information): String
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4. Measurenent Cycle ID: String (optional)
2. Report Channel s: Set
1. Report Channel: Channe
3. Measurement Schedul es: Set
1. Measurenent Schedul e: Obj ect
1. Schedul e Nane: String
2. Measurenment Task Configuration Names (reference by Nane
to one of the neasurenent tasks defined in the
Measur ement Task Configuration set): List
1. Task Nanme: String
3. Report Channel Nanes (reference by Name to one of the
measur enent tasks defined in the Measurenent Task
Configuration set): Set
1. Channel Nane: String
4. Measurenent Tining: Tinng
4. Measurenent Suppression: Object (optional)
1. Start: datetine

2. End: datetine

3. Set of Measurement Task Configuration Names (optional -
default all)

1. Task Name: String
2.5. Logging Information
The MA will report back success/failure and status information to the
Controller. These nessages will fall into a nunber of different

cat egori es:

1. Success/failure messages in response to information updates from
the Controller. For exanple:

* "Report Channel ’hourly db" configured"
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"Measurenent Schedul e does not conformto schema, Row 211"

Status updates fromthe operation of the MA. For exanple:

"out of menory: cannot record result"”

"Col l ector 'collector.exanple.coni not responding”

Log Time: datetine
Log Event: bject

Status I nformation

have the follow ng Information nodel el enents:

In addition to the information reported by the MA t hrough the | ogging
information, the MA will hold further status information that can be

retrieved by a Controller.

One category of additional informtion

that has not been defined in earlier sections is the availability of
Measur ement Tasks on that NA

MA Status information nodel

1.

MA ID: String

MA Device: String

MA hardware: String (optional)
MA firmvare: String (optional)
MA software: String (optional)
MA Interfaces: set

1. If name: String

el enent s:

2. If type: String (one of eth, w an, TBQC)

3. If speed: Integer (expressed in Mpps)

4. Link Layer Address: String

5. | P addr ess: Set

1. Protocol: String (one of v4, v6)
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2. Address: String
6. Gateway: Set (optional)
1. Protocol: String (one of v4, v6)
2. Address: String
7. DNS server: Set (optional)
1. Protocol: String (one of v4, v6)
2. Address: String
7. Last Measurenent: datetime
8. Last Report: datetine
9. Last Instruction: datetine
10. Last Configuration: datetine
11. Supported Measurenents: Set
1. Registry Entry: URN
2. Version: String (optional)
2.7. Reporting Information
At a point in tine specific by the Report Channel, the MA will
comruni cate a set of measurement results to the Collector. These
measur enent results should be comunicated within the context in
whi ch they were coll ected.
The report is structured hierarchically to avoid repetition of
report, Measurenent Agent and Measurenent Task Configuration
information. The report starts with the timestanp of the report
generation on the MA and details about the MA including the optiona
Measurenment Agent I D and Group ID (controlled by the Configuration
Information). In addition optional further MA context infornation
can be included at this point such as the line sync speed or ISP and
product if known by the MA
After the MA information the results are reported grouped into the
di fferent Measurenent Tasks. Each Task starts with replicating the

Measur ement Task Configuration information before the result headers
(titiles for data colums) and the result data rows.
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I nformati on nodel el enents:
1. Report Date: datetine
2. Measurenent Agent ID: String (optional)
3. Measurenment Goup ID String (optional)
4. MA Context: Set (optional)
1. Context Item Object
5. Measurement Task: Set
1. Measurenent Task Configuration: OCbject
2. Result Headers: List
1. Columm Nane: String
3. Result Data: List
1. Result Row bject
1. Measurenent Tine: datetine
2. Cross-traffic: Integer (optional)
3. Result Columms: List
1. Colum Data
2.8. Channels
A Channel defines a communi cati on channel between the MA and ot her
el ement of the measurenent franework i.e. with the Collector to
report results back, to Controller to retrieve Instructions or other
i nformati on exchanged between the parties. Several Channels can be
defined to enable results to be split or duplicated across different
report intervals or destinations. E.g. a single Collector nay have
three Report Channels, one reporting hourly, another reporting daily
and a third on which to send immediate results for on-denmand
nmeasur enent t asks.
Each Channel contains the details of the target (including |ocation
and security information such as the certificate), and the timng for

the conmunication i.e. when to establish the communi cation. The
certificate can be the digital certificate associated to the FQDN in
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the URL or it can be the certificate of the Certification Authority
that was used to issue the certificate for the FQDN of the target URL
(which will be retrieved | ater on using a conmuni cation protocol such
as SSL). The Channel can use the same timng infornation object as a
Measur ement Schedul e and the Controller Conmunication Tining defined
earlier. There are several options, such as inmediately after the
results are obtained or at a given interval or cal endar based cycle).
As with the Measurenent task Configuration, each Channel is also
given a local short nane by which it can be referenced froma

Measur ement Schedul e or other el ements.

Exanpl e: A Channel using for reporting results may specify that
results are to be sent to the URL
(https://collector.foo.org/report/), using the appropriate digita

certificate to establish a secure channel. The Channel specifies
that the results are to be sent imediately as avail able and not
bat ched

Channel : (Obj ect
1. Channel Name (used for referral fromother objects ): String
2. Target: URL
3. Certificate: X 509 Certificate
4. Conmuni cation Timng: Timng
2.9. Timng Information

The Tining informati on object used throughput the information nodels
can take one of four different forns:

1. Periodic. Specifies a start, end and interval tine in
mlliseconds

2. Calendar: Specifies a cal endar based pattern - e.g. 22 mnutes
past each hour of the day on weekdays

3. One Of: Asingle instance occurring at a specific tine
4. I mediate: Should occur as soon as possible
Optionally each of the first three options nay al so specify a

randommess that shoul d be eval uated and applied separately to each
i ndi cated event.
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2.9.

Periodic Timng

I nformati on nodel el ements:

2.9.

Timing Name: String

Start: datetinme (optional)

End: datetime (optional)

Interval: Integer (in milliseconds)
Randommess: Ti mi ng Randommess (optional)

Cal endar Ti mi ng

I nformati on nodel el enents:

1. Timing Nane: String
2. Start: datetinme (optional)
3. End: datetinme (optional)
4. Mont hs: Set (optional - default [1-12])
1. Month: Integer
5. Weekdays: Set (optional - default [Mon-Sun])
1. Wekday: String (one off Mn, Tue, Wed, Thu,
6. Days: Set (optional - default [1-31])
1. Day: Integer
7. Hours: Set (optional - default [1-24])
1. Hour:Integer
8. M nutes: Set (optional - default [1-60])
1. Mnute: |nteger
9. Seconds: Set (optional - default [1-60])
1. Second: |nteger
Bur bri dge, et al. Expires April 19, 2014
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10. Randommess: Tim ng Randommess (optional)
2.9.3. One-Of Timng

I nformati on nodel el ements:

1. Tinme: datetine

2. Randomess: Ti m ng Randommess (optional)
2.9.4. Imediate Timng

The i mediate timng object has no further information elenents. The
measurenent or report is sinply to be done as soon as possible.

2.9.5. Timng Randonmess
The Tining randommess object specifies a randomdistribution that can
be applied to any schedul ed executi on event such as a neasurenent or
report. The intention it to be able to spread the |oad on the
Controller, Collector and network in an automated manner for a |arge
nunber of Measurenent Agents. The randommess is expressed as a
distribution (e.g. Poison, Nornmal, Uniformetc.) along with the
spread over which the distribution should be applied. |In additional
optional upper and | ower bounds can be applied to control extremne
spread of tinngs.
I nformati on nodel el ements:
1. Distribution: String
2. Upper Cut: Integer (optional)
3. Lower Cut: Integer (optional)

4. Spread: |nteger

3. | ANA Considerations
Thi s docunment nakes no request of | ANA .

Note to RFC Editor: this section may be renoved on publication as an
RFC.
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4. Security Considerations

This Information Model deals with information about the control and
reporting of the Measurenent Agent. There are broadly two security
considerations for such an Information Mddel. Firstly the

I nformati on Mbdel has to be sufficient to establish secure

communi cati on channels to the Controller and Coll ector such that
other information can be sent and received securely. The second
consideration is that no mandated information itens pose a risk to
confidentiality or privacy given such secure comuni cation channels.
For this latter reason itens such as the MA context and MA ID are

| eft optional and can be excluded from sone depl oynents. This woul d,
for exanple, allow the MA to remain anonynous and for information
about |ocation or other context that m ght be used to identify or
track the MA to be ormitted or blurred.
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