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Abst ract

Thi s docunent describes an algorithmthat nakes Interactive
Connectivity Establishment (1 CE) connectivity checks nore responsive
by reduci ng del ays in dual -stack host I CE connectivity checks when
there is a path failure for an address fanmily preferred by the
application or by the operating system As IPv6 is usually preferred
over | Pv4, the procedures in this docunent hel ps avoid user-

noti ceabl e del ays when the | Pv6 path is broken or excessively slow

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 11, 2014.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

In situations where there are many | Pv6 addresses, |CE [ RFC5245] will
prefer | Pv6 candi dates [ RFC6724] and will attenpt connectivity checks
on all the IPv6 candi dates before trying an | Pv4 candidate. |If the

| Pv6é path is broken, this fallback to | Pv4 can consune a |ot of tine,
harm ng user satisfaction of dual-stack devices. This causes ICE to
performterribly in cases where | Pv6 doesn’'t work, which is stil

very commonpl ace. This docunent reconmends an alternative
prioritization for candidates that inproves this situation with a
goal that the I CE agent not be inordinately harmed by a sinple
reordering of the candi dates.

Thi s docunment describes an algorithmthat nakes | CE connectivity
checks nore responsive to failures of an address fanmily by reordering
the candi dates such that 1 Pv6 and | Pv4 candi dates get a fair chance
during connectivity checks. This algorithmchange is backward
compatible with existing inplenentations, and does not require any
changes other than to the selection of candidate priority.

2. Notational Conventions
The key words "MJST', "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

This note uses term nology defined in [ RFC5245].
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3.

Candi date Priority

By using the technique described in Section 4, if there are both | Pv6
and | Pv4 addresses candi dates gathered, and the first 'N candi dates
are of the sane | P address famly, then the highest-priority

candi date of the other address family is pronoted to position 'N+1’
in the check Iist thus nmaking | CE connectivity checks nore responsive
to failures of an address fanmily. The algorithmensures that there
are no nore than a fixed nunber of candidates of a given |IP version
in a single sequence.

Even if an adninistrator changes the policy table to prefer |1Pv4
addresses over |Pv6 addresses as explained in [ RFC6724], the |Pv4d
server-reflexive candidates will still have lower priority than | Pv6
host candi dates as per the "Recommended Formul a" (section 4.1.2.1 of

[ RFC5245]) which is not desired. The Happy Eyeballs extension for

I CE algorithmresol ves the problemin this scenario as well by
ensuring that | Pv4 server-reflexive candi dates are placed before |Pv6
host candi dates and thus ordering based on candidate types is no

| onger in effect.

Al gorithm overvi ew

The Happy Eyeballs Extension for |CE algorithm proposes the follow ng
steps after candidates are prioritized using the formula in section
4.1.2.1 of [RFC5245]:

a. If the first "N candidates are of the sane | P address famly,
then the highest-priority candi date of the other address fanily
is pronoted to position '"N+1' in the list.

b. Step (a) is repeated for subsequent candidates in the list until
all candidates of the preferred address fam |y are exhaust ed.

The al gorithm ensures that a | ong sequence of candi dates bel onging to
the sane address fanily is interleaved with candi dates from an
alternative I P version.

The following figure illustrates the result of the algorithmon
candi dat es:

Bef ore Happy Eyeballs Extension for ICE algorithm:
(highest) |1Pv6 Host Candi date-1
| Pv6 Host Candi date-2
| Pv6 Host Candi date-3
| Pv6 Host Candi date-4
| Pv6 Host Candi date-5
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| Pv6 Host Candi date-6

| Pv6 Host Candi date-7

| Pv4 Host Candi date

| Pv6 Server Refl exive Candi date

| Pv4 Server Refl exive Candi date

| Pv6 Rel ayed Transport Candi date
(1 owest) | Pv4 Rel ayed Transport Candi date

After Happy Eyeballs Extension for ICE algorithm:

(highest) |1Pv6 Host Candidate-1
| Pv6 Host Candi date-2
| Pv6 Host Candi date-3
| Pv4 Host Candi date ---> Pronot ed candi dat e
| Pv6 Host Candi date-4
| Pv6 Host Candi date-5
| Pv6 Host Candi date-6
| Pv4 Server Refl exive Candi date ---> Pronoted candi date
| Pv6 Host Candi date-7
| Pv6 Server Reflexive Candi date
| Pv6 Rel ayed Transport Candi date

(1 onest) | Pv4 Rel ayed Transport Candi date

4.1. Processing the Results

If I CE connectivity checks using an I Pv4 candidate is successful for
each component of the nedia stream and connectivity checks using | Pv6
candi dates is not yet successful, the ICE endpoint will declare
victory, conclude ICE for the nmedia stream and start sending nedia
using I Pv4. However, it is also possible that |ICE endpoint continues
to performI| CE connectivity checks with I Pv6 candidate pairs and if
checks using higher-priority IPv6 candidate pair is successful then
medi a stream can be noved to the | Pv6 candidate pair. Continuing to
perform connectivity checks can be useful for subsequent connecti ons,
to optinize which connectivity checks are tried first. Such
optimizations are out of scope of this docunent.

The follow ng di agram shows the behavi our during the connectivity
check when Alice calls Bob and Agent Alice is the controlling agent
and uses the aggressive nomination algorithm "USE-CAND' inplies the
presence of the USE- CANDI DATE attri bute.

Alice Bob
| |
| Bind Reqg USE- CAND Bi nd Req [
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Figure 1: Happy Eyeballs Extension for |ICE
5. | ANA Consi derati ons
None.
6. Security Considerations
STUN connectivity check using MAC conputed during key exchanged in
the signaling channel provides nessage integrity and data origin
aut hentication as described in section 2.5 of [RFC5245] apply to this
use.
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