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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

In the |ETF RTCWEB W5 a need to use a single 5-tuple for sending and
receiving media associated with nultiple SDP nmedia descriptions ("nr
lines) has been identified. This would e.g. allow the usage of a
single set of Interactive Connectivity Establishnent (1CE) [ RFC5245]
candidates for multiple nmedia descriptions. Nornmally different nedia
types (audio, video etc) will be described using different nedia
descri ptions.

This specification defines a new SDP G oupi ng Framewor k [ RFC5888]

ext ensi on, "BUNDLE", that can be used with the Session Description
Protocol (SDP) O fer/Answer mechani sm[RFC3264] to negotiate the
usage of bundl ed nedia, which refers to the usage of a single 5-tuple
for media associated with nultiple SDP nedia descriptions ("ne
lines).

The O ferer and Answerer [RFC3264] use the BUNDLE nechanismto
negotiate a single BUNDLE address to be used for the bundled nedia
associated with a BUNDLE group

The BUNDLE mechani sm allows an SDP O ferer and SDP Answerer to assign
identical addresses to nultiple "m=" lines, if those "m=" lines are
associated with a BUNDLE group. However, until it is known whet her
both the Offerer and Answerer support the BUNDLE nechani sm uni que
addresses are assigned to each "n¥" line, including those associated
with a BUNDLE group
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NOTE: As defined in RFC 4566 [ RFC4566], the semantics of multiple
"m=" lines using the same port nunber value are undefined, and there
is no grouping defined by such nmeans. Instead, an explicit grouping
mechani sm needs to be used to express the intended semantics. This
specification provides such extension

SDP O fers and SDP Answer can contain multiple BUNDLE groups. For
each BUNDLE group, a BUNDLE address is negotiated. Miltiple BUNDLE
groups cannot share the sanme bundl e address.

The default assunption is that all Real -Tine Protocol (RTP) [RFC3550]
based media flows within a BUNDLE group belongs to the sanme RTP
Session [ RFC3550]. Future extensions can change that assunption.

The BUNDLE nechani smis backward conpatible. Endpoints that do not
support the BUNDLE nechani sm are expected to generate SDP Offers and
SDP Answers wi thout an SDP group: BUNDLE attribute, and are expected
to assign uni que addresses to each "nm=" line, according to the
procedures in [ RFC4566] and [ RFC3264]

2. Term nol ogy

5-tuple: A collection of the follow ng val ues: source address, source
port, destination address, destination port and protocol

Bundl ed nedia: Two or nore RTP streans using a single 5-tuple. The
RTCP streans associated with the RTP streans al so use a single
5-tuple, which mght be the sane, but can also be different, as the
one used by the RTP streans.

Uni que address: This refers to an | P address and | P port comnbi nation,
that can only be associated with a single "m=" line within an SDP
Sessi on.

BUNDLE address: This refers to an | P address and | P port conbi nation,
that is associated with each "m=" line within a BUNDLE group, wthin
an SDP Session. The zero | P port val ue BUNDLE address MJUST NOT be
used in a BUNDLE address.

NOTE: "nm¥" lines that share a BUNDLE address MJST al so share ot her

paraneters related to the nedia transport plane, e.g. |ICE candidate
i nformation.
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3.

6.

6.

6.

Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

Applicability Statenent

The mechanismin this specification only applies to the Session
Description Protocol (SDP) [RFC4566], when used together with the SDP
O fer/ Answer nmechani sm [ RFC3264] .

SDP Groupi ng Framewor k BUNDLE Extension Semantics
This section defines a new SDP G oupi ng Framework extension, BUNDLE.

The BUNDLE extension can be indicated using an SDP session-1 evel
"group’ attribute. Each SDP Media Description ("m" line) that is
grouped together, using SDP nmedia-level md attributes, belongs to a
gi ven BUNDLE group.

SDP O fer/ Answer Procedures
1. Ceneral

This section describes the usage of the SDP O f er/ Answer mechani sm

[ RFC3264] to negotiate the usage of the BUNDLE nechanism to

negoti ate the BUNDLE address, and to add, renobve and reject SDP Media
Descriptions ("nm" lines) [ RFC4566] associated with a BUNDLE group.

The generic rules and procedures defined in [ RFC3264] and [ RFC5888]
apply when the SDP O f er/ Answer nechanismis used with the BUNDLE
mechani sm For exanple, if an SDP Offer is rejected, the previously
negoti ated SDP paraneters and characteristics (including those
associ ated wi th BUNDLE groups) apply.

When an endpoint, acting as an Offerer or Answerer [RFC3264],
generates an SDP O fer, or an SDP Answer, the endpoint MJST assign an
SDP nedi a-1evel nmid value for each "m" line in a BUNDLE group. In
addition, the endpoint MJST assign an SDP session-1|evel group: BUNDLE
attribute for each BUNDLE group, and place each nid associated with
the SDP group: BUNDLE attribute mid Iist.

2. Bundl ed SDP | nfornation

2.1. Ceneral
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This section describes restrictions associated with the usage of SDP
paraneters and extensions within a BUNDLE group. It also describes,
when paraneter and attribute val ues have been assigned to each "m="
line in the BUNDLE group, how to calculate a value for the whol e
BUNDLE gr oup.

6.2.2. Bandwi dth (b=)

The total proposed bandwi dth is the sum of the proposed bandw dth for
each "n¥" line associated with a negotiated BUNDLE group.

6.2.3. rtcp-nmux Attribute

For each "m=" line in a BUNDLE group, an Oferer and Answerer MJST
assign an SDP rtcp-nux attribute [ RFC5761].

6.2.4. rtcp Attribute
When used, for each RTP nedia "m" line in a BUNDLE group, an O ferer
and Answerer MJST assign an SDP rtcp attribute [RFC3605] with an
identical attribute val ue.

6.2.5. DILS-SRTP fingerprint Attribute
When DTLS-SRTP is used, for each RTP nedia "n¥" line in a BUNDLE
group, an O ferer and Answerer MJST assign an SDP DTLS- SRTP
fingerprint attribute with identical attribute val ues.

6.2.6. SDES crypto Attribute
When SDES is used, for each RTP nedia "n" line in a BUNDLE group, an
O ferer and Answerer MJST assign an SDP crypto attribute, w th unique
attribute val ues.

6.2.7. Oher Attributes (a=)
There are also special rules for handling nmany different attributes
as defined in [|-D. nandakumar - nrrusi c- sdp-nmux-attributes]. It mght
not possible to use bundle with some attri butes.

6.3. RFC 5888 restrictions

Based on the rules and procedures in [ RFC5888], the follow ng
restrictions also apply to BUNDLE groups in SDP Answers:

0 1) A BUNDLE group nust not be added to an SDP Answer, unless the
same BUNDLE group was included in the associated SDP Ofer; and
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6. 4.

6. 4.

1.

Whe
"nmE
lin
is

ass
add
add

2) An SDP "m=" |ine nust not be added to a BUNDLE group in the SDP
Answer, unless it was in the same BUNDLE group in the associ ated
SDP Offer.

SDP O ferer Procedures
Cener al

n an Oferer generates an Ofer, it assigns an address to each

" line, according to the procedures in [RFC3264]. To each "n¥"

e within a BUNDLE group the Oferer assigns either an address that
unique to that "m=" line, or a shared address that is al so

igned to other "m=" lines within the BUNDLE group. Such shared
ress can be, but does not have to be, a previously selected BUNDLE
ress Section 6.5.1.

OPEN | SSUE (@): There is a discussion on whether assigning a shared

add
has

(0]

The
has
out

The
[RF

ress to multiple "m=" lines shall be allowed until the Answerer
i ndi cated support of BUNDLE.

(http://ww.ietf.org/mail-archive/web/ mrusic/current/
nsg12245. ht )

O ferer MUST NOT assign an address (unique or shared), that it
assigned to an "nF" line within a BUNDLE group, to an "m=" line
si de the BUNDLE group.

O ferer MUST, for a BUNDLE group, on the SDP session |evel
CA4566], insert an SDP group: BUNDLE attri bute associated with the

BUNDLE group. The Offerer MJUST assign an SDP 'nid attribute

[ RF
md

The
add

C5888] to each "m=" line within the BUNDLE group, and place the
value in the group: BUNDLE attribute md |ist.

O ferer MAY assign an SDP 'bundl e-only’ attribute [ref-to-be-
ed] to one or nore "m=" lines within a BUNDLE group.

OPEN I SSUE (@8): It still needs to be deci ded whether a zero port

val

(0]

ue can be assigned to a 'bundle-only’ "m=" line.
(http://ww.ietf.org/mail-archive/web/ mrusic/current/

nmsg12075. ht m)

(http://wwv. ietf.org/ mail-archivel/ web/ music/current/
nmsg12226. ht m)

(http://ww.ietf.org/mail-archive/web/ mrusic/current/
nmsg12339. ht )
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6.4.2. Request BUNDLE address selection

When an Offerer generates an Offer, it MJST indicate which address
(uni que or shared) within a BUNDLE group it wi shes the Answer to
select as the Oferer’s BUNDLE address for the BUNDLE group

Section 6.5.1. The Oferer MIUST do this even if the Answerer has, in
a previous Answer within the dialog, already selected the Oferer’s
BUNDLE addr ess.

In order to request an address (unique or shared) to be selected as
the Offerer’s BUNDLE address for a BUNDLE group, the O ferer places
the md value, associated with the "m=" line representing the
requested address, first in the SDP group: BUNDLE attribute md |ist
associ ated with the BUNDLE group.

Section 10.1 shows an exanple of a Bundle Address Request.
6.4.3. Bundl e Address Synchronization (BAS)
When an Offerer receives an Answer, in which an offered BUNDLE group

is accepted, if the Oferer in the associated Ofer assigned an
address (uni que or shared), that does not represent the BUNDLE

address selected for the Oferer, to an "nE" line within the BUNDLE
group, the Oferer MIUST send a subsequent Ofer, in which it assigns
t he BUNDLE address selected for the Oferer to each "nme" line within

the BUNDLE group. This procedure is referred to as Bundl e Address
Synchroni zati on (BAS), and the Ofer is referred to as a BAS Ofer.

The O ferer MAY nodify any SDP paranmeter in a BAS Ofer.
NOTE: It is inportant that the BAS Offer gets accepted by the

Answerer, so the Oferer needs to consider the necessity to nodify
SDP parameters that could get the Answerer to reject the BAS Ofer.

Renoving "m=" lines, or reducing the nunber of codecs, in the BAS
O fer used for the is considered to have a | ow risk of being
rej ected.

NOTE: The main purpose of the BAS Ofer is to make sure that
intermedi aries, that m ght not support the BUNDLE mechani sm have
correct infornmation regardi ng which address is going to be used for
t he bundl ed nedi a.
Section 10.1 shows an exanple of an BAS Ofer.

6.4.4. Adding a nedia description to a BUNDLE group

When an Offerer generates an Offer, in which it adds an "ne" line to
a BUNDLE group, the Oferer assigns an address (unique or shared) to
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the "m<" line, assigns an SDP 'nmid attribute to the "m=" l|ine, and
pl aces the nmid value in the group: BUNDLE attribute md |ist
associated with the BUNDLE group, according to the procedures in

Section 6.4.2. |If the Oferer wishes the Answerer to select the
address assigned to the added "n¥" as the Oferer’s BUNDLE address,
the mid value associated with the "m=" line is placed first in the

list, according to the procedures in Section 6.4.2.

Section 10.3 shows an exanple of an Ofer used to add an "nm=" line to
a BUNDLE group.

6.4.5. Mowving A Media Description Qut O A BUNDLE G oup

When an Offerer generates an Offer, in which an "m=" line is noved
out of a BUNDLE group, the Oferer MJST assign a unique address to
the nmoved "m=" line. 1In addition, the Offerer MJUST NOT anynore
include a nid value, representing the "m=" line, in the SDP

group: BUNDLE attribute mid |ist associated with the BUNDLE group.

Section 10.4 shows an exanple of an Ofer used to nove an "n¥" line
out of a BUNDLE group.

6.4.6. Disabling A Media Description In A BUNDLE G oup

When an Offerer generates an Offer, in which an "n¥" |ine associated
with a BUNDLE group is disabled, the Oferer MJUST assign an address
with a zero port value [RFC4566] to the disabled "n¥" line. In

addition, the Oferer MJUST NOT anynore include a md val ue,
representing the "m=" line, in the SDP group: BUNDLE attribute md
list associated with the BUNDLE group.

OPEN | SSUE (@®): It still needs to be decided whether a zero port
val ue can be assigned to a ’'bundle-only’ "n¥" line.

o (http://www.ietf.org/mail-archive/web/nmrusic/current/
nmsgl12075. htm)

o (http://ww.ietf.org/ mil-archive/web/mrusic/current/
nmsgl12226. htm)

o (http://www.ietf.org/ mail-archive/web/nmrusic/current/
nmsg12339. htm)

Section 10.5 shows an exanple of an Ofer used to disable an "m="
line in a BUNDLE group.

6.5. SDP Answerer Procedures
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6.5.1. Oferer Bundl e Address Sel ection

When an Answerer generates an Answer that contains a BUNDLE group,
the Answer MJST select the Oferer’s BUNDLE address. The first md
value in the SDP group: BUNDLE attribute nmid list of the Ofer
represents the address which the Oferer wishes the Answer to sel ect
as the Oferer’s BUNDLE address Section 6.4. 2.

The Answerer SHOULD sel ect the address represented by the first md
val ue, unless the Answerer in the associated Answer will reject the
"me" line associated with the md value, or renove the "me" line from
the BUNDLE group. |In such case the Answerer MJUST sel ect an address
associated with the first unrejected md value that remains in the
SDP group: BUNDLE attribute md list of the Ofer.

In the SDP Answer, the Answerer MJST place the nmid val ue associ ated
with the selected Oferer’s BUNDLE address first in the SDP
group: BUNDLE attribute mid |ist associated with the BUNDLE group.

Section 10.1 shows an exanple of an Oferer’s BUNDLE address
sel ecti on.

6.5.2. Anwerer Bundl e Address Sel ection

When an Answerer creates an Answer that contains a BUNDLE group, the
Answer er MJST assign a | ocal shared address, the Answerer’s BUNDLE
address, to each "m=" line within the BUNDLE group.

The Answerer is allowed to change its BUNDLE address in any SDP
Answer .

The Answerer MJUST NOT assign a shared address, that it has assigned
to an "m=" line within a BUNDLE group, to an "m=" |ine outside the
BUNDLE gr oup.

Section 10.1 shows an exanple of an Answerer’s | ocal BUNDLE address
sel ection.

6.5.3. Mwving A Media Description Qut O A BUNDLE G oup

When an Answerer generates an Answer, in which an "m=" line is noved
out of a BUNDLE group, the Answerer assigns an address to the noved
"m=" line based on the type of address that the Offerer assigned to
the associated "m=" line in the associated Ofer, as described bel ow.

If the Offerer assigned a shared address to the "n¥" line, the

answerer MJUST reject the noved "n¥" line, according to the procedures
in Section 6.5. 4.
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If the Offerer assigned an SDP 'bundle-only’ attribute to the "m="
line, the Answerer MJST reject the nmoved "m=" |ine, according to the
procedures in Section 6.5.4.

If the OfFferer assigned a unique address to the "n¥" |line, the Answer
MUST assign a unique address to the noved "nm=" |ine.

In addition, in either case above, the Answerer MJST NOT anynore
include a md value, representing the "m=" line, in the SDP
group: BUNDLE attribute |ist associated with the BUNDLE group

6.5.4. Rejecting A Media Description In A BUNDLE G oup

When an Answerer generates an Answer, in which an "m=" |ine
associated with a BUNDLE group is rejected, the Answerer MJST assign

an address with a zero port value to the rejected "m=" |ine,
according to the procedures in [RFC4566]. In addition, the Answerer
MUST NOT anynore include a mid value, representing the "m=" line, in

the SDP group: BUNDLE attribute midlist associated with the BUNDLE
group.

7. Single vs Miultiple RTP Sessions
7.1. Cenera

By default, all RTP based nedia flows within a given BUNDLE gr oup
bel ong to a single RTP session [RFC3550]. Miltiple BUNDLE groups
will formmultiple RTP Sessions

The usage of nultiple RTP Sessions within a given BUNDLE group, or

t he usage of a single RTP Session that spans over multiple BUNDLE
groups, is outside the scope of this specification. O her
specification needs to extend the BUNDLE nmechanismin order to allow
such usages.

7.2. Single RTP Session

When a single RTP Session is used, nedia associated with all "nr
lines part of a bundle group share a single SSRC [ RFC3550] numnberi ng
space.

In addition, the following rules and restrictions apply for a single
RTP Sessi on:

o The dynam c payl oad type values used in the "n=" |ines MJST NOT

overl ap.
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8.

8.

8.

8.

9.

0 The "proto" value in each "n¥" line MJUST be identical (e.g. RTP/
AVPF) .

0 A given SSRC SHOULD NOT transmit RTP packets using payl oad types
that originates fromdifferent "m=" lines

NOTE: The last bullet above is to avoid sending multiple nedia types
fromthe sane SSRC. If transm ssion of nultiple nmedia types are done
with time overlap RTP and RTCP fails to function. Even if done in
proper sequence this causes RTP Tinmestanp rate switching issues [ref
to draft-ietf-avtext-nultiple-clock-rates].

Usage Wth I CE
1. Cenera

This section describes how to use the BUNDLE groupi ng extension
together with the Interactive Connectivity Establishment (1 CE)
nmechani sm [ RFC5245] .

2. Candi dates

When an | CE-enabl ed endpoi nt generates an SDP Offer, which contains a
BUNDLE group, the SDP O ferer MJST include |ICE candi dates for each
"m=" line associated with a "BUNDLE" group, except for any "m=" |ine
with a zero port nunber value. |If the "m=" lines associated with the
BUNDLE group contain different port nunber values, the SDP O ferer
MUST al so insert different candidate values in each "m=" |ine
associated with the BUNDLE group. |If the "m" lines associated with
t he BUNDLE group contain an identical port nunber value, the

candi dat e val ues MJST al so be identi cal

When an | CE-enabl ed endpoi nt generates and SDP Answer, which contains
a BUNDLE group, the Answerer MJST include | CE candi dates for each

"m=" line associated with the "BUNDLE" group, except for any "m"
line where the port nunber value is set to zero. The Answerer MJUST
insert identical candidate values in each "n=" line associated with

t he BUNDLE gr oup.
3. Candidates

Once it is known that both endpoints support, and accept to use, the
BUNDLE groupi ng extension, |CE connectivity checks and keep-alives
only needs to be performed for the whol e BUNDLE group, instead of for
each individual "n=" line associated with the group

Security Considerations
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10.

10.

This specification does not significantly change the security
consi derations of SDP which can be found in Section X of TBD.

TODO Think carefully about security analysis of reuse of sane SDES
key on multiple "n¥" lines when the far end does not use BUNDLE and
war n devel opers of any risks.

Exanpl es

1. Exanple: Bundl e Address Sel ection

The exanpl e bel ow shows:

o 1. An SDP Ofer, in which the Oferer assigns unique addresses to
each "n¥" line in the BUNDLE group, and requests the Answerer to
select the Oferer’s BUNDLE address.

0 2. An SDP Answer, in which the Answerer selects the BUNDLE
address for the Offerer, and assigns its own |ocal BUNDLE address
to each "m=" line in the BUNDLE group.

o 3. A subsequent SDP Ofer, which is used to performa Bundle
Addr ess Synchroni zati on (BAS).

SDP Ofer (1)

v=0

o=al i ce 2890844526 2890844526 I N I P4 atl anta. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e. com

t=0 0

a=group: BUNDLE foo bar
nmraudi o 10000 RTP/ AVP 0 8 97
a=m d: f oo

b=AS: 200

a=rtpmap: 0 PCMJ 8000
a=rtpmap: 8 PCMA/ 8000
a=rtpmap: 97 i LBC/ 8000

nrvi deo 10002 RTP/ AVP 31 32
a=m d: bar

b=AS: 1000

a=rtpmap: 31 H261/ 90000

a=rt pmap: 32 MPV/ 90000

SDP Answer (2)
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v=0

o=bob 2808844564 2808844564 | N | P4 bil oxi . exanpl e. com
S=

c=I N | P4 bil oxi.exanpl e.com

t=0 0

a=group: BUNDLE foo bar
mraudi o 20000 RTP/ AVP 0O
a=m d: f oo

b=AS: 200

a=rtpmap: 0 PCMJ 8000

mevi deo 20000 RTP/ AVP 32
a=m d: bar

b=AS: 1000

a=rt pmap: 32 MPV/ 90000

SDP O fer (3)
v=0
o=al i ce 2890844526 2890844526 IN I P4 atl anta. exanpl e. com
S=
c=IN I P4 atl anta. exanpl e.com
t=0 0

a=gr oup: BUNDLE f oo bar
mraudi o 10000 RTP/ AVP 0 8 97
a=m d: f oo

b=AS: 200

a=rtpmap: 0 PCMJ 8000
a=rtpmap: 8 PCMA/ 8000

a=rt pmap: 97 i LBC/ 8000

mevi deo 10000 RTP/ AVP 31 32
a=m d: bar

b=AS: 1000

a=rtpnap: 31 H261/ 90000

a=rt pmap: 32 MPV/ 90000

10. 2. Exanpl e: Bundl e Mechani sm Rej ected
The exanpl e bel ow shows:
o0 1. An SDP Ofer, in which the Offerer assigns unique addresses to
each "n=" line in the BUNDLE group, and requests the Answerer to
select the Oferer’s BUNDLE address.

0 2. An SDP Answer, in which the Answerer rejects the BUNDLE group,
and assi gns uni que addresses to each "m=" line.
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10.

SDP Offer (1)

SDP

3.
The

(0]

v=0

o=al i ce 2890844526 2890844526 I N I P4 atl anta. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e. com
t=0 0

a=group: BUNDLE foo bar

mraudi o 10000 RTP/ AVP 0 8 97
a=m d: f oo

b=AS: 200

a=rtpmap: 0 PCMJ 8000
a=rtpmap: 8 PCMA/ 8000
a=rtpmap: 97 i LBC/ 8000

mevi deo 10002 RTP/ AVP 31 32
a=m d: bar

b=AS: 1000

a=rtprmap: 31 H261/ 90000

a=rt pmap: 32 MPV/ 90000

Answer (2)

v=0

o=bob 2808844564 2808844564 | N | P4 bil oxi.exanple.com
S=

c=I N | P4 bil oxi.exanpl e.com
t=0 0

mFaudi o 20000 RTP/ AVP 0
b=AS: 200

a=rtpmap: 0 PCMJ 8000

nmevi deo 30000 RTP/ AVP 32
b=AS: 1000

a=rt pmap: 32 MPV/ 90000

Exanpl e: O ferer Adds A Media Description To A BUNDLE G oup
exanpl e bel ow shows:

An SDP Ofer, in which the Oferer adds an "n¥" |ine,

represented by the "zen" md value, to a previously negoti ated

BUNDLE group, assigns a unique address to the added "m=" |ine, and

assigns the previously negotiated BUNDLE address to the previously
added "m=" lines in the BUNDLE group.
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0 2. An SDP Answer, in which the Answerer assigns its own | ocal
BUNDLE address to each "m=" line (including the added "m=" 1ine)
in the BUNDLE group.

o 3. A subsequent SDP Ofer, which is used to performa Bundle
Addr ess Synchroni zati on (BAS).

SDP Offer (1)

v=0

o=al i ce 2890844526 2890844526 I N | P4 atl ant a. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e. com

t=0 0

a=group: BUNDLE foo bar zen
mFaudi o 10000 RTP/ AVP 0 8 97
a=m d: f oo

b=AS: 200

a=rtpmap: 0 PCMJ 8000
a=rtpmap: 8 PCMA/ 8000
a=rtpmap: 97 i LBC/ 8000

mevi deo 10000 RTP/ AVP 31 32
a=m d: bar

b=AS: 1000

a=rtpmap: 31 H261/ 90000
a=rtpmap: 32 MPV/ 90000

mevi deo 20000 RTP/ AVP 66
a=m d: zen

b=AS: 1000

a=rtpmap: 66 H261/ 90000

SDP Answer (2)

v=0

o=bob 2808844564 2808844564 | N | P4 bil oxi.exanple.com
S=

c=I N | P4 bil oxi.exanpl e.com

t=0 0

a=group: BUNDLE foo bar zen
mFaudi o 20000 RTP/ AVP 0O
a=m d: f oo

b=AS: 200

a=rtpmap: 0 PCMJ 8000

mevi deo 20000 RTP/ AVP 32
a=m d: bar

b=AS: 1000
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a=rt pmap: 32 MPV/ 90000
mevi deo 20000 RTP/ AVP 66
a=m d: zen

b=AS: 1000

a=rtpnap: 66 H261/ 90000

SDP O fer (3)

10. 4.

v=0

o=al i ce 2890844526 2890844526 IN I P4 atl anta. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e. com
t=0 0

a=group: BUNDLE foo bar zen
mFaudi o 10000 RTP/ AVP 0 8 97
a=m d: f oo

b=AS: 200

a=rtpmap: 0 PCMJ 8000
a=rtpmap: 8 PCMA/ 8000
a=rtpmap: 97 i LBC/ 8000

mevi deo 10000 RTP/ AVP 31 32
a=m d: bar

b=AS: 1000

a=rtpmap: 31 H261/ 90000

a=rt pmap: 32 MPV/ 90000

mevi deo 10000 RTP/ AVP 66
a=m d: zen

b=AS: 1000

a=rtprmap: 66 H261/ 90000

Exanpl e: O ferer Moves A Media Description Qut O A BUNDLE G oup

The exanpl e bel ow shows:

(0]

1. An SDP Ofer, in which the Oferer noves an "n¥" |line out of a
previously negotiated BUNDLE group, assigns a unique address to
the noved "m=" line, and assigns the previously negotiated BUNDLE
address to the remaining "n¥" lines in the BUNDLE group.

2. An SDP Answer, in which the Answerer noves the correspondi ng
"m=" line out of the BUNDLE group, and assigns uni que address to
the noved "n¥" line, and assigns the previously negotiated BUNDLE
address to the renmaining "m" lines in the BUNDLE group.
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SDP Offer (1)

v=0

Cct ober 2013

o=al i ce 2890844526 2890844526 I N I P4 atl anta. exanpl e. com

S=

c=IN I P4 atl anta. exanpl e. com
t=0 0

a=group: BUNDLE foo bar

mraudi o 10000 RTP/ AVP 0 8 97
a=m d: f oo

b=AS: 200

a=rtpmap: 0 PCMJ 8000
a=rtpmap: 8 PCMA/ 8000
a=rtpmap: 97 i LBC/ 8000

mevi deo 10000 RTP/ AVP 31 32
a=m d: bar

b=AS: 1000

a=rtprmap: 31 H261/ 90000

a=rt pmap: 32 MPV/ 90000

mevi deo 50000 RTP/ AVP 66
b=AS: 1000

a=rt pnap: 66 H261/ 90000

SDP Answer (2)

v=0

o=bob 2808844564 2808844564 | N | P4 bil oxi.exanpl e. com

S=

c=I N I P4 bil oxi.exanpl e.com
t=0 0

a=group: BUNDLE foo bar
mraudi 0 20000 RTP/ AVP 0
a=m d: f oo

b=AS: 200

a=rtpmap: 0 PCMJ 8000

nevi deo 20000 RTP/ AVP 32
a=m d: bar

b=AS: 1000

a=rt pmap: 32 MPV/ 90000
mevi deo 60000 RTP/ AVP 66
b=AS: 1000

a=rtpmap: 66 H261/ 90000
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10.5. Exanple: Oferer Disables A Media Description In A BUNDLE G oup
The exanpl e bel ow shows:

o 1. An SDP Ofer, in which the Oferer noves an "n=" line out of a
previously negotiated BUNDLE group, assigns a zero port nunber the
nmoved "n¥" line in order to disable it, and assigns the previously
negoti at ed BUNDLE address to the remaining "n=" lines in the
BUNDLE gr oup.

0 2. An SDP Answer, in which the Answerer noves the corresponding

"m=" line out of the BUNDLE group, and assigns a zero port val ue
to the noved "m=" line in order to disable it, and assigns the
previ ously negotiated BUNDLE address to the remaining "m=" |ines

in the BUNDLE group.

SDP O fer (1)

v=0

o=al i ce 2890844526 2890844526 IN I P4 atl anta. exanpl e. com
S=

c=IN | P4 atl anta. exanpl e.com

t=0 0

a=group: BUNDLE foo bar
mraudi o 10000 RTP/ AVP 0 8 97
a=m d: f oo

b=AS: 200

a=rtpmap: 0 PCMJ 8000
a=rtpmap: 8 PCMA/ 8000
a=rtpmap: 97 i LBC/ 8000

mevi deo 10000 RTP/ AVP 31 32
a=m d: bar

b=AS: 1000

a=rtprmap: 31 H261/ 90000

a=rt pmap: 32 MPV/ 90000

mrvi deo 0 RTP/ AVP 66
a=rtpmap: 66 H261/ 90000

SDP Answer (2)

v=0

o=bob 2808844564 2808844564 | N | P4 bil oxi . exanpl e. com
S=

c=I N | P4 bil oxi.exanpl e.com

t=0 0

a=group: BUNDLE foo bar
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11.

12.

13.

mraudi o 20000 RTP/ AVP 0O
a=m d: f oo

b=AS: 200

a=rtpmap: 0 PCMJ 8000
mevi deo 20000 RTP/ AVP 32
a=m d: bar

b=AS: 1000

a=rt pmap: 32 MPV/ 90000
mevi deo 0 RTP/ AVP 66
a=rtpnap: 66 H261/ 90000

| ANA Consi der ations

Thi s docunment requests | ANA to register the new SDP G oupi ng senantic
ext ension call ed BUNDLE

Acknowl edgenent s
The usage of the SDP groupi ng extension for negotiating bundl ed nedi a
is based on a sinmilar alternatives proposed by Harald Al vestrand and
Cul l en Jennings. The BUNDLE mechani sm described in this document is
based on the different alternative proposals, and text (e.g. SDP
exanpl es) have been borrowed (and, in sone cases, nodified) from
those alternative proposals.

The SDP exanpl es are al so nodified versions fromthe ones in the
Al vestrand proposal

Thanks to Paul Kyzivat and Martin Thonpson for taking the the time to
read the text along the way, and providing useful feedback.

Change Log
[ RFC EDI TOR NOTE: Pl ease renmove this section when publi shing]
Changes fromdraft-ietf-music-sdp-bundl e-negoti ati on-04

0 Updated O ferer procedures (http://ww.ietf.org/ nail-archivel/ web/
nmusi ¢/ current/ nsgl2293. htnm ).

0 Updated Answerer procedures (http://ww.ietf.org/mail-archive/web/
musi ¢/ current/ nsgl12333. htnl ).

0 Usage of SDP 'bundle-only’ attribute added.
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0 Reference to Trickle | CE docunent added.

Changes fromdraft-ietf-music-sdp-bundl e-negoti ation-02

0 Mechanismnodified, to be based on usage of SDP Ofers with both
different and identical port nunber val ues, dependi ng on whet her
it is known if the renote endpoint supports the extension.

0 Cullen Jennings added as co-aut hor.

Changes fromdraft-ietf-music-sdp-bundl e-negotiation-01

o No changes. New version due to expiration.

Changes fromdraft-ietf-music-sdp-bundl e-negoti ation-00

0 No changes. New version due to expiration.

Changes from draft-hol mber g- nmrusi c- sdp- nul ti pl ex- negoti ati on-00

o Draft nane changed.

0 Harald Al vestrand added as co-aut hor.

o

"Mul tiplex" term nology changed to "bundl e".
0 Added text about single versus multiple RTP Sessions.
0 Added reference to RFC 3550.
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Appendi x A, Design Considerations
A.1l. GCenera

One of the main issues regardi ng the BUNDLE groupi ng extensions has
been whether, in SDP Ofers and SDP Answers, the sane port nunber

val ue should be inserted in "n¥" lines associated with a BUNDLE
group, as the purpose of the extension is to negotiate the usage of a
single 5-tuple for nedia associated with the "m=" lines. |Issues with
bot h approaches, discussed in the Appendi x have been raised. The

out cone was to specify a nechani smwhich uses SDP Offers with both
different and identical port nunber val ues.

Bel ow are the primary issues that have been consi dered when defi ning
the "BUNDLE" groupi ng extension

0 1) Interoperability with existing UAs.

0 2) Interoperability with intermediary B2BUA- and proxy entities.
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3) Time to gather, and the nunber of, |ICE candi dates.

4) Different error scenarios, and when they occur.

5) SDP O fer/Answer inpacts, including usage of port nunber val ue
zero.

E: Before this document is published as an RFC, this

Appendi x mi ght be renoved.

A 2.

UA Interoperability

Consi der the following SDP O f er/ Answer exchange, where Alice sends
an SDP Ofer to Bob:

SDP

SDP

O fer

v=0

o=al i ce 2890844526 2890844526 IN I P4 atl anta. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e.com

t=0 0

mraudi o 10000 RTP/ AVP 97

a=rtpmap: 97 i LBC/ 8000

mevi deo 10002 RTP/ AVP 97

a=rtpmap: 97 H261/ 90000

Answer

v=0

o=bob 2808844564 2808844564 | N | P4 bil oxi.exanple.com
S=

c=I N | P4 bil oxi.exanpl e.com

t=0 0

nmraudi o 20000 RTP/ AVP 97

a=rtpmap: 97 i LBC/ 8000

nevi deo 20002 RTP/ AVP 97

a=rtpmap: 97 H261/ 90000

RFC 4961 specifies a way of doing symmetric RTP but that is an a
|ater invention to RTP and Bob can not assunme that Alice supports RFC
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4961. This means that Alice may be sending RTP froma different port
than 10000 or 10002 - sone inplenentation sinply send the RTP from an
epheneral port. Wen Bob’s endpoint receives an RTP packet, the only
way that Bob know if it should be passed to the video or audi o codec
is by looking at the port it was received on. This |ead sone SDP

i mpl ementations to use the fact that each "nm" line had a different
port nunber to use that port nunber as an index to find the correct m
line in the SDP. As a result, sone inplenentations that do support
symretric RTP and ICE still use a SDP data structure where SDP with

m=" lines with the same port such as:
SDP O f er
v=0
o=al i ce 2890844526 2890844526 IN | P4 atl ant a. exanpl e. com
S=
c=IN I P4 atl anta. exanpl e. com
t=0 0

mraudi o 10000 RTP/ AVP 97
a=rtpmap: 97 i LBC/ 8000
mevi deo 10000 RTP/ AVP 98
a=rtpnmap: 98 H261/ 90000

will result in the second "m=" |ine being considered an SDP error
because it has the sanme port as the first line.

A. 3. Usage of port number value zero

In an SDP O fer or SDP Answer, the nedia associated with an "ne" |ine
can be disabled/rejected by setting the port nunber value to zero.
This is different frome.g. using the SDP direction attributes, where
RTCP traffic will continue even if the SDP "inactive" attribute is

i ndi cated for the associated "n=" line.

If each "m=" |ine associated with a BUNDLE group woul d contain
different port nunber val ues, and one of those port would be used for
the 5-tuple, problens would occur if an endpoint wants to disabl e/
reject the "n=" line associated with that port, by setting the port
number value to zero. After that, no "n¥" line would contain the
port nunber value which is used for the 5-tuple. |In addition, it is
uncl ear what woul d happen to the | CE candi dates associated with the
"m=" line, as they are also used for the 5-tuple.
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A. 4. B2BUA And Proxy Interoperability

Sone back to back user agents may be configured in a node where if
the incomng call leg contains an SDP attribute the B2BUA does not
understand, the B2BUS still generates that SDP attribute in the Ofer
for the outgoing call leg. Consider an B2BUA that did not understand
the SDP "rtcp" attribute, defined in RFC 3605, yet acted this way.
Furt her assume that the B2BUA was configured to tear down any cal
where it did not see any RTCP for 5 minutes. 1In this cases, if the
B2BUA received an Ofer |ike:

SDP O fer

v=0

o=al i ce 2890844526 2890844526 IN | P4 atl ant a. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e. com

t=0 0

mrFaudi o 49170 RTP/ AVP 0

a=rtcp: 53020

It woul d be | ooking for RTCP on port 49172 but woul d not see any
because the RTCP would be on port 53020 and after five mnutes, it

woul d tear down the call. Simlarly, an SBC that did not understand
BUNDLE yet put BUNDLE in it's offer may be | ooking for nedia on the
wong port and tear down the call. It is worth noting that a B2BUA

that generated an Offer with capabilities it does not understand is
not conpliant with the specifications.

A 4.1. Traffic Policing

Sormetimes internediaries do not act as B2BUA, in the sense that they
don’t nodify SDP bodies, nor do they termnate SIP dialogs. Still
however, they may use SDP information (e.g. |IP address and port) in
order to control traffic gating functions, and to set traffic
policing rules. There nmight be rules which will trigger a session to
be terminated in case nedia is not sent or received on the ports
retrieved fromthe SDP. This typically occurs once the session is

al ready established and ongoi ng.

A 4. 2. Bandwi dt h Al | ocati on

Sonetines internediaries do not act as B2BUA, in the sense that they
don’t nodify SDP bodies, nor do they termnate SIP dialogs. Still
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however, they may use SDP information (e.g. codecs and nedi a types)
in order to control bandwi dth allocation functions. The bandw dth
all ocation is done per "m=" line, which neans that it mght not be
enough if nmedia associated with all "ne" lines try to use that

bandwi dth. That may either sinply lead to bad user experience, or to
term nation of the call.

A.5. Candidate Gathering

When using I CE, an candi date needs to be gathered for each port.
This takes approximately 20 ns extra for each extra "nm=" line due to
the NAT pacing requirenments. All of this gather can be overl apped
with other things while the page is loading to nininize the inpact.
If the client only wants to generate TURN or STUN | CE candi dates for
one of the "m=" lines and then use trickle ICE
[I-Dietf-mmusic-trickle-ice] to get the non host | CE candi dates for
the rest of the "m=" lines, it MAY do that and will not need any
addi tional gathering tine.

Some peopl e have suggested a TURN extension to get a bunch of TURN
all ocation at once. This would only provide a single STUN result so
in cases where the other end did not support BUNDLE, may cause nore
use of the TURN server but would be quick in the cases where both

si des supported BUNDLE and would fall back to a successful call in

t he ot her cases.
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