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Abst ract

Whenever two hosts have the ability to set up and control a session
on a peer-to-peer basis, situations can arise in which both parties
attenpt to change session paraneters "at the same time," such that
the session control nessages cross on the wire. Wen this happens,

i mpl ementations need to i nvoke extraordi nary procedures to return the
shared state of the session to a conmon vi ew between the endpoints.

For real -time conmuni cations, these session control nessages are
typically exchanged using the session description protocol (SDP),
using an O fer/Answer nodel. This docunment expands the offer/answer
nodel to include the ability to exchange information relating to

di screte media streans within the session. By reducing the anount of
session data, the frequency of session state conflicts can be
reduced; and, for certain types of operations, conflicts can be

el i m nated al toget her.

Thi s docunent updates RFC 3264.
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 20, 2014.
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1. Introduction

The SDP [ RFC4566] of fer/answer nodel defined in [ RFC3264] briefly
mentions "glare" as a potential issue in the use of offer/answer
exchanges, although it relegates the problemto the "higher |ayer
protocol"” to resolve. 1In SIP [RFC3261], resolving state after a
glare condition is performed via a timer-based back-off mechani sm
For WebRTC, detection of glare comes in the formof an
"InvalidStateError" exception. Actual resolution of glare is
currently undefined; the present assunption is that the applications
that make use of RTCWEB are responsible for handling glare in a
sensi bl e fashi on.

The penalty for glare isn't sinply code conplexity; it results in
del ays in updating sessions state, which can end up visible to users,
leading to a | ess optimal user experience.

Many of the energing uses for both SIP and RTCWEB i nvol ve sessions
with a large nunber of nedia streams, with streans being added and
removed frequently. This kind of session churn increases the

i nci dence of glare significantly.

To reduce the incidence of glare under these circunstances, this
docunent defines a procedure via which partial offer/answer exchanges
may take place. These exchanges operate on one or nore nedia
sections at a tinme, rather than an entire SDP body. These operations
are defined in a way that can conpletely avoid glare for stream
additions and renoval s, and which reduces the chance of glare for
changes to active streans. This approach requires all nedia sections
to contain an "a=ni d" [RFC5888] attribute.

Thi s docunment focuses on the application of this technique for use in
RTCWEB and WebRTC. The author anticipates that future work will
describe its use in conjunction with SIP and SIP-derived technol ogi es
(such as multiparty conferencing and tel epresence).
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2

Ter ni nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Mechani sm Over vi ew

The core of this mechanismis the concept of "partial offers” and

"partial answers." Syntactically, these entities are SDP fragnents,
consi sting of exactly one o= line; one or nore nedia sections; and
any i= c¢=, b= k=, and a= lines associated with the nedia sections.

They are formatted exactly as they would be if they were part of a

| arger SDP docunent, with one key exception: unlike SDP, in an SDP
fragment, the ordering of nedia sections relative to each other is
not significant. Note that SDP fragnents contain only that
informati on that pertains to nedia. QOher than the nmandatory o=
line, they never contain any session-level information. Wthin the
o= line, only the <sess-version> field is allowed to be changed from
its previous value. Any changes to session-level information are
expected to use a full offer/answer exchange rather than the partia
of fer/partial answer nechani smdefined by this docunent.

OPEN | SSUE: Do we need to relax this session-|evel prohibition?

It makes the mechani smclean. However, it does nake it difficult
to add a new stream whil e simultaneously associating it with a
group. On the other hand, group lines don’t have uni que
identifiers, so just sending a single group |ine over can be

anbi guous. One way around this would be requiring that partial
offers and partial answers nust contain all group attributes
associated with the session, but this still gets potentially nessy
if we have both sides trying to update group information at the
same time. An alternative approach mght be to indicate group
information only for *new streans, and require full offers for
any other group changes. O course, w thout unique group
identifiers, we're still stuck with the chall enge of unanbi guously
i dentifying which group we’re adding a newline to. If we
constrain group nmenbership so that each group can be uni quely
identified by its type and nenbers, then that should be
sufficient. |s such a constraint acceptable?

Using this mechani sm has two key prerequisites: (1) all offer/answer
exchanges in the session prior to sending a partial offer have

contai ned "a=nmid" attributes for each nedia section, and (2) both
sides are known to support the partial offer/answer technique (either
because they are part of a single domain of control, or because use
of this technique has been explicitly signaled).
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The use of an SDP fragnment body will be explicitly signaled, e.g.
using a different MME type for SIP, or using a different "type"
field for the WebRTC API.

3.1. Adding a Stream

To add a streamglarelessly, a party creates a "partial offer"

consi sting of an o= line and one or nore nedia sections, including
all of the corresponding i= c¢=, b= k=, and a= lines. Each nedia
section contains an "a=m d" attribute, indicating an MD that has not
yet been used in the session

Upon receipt of a partial offer, an inplenentation processes each
medi a section independently. For each nmedia section, the recipient
examines the MDin it. |If the MD does not match any existing MD
in the session, then it represents a new nedia stream Assuning the
reci pi ent does not have an outstandi ng, unanswered partial offer that
al so adds a stream this new nmedia section is sinply appended to the
end of the existing session description, the SDP sess-version is

i ncreased, and an answering nedia section is created. Once all
answering medi a sections have been processed, they are concatenated
into a partial answer. This partial answer consists of one or nore
medi a sections, each containing an M D nmatching the one fromthe
partial offer.

If the recipient of a partial offer that contains a new M D has al so
sent a partial offer adding a new streamto the session, then
anbiguity can arise regarding the canonical ordering of nedia
sections within the session description. |In this situation, both
partial offer/answer exchanges are allowed to conplete i ndependently
(as no fundanental data glare has occurred). However, the order in
whi ch they are appended to the session description is synchronized by
performng a | exical conparison anong each nedia section's MD
attribute: the nedia sections are appended to the session in

| exi cally increasing order.

3.2. Changing a Stream

Partial offers may al so be generated for nodification of an existing
stream In this case, the MD in the nedia section of a partia
offer will match an existing MD in the session description

Upon receipt of a partial offer, an inplenmentation examnes the MD
init. If the MD matches any existing MD in the session, then it
represents a nodification to that media section. Assum ng the
reci pi ent does not have an outstandi ng, unanswered partial offer that
al so nodifies that exact same stream this media section is treated
as an independent renegotiation of that stream (only). The SDP
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version is increased, and a partial answer is created. This partial
answer consists of an nedia section and its attributes, and has an
M D matching the one fromthe partial offer

OPEN | SSUE: Si nce stream *changes* can result in glare, the
foregoi ng text assunmes that only one nedia section will be sent
for such a change. |Is this okay?

If the recipient of a partial offer that contains an existing MD has
al so sent a partial offer to change that exact same stream and
neither the received nor the sent partial offer contains an
"a=inactive" attribute, then a legitimte glare condition has arisen
Normal gl are recovery procedures -- e.g., using a tie-breaker token
or a back-off timer -- must be engaged to resolve the conflict.

3.3. Renoving a Stream

To renove one or nore a streans in a way that elininates the chance
of glare, an inplenmentation generates a new partial offer, containing
one or nore nedia sections. Each nmedia section contains an MD

mat ching the streamit wants to renove, and indicates a transport
port of zero, indicating that the streamis being deactivated

If the recipient of a partial offer that contains an existing MD has
al so sent a partial offer to change that exact same stream and
either one of the received or the sent partial offer contains a port
nunber of zero, then the streamis deactivated. At this point, both
partial offers are discarded, the corresponding nedia section in the
session is nodified by changing its port to zero, and a partia

answer is generated representing this single change.

4. Use Wth O her Protocols

Note that this docunment sinply defines the extensions to the SDP

of fer/answer nodel for dealing with partial offers and partia
answers. In the sane way that [RFC3264] does not define specific
SI P, JSEP, or WebRTC handling, neither does this docunment. |n order
for this technique to be useful, protocol-specific nmechanisnms need to
be defined. This additional work is left to appropriate venues, such
as the WBC WbRTC W5, the RTCWEB WG, and the SIPCORE WG I f the

hi gher-1 evel protocol allows the use of unordered nessage delivery,

it is that protocol’s responsibility to ensure that the result of
partial offer/partial answer exchanges is a shared and identi cal
session state between the parties invol ved.

To assist in understanding the nmechani sm bei ng proposed, we descri be,

in a very high-level and non-nornative way, how this nmechani sm ni ght
be applied to a couple of specific higher-1level signaling systens.

Roach & Nandakumar Expires April 20, 2014 [ Page 6]



Internet-Draft Partial O fers and Answers Cct ober 2013

4.1. High-Level Sketch: Use Wth JSEP/ WbRTC

For WebRTC, we envision that such additional specification would add
a new constraint to createOfer, requesting that a partial offer be
generated (if possible). The resulting RTCSessionDescription would
contain only the media sections that have changed since the nost
recent offer/answer exchange, and woul d have a type of

"partial Offer." \Wen createAnswer is called after receipt of a
partial Ofer, it would create a partial Answer, containing only the
medi a sections referenced in the partial offer, that can be provided
to the renote party.

4.2. High-Level Sketch: Use Wth SIP

For SIP, partial offers and partial answers will likely be provided
in SIP UPDATE [ RFC3311] or | NFO [ RFC6086] nessages, containing a
special "application/sdpfrag" MM type [I|-D.ivov-dispatch-sdpfrag],
and a content-disposition that indicates that the contents are a
partial offer (rather than, say, a trickle ice candidate). Although
INVITE may seemlike a natural fit for this kind of behavior, its
current definition includes strong glare resol uti on behaviors that
makes it unsuitable for this purpose. Naturally, any such nechani sm
will be paired with a SIP feature tag that allows for negotiation of
support for partial offers and answers.

5. Protocol Operation

The follow ng sections formally defines the procedures for generating
and processing partial offers and partial answers.

At any tine during an ongoi ng session, either agent in the session
MAY generate a new partial offer that updates the session, subject to
the restrictions described in the follow ng sections. However, it
MUST NOT generate a new partial offer if it has received any partia
or full offer which it has not yet answered or rejected.

An agent al so MUST NOT generate a partial offer if it has sent a
partial or full offer which has not yet been accepted or rejected.

OPEN | SSUE: It seens |like we might be able to have nultiple

out standing sent partial offers at once, as long as they don't try
to act on the same nmedia section. The reason it’s disallowed in
the above paragraph is that having several partial offers
potentially outstanding in both directions makes it very, very,
very conplicated to resolve the ordering of nedia sections if
these partial offers in opposite directions overlap tenporally.
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In the situations described as "glare" below, the higher |ayer
protocol needs to provide a neans for resolving such conditions.
This will generally be the sane nechani smused to resolve the glare
conditions described in [ RFC3264].

5.1. Common Procedures

For all of the procedures described in the follow ng sections,
whenever an o= line is included in a partial offer or partial answer,
its <usernane> <sess-id> <nettype>, <addrtype>, and <unicast-
address> val ues MUST be identical to those sent in the nost recent
full offer or full answer generated by this agent for this session
The <sess-version> value MJST be larger than the value in al
previously sent offers, partial offers, answers, and partial offers
generated by this agent for this session.

Whenever the procedures in the follow ng sections indicate that a
nmedia section is to be included in a partial offer or partial answer,
that media section MJUST consist of an m= line along with all i= c=
b=, k=, and a= lines associated with that nmedia section. |If a line
is absent froma nedia section in a partial offer or partial answer,
it MUST be interpreted as an explicit renoval of that value fromthe
medi a section. Recipients of such nessages MJUST NOT assune that a
previ ousl y-established but onmitted value is still in effect.

5.2. Cenerating a Partial Ofer

Whenever an agent wi shes to change the state of the nedia in an
ongoi ng session -- whether through addition, nodification, or renoval
of a stream-- it does so through either an offer or a partial offer
In deciding which to use, the inplenentation first verifies that it
has received positive confirmation that the renote inpl enentation
supports the partial offer/partial answer nmechanism The neans of
negoti ating such support is left to the higher-level protocol that
makes use of the offer/answer nodel. The inplenmentation then
verifies that all nedia sessions in the current session are

associ ated with unique M D values. Finally, the inplenentation

eval uates whether the changes it needs to make can be perfornmed

excl usively using the values present in a nedia section, wthout any
nmodi fi cati ons necessary to session-level values (except for the sess-
versi on val ue on the session-level o= line).

If all three of the criteria described above are true, then the

i mpl ement ati on MAY send a partial offer to make the changes it wants
to request. If any of these criteria are not true, then the

i npl ementation MUST use a full offer, according to the procedures
described in [ RFC3264].
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Once the agent deternines that the change it wishes to nmake is
eligible to use the partial offer mechanism it forns a new SDP
fragment by follow ng these steps:

1. For each desired change to an existing nedia section, the agent
creates a new partial offer consisting of one o= line and a
single nmedia section. This nmedia section MJST contain an "a=m d"
attribute containing an MD that matches the nedia section that
is being nodified. The nmedia section also contains the
nodi fi cations that the agent w shes to nmake, as described in
section 8.3 of [RFC3264]. This partial offer is sent in
isolation, with no other media section changes, additions, or
removal s in the same partial offer

2. If the desired change involves one or nore media section
additions or renpvals, the agent creates a new partial offer
consisting of one o=line and any nedi a section described in the
followi ng two steps.

3. For each new nedia section to be added, the agent creates a new
medi a section to be added to the aforenentioned partial offer
This nedia section MIUST contain an "a=mi d" attribute, and the MD
present in this attribute MJST contain at | east 32 characters
chosen randomy fromfull set of 79 characters allowed in a
token. The remai nder of the nedia section contains the various
val ues that the agent w shes to have associated with the
correspondi ng nedia, and is created according to the procedures
described in section 5.1 or 5.2 of [RFC3264], as appropriate.

4. For each existing media section to be renoved, the agent creates
a new nedia section to be added to the aforenentioned parti al
offer. This media section MIJST contain an "a=nid" attribute
containing an MD that matches the nedia section that is being
renoved, and MJST contain a <port> value of 0 (zero). Except for
the required "a=m d" attribute, this nedia section MAY onit any
or all i=, c¢=, b= k= and a= lines, and MAY list only one nr
line <fnt> val ue.

Once the preceding steps have been followed to create one or nore

partial offers, the agent nakes use of the high-level signaling

protocol to convey the offers to the renote agent, one at a tine.
5.3. Processing a Partial Ofer

Upon receipt of a partial offer, an agent first determ nes whether it

has sent any full offers for the corresponding session. If it has,
then the partial offer represents a glare condition that is resol ved
via the higher-level protocol. It then verifies whether it has
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received any partial or full offers to which it has not yet sent an
answer or a rejection. |If so, then it rejects the partial offer as
i nvalid behavior.

The agent then examines the o= 1line in the received partial offer
If If the <sess-version> value is |ess than the nost recently
received full (non-partial) offer or answer, then the partial offer
is stale and MJUST be rejected. The neans for rejecting the partial
offer are left to the higher-1level protocol

After such validation takes place, the agent iterates through each
nmedi a section and perforns the follow ng steps:

1. If the MD present in the received nedia section matches a nedia
section already present in the ongoing session and has a non-zero
port nunber, it represents a change to an existing nedia stream

* |f the partial offer contains nore than one media section
then the recipient MIST reject the partial offer as invalid
behavi or.

* |f the MD matches the MD of a nedia section in a parti al
of fer that the agent has sent, AND the sent nedia section
contains a port nunber of zero, then the incoming partia
offer is rejected, as any such changes have been "overtaken by
events:" the streamw || be deactivated nonmentarily.

* The recipient verifies that the M D does not match the M D of
any nedia section in any partial offers that it has sent but
has not yet received a partial answer or rejection for, unless
the media section in the sent partial offer has a port nunber
of zero. If this verification fails, then the received
partial offer represents a glare condition that is resolved
via the higher-1level protocol

* After the preceding verifications have succeeded, the agent
creates nedia section to include in the partial answer. To
reject the nmedia section in the partial offer, the agent
generates a nedia section with a port nunber set to zero
otherw se, the agent fornms the nedia section by follow ng the
procedures described in section 6.1 or 6.2 of [RFC3264], as
appropri ate.

2. If the MD present in the received nedia section matches a nedi a
section already present in the ongoing session and has a port
nunber of zero, then it represents the renobval of an existing
medi a stream The agent creates a nmedia section to include in
the partial answer. Wth the exception of the "a=nid" attribute,
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this media section MAY onmit any or all i=, c¢c= b= k= and a=
I'ines, and MAY indicate a single payload type.

3. If the MD present in the received nedia section does not natch
any nedia section already present in the ongoing session, then it
represents a new nedia stream

* |f the received nedia section contains a port number of zero,
then the recipient MIST reject the partial offer as invalid
behavi or: this nechani sm does not support the atonic addition
and renoval of the sane stream

* |f the above validation succeeds, the agent creates a nedia
section to include in the partial answer. To reject the media
section in the partial offer, the agent generates a nedia
section with a port nunber set to zero; otherw se, the agent
forns the nedia section by followi ng the procedures described
in section 6.1 or 6.2 of [RFC3264], as appropriate.

Al'l media sections that are formed in the foregoing steps MJST
contain an "a=m d" attribute matching the MD that was present in the
correspondi ng nedia section fromthe partial offer

If the precedi ng steps have been performed for each nedia section
without resulting in a rejection, then the agent forns a partial
answer consisting of a single o=1ine, and all of the nmedia sections
that were generated as part of the preceding steps. Note that this
processing will always yield the same nunber of nedia sections in a
partial answer as were present in the partial offer. Unlike nornal
SDP processing, however, the order of the media sections in a partial
answer is not significant. This partial answer is then sent to the
renote agent using the high-1evel protocol

If the above processing results in a successful partial answer, then
the agent’s view of the session is updated as described in
Section 5.5.

5.4. Processing a Partial Answer

When a partial answer is received, the offerer matches each nedi a
section in the partial answer to its correspondi ng nedia section
according to its MD. The agent MJUST NOT assune that the order of
the sections in the received partial answer matches the order of the
sections it sent in the partial offer. However, it can expect that
each section in the partial offer has a corresponding section in the
receive partial answer.
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5.

5.

For each nedi a section, the agent then updates its local view of
session state as described in Section 5.5, and follows the process
described in section 7 of [RFC3264].

5.

Updating the Shared View of Session State

Whenever a partial offer or partial answer is processed, the agent
performs the following steps to ensure that a comobn view of session
state i s nmintained:

1.

6

The renote session’s <sess-version> value is updated according to
the value received in the o= line of the sdpfrag.

Any changed or rempved nedi a sections are nodified in-place.
Their position in the overall session description remains the
same as it was before

Any added nedi a sections are appended to the existing session

The order in which they are appended is deternined by lexically
sorting themaccording to their MD values. This is not
necessarily the same order in which they appear in the sdpfrag.

If the recipient of a partial offer had a sent a partial offer to
which it had not yet received a response when the partial offer
was received, then it must take additional steps to ensure a
common view of the nedia section ordering: the nmedia sections for
the sent partial offer and the received partial answer are
treated as a single list, sorted lexically according to their
respective M D val ues, and appended to the session in that order
When that agent receives the corresponding partial answer, the
nmedi a section ordering remains the same as was established by the
partial offer.

Note that this requires the ability to re-index media
sections in the case that the renpte party rejects the
outstanding partial offer that we sent them (I don’t nean
declining the line by setting the port to zero; | nean that
the higher-level protocol actually rejected the offer, like
getting an unrecoverabl e 400- or 500-class error in SIP)
OPEN | SSUE: This is kinda ugly. 1s there maybe sonme better
way to handl e the issue?

Receiving a Full Ofer with a Partial Ofer Pending

For compl eteness, this document notes that an agent that receives a

full offer with a sent partial offer pending is in a glare condition
this is resolved via the higher-|evel protocol
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6

Exanpl es

The SDP exanpl es given in these exanpl es deviate from actual on-the-
wire SDP notation in several ways. This is done to facilitate
readability and to conformto the restrictions inposed by the RFC
formatting rules. These deviations are as foll ows:

0 Any line that is indented (conpared to the initial line in the SDP
bl ock) is a continuation of the preceding line. The line break
and indent are to be interpreted as a single space character.

o0 Enpty lines in any SDP exanple are inserted to nmake functiona
divisions in the SDP clearer, and are not actually part of the SDP
synt ax.

0 Excepting the above two conventions, |ine endings are to be
interpreted as <CR><LF> pairs (that is, an ASCI| 13 followed by an
ASCI | 10).

0 Any text starting with the string "//" to the end of the line is
inserted for the benefit of the reader, and is not actually part
of the SDP synt ax.

For the use-cases that follow, a full Ofer/Answer SDP is shown
foll owed by application of the procedures defined in this document to
generate Partial O fers and Answers in carrying out the use-case.

As a pre-condition, the SDP bel ow represents the stable state of
system after a successful [RFC3264] O fer/Answer negotiation to setup
a conmuni cation session with one audio (G 711) and one vi deo (VP8)
stream

This SDP serves as base SDP for generating Ofers/Partial Ofers and
shal|l be terns as Base- SDP going forward

=- 20518 0 IN I P4 203.0.113.1

t=0 0
c=IN P4 203.0.113.2
a=i ce-ufrag: F7gl
a=i ce- pwd: x9cm / Yzi chV2+Xl hi Mu8g
a=fingerprint:sha-1
42:89: c5:c6:55:9d: 6e: c8: e8:83: 55: 2a: 39: f9: b6: eb: €9: a3: a9: e7

mraudi o 55400 RTP/ SAVPF 0
a=m d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW
a=rtpmap: 0 PCMJ 8000
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a=sendr ecv
a=candi date: 0 1 UDP 2113667327 203.0.113.2 55400 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55401 typ host

nrvi deo 55600 RTP/ SAVPF 120

a=m d: ONy4nmOBV2MATH1J YRRNCRar c TbGL1QxV

a=rt pmap: 98 VP8/ 90000

a=sendr ecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55600 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55601 typ host

6.1. Adding Streans
6.1.1. Full Ofer/Answer Procedures

The following SDP shows an offer that adds an audi o nedia section
with Opus codec to the Base- SDP

v=0
o=- 20518 1 IN I P4 198.51.100.1 /'l Version nunber is increnented
S=
t=0 0
c=INI1P4 203.0.113.1
a=i ce- ufrag: F7gl
a=i ce- pwd: x9cm / Yzi chV2+XI hi Mu8g
a=fingerprint:sha-1
42:89:c5:c6:55:9d: 6e:c8:e8:83:55:2a:39:f9: b6: eb: €9: a3: a9: e7

mFaudi o 55400 RTP/ SAVPF 0

a=m d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW

a=rtpmap: 0 PCMJ 8000

a=sendr ecv

a=candidate: 0 1 UDP 2113667327 203.0.113.2 55400 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55401 typ host

mevi deo 55600 RTP/ SAVPF 120

a=m d: ONy4nOBV2MATHLJ YRRNCRar c ThGL1QxV

a=rtpmap: 120 VP8/ 90000

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55600 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55601 typ host

mraudi o 55800 RTP/ SAVPF 109 /1 New audio nmedia |ine for opus
a=m d: ATOnU45h09Bgsac SCy QuiFt t yBk SFQGW

a=rt pnmap: 109 opus/ 48000/ 2

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55800 typ host
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a=candi date: 1 2 UDP 2113667326 203.0.113.2 55801 typ host

The follow ng shows answer for the above O fer accepting the changes:

v=0

=- 20518 1 IN I P4 198.51.100.2 /1 Version nunber is increnented
S=
t=0 0

c=IN P4 203.0.113.2

a=i ce- uf rag: c300d85b

a=i ce- pwd: de4e99bd291c¢325921d5d47ef babd9a2

a=fingerprint:sha-1

91:41: 49: 83: 4a: 97: 0e: 1f : ef : 6d: f7: ¢9:c7: 70: 9d: 1f: 66: 79: a8: 03

mFaudi o 60600 RTP/ SAVPF 0

a=m d: 4TOnU45h09Bgsac SCy QwiFt t yBk SFQGW

a=rtpmap: 0 PCMJ 8000

a=sendrecv

a=candi date: 0 1 UDP 2113667327 192.0.2.2 60600 typ host
a=candi date:1 2 UDP 2113667326 192.0.2.2 60401 typ host

mevi deo 60602 RTP/ SAVPF 120

a=m d: ONy4mOBV2MATH1J YRRNCORar c ThGL1QxV

a=rtpmap: 120 VP8/ 90000

a=sendr ecv

a=candi date:2 1 UDP 2113667327 192.0.2.2 60602 typ host
a=candi date: 3 2 UDP 2113667326 192.0.2.2 60603 typ host

mraudi o 60604 RTP/ SAVPF 109 /1 New audio nedia |ine for Qpus
a=m d: ATOnU45h09Bgsac SCy QmiFt t yBk SFQGW

a=rtpmap: 109 opus/ 48000/ 2

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 60604 typ host

a=candi date: 1 2 UDP 2113667326 203.0.113.2 60605 typ host

6.1.2. Partial Ofer/Answer Procedures
In order to add an audi o nedia section with Opus codec the Oferer
generates the following Partial Ofer:

0=- 20518 1 IN I P4 198.51.100.1 /1 Version nunber is increnented
mFaudi o 55800 RTP/ SAVPF 109 /1 New audio nedia |ine for Qpus
a=m d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW
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a=rtpmap: 109 opus/ 48000/ 2

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55800 typ host
a=candidate:1 2 UDP 2113667326 203.0.113.2 55801 typ host

On receiving the above Partial Ofer, the Answerer follows the
validations defined in the Section 5.3 to generate a Partial Answer.
Since the content of the "a=m d" attribute doesn’'t match any existing
val ues and the Port Nunber is non zero, thus generated Partial Answer
reflects accepting the new audi o stream

Bel ow shows Partial Answer generated by the Answerer in response to
the above Partial Ofer.

0=- 20518 1 IN I P4 198.51.100.2

mFaudi 0 60604 RTP/ SAVPF 109 // Answerer accepts the new nedia stream
a=m d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW

a=rtpmap: 109 opus/ 48000/ 2

a=sendr ecv

a=candidate: 0 1 UDP 2113667327 203.0.113.2 60604 typ host

a=candi date: 1 2 UDP 2113667326 203.0.113.2 60605 typ host

On successful Partial Ofer/Answer exchange, the O ferer appends the
medi a section offered in the Partial Ofer to its Base-SDP. Also
<sess-version> is updated as per o= line received. Updated SDP at
the Oferer is shown bel ow.

v=0
0=- 20518 1 IN IP4 198.51.100.1 // Version nunber updated
S=
t=0 0
c=IN I1P4 203.0.113.1
a=i ce- ufrag: F7gl
a=i ce- pwd: x9cm / Yzi chV2+XI hi Mu8g
a=fingerprint:sha-1
42: 89: c5: c6: 55: 9d: 6e: c8: e8: 83: 55: 2a: 39: f 9: b6: eb: €9: a3: a9: e7

mFaudi o 55400 RTP/ SAVPF 0

a=m d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW

a=rtpmap: 0 PCMJ 8000

a=sendr ecv

a=candidate: 0 1 UDP 2113667327 203.0.113.2 55400 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55401 typ host
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mevi deo 55600 RTP/ SAVPF 120

a=m d: ONy4nOBV2MATH1J YRRNCRar c ThGL1QxV

a=rtpmap: 120 VP8/ 90000

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55600 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55601 typ host

mraudi o 55800 RTP/ SAVPF 109 // Appended per Partial O fer
a=m d: ATOnU45h09Bgsac SCy QuiFt t yBk SFQGW

a=rt pnmap: 109 opus/ 48000/ 2

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55800 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55801 typ host

Identical steps are perforned by the Answerer on the nmedia section in
the Partial Answer as shown bel ow

v=0
0=- 20518 1 IN IP4 198.51.100.2 // Version nunber updated
S=
t=0 0
c=IN P4 203.0.113.2
a=i ce- uf rag: c300d85b
a=i ce- pwd: de4e99bd291c¢325921d5d47ef babd9a2
a=fingerprint:sha-1
91: 41: 49: 83: 4a: 97: Oe: 1f : ef : 6d: f 7: ¢9: ¢7: 70: 9d: 1f: 66: 79: a8: 03

mFaudi 0 60600 RTP/ SAVPF 0

a=m d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW

a=rtpmap: 0 PCMJ 8000

a=sendr ecv

a=candi date: 0 1 UDP 2113667327 192.0.2.2 60600 typ host
a=candi date: 1 2 UDP 2113667326 192.0.2.2 60601 typ host

mevi deo 60602 RTP/ SAVPF 120

a=m d: ONy4nOBV2MATHLJ YRRNCRar c ThGL1QxV

a=rtpmap: 120 VP8/ 90000

a=sendrecv

a=candi date: 2 1 UDP 2113667327 192.0.2.2 60602 typ host
a=candi date: 3 2 UDP 2113667326 192.0.2.2 60603 typ host

mraudi 0 60604 RTP/ SAVPF 109 // Appended per Partial Answer
a=m d: ATOnU45h09Bgsac SCy QuiFt t yBk SFQGW

a=rt pnmap: 109 opus/ 48000/ 2

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 60604 typ host
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a=candi date: 1 2 UDP 2113667326 203.0.113.2 60605 typ host

6.2. Renpbving Streans
6.2.1. Full Ofer/Answer Procedures

The followi ng SDP shows an offer that renoves the audi o media section
wi th PCMJ Codec fromthe Base- SDP

v=0
o=- 20518 1 IN IP4 198.51.100.1 /'l Version nunber is increnented
S=
t=0 0
c=INIP4 203.0.113.1
a=i ce-ufrag: F7gl
a=i ce- pwd: x9cm / Yzi chV2+Xl hi Mu8g
a=fingerprint:sha-1
42:89: c5:c6:55:9d: 6e: c8: e8:83: 55: 2a: 39: f 9: b6: eb: €9: a3: a9: e7

mraudi o 0 RTP/ SAVPF 0 /1 Port is set to zero.
a=m d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW

a=rtpmap: 0 PCMJ 8000

a=sendr ecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55400 typ host
a=candi date:1 2 UDP 2113667326 203.0.113.2 55401 typ host

nrvi deo 55600 RTP/ SAVPF 120

a=m d: ONy4nmOBV2MATHLJ YRRNCRar c ThGL1QxV

a=rt pmap: 98 VP8/ 90000

a=sendr ecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55600 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55601 typ host

The followi ng shows answer for the above O fer accepting the changes:

v=0
o=- 20518 1 IN |IP4 198.51.100.2 /'l Version nunber is increnented
S:
t=0 0
c=IN P4 203.0.113.2
a=i ce- uf rag: c300d85b
a=i ce- pwd: de4e99bd291¢325921d5d47ef babd9a2
a=fingerprint:sha-1
91:41: 49:83: 4a:97: 0e: 1f : ef : 6d: f7: ¢c9:c7: 70: 9d: 1f: 66: 79: a8: 03
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mraudi o 0 RTP/ SAVPF 0 /1 Removal of streamis accepted
a=m d: ATOnU45h09Bgsac SCy QmuFt t yBk SFQGW
a=rtpmap: 0 PCMJ 8000

nrvi deo 60602 RTP/ SAVPF 120

a=m d: ONy4nmOBV2MMHLJ YRRNORar cTbGL1QxV

a=rtpmap: 120 VP8/ 90000

a=sendr ecv

a=candi date:2 1 UDP 2113667327 192.0.2.2 60602 typ host
a=candi date: 3 2 UDP 2113667326 192.0.2.2 60603 typ host

6. 2. 2. Partial O fer/Answer Procedures

In order to renove the audio nmedia section fromthe Base-SDP t he
O ferer generates the following Partial Ofer

o=- 20518 1 IN I P4 198.51.100.1 /1 Version nunber increnented
mFaudi o 0 RTP/ SAVPF 0 // Port is set to zero

a=m d: ATOnU45h09BgsacSCyQwFtt yBKSFQGW // mid attribute is included
a=rtpmap: 0 PCMJ 8000

On receiving the above Partial O fer, the Answerer foll ows the
validations defined in the Section 5.3 to generate a Partial Answer
that accepts the renoval of the correspondi ng nedia section

Bel ow shows the Partial Answer generated by the Answerer in response
to the above Partial Ofer.

0=- 20518 1 IN I P4 198.51.100.2

mraudi o 0 RTP/ SAVPF 0 /'l Removal of streamis accepted
a=m d: AOhnU45h09Bgsac SCy QmuFt t yBk SFQGW

a=rtpmap: 0 PCMJ 8000

On successful Partial Ofer/Answer exchange, the Oferer updates its
Base-SDP to reflect renoving of the audio nedia stream Al so <sess-
version> is updated as per o= line received. Updated SDP at the

O ferer is shown bel ow.

v=0
0=- 20518 1 IN I P4 198.51.100.1 // Version nunber updated
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00

IN 1P4 203.0.113.1

a=i ce-ufrag: F7gl

a=i ce- pwd: x9cm / Yzi chV2+XI hi Mu8g

a=fingerprint:sha-1

42:89:c¢c5:c6:55:9d: 6e:c8:e8:83:55:2a:39:f9: b6: eb: €9: a3: a9: e7

S
t
C

mraudi o 0 RTP/ SAVPF 0 /1 Port is updated to zero
a=m d: ATOnU45h09Bgsac SCy QuiFt t y Bk SFQGW
a=rtpmap: 0 PCMJ 8000

mevi deo 55600 RTP/ SAVPF 120

a=m d: ONy4nOBV2MATHLJ YRRNCRar c ThGL1QxV

a=rt pmap: 98 VP8/ 90000

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55600 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55601 typ host

Identical steps are perforned by the Answerer on the nmedia section in
the Partial Answer as shown bel ow

v=0
0=- 20518 1 IN IP4 198.51.100.2 // Version nunber updated
S=
t=0 0
c=IN P4 203.0.113.2
a=i ce- uf rag: c300d85b
a=i ce- pwd: de4e99bd291c¢325921d5d47ef babd9a2
a=fingerprint:sha-1
91: 41: 49: 83: 4a: 97: Oe: 1f : ef : 6d: f 7: ¢9: ¢7: 70: 9d: 1f: 66: 79: a8: 03

mraudi o 0 RTP/ SAVPF 0 /1 Port is updated to zero
a=m d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW
a=rtpmap: 0 PCMJ 8000

nrvi deo 60602 RTP/ SAVPF 120

a=mi d: ONy4mOBV2MATH1J YRRNORar c ThGL1(QxV

a=rt pmap: 120 VP8/ 90000

a=sendr ecv

a=candi date: 2 1 UDP 2113667327 192.0.2.2 60602 typ host
a=candi date: 3 2 UDP 2113667326 192.0.2.2 60603 typ host
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6.3. Changing a Stream
6.3.1. Full Ofer/Answer Procedures
The followi ng SDP shows an offer that marks video stream as sendonly:

v=0

=- 20518 1 IN I P4 198.51.100.1 // Version nunber is increnented

S=
t=0 0

c=INIP4 203.0.113.1
a=i ce- ufrag: F7gl
a=i ce- pwd: x9cm / Yzi chV2+Xl hi Mu8g
a=fingerprint:sha-1

42:89: c5: c6: 55:9d: 6e: c8: €8: 83: 55: 2a: 39: f 9: b6: eb: €9: a3: a9: e7

mFaudi o 55400 RTP/ SAVPF 0

a=m d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW

a=rtpmap: 0 PCMJ 8000

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55400 typ host
a=candi date:1 2 UDP 2113667326 203.0.113.2 55401 typ host

mrvi deo 55600 RTP/ SAVPF 120

a=m d: ONy4nOBV2MATHLJ YRRNCRar c TbhGL1QxV

a=rtpmap: 120 VP8/ 90000

a=sendonly // Video streamis marked as sendonly.
a=candi date: 0 1 UDP 2113667327 203.0.113.2 55600 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55601 typ host

The followi ng shows answer for the above O fer accepting the changes.

v=0
o=- 20518 1 IN | P4 198.51.100.2 /'l Version nunber is increnented
S:
t=0 0
c=IN P4 203.0.113.2
a=i ce- ufrag: c300d85b
a=i ce- pwd: de4e99bd291¢325921d5d47ef babd9a2
a=fingerprint:sha-1
91:41:49: 83:4a:97: 0e: 1f: ef : 6d: f7:¢c9: ¢c7: 70: 9d: 1f: 66: 79: a8: 03

mraudi o 60600 RTP/ SAVPF 0

a=m d: AOhU45h09Bgsac SCy QuiFt t yBk SFQGW
a=rtpmap: 0 PCMJ 8000

a=sendrecv
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3.

a=candidate: 0 1 UDP 2113667327 192.0.2.2 60400 typ host
a=candi date: 1 2 UDP 2113667326 192.0.2.2 60401 typ host

mevi deo 60602 RTP/ SAVPF 120
a=m d: ONy4nOBV2MATHLJ YRRNCRar c ThGL1Qx V
a=rt pmap: 120 VP8/ 90000
a=recvonly [/ Answerer accepts the change and marks
/1l the stream as recvonly.
a=candi date:2 1 UDP 2113667327 192.0.2.2 60602 typ host
a=candi date: 3 2 UDP 2113667326 192.0.2.2 60603 typ host

2. Partial O fer/Answer Procedures

In order to mark video stream as sendonly, an Partial O fer is
gener at ed:

0=- 20518 1 IN I1P4 198.51.100.1 // Version nunber is increnented
nevi deo 55600 RTP/ SAVPF 120

a=m d: ONy4mOBV2MATH1J YRRNORar c ThGL1(QxV

a=rtprmap: 120 VP8/ 90000

a=sendonly // Video streamis marked as sednonly.

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55600 typ host

a=candi date: 1 2 UDP 2113667326 203.0.113.2 55601 typ host

Since the content of "a=mid" attribute in the Partial O fer match
the Answerer generates an Partial Answer with media section
corresponding to the video stream accepting the changes, as shown
bel ow.

o=- 20518 1 IN I P4 198.51.100.2

mevi deo 60602 RTP/ SAVPF 120

a=m d: ONy4nOBV2MATHLJ YRRNCRar c ThGL1QxV

a=rtpmap: 120 VP8/ 90000

a=recvonly /1 Answerer accepts the change and narks
/1l the stream as recvonly on the Answer.

a=candi date: 2 1 UDP 2113667327 192.0.2.2 60602 typ host

a=candi date: 3 2 UDP 2113667326 192.0.2.2 60603 typ host
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On successful Partial O fer/Answer exchange, the O ferer updates the
vi deo nedi a section by changing the direction attribute to sendonly.

Al so <sess-version> is updated as per o= line received,
v=0

0=- 20518 1 IN I P4 198.51.100.1 // Version nunber updated
S=

t=0 0

c=INIP4 203.0.113.1
a=i ce-ufrag: F7gl
a=i ce- pwd: x9cm / Yzi chV2+XI hi Mu8g
a=fingerprint:sha-1
42:89:¢c5:c6:55:9d: 6e:c8:e8:83:55:2a:39:f9: b6: eb: €9: a3: a9: e7

mraudi 0 55400 RTP/ SAVPF 0

a=m d: ATOnU45h09Bgsac SCy QuiFt t y Bk SFQGW

a=rtpmap: 0 PCMJ 8000

a=sendr ecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55400 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55401 typ host

mevi deo 55600 RTP/ SAVPF 120

a=m d: ONy4nOBV2MATHLJ YRRNCRar c ThGL1QxV

a=rt pmap: 120 VP8/ 90000

a=sendonly // direction updated as per Partial O A exchange
a=candi date: 0 1 UDP 2113667327 203.0.113.2 55600 typ host
a=candi date:1 2 UDP 2113667326 203.0.113.2 55601 typ host

Identical steps are perforned by the Answerer on the nmedia section in
the Partial Answer as shown bel ow.

v=0
0=- 20518 1 IN I P4 198.51.100.2 // Version nunber updated
S=
t=0 0
c=IN I P4 203.0.113.2
a=i ce- uf rag: c300d85b
a=i ce- pwd: de4e99bd291¢325921d5d47ef babd9a2
a=fingerprint:sha-1
91:41:49: 83: 4a: 97: 0e: 1f : ef : 6d: f 7: ¢9: c7: 70: 9d: 1f : 66: 79: a8: 03

mraudi o 60600 RTP/ SAVPF 0

a=mi d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW

a=rtpmap: 0 PCMJ 8000

a=sendrecv

a=candidate: 0 1 UDP 2113667327 192.0.2.2 60400 typ host
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a=candi date:1 2 UDP 2113667326 192.0.2.2 60401 typ host

mevi deo 60602 RTP/ SAVPF 120

a=m d: ONy4nOBV2MATHLJ YRRNORar c ThGL1QxV

a=rtprmap: 120 VP8/ 90000

a=recvonly [/ direction updated as per Partial O A exchange
a=candi date: 2 1 UDP 2113667327 192.0.2.2 60602 typ host
a=candi date: 3 2 UDP 2113667326 192.0.2.2 60603 typ host

6.4. Both Sides Sinmultaneously Add Streans

Let Alice and Bob be the peers comunicating.ln this scenario both
the parties attenpt to add a new nedia stream at the sane tine.

6.4.1. Full Ofer/Answer Procedures

This scenario results in the glare situation and should be resol ved
by the hi gher-1evel protocol

6.4.2. Partial Ofer/Answer Procedures

Alice sends a Partial O fer, shown below, to add an audi o nedi a
section for Opus Codec.

0=- 20518 1 IN IP4 198.51.100.1 /1 Version nunber is increnented
mFaudi o 55800 RTP/ SAVPF 109 /1 New audio nedia |ine for Qpus
a=m d: ATOnU45h09Bgsac SCy QwiFt t y Bk SFQGW

a=rtpmap: 109 opus/ 48000/ 2

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55800 typ host

a=candi date:1 2 UDP 2113667326 203.0.113.2 55801 typ host

At the same tinme, Bob sends the following Partial Offer to add an
vi deo nmedi a section for H 264 Codec.

0=- 20518 1 IN I P4 198.51.100.2 /'l Version nunber is increnented
m=vi deo 60604 RTP/ SAVPF 99 /1 New video nedia line for H 264
a=m d: ulLS6AUZI ugkXCT3S7aRFNEZOF UV18hT

a=rtpmap: 99 H264/ 90000

a=fm p: 99 profile-level -i d=4d0028; packeti zati on- node=1

a=sendrecv

a=candi date: 2 1 UDP 2113667327 192.0.2.2 60604 typ host

a=candi date: 3 2 UDP 2113667326 192.0.2.2 60605 typ host
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On receiving the Partial Offer fromBob, Aice verifies fromthe
content of "a=m d" value as an indication of new nmedi a bei ng added.
It generates the Partial Answer accepting Bob's request to add the
new vi deo stream

0o=- 20518 1 IN I P4 198.51.100.1

mevi deo 55900 RTP/ SAVPF 99 /1 Alice accepts Bob's Partial Ofer
a=m d: ulLS6AUZI ugkXCT3S7aRFNEZCOF WWV18hT // M D from Partial O fer
a=rt prmap: 99 H264/ 90000

a=fmp: 99 profile-level -i d=4d0028; packeti zati on- node=1

a=sendr ecv

a=candi date: 2 1 UDP 2113667327 192.0.2.2 55900 typ host

a=candi date: 3 2 UDP 2113667326 192.0.2.2 55901 typ host

Symmetrically Bob carries out sinmilar actions on Alice’s Partia
O fer and generates an Partial Answer as shown bel ow

0=- 20518 1 IN I P4 198.51.100.2

mFaudi o 60606 RTP/ SAVPF 109 /1l Bob accepts Alice's Partial Ofer
a=m d: ATOnU45h09BgsacSCyQwiFt t yBkSFQGW // M D from Partial O fer
a=rtpmap: 109 opus/ 48000/ 2

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 60606 typ host

a=candi date:1 2 UDP 2113667326 203.0.113.2 60607 typ host

On successful Partial Ofer/Answer exchange, Alice appends to the
Base- SDP, the two nedia sections that correspond to audi o and vi deo
streans negotiated as part of aforenentioned Partial Ofer/Answer
exchanges. Al so <sess-version> is increnented to reflect the shared
state. The nedia sections are appended in the lexically increasing
order.

v=0
0=- 20518 2 IN I P4 198.51.100.1 // Version nunber updated
S=
t=0 0
c=IN P4 203.0.113.1
a=i ce-ufrag: F7gl
a=i ce- pwd: x9cm / Yzi chV2+XI hi Mu8g
a=fingerprint:sha-1
42:89: c5: c6: 55: 9d: 6e: c8: e8: 83: 55: 2a: 39: f 9: b6: eb: €9: a3: a9: e7
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mraudi o 55400 RTP/ SAVPF 0

a=m d: ATOnU45h09Bgsac SCy QmuFt t yBk SFQGW

a=rtpmap: 0 PCMJ 8000

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55400 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55401 typ host

nmevi deo 55600 RTP/ SAVPF 120

a=mi d: ONy4nmOBV2MATH1J YRRNORar c ThGL1QxV

a=rtpnmap: 120 VP8/ 90000

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55600 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55601 typ host

mraudi o 55800 RTP/ SAVPF 109 // New audio media line for QOpus
a=m d: ATOnU45h09Bgsac SCy QuiFt t y Bk SFQGW

a=rt prmap: 109 opus/ 48000/ 2

a=sendr ecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55800 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55801 typ host

mevi deo 55900 RTP/ SAVPF 99 // Alice accepts Bob’s Partial Ofer
a=m d: ulLS6AUZI ugk XCT3S7aRFNEZCF UV18hT

a=rtprmap: 99 H264/ 90000

a=fm p: 99 profil e-1evel -i d=4d0028; packeti zati on- node=1
a=sendrecv

a=candi date:2 1 UDP 2113667327 192.0.2.2 55900 typ host

a=candi date: 3 2 UDP 2113667326 192.0.2.2 55901 typ host

Simlarly, below SDP shows Bob’s Base- SDP updat ed

v=0
0=- 20518 2 IN I P4 198.51.100.2 // Version nunber updated
S=
t=0 0
c=IN I P4 203.0.113.2
a=i ce- uf rag: c300d85b
a=i ce- pwd: de4e99bd291¢325921d5d47ef babd9a2
a=fingerprint:sha-1
91:41:49: 83: 4a: 97: 0e: 1f : ef : 6d: f 7: ¢9: c7: 70: 9d: 1f : 66: 79: a8: 03

mraudi o 60600 RTP/ SAVPF 0

a=mi d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW

a=rtpmap: 0 PCMJ 8000

a=sendrecv

a=candi date: 0 1 UDP 2113667327 192.0.2.2 60600 typ host
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a=candi date: 1 2 UDP 2113667326 192.0.2.2 60601 typ host

mevi deo 60602 RTP/ SAVPF 120

a=m d: ONy4nOBV2MATHLJ YRRNORar c ThGL1QxV

a=rtprmap: 120 VP8/ 90000

a=sendr ecv

a=candi date: 2 1 UDP 2113667327 192.0.2.2 60602 typ host
a=candi date: 3 2 UDP 2113667326 192.0.2.2 60603 typ host

mFaudi o 60606 RTP/ SAVPF 109 /1 Bob accepts Alice's Partial Ofer
a=m d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW

a=rt pmap: 109 opus/ 48000/ 2

a=sendr ecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 60606 typ host

a=candi date:1 2 UDP 2113667326 203.0.113.2 60607 typ host

mevi deo 60604 RTP/ SAVPF 99 /1 New video nedia line for H 264
a=m d: ulLS6AUZI ugk XCT3S7aRFNEZCF UV18hT

a=rtpmap: 99 H264/ 90000

a=fm p: 99 profil e-1evel -i d=4d0028; packeti zati on- node=1

a=sendr ecv

a=candidate:2 1 UDP 2113667327 192.0.2.2 60604 typ host

a=candi date: 3 2 UDP 2113667326 192.0.2.2 60605 typ host

6.5. Renpbving a Streamw th Pseudo-d are

In this exanple, Alice attenpts to change the direction of the video
streamto recvonly and Bob attenpts to de-activate the same video
stream si nul t aneousl y.

6.5.1. Full Ofer/Answer Procedures

This scenario results in the glare situation and should be resol ved
by the higher-1level protocol

6.5. 2. Partial O fer/Answer Procedures

The term pseudo-glare signifies those scenarios wherein both parties
attenpt to operate on a streamat the sane tine, but the fina

session state can be unanbi guously resol ved by both sides w thout any
further signaling.

Such an scenario arises when one side tries to change a nedia section

and sinultaneously the other party attenpts to renove that nedia
section.
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Bel ow represents the Partial Ofer fromAice to change the direction
attribute of the video section to recvonly.

0=- 20518 1 IN IP4 198.51.100.1 // Version nunber is increnmented
mrvi deo 55600 RTP/ SAVPF 120

a=m d: ONy4mOBV2MATH1J YRRNORar c TbGL1QxV

a=rtpmap: 120 VP8/ 90000

a=recvonly /1 direction changed to recvonly

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55600 typ host

a=candi date: 1 2 UDP 2113667326 203.0.113.2 55601 typ host

At the same tinme, Bob sends the following Partial Offer to renove the
same nedia section:

o=- 20518 1 IN I P4 198.51.100.2 /'l Version nunber is increnented
nmrvi deo 0 RTP/ SAVPF 120 // Port nunber is set to O.

a=m d: ONy4nOBV2MATHLJ YRRNCRar c ThGL1QxV

a=rtpnmap: 120 VP8/ 90000

On validating the Partial Ofer fromAlice, Bob concludes the nmedia
section matches the one in the Partial Ofer sent by him By
followi ng the procedures in Section 5.3, Bob rejects Alice Parti al
O fer since the video nedia section will be disabled nonentarily.

Bob sends the Partial Answer by setting port nunber to zero as
response to Alice’s Partial Ofer.

0=- 20518 1 IN I P4 198.51.100.1 /1 Version nunber is increnented
mevi deo 0 RTP/ SAVPF 120 I/l Alice’s Partial Ofer rejected
a=m d: ONy4mOBV2MATHLJ YRRNCORar c ThGL1QxV

a=rtpmap: 120 VP8/ 90000

The processing by Alice is insignificant, because it will eventually
be overtaken by Bob's rejection of her Partial Ofer and thus the
Partial O fer/Answer exchange concl udes by rempving the video

secti on.

Finally the Base-SDPs are updated by both the parties ending up in
the shared state.
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/1 Alice’ s Base-SDP updated
v=0
0=- 20518 1 IN IP4 198.51.100.1 // Version nunber updated
S=
t=0 0
c=IN I1P4 203.0.113.1
a=i ce- ufrag: F7gl
a=i ce- pwd: x9cm / Yzi chV2+XI hi Mu8g
a=fingerprint:sha-1
42:89: c5: c6: 55: 9d: 6e: c8: e8: 83: 55: 2a: 39: f 9: b6: eb: €9: a3: a9: e7

mFaudi o 55400 RTP/ SAVPF 0

a=m d: ATOnU45h09Bgsac SCy QwiFt t yBk SFQGW

a=rtpmap: 0 PCMJ 8000

a=sendr ecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55400 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55401 typ host

mevi deo 0 RTP/ SAVPF 120 /1 Video stream renoved
a=m d: ONy4nOBV2MATHLJ YRRNCRar c ThGL1QxV

a=rtpmap: 120 VP8/ 90000

a=sendrecv

a=candi date: 0 1 UDP 2113667327 203.0.113.2 55600 typ host
a=candi date: 1 2 UDP 2113667326 203.0.113.2 55601 typ host

/! Bob's Base- SDP
v=0
0=- 20518 1 IN I P4 198.51.100.2 // Version nunber updated.
S=
t=0 0
c=IN I P4 203.0.113.2
a=i ce- ufrag: c300d85b
a=i ce- pwd: de4e99bd291¢325921d5d47ef babd9a2
a=fingerprint:sha-1
91:41:49: 83: 4a: 97: 0e: 1f : ef : 6d: f 7: ¢9: c¢7: 70: 9d: 1f : 66: 79: a8: 03

mraudi 0 60600 RTP/ SAVPF 0

a=m d: ATOnU45h09Bgsac SCy QuiFt t y Bk SFQGW

a=rtpmap: 0 PCMJ 8000

a=sendrecv

a=candi date: 0 1 UDP 2113667327 192.0.2.2 60600 typ host
a=candi date: 1 2 UDP 2113667326 192.0.2.2 60601 typ host

mrvi deo 0 RTP/ SAVPF 120 // Port is zero per Bob's Partial Ofer

a=ni d: ONy4mOBV2MATHLJ YRRNORar c ThGL1QxV
a=rt pmap: 120 VP8/ 90000
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a=sendr ecv
a=candi date: 2 1 UDP 2113667327 192.0.2.2 60602 typ host
a=candi date: 3 2 UDP 2113667326 192.0.2.2 60603 typ host

6.6. Changing a Streamwith G are

In this exanple both Alice and Bob attenpt to update the sane nedi a
section that conflicts each others actions.

6.6.1. Full Ofer/Answer Procedures

This scenario results in the glare situation and should be resol ved
by the higher-1level protocol

6.6.2. Partial Ofer/Answer Procedures

To explain this scenario, say Alice attenpts to update the video
section’s direction to be sendonly and Bob also attenpts to perform
the sanme action.

This results in a conflict situation since both the parties can't
have the sane nmedia section with sendonly direction, since it
viol ates rules defined in [ RFC3264]

Partial O fer’s generated by Alice and Bob for the above scenario is
shown bel ow.

/Il Aice's Partial Ofer

0=- 20518 1 IN I P4 198.51.100.1 /1 Version nunber is increnmented
mevi deo 55600 RTP/ SAVPF 120

a=m d: ONy4nOBV2MATHLJ YRRNORar c ThGL1QxV

a=rtprmap: 120 VP8/ 90000

a=sendonly /'l direction changed to sendonly
a=candi date: 0 1 UDP 2113667327 203.0.113.2 55600 typ host

a=candi date: 1 2 UDP 2113667326 203.0.113.2 55601 typ host

/1 Bob's Partial Ofer

0=- 20518 1 IN I P4 198.51.100.1 /1 Version nunber is increnmented
mevi deo 60602 RTP/ SAVPF 120

a=m d: ONy4nOBV2MATHLJ YRRNORar c ThGL1QxV

a=rtprmap: 120 VP8/ 90000

a=sendonly /'l direction changed to sendonly
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a=candi date: 2 1 UDP 2113667327 192.0.2.2 60602 typ host
a=candi date: 3 2 UDP 2113667326 192.0.2.2 60603 typ host

This results in a glare situation under Partial O fer/Answer exchange
due to the conflicting nature of the actions. To resolve this
situation assistance fromthe higher |evel application protocol is
required.

7. Security Considerations
TBD
8. | ANA Consi derati ons
TBD -- | don't think we actually need any for this mechani sm
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