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1. Introduction
There is a need for standard nechani sns to all ow YANG [ RFC6020] data
nodel designers to express nore precise and robust confornance |evels
for server inplenentations of a particular YANG nodul e, or set of
YANG nodul es.
There is also a need for standard nechani sns to al | ow NETCONF
[ RFC6241] servers to precisely advertise the conformance | evel of
each YANG nodul e it supports.
Thi s docunent describes sone problens with the current confornmance
speci fications nmechani sms in YANG and conformance adverti senent
mechani sms in NETCONF. Sol ution proposals are al so presented to
address these problens.

1.1. Termnol ogy
The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14, [RFC2119].

1.1.1. NETCONF
The following ternms are defined in [ RFC6241]:
0 capability
o client
0 datastore
0 protocol operation
0 server

1.1.2. YANG
The following terns are defined in [ RFC6020]:
o data node

0 extension

o feature
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0 grouping
o identity
o nodul e
o notification
0 subnodul e
0 typedef
1.1.3. Termns
The following terms are used within this docunent:

o conditional node: An object that has one or nore "if-feature" sub-
statenents associated with it. Note that objects affected by
"when" statenents are not considered conditional for conformance
pur poses.

o conformance profile: A set of requirenents that a server nust
support to conply with a given service level. These requirenents
can be specified in ternms of required YANG nodul es (possibly with
specific YANG features and objects supported), other conformance
profiles, and/or NETCONF capability URIs (for server functionality
that is not specified in YANG nodul es).

0 inport-by-revision: A YANG inport statenent that includes a
revision-date statenent. This specifies the exact revision of the
YANG nmodul e to inport, instead of the server picking the revision
to inport.

o nodul e base: There is an inplied "base" version of the nodul e,
whi ch includes all statements which are not conditional. The
modul e base may be enpty, a subset of all statenents, or the
entire nodul e.

0 object: a conceptual data structure represented by a YANG dat a,
rpc, or notification statenent.

0 schema tree: The conceptual tree of all objects derived fromthe
set of all YANG nodul es supported by the server. This tree only
i ncludes conditional nodes if all corresponding if-feature
statenments are "true". Any deviation statenents have al so been
conceptually applied to the schema tree as well.
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0 YANG feature set: The set of all objects froma particular nodul e
that contain an if-feature statenent that corresponds to a
particul ar YANG feature statement.

0 YANG package: A set of confornmance profiles that can be extended
over time. Also called "package".
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2. Problens Wth YANG Conf or mance Mechani sns

This section describes some perceived deficiencies with the current
dat a nodel confornance specification and server confornmance
advertisement nechani sns used in NETCONF.

2.1. YANG Conformance Specification |Issues

The YANG data nodel i ng | anguage provi des many powerful data nodeling
constructs to allow the automati on of network configuration protoco
operations. However it does not provide enough control over the
preci se server conformance levels that a client can expect. This has
a negative inmpact on interoperability.

A YANG nodul e is conceptual ly divided into the nodul e base and zero
or nore purely optional YANG feature sets.

Thi s approach does not allow enough flexibility and can becone
difficult to use as the nodul e size and nunber of YANG feature
statements increases. A set of boolean flags that are logically
combi ned as an "AND' expression is too sinplistic a mechanism for
expressing the criteria for specifying conditional confornance
requirenents.

2.1.1. Inport by Revision is Unusable for Conformance

YANG provides a mechanismto inport an exact revision of an externa
nmodul e in order to freeze conformance requirenents for a nodule. |If
this is not used then the YANG conpiler will nost |ikely use the

| atest revision of the inported nodul e that happens to be inplenented
by the server.

If new data nodes, notifications, or protocol operations are added to
an inported nodule over tine, then it can appear to a NETCONF client
that the new objects are inplenmented if the inported nodule is
updat ed but not all the nobdules that inmport it. Objects using

i mported typedefs will change syntax and semantics if the typedef (or
any typedef it refines) is changed.

Unl ess inport-by-revision is used everywhere an inport is used within
t he dependency chain, the exact nodule definition cannot really be
frozen for conformance purposes.

A server is not required to support multiple revisions of the same
nmodul e at the same time. This may be very confusing to the client,
and conplex to inplenment as well. Instead, servers usually allow
only one revision of each nodule to be inplenented within the system
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If inport-by-revision is used, then creating a new revision of the

i mported nmodul e requires that the inport statenents in all the

i mporting nodul es be updated to use the new revision date. This
requires a revision change, so any nodul e that inports those nodul es
al so needs to be updated to specify the new revision date of those

i mporting nmodules. This ripple effect can cause a ot of nodules to
be updated. It may not be possible to update a nodule inport date in
some cases, if that would incorrectly advertise to the client that
new objects were inplenented by the server

2.1.2. YANG Confornmance Specification is Too Sinplistic

Conf ormance requi renents can change over tine. New use cases and new
consensus about optionality can occur. A confornmance statenent for
each use-case i s needed, not just one or nore (inplied) conformance
statenents per nodul e.

There are no nechanisns to clearly specify external nodul e
dependencies. There is no way to indicate the exact portions of an
i mported nmodul e which are required to conply with a particul ar
conformance |l evel for the inporting nodule. There is no way to
specify that nultiple nodules are required to provide a high-Ileve
servi ce.

It is inmpossible to predict all valid use cases at design tine.
Partitioning a nodule into a base plus purely optional features can
only account for the features and use cases known at the tine.
Future designers cannot alter if-feature statenents or add new i f-
feature statenents to an augnented nodul e.

YANG features are purely optional to inplement. There is no way to
specify that a set of objects are conditionally nandatory, based on
some dat a-nodel specific criteria. Conditions could be expressed
with XPath nust or when expressions, but this has to be repeated
everywhere it is used and the set of objects with the sane
conditionally nmandatory properties is un-naned and hard for the
reader to identify.

YANG features are too sinplistic. They are good for a small nunber
of use-cases within one nodule. Once there are |lots of features,

i nteracti ons between features, and refined use-cases, they turn the
nodul e into a bow of bool ean spaghetti.

YANG features are not really purely optional in practice. Sonetines
they are used to express separate roles or service subsets within the
module. It is difficult for the reader to identify the valid

conbi nations of purely optional YANG features that represent high-
level roles. The YANG if-feature statements are logically conbined
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as a bool ean "AND' expression and not very flexible. YANG
description statenents are not really machi ne parsable, so these
hi gh-1 evel roles or service groupings are not easily identifiable.

2.1.3. YANG Deviation Statenents Do Not Help

YANG devi ations coul d possibly be used as a | ow1| evel conformance
solution, but they are undesirable and not used by server vendors.
YANG devi ation statements provide a fairly conprehensive "patch”
mechani smto conceptually alter YANG data definition statenents.
This alteration, or declaration of non-inplenentation, describes how
a server deviates fromthe standard data definitions

These statenents are not allowed to appear in standard YANG nodul es,
and it turns out that vendors would rather not specify exactly how
their server is non-conpliant to a standard YANG nodule. A vendor
woul d rarely need a deviation statenment for their own YANG data
nodul es.

YANG devi ation statenments are too | owlevel anyway, even if vendors
were willing to use them They do not fully address the future use-
case probl em because they can only be used to nake specific patches
to data statements.

2.1.4. Single Mdule Confornmance in Not Expressive Enough

YANG conf ormance applies only to one nodule. There are no nechani sns
to precisely identify the confornmance rel ationship between nodul es.
Since YANG i s designed to be nodular and reusable, it is quite likely
that a high-level feature or service will be specified with nore than
one YANG nodul e.

Al'l the top-level definitions are inported froma nodul e whet her the
i mporting nodule uses all the definitions or not. This is too
general from a conformance perspective. Sonetinmes nodul es are
imported just for typedefs or identities, which are always part of

t he base.

If a nodul e augnents a node in another nodule, it does not inply that
it supports all other objects fromthat nodule. YANG confornmance
does not actually address any rel ati onship between nodul es. There
are no nmechani sns to express multi-nodul e conformance requirenments.

It is difficult for a client application devel oper to identify the
hi gh | evel server capabilities froma |arge set of nodule
capabilities. There are no formal nechanisns to identity the
definition of a high-level service across multiple nodul es.

Bi er man Expi res March 22, 2014 [ Page 9]



Internet-Draft YANG Conf or mance Sept enber 2013

2.2. Module Capability Advertisenment |ssues

NETCONF servers advertise the YANG nodul es they support as
<capability> URl strings in the <hell o> nessage. The conplete list
of nodul es used by the server needs to be advertised in order for the
client application to correctly parse the YANG nodul es and reproduce
the schema tree used by the server. However the client does not
really know whi ch nodul es are advertised for full conformance, and
whi ch are advertised for partial conformance (such as inporting
typedef and identity statenents fromthe nodul e).
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3.

3.

3.

1.

2

Sol uti on Overvi ew
hj ecti ves
The solution in this docunent attenpts to achieve several objectives:

0 Provide sinple docunentation nmechani snms that are readabl e and easy
t o under st and.

0 Provide sinple nechanisns that can scale in usage from one nodul e
to thousands of nodul es.

o Provide per use-case confornance profiles, which allow multiple
conformance levels to be specified for a single nodule.

o0 Provide per use-case confornance profiles, which allow multiple
nmodul es to be specified for a single conformance profile.

o Cdarify the usage relationship between an augnented nodul e and the
augment i ng nmodul e.

o Cdarify the usage relationship between nodul es that represent
parts of the sane conceptual high-1evel service

o0 Provide the ability to specify a stable conformance definition
that cannot inplicitly change if YANG nodul es are updat ed.

o0 Provide the ability to specify the YANG features that nust be
supported by a server to neet confornmance requirenents.

YANG Package

A YANG package is a conformance definition for zero or nore YANG
nmodul es and/ or NETCONF protocol capabilities. Each package has zero
or nore conformance profiles that describe the server inplenentation
requi renents to conformto a specific profile within a package. A
YANG package without any conformance profile statenents can be used
as a placeholder to reserve the package name, but it cannot be
adverti sed as a YANG package capability.

YANG packages are static representati ons of YANG conformance, neaning
there are no server-dependent variables (e.g, set of purely optiona
YANG features selected by the server). Instead a confornmance profile
speci fies which YANG features a server needs to support to conformto
the profile.

YANG packages are defined using a text file simlar to YANG nodul es.
However they are separate from YANG nodul es, since a package can
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require nmore than one YANG nodul e for confornance.

Unl i ke YANG nodul es, YANG package definitions do not represent
content that would appear in a protocol nessage. They represent
server conformance requirenents and are therefore separate from YANG
nodul e definitions.

A YANG package is advertised with a <capability> URl string, simlar

to a YANG nodule. A NETCONF server will advertise all its supported

package capability statenents in the <hell o> nessage it sends to each
client.

3.3. YANG Package File

A YANG package file consists of UTF-8 characters. The basic syntax
is exactly the sane as for YANG nodul es. Several YANG statenments are
"imported" fromthe YANG ABNF, and sone new statenents are defined.
Speci fically, YANG package syntax is the sane as RFC 6020, sections
6, 6.1, 6.2, and 6. 3.

[FI XME: not all namespaces in sec. 6.2.1 are supported and a
nanespace for YANG package names is not defined there.]

At | east one revision statenent MJUST be present in a YANG package
file. A new revision MIST be added each tinme the YANG package file
is published. This requirenment is nore strict than RFC 6020 to
ensure that conformance requirements can be properly identified for
each server inplenentation

3.4. Conformance Profile

A conformance profile represents a conceptual set of server
i npl ementation requirenents to neet one use-case or variant of the
conceptual service represented by the YANG package.

A conformance profile can overlap or even include other confornance
profiles. It is a data-nodel specific matter what requirenents nake
operati onal sense.

A server can only conformto one conformance profile within a YANG
package. Although profile contents can overlap, only one profile per
package can be active on a server at a tine.

3.5. Conformance Profile Capability
A new NETCONF capability URI is defined to advertise YANG package

conformance. A server w |l announce confornmance for a specific
conformance profile for each YANG package it supports. Refer to
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Section 6 for details on YANG package confornance adverti senent.
3.6. YANG Confornmance Exanpl es

In this exanple, 1 conformance profile called "base" is defined for
t he YANG package naned "ietf-types-pkg".

package ietf-types-pkg {

nanespace "urn:ietf:parans: xm :ns:yang:ietf-types-pkg";
prefix "typespkg";
organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;
contact " ** WG Chairs ** ";
description
"Thi s package defines a conformance profile for the standard
typedef statenents."”;

revision 2013-09-16 {
description "First revision";
reference "TBD';

}

category general {
subcat egory types;
}

profile base {
description "Basic requirenents for YANG types.";

requi re-nmodul e ietf-yang-types {
m n-revision "2013-07-15";
requi r e-conf or mance i nport;
description
"Support for YANG types is required.";
reference "RFC 6991, section 3.";

}

require-nmodul e ietf-inet-types {
m n-revision "2013-07-15";
requi r e- conf or mance i nport;
description

"Support for INET types is required.”;

reference "RFC 6991, section 4.";

}

}
}
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In this exanple, 4 different conformance profiles are defined for the

YANG package named "ietf-routing-pkg"

0 base: a server that supports the base routing profile.

Thi s

profile is probably not useful wthout adding routing protocols,

but it is needed for extensibility.
0 ipvd: a server that supports IPv4 routing configuration

0 1ipv6: a server that supports IPv6 routing configuration

0o ip: a server that supports IPv4 and | Pv6 routing configuration

package ietf-routing-pkg {

nanespace "urn:ietf:parans: xm:ns:yang:ietf-routing-pkg";

prefix "rtpkg";
organi zati on

"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng G oup”;

contact " ** WG Chairs ** ";
description
"Thi s package defines conformance profiles for |Pv4
routers.";
reference "draft-ietf-netnod-routing-cfg-10.txt";

revision 2013-09-16 {
description "First revision";
reference "TBD';

}

category protocols {
subcat egory routing;
subcat egory ip;

}

profile base {
description "Base nodul e requirenents for routing";
reference "draft-ietf-netnod-routing-cfg-10.txt";

require-package ietf-types-pkg;
requi re-nodul e ietf-routing {
m n-revi sion 2013-07-13;

require-conformance full;
description "The base routing nodule is required";

Bi er man Expi res March 22, 2014

and | Pv6

[ Page 14]



Internet-Draft YANG Conf or mance Sept enber 2013

requi re-nmodul e ietf-interfaces {
m n-revi sion 2013-07-04;
requi r e- conf or mance augnent;
description
"The interface and interface-state tables are augnented."

}

profile ipvd {
description "Base nodul e requirenents for routing"
reference "draft-ietf-netnod-routing-cfg-10.txt";

i ncl ude-profile base;

require-nodul e ietf-ipv4-unicast-routing {
m n-revision 2013-07-13;
require-conformance full;
}
}

profile ipv6 {
description "Base nodul e requirenents for routing"
reference "draft-ietf-netnod-routing-cfg-10.txt";

i ncl ude-profile base;

require-nodul e ietf-ipv6-unicast-routing {
m n-revision 2013-07-13;
require-conformance full;
}
}

profile ip {
description "Base nodul e requirenents for routing"
reference "draft-ietf-netnod-routing-cfg-10.txt";
i nclude-profile ipv4;

i nclude-profile ipv6;

}
}

In this exanple, 5 different conformance profiles are defined for the
YANG package named "i et f-netconf-pkg"
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0 core: core NETCONF functionality.

0 running: a server that supports witing directly to the running
dat ast or e.

0 startup: a server that supports witing directly to the running
datastore and al so has a separate startup datastore.

0 candidate:- running: a server that supports witing to the
candi date datastore and committing all edits at once to the
runni ng dat astore.

o confirned:- running: a server that supports the candidate
conformance profile and al so supports the confirned conmit
operati ons.

package i etf-netconf-pkg {

nanespace "urn:ietf:paranms: xm :ns:yang:ietf-netconf-pkg";
prefix "ncpkg";
organi zati on
"I ETF NETMOD ( NETCONF Dat a Mbdel i ng Language) Worki ng Group”;
contact " ** WG Chairs ** ";
description
"Thi s package defines some conformance profiles for the
NETCONF pr ot ocol . "

revision 2013-09-16 {
description "First revision";
reference "TBD';

}

category protocols {
subcat egory net conf;

}

profile core {
description
"Basic requirenents for conplete NETCONF servers.";

require-package ietf-types-pkg;
require-capability "urn:ietf:parans: netconf:base: 1. 1" {

description "NETCONF base protocol is required.”
reference "RFC 6241, section 8.1";

}
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require-capability
"urn:ietf:parans: netconf:capability:xpath:1.0" {
description "XPath filtering is required.”
reference "RFC 6241, section 8.9"%;

}

require-capability
"urn:ietf:parans: netconf:capability:validate:1.1" {
description "NETCONF :validate capability is required.”
reference "RFC 6241, section 8.6";

}

require-capability
"urn:ietf:parans: xm :ns: netconf:partial-lock:1.0" {
description
"Partial lock capability is required. The YANG nodul e
ietf-netconf-partial-Iock.yang is non-nornative
so a require-nodul e statenent is not used instead.";
reference "RFC 5717, section 4";

}

require-capability
"urn:ietf:parans: netconf:capability:with-defaults:1.0" {
description
"Wth defaults capability advertisenent is required."
reference "RFC 6243, section 4.3";

}

require-capability
"urn:ietf:parans: netconf:capability:notification:1.0" {
description
"Notification delivery support is required."”;
reference "RFC 5277, section 3.1"

}

require-capability
"urn:ietf:parans: netconf:capability:interleave:1.0" {
description
"Interl eave of conmands is required while notification

delivery is active .";
reference "RFC 5277, section 6";

}

require-nmodul e ietf-netconf-with-defaults {
description
"Support for <wi th-defaults> RPC paraneter is required.";
reference "RFC 6243, section 5";

}
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Bi er man

requi re-nodul e ietf-netconf-acm {
description
"Base nodul e inplenentation of NACMis required.”
reference "RFC 6536, section 3.5.2"%;

}

requi re-nodul e ietf-netconf-nmonitoring {
description
"I'mpl enentati on of NETCONF nonitoring is required.
reference "RFC 6022, section 5";

}

requi re-nodul e ietf-netconf-notifications {
description
"I mpl enentati on of NETCONF base notifications is
required.”;
reference "RFC 6470, section 2.2"%;
}
}

profile running {
description
"Basic requirenents for a conplete NETCONF server
that supports witing directly to the the running
datastore.";

i nclude-profile core;

require-capability

"urn:ietf:parans: netconf:capability:witable-running:1. 0" {

description

"NETCONF :writable-running capability is required.

reference "RFC 6241, section 8.2";
}

require-capability

"urn:ietf:parans: netconf:capability:rollback-on-error:1.0" {

description

"NETCONF :roll back-on-error capability is required.”

ref erence "RFC 6241, section 8.5";

}
}

profile startup {
description
"Basic requirenents for a conplete NETCONF server
that supports witing directly to the the running

datastore and al so have a distinct startup datastore.";
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i ncl ude-profile running;

require-capability
"urn:ietf:parans: netconf:capability:startup:1.0" {
description
"NETCONF di stinct startup capability is required.";
reference "RFC 6241, section 8.7";
}
}

profile candidate {
description
"Basic requirenents for a conplete NETCONF server
that supports the candi date datastore.";

i nclude-profile core;

require-capability
"urn:ietf:parans: netconf:capability:candidate: 1. 0" {
description "NETCONF :candidate capability is required.";
reference "RFC 6241, section 8.3";
}
}

profile confirmed {
description
"Basic requirenents for a conpl ete NETCONF server
that supports the candi date datastore, and confirned
commit functionality.";

i ncl ude-profile candi date;

require-capability
"urn:ietf:parans: netconf:capability:confirmed-commt:1.1" {
description

"NETCONF : confirmed-conmit capability is required.”

reference "RFC 6241, section 8.4";

}

}
}
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4.

4.

4.

4.

YANG Conf ormance Statenents
1. The package Statenent

The "package" statenent defines the YANG package’s nane, and contains
al | YANG package header information and confornmance profile
statenments. The "package" statenent’s argunent is the name of the
YANG package, followed by a bl ock of substatenents that hold detail ed
package i nformati on. The package nane follows the rules for
identifiers in RFC 6020, section 6.2.

A YANG package nane is defined in the same conceptual nanmespace as
YANG nodul e nanes. The sane rules for selecting non-conflicting
nanes apply as defined in RFC 6020, section 7.1

An | ANA registry for YANG package nanes will be needed, sinilar to
mechani sm descri bed in RFC 6020, section 14.

1.1. The package Substatenents

S Fom e e e e e TSRS +
| Substatenment | Reference | Cardinality

. e . +
| category | 4.2 | 0..1 |
| contact | RFC 6020, 7.1.8 | 0..1 |
| description | RFC 6020, 7.19.3 | 0..1 |
| namespace | RFC 6020, 7.1.3 | 1 |
| organization | RFC 6020, 7.1.7 | 0..1 [
| prefix | RFC 6020, 7.1.4 | 1 |
| profile | 4.4 | 1..n |
| reference | RFC 6020, 7.19.4 | 0..1 [
| revision | RFC 6020, 7.1.9 | 1..n |
S Fom e e e e e TSRS +

2. The category Statenent

The "category" statement, which is optional, takes as an argunent the
category identifier that best describes the type of functionality
provi ded by the YANG package.

There are no constraints or guidelines on selection of a
classification systemat this tinme. It is expected that the | ETF
will create a classification systemfor standard YANG nodul es.
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4.2.1. The category Substatenents

S Fom e e e e - - TSRS +
| Substatenent | Reference | Cardinality |
o R S +
| subcategory | 4.3 | 0..n |
oo R o m e +

4.3. The subcategory Statenent

The "subcategory" statenment, which is optional, takes as an argunent
the sub-category identifier that best describes the type of
functionality provided by the YANG package. Zero or nore subcategory
statenments are allowed within each category statenent;

4.4, The profile Statenent

The "profile" statenment is used to define one conformance profile
within a YANG package. It takes as an argument the profil e nane,
which is followed by a block of substatenments that hold detail ed
conformance i nformati on. The package nane follows the rules for
identifiers in RFC 6020, section 6. 2.

4.4.1. The profile Substatenents

S o B TS +
| Subst at enent | Reference | Cardinality
o e e e e e o oo oo S S +
description RFC 6020, 7.19.3
i nclude-profile 4.5

ref erence RFC 6020, 7.19.4

I 1 I
I n I
I 1 I
require-capability | 4.14 .n |
I n I
I n I
I 1 I

I
I
requi r e- rodul e 4.6 |
requi r e- package 4,12 [
st at us RFC 6020, 7.19.2
oo o e e e o - S +

4.5. The include-profile Statenent

The "include-profile" statenent is used to conbine nultiple
conformance profiles fromthe sane YANG package. It takes as an
argunment the name of the conformance profile to include. There are
no substatenments defined. Al of the requirenments in the included
profile are also required in the profile that contains the include-
profile statenent.

I f any require-nodul e, require-package, and/or require-capability
statements overlap due to nultiple included profiles, then they are
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| ogically conmbi ned such that all requirements fromall profiles are
i ncl uded.

A profile MJUST NOT include itself or any conformance profile that
woul d cause itself to be included via a dependency | oop

4.6. The require-nodul e Statenent

The "require-nodul e" statenment is used to require support for some or
all of the definitions in a specific nodule. It takes as an argunent
the nane of the nodule to require, foll owed by a bl ock of
substatenments that hold detail ed nodul e server support requirenents.

A require-nodul e statement MJST NOT specify the sane nodul e nanme as
anot her require-nodule statenment in the sanme profile statenent.

Subnodul es are invisible for conformance purposes, because they are
used as an inplenmentation mechanism and are not directly accessible
froman external nodul e.

4.6.1. The require-nodul e Subst at enents

oo o e e o - S +
| Subst at enent | Reference | Cardinality |
Fom e e e oo o e e o - o m e +

description RFC 6020, 7.19.3

max-r evi si on 4.8

m n-revision 4.7

I
|
ref erence | RFC 6020, 7.19.4
I
I
I

1 I
| 1 |
| 0..1 |
| 0..1 I

4.9 | 1 |
I n I
I n I

requi r e- conf or mance
require-feature 4.10
requi r e- obj ect 4.11
e e e e e e e e o Fom e e e e e TSRS +

4.7. The mn-revision Statenment

The "mi n-revision" statement is used to specify the mini mum
acceptabl e revision date for the required nodule. It takes as
argunent a date string in the form"YYYY-MW DD' where "YYYY" is the
year, "MM' is the nonth, and "DD' is the day.

It is used in conbination with the "max-revision" statenent to
identify a range of release dates that are acceptable for profile
conf or mance.

If the min-revision statenent is not present, then there is no
m ninum revision date in the acceptabl e range.
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If the min-revision statenment is present, then only revisions of the
required nmodul e rel eased on or after that date are acceptable for
profil e conformance

If the min-revision statenent is present, and the nax-revision
statenment is also present, then the mn-revision statement MJST
represent a date which is the same as or before the nmax-revision
dat e.

This statenent is needed if the conformance profile relies on
definitions that were added to the required nodule in a particul ar
revision.

4.8. The max-revision Statenent

The "max-revision" statenent is used to specify the maxi num
acceptable revision date for the required nodule. It takes as
argunment a date string in the form"YYYY-MVDD' where "YYYY" is the
year, "MM' is the nonth, and "DD' is the day.

It is used in conbination with the "m n-revision" statenent to
identify a range of release dates that are acceptable for profile
conf or mance.

If the max-revision statenment is not present, then there is no
maxi mum revi sion date in the acceptabl e range.

If the max-revision statenent is present, then only revisions of the
required nodul e rel eased on or before that date are acceptable for
profile conformance

If the max-revision statenment is present, and the nin-revision
statenment is al so present, then the max-revision statement MJST
represent a date which is the sane as or after the mn-revision date.

This statenent is needed if the conformance profile relies on
definitions that have been changed to obsolete status in the required
nmodul e, or have been extended or altered in a manner that is not
required in the conformance profile.

4.9. The require-confornmance Statenent
The "require-confornmance" statenment is used to describe the type of
nmodul e conformance that is needed to nmeet the conformance profile
requirenents. Its argunent is an enunerated string value indicating
the type of nodul e conformance required.

There are 4 types of nodul e conformance supported:
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o full: Full inplementation of the nodule base is required. This is
the default value if the require-conformance statenent is not
present.

o augnent: full inplenentation of the objects that are augnented in

this modul e (fromthe augnmenting nodul e) is required.

o inport: the nmodule is required for neta-data definitions, which
i ncl udes extension, typedef, grouping, identity, and feature
statenents. No inplenentation of any objects in the nodule is
required.

o0 ad-hoc: Partial inplenmentation of the nodul e base and/or some
conditional nodes is required. The require-nodul e statenent
SHOULD contain "require-object” statenents to identify the ad-hoc
requirenents.

4.10. The require-feature Statenent

The "require-feature" statenent is used to indicate that the
specified YANG feature set is required for profile conformance. It
takes as argunent the nane of the YANG feature that is required, and
is followed by a block of substatements that describe the YANG
feature usage within the conformance profile.

4.10.1. The require-feature Substatenents

S e e e e oo oo e e e - +
| Substatenent | Reference | Cardinality

S oo oo +
| description | RFC 6020, 7.19.3 | 0..1 |
| reference | RFC 6020, 7.19.4 | 0..1 |
S Fom e e e e e TSRS +

4.10.2. Usage Exanpl e

require-module ietf-ip {
m n-revision 2013-02- 11,
require-conformance full;
require-feature ipv4-non-conti guous-net masks {
description
"Configuration of non-contiguous subnet masks
is required.”;
reference
"RFC XXXX; Section XXXX"
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4.11. The require-object Statenent

The "require-object” statenent is used to indicate that the specified
YANG object is required for profile conformance. It takes as
argunent the path string identifying the object. This is sinmlar to
a YANG "absol ut e- schenma- nodei d" except that prefixes are not all owed.
Only objects defined in the required nodul e can be specified with
this statenent.

[FIXME: there is no way to specify that the objects that 1 nodul e
adds to another with augnent-stnt are required in ad-hoc node. ]

4.11.1. The require-object Substatenents

S Fom e e e e e TSRS +
| Substatenment | Reference | Cardinality

o o e e o - S +
| description | RFC 6020, 7.19.3 | 0..1 |
| reference | RFC 6020, 7.19.4 | 0..1 [
B s o m e e oo o - +

4.11.2. Usage Exanpl e

requi re-nmodul e ietf-system {
requi r e- conf or mance ad- hoc;
require-object /systemstate/clock/current-datetine {
description
"The current systemtine nust be provided.";
reference
"RFC XXXX; Section XXXX";

4.12. The require-package Statenent

The "require-package" statenent is used to require support for an
external YANG package. It takes as an argunent the nane of the YANG
package to require, followed by a bl ock of substatenents that hold
detail ed server support requirements.

A require-package statenment MJST NOT specify the same YANG package

nane as another require-package statenent in the sane profile
st at enent .
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4.12.1. The require-package Substatenents

e e e e e oo - Fom e e e e e TSRS +
| Subst at enent | Reference | Cardinality

S e . +
| description | RFC 6020, 7.19.3 | 0..1 |
| max-revision | 4.8 | 0..1 [
| mn-revision | 4.7 | 0..1 |
| reference | RFC 6020, 7.19.4 | 0..1 |
| require-profile | 4.13 | 0..1 [
e e . +

4.12.2. Usage Exanpl e

require-package ietf-routing-pkg {
m n-revision 2013-09-16
require-profile ipv4;
description
"Support for IPv4 routing configuration is required.";

4.13. The require-profile Statenent

The "require-profile" statenent is used to require support for a
specific conformance profile within an external YANG package. It
takes as an argunent the nane of the conformance profile to require.

4.14. The require-capability Statenent

The "require-capability" statenent is used to indicate that the
specified NETCONF capability URI is required for profile conformance.
It takes as argunent a URI string identifying the NETCONF capability
that is required, and is followed by a block of substatenents that
descri be the NETCONF capability usage within the conformance profile.

4.14.1. The require-capability Substatenents

B T o B TS +
| Substatenent | Reference | Cardinality

[ S S +
| description | RFC 6020, 7.19.3 | 0..1 |
| reference | RFC 6020, 7.19.4 | 0..1 [
oo o e e o - o m e +
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4.14.2. Usage Exanpl e

profile full-notifications {
description
"A profile for requiring full standard NETCONF
notification functionality.";
require-capability
"urn:ietf:parans: netconf:capability:notification:1. 0" {
description
"Support for NETCONF notifications is required.";
reference "RFC 5277, section 3.1.1";
}
require-capability
"urn:ietf:parans: netconf:capability:interleave:1.0" {
description
"Support for the ability to accept <rpc> requests when
NETCONF notification delivery is active is required."
ref erence "RFC 5277, section 6.3";

}
}
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5.

Updating a YANG Package

A YANG conformance profile definition needs to be altered very
carefully after it has been published, in order not to break old
clients that expect certain server behavior

When a new revision of a YANG package is published, the follow ng
restrictions apply:

(0]

An exi sting conformance profile definition MAY be altered to
correct errors in the definition.

New statenments (e.g. new requirements) MAY be added to an existing
conf ormance profile.

Exi sting requirenments MJST NOT be renoved from a confornmance
profile.

Exi sting requirements MJUST NOT be altered such that the existing
functionality would be taken away fromclients.

Exi sting requirenments MAY be altered such that the existing
functionality appears unaffected to existing clients that are
usi ng a previous revision of the conformance profile.

An exi sting conformance profile can be split into nultiple new
conformance profiles, if the existing conformance profil e adds
"include-profile" statements such that the required functionality
for any existing conformance profile does not change.
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6. YANG Package Confornance Advertisenent

The YANG Package Conformance capability is used to allow the client
to quickly identify which packages and confornmance profiles are
supported by a particular NETCONF server. The server will advertise
each supported YANG package, simlar to the YANG nodul e confornmance
adverti senent in RFC 6020, section 5.6.4.

The YANG package nanespace URI MJST be advertised as a capability in
the NETCONF <hel | o> nessage to indicate support for a specific
conformance profile within the YANG package. The capability URl MJST
be of the form

conf-capability-string = nanespace-uri [ paraneter-list ]
paraneter-|ist "?" paraneter *( "&' paraneter )

par anet er package- par aneter /

revi si on-paraneter /

profil e-paraneter

"package=" package- name

"revision=" revision-date

"profile=" profile-nane

package- par amet er
revi si on- par anet er
profil e-paraneter

Wher e:
0 "package-nane" is the nane of the YANG package
0 "revision-date" is the revision date of the YANG package

o "profile-nane" is the nane of a conformance profile within the
YANG package

Al'l 3 paraneters MJST be present in the capability string. Refer to

Section 4.1 for details on the acceptable values for these

paraneters

Exanpl e: (capability string wapped for display purposes only)
<capability>urn:ietf:parans: xm : ns:yang:ietf-routing-pkg?

package=i et f -r outi ng- pkg&r evi si on=2013- 09- 16&pr of i | e=i pv4
</ capability>
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7.  YANG Conf ornmance ABNF
<CODE BEG NS> fil e "yang-conformance. abnf™

package- st nt = opt sep package-keyword sep identifier-arg-str
opt sep
"{" stntsep
nmodul e- header-stnts
meta-stnts
revision-stnts
package-cl assify-stnts
package- body-stnts
"1" optsep

package-cl assify-stnts = [category-stnt]

category-stnt = category-keyword sep identifier-arg-str optsep

(ll; " /
"{" stntsep

*(subcat egory-stnt stmtsep)
Il}ll)

subcat egory-stnt = subcat egory-keyword sep string stntend
package-body-stnts = *(profile-stnt stntsep)

profile-stnt = profil e-keyword sep identifier-arg-str optsep
("1
"{" stntsep
;; these stnts can appear in any order
[status-stnt stntsep]
[description-stnt stntsep]
[reference-stnt stntsep]
*(include-profile-stnt stntsep)
*(require-package-stnt stntsep)
*(require-capability-stnt stntsep)
*(require-nmodul e-stnt stntsep)

")

i nclude-profile-stnt = include-profile-keyword sep
identifier-arg-str stntend

require-nodul e-stnt = require-nodul e-keyword sep
identifier-arg-str optsep
(Il; n /
"{" stntsep
;; these stnts can appear in any order
[m n-revision-stnt stntsep]
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[ max-revi si on-stnmt stntsep]

[ require-conformance-stnt stntsep]

[description-stnt stntsep]

[reference-stnt stntsep]

*(require-feature-stnt stntsep)

*(require-object-stnt stntsep)
1)

require-object-stnt = require-object-keywrd sep
require-object-arg-str optsep
("
"{" stntsep
;; these stnts can appear in any order
[description-stnt stntsep]
[reference-stnt stntsep]

")

requi re-object-arg-str = < a string that matches the rule
require-object-arg >

require-object-arg pkg- absol ut e- schema- nodei d
require- package-stnt = require-package-keyword sep
identifier-arg-str optsep
("
"{" stntsep
;; these stnts can appear in any order
[m n-revision-stnt stntsep]
[ max-revi si on-stnt stntsep]
[require-profile-stnmt stntsep]
[description-stnt stntsep]
[reference-stnt stntsep]

")

require-profile-stnt = require-profile-keyword sep
identifier-arg-str stntend

require-capability-stnm = require-capability-keyword sep
uri-str optsep
("
"{" stntsep
;; these stnts can appear in any order
[description-stnt stntsep]
[reference-stnt stntsep]

")

m n-revision-stnt = mn-revision-keywrd sep date-arg-str stntend
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max-revi si on-stnt = nmax-revision-keywrd sep date-arg-str stntend

require-feature-stnt = require-feature-keyword sep
identifier-arg-str optsep
(";m
"{" stntsep
;; these stnts can appear in any order
[description-stnt stntsep]
[reference-stnt stntsep]

Il}ll)
require-conformance-stm = require-confornmance-keyword sep

requi re-conf ormance-arg-str stmntend

require-conformance-arg-str =
< a string that matches the rule
require-conformance-arg >

require-conformance-arg = full -keyword /
augment - keyword /
i mport-keyword /
ad- hoc- keywor d

pkg- schema- nodei d = pkg- absol ut e- schema- nodei d /
pkg- descendant - schenma- nodei d

pkg- absol ut e- schema-nodeid = 1*("/" pkg-node-identifier)
pkg- descendant - scherma- nodei d =

pkg- node-identifier

pkg- absol ut e- schema- nodei d

pkg- node-identifier = identifier

7, new keywords

ad- hoc- keywor d ad- hoc
augrent - keywor d augment’

cat egory- keyword cat egory’
conf or mance- keyword conf or mance
full -keyword full’

i ncl ude-profil e-keyword
max-revi si on- keywor d

m n-revi si on- keywor d
package- keywor d

profil e-keyword
require-capability-keyword
r equi r e- nodul e- keyword
require-feature-keyword

i ncl ude-profile’
max- revi si on’

m n-revi si on’
package’

profile’
require-capability’
requi r e- nodul e’
require-feature’
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requi r e- package- keywor d
require-profil e-keyword
subcat egory- keyword

"requi re-package’
"require-profile’
" subcat egory’

;; all other synbols are defined in RFC 6020, section 12

<CODE ENDS>
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8. | ANA Consi derati ons

TBD
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9. Security Considerations

TBD
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10. Open Issues

0 How can | ogi cal OR expressions be supported for nodul es, features,
and capabilities? E.g. a "witable-server" profile will need a
require-capability for the :witable-running or for the :candidate
capabilities. A server will usually advertise one of these 2
capabilities, but not both of them

0 |Is sonme sort of "choice-stm"” needed within a profile-stnt, to
indicate that 1 of N cases of requirenents nust be supported?
Does the server need to advertise the sel ected cases in every
choice it supports?

o Can a server support multiple conformance profiles at once? |If
so, then nultiple profil es per package would need to be advertised
in the YANG package capability exchange.

o What if a server is configurable to support different profiles
froma given package? Does the server advertise only the
configured profile? What if no profile has been configured yet?
Is a default conformance profile per YANG package needed?

0 Should Category be renmoved? |f not, how much structure does it
need? How nmany category statenents should be allowed per package?
Do conformance profiles need category statenments?

0 \What package and profile nam ng conventions are needed? Do these
identifiers need to share the sane nanespace as YANG nodul es?

o Package file nanme |ayout conventions are probably needed |ike
those in RFC 6020, section 5.2. A file extension for a YANG
package i s needed.

0o |Is a nedia type for a YANG package needed sinilar to the
definition in RFC 6020, section 14.17?

0 |Is a statenment needed to specify acceptabl e paraneter val ues for
require-capability statements? E.g., a profile that required that
the "report-all-tagged" enuneration be supported in the
"al so-supported” paraneter for the ":with-defaults" capability.
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11. Change Log
-- RFC Ed.: renove this section before publication
11.1. 00-01
o fixed typos in text and exanples
0 updated ietf-routing-pkg exanple

0 added 'require paraneters for capabilities’ as an open issue
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