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Abst ract

Thi s docunment describes a nethod of encapsulating arbitrary protocols
within GRE and UDP headers. In this encapsulation, the source UDP
port may be used as an entropy field for purposes of | oadbal ancing
whi l e the payl oad protocol may be identified by the GRE Protoco

Type.
Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 24, 2014.
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1. I nt roduction

Load bal ancing, or nore specifically, statistical multiplexing of
traffic using Equal Cost Multi-Path (ECWMP) and/or Link Aggregation
G oups (LAGs) in IP networks is a widely used technique for creating
hi gher capacity networks out of |ower capacity links. Most existing
routers in I P networks are already capable of distributing IP traffic
fl ows over ECMP paths and/or LAGs on the basis of a hash function
performed on flow invariant fields in I P packet headers and their
payl oad protocol headers. Specifically, when the |IP payload is a
User Datagram Protocol (UDP)[RFC0768] or Transm ssion Contro
Protocol (TCP) packet, router hash functions frequently operate on
the five-tuple of the source I P address, the destination |IP address,
the source port, the destination port, and the protocol/next-header
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Several tunneling techniques are in common use in | P networks, such
as Ceneric Routing Encapsulation (GRE) [RFC2784], MPLS [ RFC4023] and
L2TPv3 [RFC3931]. GRE is an increasingly popul ar encapsul ati on
choice, especially in environnments where MPLS i s unavail abl e or
unnecessary. Unfortunately, use of common GRE endpoints may reduce
the entropy available for use in |oad bal ancing, especially in

envi ronnments where the GRE Key field [RFC2890] is not readilly

avail abl e for use as entropy in forwardi ng deci sions.

Thi s docunent defines a generic GRE-in-UDP encapsul ation for
tunneling arbitrary network protocol payloads across an | P network
envi ronnment where ECVMP or LAGs are used. The GRE header provides
payl oad protocol de-nultiplexing by way of it’'s protocol type field
[ RFC2784] while the UDP header provides additional entropy by way of
it’s source port.

This encapsul ati on nethod requires no changes to the transit IP
network. Hash functions in nost existing IP routers may utilize and
benefit fromthe use of a CGRE-in-UDP tunnel w thout needi ng any
change or upgrade to to their ECWMP inplenentations. The
encapsul ati on nechanismis applicable to a variety of |IP networks

i ncluding Data Center and wi de area networKks.

2. Term nol ogy
The terns defined in [ RFCO768] are used in this docunent.
3. Procedures

When a tunnel ingress device confornming to this docunment receives a
packet, the ingress MJST encapsul ate the packet in UDP and GRE
headers and set the destination port of the UDP header to [ TBD]
Section 6. he ingress device nust also insert the payl oad protoco
type in the GRE Protocol Type field. The ingress device SHOULD set
the UDP source port based on flow invariant fields fromthe payl oad
header, otherwise it should be set to a randomy sel ected constant
val ue, e.g. zero, to avoid packet flow reordering. How a tunne

i ngress generates entropy fromthe payload is outside the scope of
this docunment. The tunnel ingress MJST encode its own | P address as
the source | P address and the egress tunnel endpoint |IP address. The
TTL field in the I P header nust be set to a value appropriate for
delivery of the encapsul ated packet to the tunnel egress endpoint.

When the tunnel egress receives a packet, it nust renove the outer

UDP and GRE headers. Section 5 describes the error handling when
this entity is not instantiated at the tunnel egress.
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To sinplify packet processing at the tunnel egress, packets destined
to this assigned UDP destination port [TBD] SHOULD have their UDP
checksum and Sequence flags set to zero because the egress tunne
only needs to identify this protocol. Al though |IPv6 [ RFC2460]
restricts the processing a packet with the UDP checksum of zero,

[ RFC6935] and [ RFC6936] relax this constraint to allow the zero UDP
checksum

The tunnel ingress may set the CGRE Key Present, Sequence Number
Present, and Checksum Present bits and asscociated fields in the GRE
header defined by [ RFC2784] and [ RFC2890].

In addition | Pv6 nodes MJUST conformto the follow ng:

1. the IPv6 tunnel ingress and egress SHOULD foll ow the node
requirenents specified in Section 4 of [RFC6936] and the usage
requirenents specified in Section 5 of [ RFC6936]

2. |IPv6 transit nodes SHOULD follow the requirenments 9, 10, 11
specified in Section 5 of [RFC6936].

The format of the GRE-in-UDP encapsul ation for both IPv4 and | Pv6
out er headersis shown in the follow ngfigures:

0 1 2 3
01234567890123456789012345678901

| Pv4 Header:
T g S S
| Version| [IHL |Type of Service| Total Length |
T T T o S S T S
| Identification | Fl ags]| Fragment O f set

B i S S T s i S T st i S S S S S S S S i
| Time to Live | Protcol =17[ UDP] | Header Checksum [
T g S S
| Source | Pv4 Address |
T T S S S R R
| Destination | Pv4 Address |
B i S S T s i S T st i S S S S S S S S i

UDP Header:

B E e r e s i s i o T T s S S S S 2
| Source Port = XXXX | Dest Port = TBD |
B T T i I T T o S S S e b S S S
| UDP Length | UDP Checksum |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o

GRE Header:
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Bl o Tk e e e e L s e e s s i R R S e S
| KI' S| ReservedO | Ver | Prot ocol Type |
B i S T ik s S S S e S S i S S S i e
Checksum (optional) [ Reservedl (Optional) [
B S S T i i i S e e i i S SN N S
Key (optional) |

Bl o Tk e e e o R e e s S e R R S e e S S =
Sequence Nunber (Optional) |

B T i S S I el s S P S S S S S S N e S

@]

-+

e i

Figure 1: UDP+GRE | Pv4 headers

0 1 2 3
01234567890123456789012345678901

| Pv6 Header:
i T e o o s T e e et e ok o Sl e
| Version| Traffic dass | Fl ow Label

B I S i e S i S S i S S I i i S o
[ Payl oad Length | Nxt Hdr=17[ UDP] | Hop Limt

B i T S S i e S S e e o i R s

Quter Source |Pv6 Address
s T e e e O e aatts s e  E d al aolh sl ST S S S S S

I
+
I
+
I
+
I
+
I
+
I
+
I
+
o I
Quter Destination |Pv6 Address +
I
+
I
+

AT T T T T

B T A T i wi S S S S T T S A

UDP Header:

i T e o o s T e e et e ok o Sl e
| Source Port = XXXX | Dest Port = TBD |
B i S S T s i S T st i S S S S S S S S i
[ UDP Length [ UDP Checksum [
B T e e i i T e s . i S SR S
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GRE Header:
B S i A S S S i s S S S S i stk s ST S S S
g | K S| ReservedO | Ver | Prot ocol Type |
B i e e S e i el s ST S R T e I e S s s sl ol S S SR SR S
Checksum (opti onal) | Reservedl (Optional) |
B S S e i i i i i T T T S S S S S S S S i S
Key (optional) |
B S i A S S S i s S S S S i stk s ST S S S
Sequence Nunber (Optional) |

+
L
L
L
L i Sl S T i it S Tk i s S NP S SR

Figure 2: UDP+GRE | Pv6 headers

The total overhead increase for a UDP+GRE tunnel without use of
optional GRE fields, representing the |owest total overhead increase,
is 32 bytes in the case of |Pv4 and 52 bytes in the case of |Pv6.

The total overhead increase for a UDP+GRE tunnel with use of GRE Key,
Sequence and Checksum Fi el ds, representing the highest total overhead
increase, is 44 bytes in the case of I Pv4 and 64 bytes in the case of
| Pv6.

4. Encapsul ati on Consi derations

GRE-i n- UDP encapsul ation allows the tunneled traffic to be unicast,
broadcast, or multicast traffic. Entropy nmay be generated fromthe
header of tunnel ed uni cast or broadcast/nulticast packets at tunne

i ngress. The mappi ng mechani sm between the tunnel ed nmul ticast
traffic and the nulticast capability in the IP network is transparent
and i ndependent to the encapsulation and is outside the scope of this
docunent .

If tunnel ingress nust performfragnentation on a packet before
encapsul ation, it MJST use the sane source UDP port for all packet
fragments. This ensures that the transit routers will forward the
packet fragments on the same path. GRE-in-UDP encapsul ation

i ntroduces sone overhead as nentioned in section 3, which reduces the
ef fecti ve Maxi num Transm ssion Unit (MIU) size. An operator should
factor in this addition overhead bytes when considering an MIU si ze
for the payload to reduce the |ikelihood of fragnmentation

To ensure the tunneled traffic gets the sane treatnent over the IP
network, prior to the encapsul ati on process, tunnel ingress should
process the payload to get the proper parameters to fill into the IP
header such as DiffServ [[ RFC2983]]. Tunnel end points that support
ECN MUST use the nethod described in [ RFC6040] for ECN narking
propagation. This process is outside of the scope of this docunent.
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7

7

Note that the | Pv6 header [ RFC2460] contains a flow | abel field that
may be used for |oad balancing in an I Pv6 network [RFC6438]. Thus in
an | Pv6 network, either GRE-in-UDP or flow | abels may be used in
order to inprove |oad bal anci ng performance. Use of GRE-in-UDP
encapsul ati on provides a unified hardware inplenentation for |oad

bal ancing in an I P network independent of the IP version(s) in use.

Backward Conpatibility

It is assuned that tunnel ingress routers nust be upgraded in order
to support the encapsul ati ons described in this docunent.

No change is required at transit routers to support forwardi ng of the
encapsul ati on described in this docunent.

If arouter that is intended for use as a tunnel egress does not
support the GRE-in-UDP encapsul ati on described in this docunment, it
will not be listening on destination port [TBD]. In these cases, the
router will conformto normal UDP processing and respond to the
tunnel ingress with an | CMP nessage indicating "port unreachabl e"
according to [RFC0792]. Upon receiving this | CMP nessage, the tunne
i ngress MJST NOT continue to use GRE-i n-UDP encapsul ation toward this
tunnel egress w thout nmanagenent intervention

| ANA Consi der ati ons

I ANA is requested to make the follow ng allocation: Service Nane:
GRE-i n-UDP Transport Protocol (s): UDP Assignee: |ESGiesg@etf.org
Contact: |ETF Chair chair@etf.org Description: CGRE-in-UDP
Encapsul ati on Reference: [This.I-D Port Number: TBD Service Code: N
A Known Unaut hori zed Uses: N A Assignnent Notes: NA

Security Considerations
1. Wulnerability

Nei t her UDP nor GRE encapsul ation effects security for the payl oad
protocol. Wen using GRE-in-UDP, Network Security in a network is
simlar to that of a network using GRE.

Use of ICWP for signaling of the GRE-in-UDP encapsul ation capability
adds a security concern. Tunnel ingress devices may want to validate
the origin of ICWMP Port Unreachabl e nessages before taking action

The mechani sm for performng this validation is out of the scope of
this docunent.

In an instance where the UDP src port is not set based et the flow
invariant fields fromthe payl oad header, a random port SHOULD be
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selected in order to minimze the vulnerability to off-path attacks.
[ RFC6056] How the src port random zation occurs is outside scope of
thi s docunent.
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