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Abst ract

This draft describes a mechani smfor adding multi-protocol support to
Virtual eXtensible Local Area Network (VXLAN). Protocol
identification is carried in the VXLAN header and is used to describe
t he encapsul at ed payl oad.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 4, 2014.

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust's Legal
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Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Virtual eXtensible Local Area Network [VXLAN] defines an
encapsul ati on fornmat that encapsul ates Ethernet franes in an outer
UDP/ | P transport. The VXLAN header does not specify the protoco
bei ng encapsul ated and therefore is currently limted to

encapsul ating only Ethernet frame payloads. As data centers evolve,
the need to carry other protocols in an encapsul ated | P packet is
required. Rather than defining yet another encapsul ation, VXLAN can
be extended to indicate the inner protocol, thus broadening the
applicability of VXLAN.

Thi s docunment describes extending VXLAN to support additional payl oad
types beyond Et hernet frames. To support this capability, two

el ements of the existing VXLAN header are nodified.

1. Avreserved bit is allocated, and set in the VXLAN header

2. A 16 bit Protocol Type field is present in the VXLAN header.
These two changes allow for the VXLAN header to support many

different types of payloads, all the while naintaining backward
compatibility with existing VXLAN depl oynents.
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2. VXLAN Wt hout Protocol Extension

As described in the introduction, the VXLAN header has no protocol
identifier that indicates the type of payload being carried by VXLAN
Because of this, VXLANis |limted to an Ethernet payl oad.

The VXLAN header defines flags (sone defined, sonme reserved), the
VXLAN network identifier (VNI) field and several reserved bits. The
flags provide flexibility to define how the reserved bits can be used
to change the definition of the VXLAN header

0 1 2 3
01234567890123456789012345678901
B S T e S e e e e el S o S e sl i oI NI SN
| Rl R R| Reserved |
- e T e i ik i T S R S S S S e T e il i
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Fi gure 1: VXLAN Header
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3. Generic Protocol Extension VXLAN ( VXLAN-gpe)
3.1. VXLAN Header

This draft defines two changes to the VXLAN header in order to
support rmulti-protocol encapsul ation

P Bit: Flag bit 5is defined as the P bit. The P bit MJST be set to
1 to indicate the presence of the 16 bit protocol type field in
the lower 16 bits of the first word

P = 0 indicates that the payload MJST conformto VXLAN as defi ned
in [ VXLAN .

Flag bit 5 was chosen as the P bit because this flag bit is
currently reserved in VXLAN.

Protocol Type Field: The lower 16 bits of the first word are used to
carry a protocol type. This protocol type field contains the
protocol, as defined in in [RFCL700] and in [ETYPES], of the
encapsul at ed payl oad packet.

0 1 2 3
01234567890123456789012345678901
B T i S S i S T h T i S S S S e
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RRRRI|PRR Reserved | Prot ocol Type |
B i i S T e S S e s i I S e e e
VXLAN Network ldentifier (VNI) | Reserved |
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Figure 2: UDP + VXLAN-gpe
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4. Backward Conpatibility

In order to ensure conpatibility with existing VXLAN depl oynents, P =
0 indicates that the encapsul ated payl oad MJST be Ethernet.

4.1. VXLAN VTEP to VXLAN-gpe VTEP

If a packet is sent froma VXLAN VTEP to a VXLAN gpe VTEP, the P bit
MJUST be set to 0, and the remaining fields remain as described in
[ VXLAN]. The encapsul at ed payl oad MJST be Ethernet.

4.2. VXLAN-gpe VTEP to VXLAN VTEP

A VXLAN- gpe VTEP MJST not encapsul ate non- Ethernet frames to a VXLAN
VTEP. Whien encapsul ating Ethernet frames to a VXLAN VTEP the P bit
will be set to 1 and the Protocol Type set to 0x6558. The VXLAN VTEP
will ignore the P bit and the Protocol Type, and treat the packet as
a VXLAN packet (i.e. the payload is Ethernet)

A method for determining the capabilities of a VXLAN VTEP (gpe or
non-gpe) is out of the scope of this draft.

4.3. 1P Type of Service/Traffic O ass

When a VXLAN- gpe VTEP perfornms | Pv4 encapsul ation, the inner |Pv4
Type of Service field MAY be copied fromthe encapsul ated packet to
the Type of Service or Traffic Class field in the outer I1Pv4 or |IPv6
header respectively.

Simlarly, when a VXLAN-gpe VTEP perforns | Pv6 encapsul ati on, the

inner IPv6 Traffic Cass field MAY be copied fromthe encapsul ated
packet to the Type of Service or Traffic Cass field in the outer

I Pv4 or 1 Pv6 header respectively.
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5. VXLAN- gpe Exanpl es

This section provides three exanpl es of protocols encapsul ated using
the CGeneric Protocol Extension for VXLAN described in this docunent.

0 1 2 3
01234567890123456789012345678901

B T i S S i S T h T i S S S S e
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Figure 3: I Pv4 and VXLAN- gpe
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Figure 4: I Pv6 and VXLAN- gpe
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0 1 2 3
01234567890123456789012345678901
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Figure 5: Ethernet and VXLAN- gpe
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6. Security Considerations

VXLAN s security is focused on issues around L2 encapsul ation into
L3. Wth VXLAN-gpe, issues such as spoofing, flooding, and traffic
redirection are dependent on the particul ar protocol payl oad
encapsul at ed.
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