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Abst r act

Thi s docunent eval uates candi date protocols agai nst the NvVO3
requi renents. Gaps are identified and further work reconmended.
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docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The initial charter of the NVO3 Wrking Group requires it to identify
any gaps between the requirenments identified and avail abl e

technol oogy solutions as a prerequisite to rechartering or concl uding
the Working Group (if no gaps exist). This docunent is intended to
provi de the required gap anal ysis.

Thi s docunment provides a tabulation of candidate solutions and their
ability to satisfy each requirenment identified by the Wirking G oup.

Areas of work are identified where further work is required to ensure
that the requirenents are net.

The maj or areas covered in this docunment include:

0 Operational Requirenents
[1-D. ashwood- nvo3- oper ati onal -requi renent |

o0 Managenent Requirenents (TBD)
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o0 Control (Plane) Requirenments [I|-D.kreeger-nvo3-overl ay-cp]
o Dataplane Requirenments [I-D.ietf-nvo3-datapl ane-requirenents]
Since the Wirking Group has yet to conplete (and in sone cases adopt)
docunents describing requirenments for sone of these areas, not al
areas are conplete in the present version of this docunent.
The initial candidate technol ogies are:
0 NVGRE [|-D.sridharan-virtualization-nvgre],
0 VXLAN [I-D. nmahal i ngam dutt - dcops-vxl an],
0 L2VPN:. VPLS [RFCA761] [ RFC4762] and EVPN [I-D.ietf-1|2vpn-evpn], and
0 L3VPN [ RFC4365] .
2. Term nol ogy and Conventi ons
2.1. Requirements Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
2.2. Conventions
In sections providing anal ysis of requirenments defined in referenced
docunent s, section nunbers from each referenced docunent are used as

they were listed in that docunent.

In order to avoid confusing those section nunbers with the section
nunbering in this docunent, the included nunbering is parenthesized.

L2VPN is represented (in tables and anal ysis, as a technol ogy) by the
two di ffering approaches: VPLS and EVPN.

2.3. Terns and Abbreviations

This docunment uses terns and acronyns defined in [ RFC3168],
[I-D.ietf-nvo3-framework], [I-D.ietf-nvo3-dataplane-requirenents],
[I-D. kreeger-nvo3- hypervi sor-nve-cp] and

[1-D. kreeger-nvo3-overlay-cp]. Acronyns are included here for
conveni ence but are nmeant to remain aligned with definitions in the
references incl uded.

ECN:  Explicit Congestion Notification [ RFC3168]
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NVA:  Network Virtualization Authority [I-D. kreeger-nvo3-overl ay-cp]
NVE: Network Virtualization Edge [I-D.ietf-nvo3-franeworKk]

VAP: Virtual Access Point [I-D.ietf-nvo3-datapl ane-requirenents]
VNI :  Virtual Network Instance [I-D.ietf-nvo3-franework]

VNIC. Virtual Network Interface Card (N Q)
[1-D. kreeger-nvo3-hypervi sor-nve-cp]

VNID: Virtual Network ldentifier [I-D.kreeger-nvo3-overl ay-cp]

Thi s docunment uses the follow ng additional general ternms and
abbr evi ati ons:

DSCP: Differentiated Services Code- Point
ECMP:  Equal Cost Milti-Path
L2VPN:  Layer 2 Virtual Private Network
L3VPN. Layer 3 Virtual Private Network
NVG3: Network Virtualization Overlay over L3
VM  Virtual Machine
VN:  Virtual Network

3. Operational Requirements
TBD

4. Managenent Requirenents
TBD

5. Control Plane Requirenents

The NVQB Problem Statenment [I-D.ietf-nvo3-overlay-problemstatenent],
describes 3 categories of control functions:

1. Control functions associated with inplenmenting the Network

Virtualization Authority (e.g. - signaling and control required
for interactions between nultiple NVA devices).
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2. Control functions associated with interactions between an NVA and
a Network Virtualization Edge (NVE).

3. Control functions associated with attaching and detaching a
Virtual Machine (VM froma particular Virtual Network |nstance
(VNI) .

As sonetinmes happens, there is not a 1:1 mapping of the work areas
defined in [I-D.ietf-nvo3-overl ay-problemstatenent] and requirenents
docunents intended to address the problens that have been identified
t here.

Current control -plane requirenment docunents include the foll ow ng:
0 Overall control-plane requirenments [I-D. kreeger-nvo3-overl ay-cp]

0 Control-plane requirenents specific to VMto-NVE interactions
[I-D. kreeger-nvo3- hypervi sor-nve-cp]

5.1. Overall Control-Plane Requirenents

In this section, nunbering of requirenent headi ngs corresponds to
section nunbering in [I-D. kreeger-nvo3-overl ay-cp].

(3.1) Inner to Quter Address Mapping

The requirenents docunent [I-D.kreeger-nvo3-overlay-cp] states that
avoiding the need to "flood" traffic to support |earning of mapping
informati on fromthe data-plane is a goal of NV candi date

t echnol ogi cal approaches.

For each candi date technol ogy, (how) is the nmapping of header
informati on present in tenant traffic nmapped to correspondi ng header
information to be used in overlay encapsulation (this includes
addresses, context identification, etc.) deternined?

| Supported Approach | NVGRE | WVWxLAN | VPLS | EVPN| L3VPN |
Control Protocol

I I
| Acquisition? |
I I
I I

Dat a- Pl ane Lear ni ng?

Tabl e 1: Inner:Quter Address Mapping

(3.2) Underlying Network Multi-Destination Address(es)
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The requirenents docunent [I-D.kreeger-nvo3-overlay-cp] lists 3
approaches that may be used to deliver traffic to multiple
destinations in an overlay virtual network:

1. Use the capabilities of the underlay network.
2. Require a sending NVE to replicate traffic.
3. Use a replication service provided within the overlay network.

For each delivery approach, it nay be necessary to map specific
mul ti point (e.g. - broadcast, unknown destination or mnulticast)
traffic to (for instance) addresses used to deliver this traffic via
t he underl ay networKk.

For each technol ogi cal approach, which delivery approaches are
supported and does the technol ogy provide a nethod by which an NVE
needing to send nulti-destination traffic can deternine to what
address, or addresses to which to send this traffic?

e e e e e e e e o Fomm e o Fomm e o Fom e e e - - Fom e - Fom e e e - - +
| Supported Approach | NVGRE | WLAN | VPLS | EVPN| L3VPN |
oo TS TS Fom e e e oo Fom e e Fom e e e oo +
Under | ay Net wor k
Capability

Replication

I I
I I
| - I
| NVE Sender |
I I
I I
I I

Table 2: Multi-Destination Delivery
(3.3) VN Connect/Di sconnect Notification
The requirenents docunent [I-D.kreeger-nvo3-overlay-cp] states as an
assunption that a mechani smexists in the overlay technol ogy by which
an NVE is notified of Tenant Systens attaching and detaching froma
specific Virtual Network (VN)

For each candi date technol ogy, does the technology currently support
t hese functions?

| Connect Notification | | | | | |
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Tabl e 3: Connect/Di sconnect Notification
(3.4) VN Nane to VN D Mappi ng

The requirenents docunent [I-D.kreeger-nvo3-overlay-cp] concl udes
that having a nmeans to map for a "VN Nane to a "VN I D' may be useful

For each technol ogi cal approach we are considering, is this function
currently avail abl e?

o e e e e e e e e e e e oo n Fom e - Fom e - Homm - - Homm - - Fom e - +
| Function | NVGRE | WXLAN | VPLS | EVPN | L3VPN

S R R . . R +
| VN-Name: VN-1D Mapping | [ [ [ [ [
e oo - oo - e e oo - +

Table 4: VN Nane to VN | D Mappi ng
5.2. VMto-NVE Specific Control -Plane Requirenents

In this section, nunbering of requirenent headi ngs corresponds to
section nunbering in [I-D.kreeger-nvo3-hypervi sor-nve-cp].

(4.1) VN Connect/Di sconnect

The requirenents docunent [I-D.kreeger-nvo3-hypervisor-nve-cp] states
as a requirement that a mechani sm nust exist by which an NVE is
notified when an end device requires a connection, or no |onger
requires a connection, to a specific Virtual Network (VN)

The requirenents docunent further states as a requirenent that the
mechani sm(s) used in a candi date technol ogi cal approach nust provide
a local indicator (e.g. - 802.1Qtag) that the end device will use in
sending traffic to, or receiving traffic from the NVE (where that
traffic is associated with the connected VN)

As an additional related requirenent, the requirenents docunent
states that the NVE - once notified of a connection to a VN (by VN
Nane), needs to have a neans for getting associated VN cont ext

i nformati on fromthe NVA

For each candi date technol ogy, does the technol ogy currently support
t hese functions?
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Connect Notification |

Local VN | ndi cator

Di sconnect

I

I

|

| VN Name to VN
I

I

| Di sconnect

| Notification

I
I
I
Cont ext Mappi ng |
- - - I
I
I

Tabl e 5: VN Connect/ Di sconnect
(4.2) VNI C Address Associ ation

The requirenents docunent [I-D.kreeger-nvo3-hypervisor-nve-cp] lists
two approaches for acquiring VNI C address associ ation information:

1. Data Plane Learning (i.e. - by inspecting source addresses in
traffic received froman end device).

2. Explicit signaling fromthe end device when a specific VNIC
address is to be associated with a tenant system

| Data Plane Learning | | | | I |

| Explicit Signaling | | | | | |

Table 6: VN C Address Associ ation
(4.3) VNI C Address Disassoci ation
TBD
(4.4) VN C Shutdown/ Startup/ M gration
TBD
(4.5) VN Profile

TBD
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6. Data Plane Requirenents

Sept enber 2013

In this section, nunbering of requirenent headi ngs corresponds to
section nunbering in [I-D.ietf-nvo3-datapl ane-requirenents].

(3.1) Virtual Access Points (VAPs)

MJST support VAP
identification

I I I
I I I
| - - - I I
| 1) Local interface | YES |
| | |
I I I
I I I

2) Local interface + YES
fields in frane header
o e e e e e oo - o m e e oo Fom e e o m e e oo

Table 7: VAP ldentification Requirenents

(3.2) Virtual Network Instance (VN)

| VAP are associated with | YES | |
| a specific VNI at [ [ [
| service instantiation | | |
| tinme. [ [ [

Tabl e 8: VAP-VN Associ ation

(3.2.1) L2 WN

L2 VNI MJST provide an [
enul at ed Et her net |
mul ti point service as if [
Tenant Systens are |
i nterconnected by a bridge |
(but instead by using a |
set of NVO3 tunnel s). [

I

I
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Loop avoi dance capability
MUST be provi ded.

In the absence of a
management or contro

pl ane, data pl ane | earning
MUST be used to popul ate
forwardi ng tabl es.

I

I

|

I

I

I

I

I

|

I

I
When flooding is required,
either to deliver unknown

uni cast, or broadcast or |

mul ticast traffic, the NVE |

MUST ei t her support [

i ngress replication or [

nmul ti cast. [

I

I

|

I

I

I

In this latter case, the
NVE MUST be able to build
at |least a default
flooding tree per VN.

Table 9: L2 VNI Service

L3 VNI's MJST provide
virtualized I P routing
and forwarding.

I
I
I
|
L3 VNI's MJST support per-
tenant forwarding [
instance with IP |
addressing isolation and
L3 tunneling for [
i nt erconnecting instances

|

I
I
I
I
I
|
I
I
I
|
of the same VNI on NVEs. |

Tabl e 10: L3 VN Service
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(3.3.1) NVAB overlay header

o m e e e e e e e e e aa oo Fom e - Fom e - Fom e e e - -
| Requirenent | NVGRE | VWXLAN | VPLS
. R R Fommnaann
| An NVO3 overlay header | YES | YES | VYES

| MUST be included after [ [ [

| the underlay tunnel | | |

| header when forwarding | | |

| tenant traffic. [ [ [
. R R Fommnaann

Tabl e 11: Overlay Header

(3.3.1.1) Virtual Network Context ldentification

e e eeeeiaeaacciaaaaaeaaaas I I I
| Requirenent | NVGRE | WXLAN | VPLS
T oo - oo - oo -
| The overlay encapsulation | YES | YES | YES

| header MJST contain a | | |

| field which allows the [ [ [

| encapsulated frane to be | | |

| delivered to the | | |

| appropriate virtual | | |

| network endpoint by the | | |

| egress NVE | | |

o m e e e e e e e oo oo oo Fom oo - Fom oo - Hom e e oo -

Tabl e 12: Virtual Network Context

(3.3.1.2) Service QS identifier

| Traffic flows originating

| fromdifferent |
| applications could rely on |
| differentiated forwarding |
| treatnent to neet end-to- |
| end availability and |
| performance objectives. |

Tabl e 13: QoS Service ldentification
(3.3.2.1) LAG and ECWP
et al.

G ay, Expi res March 29, 2014

Sept enber 2013

| dentification

Homm - - Fom e - +
| EVPN | L3VPN |
Homm e Fom e e +
| YES | VYES |
I I I
I I I
| | |
I I I
Homm e Fom e e +
Homm e Fom e e +
| EVPN | L3VPN |
[ S, [ R, +
| YES | YES |
| | |
I I I
I I I
I I I
I I I
I I I
| | |
Homm - - - Fom oo - +
Homm - - - Fom oo - +
| EVPN | L3VPN
Fom e e Fom e e +
I I I
I I I
| | |
I I I
I I I
I I I
I I I
Fomm - - - Fomm oo - +
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o m e e e e e oo - [ R, [ R, F F
| Requirenent | NVGRE | WXLAN | VPLS |
o e e e e e e e e oo Fom e - Fom e - Fom e e e - - Fom e e e - -
| For perfornmance | YES | [ [
| reasons, nultipath over | | | |
| LAG and ECWP pat hs | | | |
| SHOULD be supported. | | | |
B Fomm oo - Fomm oo - Fomm e - - Fomm e - -

Tabl e 14: Miltipath Support

(3.3.2.2) DiffServ and ECN narki ng

| [RFC2983] defines two | | |
| nodes for mapping the | | |
| DSCP markings frominner | [ [
| to outer headers and vice | | |
| versa. Both nmpodel s SHOULD | | |
| be supported. [ [ [
|- - - IR B R
I I I I
| ECN mar ki ng MJUST be [ [ [
| perforned according to | | |
| [ RFC6040] which describes | | |
| the correct ECN behavior | [ [
I I I I

for I P tunnels.

Tabl e 15: DSCP and ECN Mar ki ng

(3.3.2.3) Handling of broadcast, unknown unicast,

traffic

e e e S S C N

| Requirenent | NVGRE | WXLAN | VPLS

o m e e e e e e e e e e Fom e - Fom e - Homm - -
NVQ3 data pl ane support for YES YES YES

I
either ingress replication |
or point-to-nultipoint |
tunnels is required to send |
traffic destined to |
multiple locations on a |
per-VNl basis (e.g. L2/L3 [
mul ticast traffic, L2 |
br oadcast and unknown |

Gay, et al. Expi res March 29, 2014
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Fomm - +
| L3VPN |
S +
I I
I I
I I
I I
R +
R +

L3VPN |
S +
I I
I I
I I
I I
| |
I I
| - - - |
I I
I I
I I
| |
I I
I I
- +

and mul ti cast

L3VPN |

[ Page 12]



Internet-Draft NVO3 Gap Anal ysis Sept enber 2013
| unicast traffic). | | | | | |
Tabl e 16: Handling of Broadcast, Unknown Unicast, and Milticast

Traffic

(3.4) External NVO3 connectivity

o e e e e e e e e e e m o Fom e - Fom e - Fom e - Homm - - Fom e - +
| Requirenent | NVGRE | WXLAN | VPLS | EVPN | L3VPN |
o m e e e e e e e i Fom e e Fom e e Fom e e Homm e Fom e e +
| NVOB services MIST | YES | | | | |
| interoperate with current | | | | | |
| VPN and Internet services. | | | | | |
| This may happen inside one | | | | | |
| DC during a mgration [ [ [ [ [ [
| phase or as NVQ3 services | | | | | |
| are delivered to the | | | | | |
| outside world via Internet | | | | | |
| or VPN gateways. | | | | | |
o e e e e e e e e e e m o Fom e - Fom e - Fom e - Homm - - Fom e - +

Tabl e 17: Interoperation

(3.5) Path MU

| Requi r enent | NVGRE | VXLAN | VPLS | EVPN| L3VPN |

Cl assical | CvP-based Mru
Path Di scovery

([ RFC1191], [RFC1981])

or Extended MIU Path

Di scovery techni ques
such as defined in

[ RFC4821] .

Segnent ati on and YES
reassenbly support from
the overlay | ayer
operations without
relying on the Tenant
Systens to know about

I I I I I
I I I I I
I I I I I
| | | | |
I I I I I
I I I I I
I I I I I
| - --1---1---1---1="---
I I I I I
| | | | |
I I I I I
I I I I I
I I I I I
I I I I I
the end-to-end MIU. | | | | |

Tabl e 18: Path MIu
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(3.7) NVE Multi-Homi ng Requirenents

o e e e e e e e e e Fom e - Fom e - Fom e e e - - Fom e - Fom e - +
| Requirenent | NVGRE | WXLAN | VPLS | EVPN | L3VPN |
. R R Fommnaann R R +
| Multi-hom ng techni ques | NO | | | | |
| SHOULD be used to [ [ [ [ [ [
| increase the reliability | | | | | |
| of an NVO3 net wor k. | | | | | |
o e e e e e e e oo Fom oo - Fom oo - Hom e e oo - Fom oo - Fom oo - +

| Requirenent | NVGRE | WXLAN | VPLS | EVPN | L3VPN |

| NVE MAY be able to

| originate/term nate QAM

| nmessages for connectivity
| verification, performance
| nonitoring, statistic

| gathering and fault

| isolation. Depending on

| configuration, NVEs SHOULD
| be able to process or

| transparently tunnel OAM
| nessages, as well as

| supporting alarm

| propagation capabilities.

Tabl e 20: QOAM Messagi ng
7. Summary and Concl usi ons
TBD
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9.

10.

11.

11.

| ANA Consi derati ons
This meno includes no request to | ANA
Security Considerations

Security considerations of the requirenents docunents referenced by
this anal ysis docunent apply.
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