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Abst ract

Thi s docunment describes Layer Two Tunneling Protocol (L2TP)’s
virtualization profile (L2TP-VP), which reuses session header of L2TP
data nessage to securely support overlay networks for nmultiple
tenants, and sinplifies tunnel setup by disabling all kinds of L2TP
control mnessages.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 24, 2014.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

Tradi tional data centre network uses gl obal VLAN ID to distinguish
different tenants. Usually, a tenant consunes several VLAN IDs, for
exanpl e, one for web server, one for application server and one for
dat abase server. Wen the nunber of tenants increases, the nunber of
avai l abl e VLAN | Ds becones rare.

When services provisioned fromcloud via Internet becones popul ar, a
tenant’s | ocal area network needs to securely and snoothly reach
anywhere via Internet if it wants. For exanple, a tenant can access
its office IT services hosted in cloud data centers consisting of
many geographi cally di spersed physical data centers. Traditiona
L2VPN t echnol ogi es seens to be burdened heavily.

Layer Two Tunneling Protocol - Version 3 (L2TPv3) [RFC3931] is a
mat ure and practical protocol that provides secure renpote access
service and layer 2 over |P service, but L2TPv3 asl o uses conplicated

control nmessages to setup tunnel. At the same time, L2TPv3 uses
dynani cal session id that is controlled by signaling mechani smand
only has |ocal significance, i.e., L2TPv3 is conpl ex and does not

support multiple tenants though it provides basic overlay functions.

This docunment will describe Layer Two Tunneling Protocol (L2TP)'s
virtualization profile (L2TP-VP), which reuses session header of L2TP
data nmessage to securely support overlay networks for multiple
tenants, and sinplifies tunnel setup by disabling all kinds of L2TP
control nessages. Essentially, L2TP-VP defines a subset of L2TPv3
via fine and back-conpati bl e reuse, and then extends L2TP' s usage to
network virtualization. L2TP is wi dely deployed and used whatever
for operators’ network or enterprises’ network, L2TP-VP brings L2TP
to the entire cloud network by further covering data center network.
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC-2119 [ RFC2119].

In this docurment, these words will appear with that interpretation

only when in ALL CAPS. Lower case uses of these words are not to be
interpreted as carrying RFC- 2119 significance.
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3.

L2TP- VP Frane Fornat

L2TPv3 nmessage format is specified in [RFC3931]. In order to support
virtualization and reduce conplexity fromthe control nessages, two
key fields are added into L2TP header to carry the origi nal payl oad
type and TNl (Tenant Network Identifier).The exanple of packet fornmat
for Ethernet encapsulation in L2TP-VP is shown in Figure 1.

0 1 2 3

01234567890123456789012345678901
Qut er Et hernet Header:

B o i T e e S e S i T S R S e S e e sl S B T S
Qut er Destination MAC Address |

I+++++++++++++++++++++++++++++++++
| Quter Destination MAC Address | CQuter Source MAC Address |
B i e S T e e S e e e SR S S S S i et oI SN S Rl S e S S e i et o
| Qut er Source MAC Address |
B o i T e e S e S i T S R S e S e e sl S B T S
| Optional Ethertype=C Tag 802.1Q OQuter VLAN Tag Information |
B e e s i i o e S e e sl sl s TR S S S S S S S
| Et hert ype 0x0800 |

T i N B S e ik i B S R R

Quter | Pv4 Header:

R e i e i i e T R S S e il sl S I R S S e S e s
| Version|] [IHL |Type of Service| Total Length [
B i s T T S T et S S T S I T s sl s ol ST S S S
| I dentification | Fl ags| Fragnment O f set |
B o T T e e e i S L e s ol ST S S S S S S S S
| Tine to Live | Protocol 115 | Header Checksum |
B E e r e s i s i o T T s S S S S 2
| Qut er Source Address |
B i s T T S T et S S T S I T s sl s ol ST S S S
|

Qut er Destination Address |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
L2TP- VP Header:
B i i i e R S e S i s e e S T g e S I T i st S TR I S S

| Reser ved#0 | Type |
B T T i I T T o S S S e b S S S
| Tenant Network ldentifier (TN) | Reserved#1 |

B T i S S i S T h T i S S S S e
| Cooki e (optional) |
B E e r e s i s i o T T s S S S S 2
I nner Ethernet Header
B i s T T S T et S S T S I T s sl s ol ST S S S
| I nner Destination MAC Address |
B T i S S i S T h T i S S S S e
| I'nner Destination MAC Address | I nner Source MAC Address |
B E e r e s i s i o T T s S S S S 2
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| I nner Source MAC Address [
B T T i I T T o S S S e b S S S
| Optional Ethertype=C Tag 802.1Q Inner VLAN Tag Information |
B e i s e S e e S e e S e e Rl il st sT o SRR I S S o
| Ethertype of Original Payl oad
B s T I i R S e T S e i S R
Oiginal Ethernet Payl oad:

B e i o e i e e S S R e S i T s sl T O S R I SR SR S S e
I
I
I

I
L.

+
|
Origi nal Ethernet Payl oad |
I
I
+

B T o ik i T S S S S
Figure 1 L2TP-VP Encapsul ati on Frame For nat

The original Ethernet frane is encapsulated with L2TP- VP Header
Quter | P Header and Quter Ethernet Header

L2TP- VP Header

o Type field : A 16-bit field is used to carry original payload type
(e.g., frame type). Payload type can be Layer2 type such as ATM
FR, Ethernet, etc. It also can be Layer3 type such as IPv4 , |Pv6
,etc. In Figure 1 the type of original packet is Ethernet;

o TN field : A 24-bit field allows up to 16 nillion tenants in the
same nmanagenent donmain. The packets with different TNl will be
i sol ated | ogically;

0 Cookie field : The optional Cookie field inherits all the
functions fromcookie field in [RFC3931] . It is used to check
the association of a received data nessage with TNI.Only need to
change its length to be 32-bit.

Quter | P Header: Both IPv4 and | Pv6 can be used as encapsul ation IP
header. Figure 1 shows an exanple of IPv4. The source |IP address is
filled with I P address of L2TP-VP endpoi nt which encapsul ates the
original packet with L2TP-VP frane format. The destination IP
address is unicast address obtained by | ookup of address table. Also
it may be a nulticast address representing this packet nmay be used
for address | earning.

Qut er Et hernet Header: The destination MAC address in Figure 1 may be

the address of next hop device. The Optional Vlian Tag may be used to
limt the area of the broadcast.
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4. Control Pl ane Consideration

In order to reduce conplexity comng fromcontrol nessages, there is
no separate control plane in L2TP-VP. Al kinds of control nessages
defined in [ RFC3931] are disabled. Al tunnel endpoints are expected
to be configured by management plane(e.g., OSS)
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5. Data Plane Consideration
5.1. Address Learning

For the E2E link and tunnel setup of L2TP-VP overlay network, the
forwardi ng i nformation including tenant systens’ address, and its
associ ated L2TP-VP endpoi nt address and TNl shoul d be popul ated in
the network. There are several options to support address | earning:

o Through the managenent plane, L2TP-VP endpoints will be configured
part or all of the address table;

0 L2TP-VP endpoints directly acquire the forwarding information
t hrough data plane by fl oodi ng mechani sm

0 L2TP-VP endpoints join the nulticast group and popul ate the
forwarding information to the other endpoints in the sane virtua
network by the nulticast tree.

5.2. Forwarding
5.2.1. Unicast Traffic

I ngress L2TP-VP endpoint firstly gets the destination address from
the unicast traffic, then obtains |IP address of the egress endpoint
and the TNl by | ookup of address table, at |ast encapsul ates the

ori ginal packet in L2TP-VP frane format. The source |P address in
outer IP header is filled with its own |IP address and the destination
I P address is filled with egress endpoint’s | P address.

5.2.2. Broadcast/ Unknown/ Mil ticast(BUM Traffic
There are several proven methods to process BUMtraffic.

One nethod needs the multicast support of underlay network. Al BUM
traffic originating fromwithin a TNl is termnated by the L2TP-VP
endpoi nt, then encapsul ated and sent to the assigned nulticast
address. The binding relation of the TNl and the multicast address
of underlay network can be configured by the managenent pl ane.

Anot her nethod is ingress replication. One BUMframe in a TNl can be
replicated to multiple unicast frames which will be sent to all the
egress L2TP-VP endpoints in the same TNl .

5.3. MU Configuration

L2TP- VP overl ay header can cause the MIU of the path to the egress
tunnel endpoint to be exceeded. Here lists some solutions:
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o Modifying the MIU support configuration in the network devices,
i ncludi ng L2TP- VP endpoi nts and ot her network devices which wll
transmt the encapsul ati on packets;

0 Cassical |CVW-based MIU Path Di scovery [ RFC1191] [ RFC1981] or
Ext ended MIU Pat h Di scovery techni ques such as defined in
[ RFC4821] .

5.4. Qos Consideration

QS of underlay network can be provided wi thout problemdue to the
fact that it’'s an | P network.

QS of the overlay network may need to support the mapping of CoS
mar ki ng between different network |ayers (e.g., Tenant Systens,
Overl ays, and/or Underlay) in L2TP-VP endpoints, for enabling each
networ ki ng layer to independently enforce its own CoS policies.

TS's QS fields (e.g. |P DSCP and/or Ethernet 802.1p) and policies
can be defined to indicate application |evel CoS requirenents.
L2TP- VP endpoi nt can use the new service CoS fields in the overlay
header to indicate the proper service CoS to be applied across the
overlay network. This field can be mapped fromthe TS s QS fields
or other mechanism (e.g. DPl).

5.5. ECQW

Because the outer header is standard |IP header, the L2TP-VP endpoi nt
SHOULD provide ECMP. Basically the L2TP-VP endpoi nt uses a hash of
various fields of the outer Ethernet header and outer |P header
furthernore it can uses the fields of L2TP-VP header or even inner
ori gi nal packet. And the endpoint can select different fields for
hash according to the requirenent.
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6

Managenent Pl ane Consi derati on

Management plane is needed to configure access type, TN, QoS,
Cookie, etc. |In sone scenarios, nanagenent plane should support to
configure the forwarding infornation or policies for data plane and
control plane , such as routing table, address table, etc.
Management pl ane can be OSS or SDN controller.
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7. Deploynment Consideration

TBD.
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8.

Security Considerations

Li ke L2TPv3, L2TP-VP continues to adopt Cookie Field as an additiona
check to the received packet. A 32-bit randomfield is difficult to
be cracked so that it can afford protection against brute-force,
blind and insertion attacks.

When the network is open network and soneone can sniff the whole
traffic through the network , it will need other security neasures.
Tradi tional security nechanisns based on | P technique will provide
aut henti cati on/encryption function ,such as |PSec.
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9. | ANA Consi derations

TBD.
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