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Abstract

Thi s docunent defines DHCPv4 and DHCPv6 options for assigning
mul ti cast addresses for the Tunnel End Point in the Virtua

eXtensi ble Local Area Network (VXLAN) environnments. New DHCP options
are defined which allow a VXLAN Tunnel End Point to request any
source mnulticast address for the newy created virtual machine, the
address of the Rendezvous Point (RP) and possibly address(es) for the
virtual nachi ne.
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1.

I nt roducti on

Data center networks are being increasingly used by tel ecomoperators
as well as by enterprises. Currently these networks are organi zed as

one large Layer 2 network in a single building. In sonme cases such a
network i s extended geographically using virtual Local Area Network
(VLAN) technol ogies still as an even larger Layer 2 network

connecting the virtual machines (VM, each with its own MAC address.

Anot her inportant requirenment was growi ng demand for nultitenancy,
i.e. multiple tenants each with their own isol ated network donain.
In a data center hosting multiple tenants, each tenant may

i ndependently assign MAC addresses and VLAN IDs and this may lead to
potential duplication.

What we need is | P based tunneling schene based overl ay network
called Virtual eXtensible Local Area Network (VXLAN). VXLAN overl ays
a Layer 2 network over a Layer 3 network. Each overlay, identified
by the VXLAN Network ldentifier (VNI). This allows up to 16M VXLAN
segments to coexist within the same adninistrative domain

[1-D. mahal i ngam dutt-dcops-vxlan]. In VXLAN, each MAC frame is
transmitted after encapsulation, i.e. an outer Ethernet header, an

| Pv4/ 1 Pv6 header, UDP header and VXLAN header are added. OQuter

Et hernet header indicates an IPv4 or |IPv6 payl oad. VXLAN header
contains 24-bit VN .

VXLAN tunnel end point (VTEP) is the hypervisor on the server which
houses the VM VXLAN encapsul ation is only known to the VTEP, the VM
never sees it. Also the tunneling is stateless, each MAC frane is
encapsul at ed i ndependent on any ot her MAC frane.

I nstead of using UDP header, Generic Routing Encapsul ati on (GRE)
encapsul ati on can be used. A 24-bit Virtual Subnet ldentifier (VSID)
is placed in the GRE key field. The resulting encapsulation is
called Network Virtualization using Generic Routing Encapsul ation
(NVGRE) [I-D.sridharan-virtualization-nvgre]. Note that VSIDis
simar to VNI. Although VXLAN terminology is used throughout, the
protocol defined in this document applies to VXLAN as well as NVGRE.

In this docunment, we develop a protocol to assign nulticast addresses
to the VXLAN tunnel end points using Dynami c Host Configuration
Protocol (DHCP). Milticast comunication in VXLAN is used for
sendi ng broadcast MAC franmes, e.g. the Address Resol ution Protoco
(ARP) broadcast frame. Milticast conmunication can al so be used to
transmt mnulticast frames and unknown MAC destination franes.
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. The

term nology in this docunent is based on the definitions in

[1-D. mahal i ngam dutt - dcops- vxl an]

3. Overview of the protocol

Mul ticast addresses to be assigned by the DHCP server are

admi ni stratively scoped nulticast addresses, in |IPv4d [ RFC2365] and in
| Pv6 [ RFC4291]. The steps involved in the protocol are explained

bel ow for | Pv4:

Creation of a VM

In this step, VTEP receives a request fromthe Managenent Node to
create a Virtual Machine with a VXLAN Network ldentifier.

DHCP Operati on

VTEP starts DHCP state machi ne by sendi ng DHCPDI SCOVER nessage to
the default router, e.g. the Top of Rack (ToR) switch. ToR switch
could be DHCP server or nost possibly DHCP relay with DHCP server
| ocated upstream VTEP MJST include the VXLAN Milticast Address
and VXLAN Rendezvous Point Address options defined in this
docunent. VTEP sends the VXLAN Network Identifier in the newy
defined VNI DHCP Option. DHCP server replies w th DHCPOFFER
message. DHCP server sends admi nistratively scope | Pv4 nulticast
address and RP address to VTEP. VTEP checks this message and if
it sees the options it requested, DHCP server is confirmed to
support the nulticast address options. DHCPREQUEST nessage from
VTEP and DHCPACK nmessage from DHCP server conpl ete DHCP nessage
exchange.

VTEP as Mul ticast Source
After receiving the required information, the VTEP as nul ticast
source communi cates with the Rendezvous Point in order to build
the multicast tree.

VTEP as Li stener

After receiving the required information, the VTEP as |i stener
conmmuni cates with the edge router by sending M.D Report to join
the mul ticast group.
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| Pv6 operation is slightly different:

Creation of a VM

In this step, VTEP receives a request fromthe Managenent Node to
create a Virtual Machine with a VXLAN Network I|dentifier

DHCP Operati on

VTEP starts DHCP state machi ne by sending DHCPv6 Solicit nessage
to the default router, e.g. the Top of Rack (ToR) switch. ToR
switch could be DHCP server or nost possibly DHCP relay w th DHCP
server |ocated upstream VTEP MJST include the options defined in
this docunment. DHCP server replies with DHCPv6 Adverti se message.
VTEP checks this message and if it sees the options it requested,
DHCP server is confirned to support nulticast address options.
DHCPv6 Request nessage from VIEP and DHCPv6 Reply nessage from
DHCPv6 server conpl ete DHCP nessage exchange

VTEP as Mul ticast Source

After receiving the required information, the VIEP as nul ticast
source comuni cates with the Rendezvous Point in order to build
the multicast tree

VTEP as Li stener

After receiving the required information, the VTEP as |i stener
communi cates with the edge router by sending M.D Report to join
the mul ticast group.

4, DHCPv6 Opti ons
4.1. VXLAN Network ldentifier Option

Different VXLAN Network ldentifiers (VNI) need different nulticast
groups, and even rendezvous point addresses (for |oad balancing). At
the sane tine, different VNIs need different address spaces for VM

that is, two VMs belongs to different VNIs probably have the sane I P
addr ess.

Because of the reasons stated above, a DHCP VNI Option is defined as
fol | ows.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTI ON_VNI [ option-len [
i i i it i S S S i it U N SN SR RS
| VXLAN | dentifier |

i i S i i S i ik S SN S S

option-code OPTION_VNI (TBD).

option-len 7.

VXLAN Network ldentifier 3.

4.2. 1Pv6 nulticast address for the VNI Option
The option allows the VTEP to send the VNI and solicited-node

mul ticast address to DHCP server and receive admnistratively scoped
| Pv6 mul ticast address.

0 1 2 3

01234567890123456789012345678901
B T T i I T T o S S S e b S S S
OPTI ON_MA | option-Ilen |
T i e o e S S S i it S e S e it ot (I SRR R S SR S e
I

I Pv6 nulticast address |

I
B R R il ik i I N TR R TR S R T S R ik e SR TR R S R T e e

reserved | Solicited Node Milticast Address |
T i e o e S S S i it S e S e it ot (I SRR R S SR S e

I
+-
I

I

I
+-
I
+-
option-code  OPTION_MA (TBD).
option-Ilen 24.

IPv6 nmulticast address An |Pv6 address.

reserved nust be set to zero

Solicited Node Miulticast Address as in RFC 4861.
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4.3. 1Pv6 Rendezvous Point Address Option
The option allows the VTEP to receive RP address for Any Source
Mul ticast group from DHCP server.

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ OPTI ON_RPA [ option-len [
T T e b i T e S S e
I I
| | Pv6 address |
I I
B i S S T s i S T st i S S S S S S S S i
option-code  OPTI ON_RPA (TBD).

option-Ilen 20.

IPv6 nmulticast address An | Pv6 address

5. DHCPv4 Opti ons
5.1. VXLAN Network ldentifier Option

The option allows the VTEP to send the VNI to DHCP server.

0 1
01234567890123456
i i i o i I R S S
| option-code | option-length |
ki Sl e e R TR
| al | a2 |
Bl o ks ks st S S S i S R S e
[ a3 [ a4 [
R i s ok S i N SR R R S
Opti on-code

VXLAN Network ldentifier Option (TDB)
Option-len

4.
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al- a4
VTEP as DHCP dient sets al-a3 to VNI and a4 to zero.
5.2. VXLAN Mul ticast Address Option

The option allows the VTEP to send the VNI DHCP server and receive
adm nistratively scoped | Pv4 nmulticast address.

0 1
01234567890123456
e R e o o o S SR R SR
| option-code | option-length
Bl o ks ks st S S S i S R S e
[ al [ a2 [
R i s ok S i N SR R R S
| a3 [ a4 [
e i I e R SR
Opti on- code

VXLAN Mul ticast Address Option (TDB)
Option-len

4.
al-a4

VTEP as DHCP Cdient sets al-a4 to zero, DHCP server sets al-a4 to the
nmul ti cast address.

5.3. VXLAN Rendezvous Poi nt Address Option

This option is used to receive VXLAN Rendezvous Poi nt address from
DHCP server
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1 4
+- - +-
n-
+

al a2
i e O aath i N NI N R R

a3 | a4 |
B el s I I S S e i o S

6
-+
I
+
I

0

+

I

+- +-
I

+

I

+

Opti on-code
VXLAN Rendezvous Poi nt Address Option (TBD)

Option-len
4.

al- a4
VXLAN Rendezvous Poi nt Address an | Pv4 address

6. dient Qperation

In DHCPv4, the client, VITEP MJUST set 'htype’ and 'chaddr’ fields to
specify the client link-layer address type and the |ink-Iayer
address. The client nust set the hardware type, 'htype’ to 1 for
Et hernet [RFC1700] and ’chaddr’ is set to the MAC address of the
virtual machi ne.

The client MJUST set VXLAN Miulticast Address Option to zero. The
client MUST set VXLAN Rendezvous Point Address Option to zero. The
client MJUST set VXLAN Network ldentifier Option to the VXLAN network
identifier assigned to the virtual machine.

In DHCPv6, the client MJUST use OPTI ON _CLI ENT_LI NKLAYER ADDR defi ned
in [RFC6939] to send the MAC address. In this option, |ink-Iayer
type MIUST be set to 1 for Ethernet and |ink-layer address MJST be set
to the MAC address of VM Note that in [RFC6939],

OPTI ON_CLI ENT_LI NKLAYER ADDR is defined to be used in Rel ay-Forward
DHCP nessage. In this docunent this option MJUST be sent in DHCPv6
Solicit message.

The client MJUST set IPv6 VNI Option OPTION_VNI to the VXLAN networKk
identifier assigned to the virtual machine.

The Client MUST set I Pv6 nulticast address for the VNI Option’s
mul ticast address field to zero.
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The client MJUST set | Pv6 Rendezvous Point Address Option’s |Pv6
mul ti cast address field to zero.

The client MJUST set Solicited Node Multicast Address to zero if the
nei ghbor di scovery nessage is sent to all-nodes nulticast address.
The client MJUST set Solicited Node Multicast Address to the | ow order
24 bits of an address of the destination if the neighbor discovery
message is sent to the solicited-node nulticast address.

7. Server Qperation

I f DHCPv4 server is configured to support VXLAN rnulticast address
assignnents, it SHOULD | ook for VXLAN Miulticast Address Option and
VXLAN Rendezvous Poi nt Address Option in DHCPD SCOVER nessage. The
server MJST return in VXLAN Multicast Address Option's al-a4 an
organi zation-1ocal scope IPv4 nulticast address (239.192.0.0/14)

[ RFC2365]. The server MJST use the VNI value for obtaining the
organi zation-1ocal scope |Pv4 nulticast address. VN value is
directly copied to 239.192.0.0/14 if the first 6 bits are zero, i.e.
no overfl ow ranges need to be used. Oherw se, either of
239.0.0.0/10, 239.64.0.0/10 and 239.128.0.0/10 overfl ow ranges SHOULD
be used. Note that these ranges can acconpdate the VNI inits
entirety.

The server MJST set VXLAN Rendezvous Point Address Option’s VXLAN
Rendezvous Point Address field to | Pv4 unicast address of the
Rendezvous Point for the any source nulticast Rendezvous Point
router. How this assignnent is done is out of scope.

If DHCPv6 server is configured to support VXLAN rnulticast address
assignnents it SHOULD | ook for 1 Pv6 multicast address for the VNI
Option and | Pv6 Rendezvous Point Address Option in DHCPv6 Solicit
message. The server MJST return in IPv6 nulticast address field an
Adm n- Local scope |Pv6 multicast address (FF04/16) by copying the VN
of the virtual machine to the |east significant 24 bits of the group
IDfield and setting all other bits to zero if Solicited Node

Mul ticast Address field received fromthe client was set to zero.

O herwi se the Solicited Node Miulticast Address field is copied to
bits 47-24 of the group IDfield and all leading bits are set to
zero.

The server MJST assign | Pv6 Rendezvous Point Address Option's |Pv6
address field to the Rendezvous Point router’s address in charge of
this multicast group. The unicast address MJST BE assi gned according
to the rules defined in [ RFC3956].
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8.

10.

11.

11.

Security Considerations

The security considerations in [RFC2131], [RFC2132] and [ RFC3315]
apply. Special considerations in [I-D. nahal i ngam dutt-dcops-vxl an]
are al so applicable.

| ANA consi der ations

I ANA is requested to assign the OPTION VNI and OPTI ON_MA and

OPTI ON_RPA and VXLAN Network ldentifier and VXLAN Milticast Address
and VXLAN Rendezvous Point Address Option Codes in the registry

mai nt ai ned for DHCPv4 and DHCPv6.
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