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Abst ract

Portions of the radio spectrumthat are allocated to |licensees are
avail able for non-interfering use. This available spectrumis called
"White Space." Allow ng secondary users access to avail able spectrum
"unl ocks" existing spectrumto naximze its utilization and to
provi de opportunities for innovation, resulting in greater overal
spectrumutilization

One approach to manage spectrum sharing uses dat abases to report
spectrum availability to devices. To achieve interoperability anong
mul ti pl e devices and dat abases, a standardi zed protocol nust be
defined and inpl enented. This docunent defines such a protocol, the
"Protocol to Access Wiite Space database" (PAWS).

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 21, 2013.
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1.

2

2

1.

I nt roducti on

This section provides sone high level introductory material. Readers
are strongly encouraged to read Protocol to Access Wite Space

dat abase: PS, use cases and rqgnts [RFC6953] for use cases,

requi renents, and additional background.

A geospati al database can track avail able spectrum (in accordance
with the rules of one or nore regul atory domains) and nmeke this
informati on avail able to devices. This approach shifts the

compl exity of spectrumpolicy conformance out of the device and into
the Dat abase. This approach also sinplifies adoption of policy
changes, limting updates to a handful of databases, rather than
nunerous devices. |t opens the door for innovations in spectrum
managenent that can incorporate a variety of paranmeters, including
user location and time. In the future, it also can include other
paraneters, such as user priority, tinme, signal type and power,
spect rum supply and denand, paynent or nmicro-auction bidding, and
nor e.

In providing this service, a database records and updates information
necessary to protect prinmary users -- for exanple, this information
may include paraneters such as a fixed transnitter’s call sign, its
geo-l ocation, antenna height, power, and periods of operation. The
rules that the Database nmust follow, including its schedule for
obt ai ni ng and updating protection information, protection rules, and
informati on reported to devices, vary according to regul atory domain.
Such vari ations, however, should be handl ed by each database, and
exposure to the variations by devices should be m ninized.

This specification defines an extensible protocol to obtain avail able
spectrum from a geospati al database by a device with geo-Ilocation
capability. It enables a device to operate in any regulatory domain
that inplenents the sanme protocol and in which the device is

aut horized to operate. The docunent describes the use of HTTP/TLS as
transport for the protocol

Conventi ons and Ter m nol ogy

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOVWENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in Key words for use in
RFCs to I ndicate Requirenent Levels [RFC2119].
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2.2. Term nol ogy

Dat abase or Spectrum Dat abase: A database that provides spectrum
availability information to devices.

Dat abase Listing Server A service that provides the URLs for one or
nmore Spectrum Dat abases. A regulator, for exanple, may operate a
Dat abase Listing Server to publish the list of authorized Spectrum
Dat abases for its regul atory domain.

EIRP Effective isotropically radi ated power

ETSI: European Tel econmuni cations Standards Institute

FCC. Federal Communications Conmmi ssion

Mast er Device: A device with geo-location capability that queries a
dat abase to find avail able spectrum

Sl ave Device: A device without geo-location capability that uses the
spectrum nade avail able by a Master Device. It does not query the
Dat abase directly.

3. Protocol Overview

A Master Device uses the PAWS protocol to obtain a schedul e of

avai l abl e spectrumat its location. The security necessary to ensure
the accuracy, privacy, and confidentiality of the Device's |ocation
is described in the Security Considerations (Section 10). This
docunment assumes that the Master Device and the Database are
connected to the Internet.

A typical sequence of PAWS operations is outlined as follows. See
Protocol Functionalities (Section 4) and Protocol Paraneters
(Section 5) for details:

1. The Master Device obtains (statically or dynam cally) the UR
for a Database appropriate for its location to send subsequent
PAWS nessages.

2. The Master Device establishes an HTTPS session with the

Dat abase.

3. The Master Device optionally sends an initialization nessage to
t he Dat abase to exchange capabilities.

4. If the Database receives an initialization nmessage, it responds
with a nessage in the body of the HTTP response.

5. If required by regul atory domain, the Database registers the
Mast er Devi ce.

6. The Master Device sends an avail abl e-spectrum request nessage to
t he Dat abase.

7. If required by the regul atory domain, the Master Device nust

verify with the Database that the Slave Device is valid.
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8. The Dat abase responds with an avail abl e-spectrum response
message in the body of the HTTP response.
9. Dependi ng on regul atory domai n requirenents and dat abase

i npl ementation, the Master Device sends a spectruntusage
notification nmessage to the Database.

10. If the Database receives a spectrumusage notification nessage,
it responds by sending the Master Device a spectrum usage
acknow edgenent nessage.

3.1. Milti-ruleset Support

For a Master Device that supports nultiple rule sets and operates
with multiple databases in nultiple regulatory domains, the PAWS
prot ocol supports the follow ng sequence of operations for each
request by the Master Device:

1. The Master Device includes in its request its location and
optionally includes the identifier of one or nore of the rule
sets it supports and any paranmeter values it mght need for the
request

2. The Database may use the rule-set list to determne its response,
for exanple, to select the Iist of required paraneters

3. If required parameters are nmissing fromthe request, the Database
responds with a REQU RED error and a list of nanes of the m ssing
par amet ers

4. The Master Device makes the request again, adding the m ssing
par anet er val ues

5. The Database responds to the request, including the identifier of
the applicable rule set

6. The Master Device uses the indicated rule set to determne how to
interpret the Database response

NOTE: Regul atory rul es contain nmany device-only requirenents that
govern devi ce behavior, independent of any database rules. These
requi renents may be conplex and involve device behavior that are not
easily paraneterized. The ruleset-id paraneter provides a nechani sm
for the Database to informthe Master Device of the applicable rule
set without having to express device-side behavior within the
protocol. The rule-set identifier is a string value that contains
the nane of regul atory body that established the rules and version

i nformati on, such as "FccTvBandWhit eSpace-2010"

By separating the regulatory "authority" fromthe "ruleset-id", it
all ows the protocol to support multiple regulatory authorities that
use the sanme device-side rule set. It also allows support for a

single authority to define nultiple rule sets.
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4.

4.

Protocol Functionalities
The PAWS protocol consists of several conponents:

o Database Discovery (Section 4.1) MJST be supported by the Mster
Devi ce

o Initialization (Section 4.2) MAY be used by the Master Device and
MUST be i npl enented by the Dat abase.

0 Device Registration (Section 4.3) MAY be used by the Master Device
and MAY be i npl enented by the Database as a separate conmponent or
as part of the Avail able Spectrum Query (Section 4.4) conponent.

0 Available Spectrum Query (Section 4.4) MJST be supported by Master
Devi ce and the Dat abase.

0 Device Validation (Section 4.5) MAY be used by the Master Device.
If the regul atory domain requires device validation, it MJST be
i npl emented by the Database and MJUST be used by the Master Device.

This section describes the protocol conmponents and their nessages.
Prot ocol Paraneters (Section 5) contains a nore thorough di scussion
of the paranmeters that conprise the PAWS request and response
messages. Message Encoding (Section 6) provides details of the
message encodi ngs. HITPS Binding (Section 7) describes the use of
HTTPS (HTTP Over TLS [RFC2818]) for transporting PAWS nessages and
optional device authentication

1. Database Discovery

Different regulators nay have different requirenents for the approva
and operation of databases, such as:

0o Aregulator may only allow a limted nunber of certified databases
to operate. It also may require the certification of each device-
t o- dat abase pairing

0 Aregulator may maintain a trusted website that lists all approved
dat abases. It also nmay mandate how devi ces use the listing
servi ce.

o0 Aregulator may all ow each database to define its own terns of
use, so that, for exanple, an approved device may not be able to
access all approved dat abases.

Prior to sending PAWS nessages, a Device MJST determine the URI for a
Dat abase that provides service at its current |ocation.

0 A Device SHOULD support operation in any regul atory environment.
Preconfiguration

The Master Device MAY be provisioned statically with the URI of one
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or nore Databases. For operation in regul atory domains that do not
have a listing server, the device SHOULD be provisioned with the URI
of all the databases for which it is certified or otherwi se permtted
to operate. The Device al so SHOULD be provisioned with the URl of
listing servers approved by regul ators.

Confi guration Update

To adapt to changes in the list of certified or approved dat abases,
the Device SHOULD be able to update its preconfigured |ist of

dat abases. If the Master Device retrieves its preconfigured |ist of
dat abases froma listing service, the device SHOULD check the service
periodically to update its list.

A Dat abase MAY indicate that its URI will be changing by including
the URI of one or nore alternate databases (See DbUpdat eSpec
(Section 5.8)) inits responses to a Device. Before a Database
ceases operation, for exanple, it SHOULD include DbUpdateSpec in its
responses to notify Devices. A Device SHOULD be able to update its
preconfigured list of databases to replace (only) its entry for the
respondi ng Dat abase with the URIs of the alternate databases; the
list of alternate databases SHOULD NOT affect any other entries.

Error Handling

The Devi ce SHOULD sel ect anot her database fromits |ist of
preconfi gured dat abases if:

0 The sel ected database is unreachabl e or does not respond.

0 The sel ected database returns an UNSUPPORTED error (see Error
Codes (Section 5.15)), which may indicate that the database does
not support the regul atory domai n where the device is |ocated.

If a suitabl e database cannot be contacted, the Device SHALL NOT
operate under rules for database-nmanaged spectrum |f the Device is
al ready operating when it fails to contact a suitable database, and
if the applicable regulatory domain provides a grace period, the

Devi ce may continue to operate during such period, but MJST cease use
of the spectrumunder rules for database-managed spectrum at or
before the expiration of the grace period. |If a grace period is not
provi ded by the applicable regulatory donain, an operating Device
that fails to contact a suitabl e database MJST i nmedi ately cease use
of the spectrumunder rul es for database-nmanaged spectrum
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4.1.1. Listing Server

Wthin a regul atory domain that has a Database Listing Server, a
Device MJUST use it to determine the URI s of databases for the donain.
Where all owed by the regulator, the Device MAY save the database |i st
and SHOULD contact the Database Listing Server periodically to update
its list. The tine between such updates SHALL be no | onger than one
week, or any update interval required by the applicable regulatory
domai n, whi chever is shorter

If the Device is unable to contact the Database Listing Server to
obtain the Iist of databases for the domain, the Device SHALL NOT
operate under rules for database-managed spectrum |f an operating
Device attenpting to update the avail abl e spectrum from a Dat abase
fails to contact the Database Listing Server to validate the Database
that provides the avail abl e spectrum the operating Device MJST

i medi ately cease use of the spectrumunder rules for database-
managed spectrum

The Dat abase Listing request procedure is depicted in Figure 1.

o0 LISTING REQ is the database-listing request nessage
0 LISTING RESP is the database-listing response nessage

I + T +
| Master Device | | Listing Server |
e e e o + B +
| LI STI NG_REQ |
A |
[ LI STI NG_RESP [
R |
I I
Figure 1

Specific nessage formats are defined by the regul ators.
4.2. Initialization

A Master Device SHOULD use the initialization procedure to exchange
capability information with the Database whenever the Master Device
powers up or initiates comrunication with the Database. The
initialization response infornms the Master Device of specific

regul at ory- dependent paraneterized-rul e val ues, such as threshold

di stances and tinme periods beyond which the Device nust update its
avai | abl e-spectrum data (see Rul eSetInfo (Section 5.7)). The Master
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Devi ce MAY manual Iy configure these paraneterized-rule values. The
initialization nessage al so represents extension points for database
i npl ement ations or regulatory donmains that require the extra
handshake.

The Initialization request procedure is depicted in Figure 2.
0 INT_REQ (Section 4.2.1) is the initialization request nessage
0 INIT_RESP (Section 4.2.2) is the initialization response nessage
Fom e e e oo + S +
| Master Device | | Spectrum Dat abase |
. + N +
I
[ I NIl T_REQ [
|- >|
I I
| I NI T_RESP |
| <o |
I I
Figure 2
1. INT_REQ

The initialization request nessage allows the Master Device to
initiate exchange of capabilities with the Database.

o m e e e e e e e e e e e e e e e e mo— oo +
[ I NI'T_REQ |
e Fomm e |
| devi ceDesc: Devi ceDescriptor | required |
| I ocati on: GeoLocati on | required |
I*ot her: any | depends I
S R +

Par anet ers:

devi ceDesc: The Devi ceDescriptor (Section 5.2) for the Device is
REQUI RED. |f the Database does not support the device or any of
the rule sets specified in the device descriptor, it MJST return
an error with the UNSUPPORTED (Table 1) code in the error
response.

| ocation: The GeolLocation (Section 5.1) for the Device is REQU RED.
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other: Depending on the regul atory domain or database
i npl enment ation, the Master Device MAY specify additional handshake
paraneters in the INIT_REQ nessage. The Database MJST ignore al
paraneters it does not understand.

4.2.2. |INT_RESP

The initialization response nmessage comuni cat es dat abase paraneters
to the requesting device.

| rul esetlnfo: Rul esetlnfo | required
| dat abaseChange: DbUpdat eSpec | opti onal
[ [

| *ot her: any | depends |

Par anet er s:

rul esetinfo: This Rulesetlinfo (Section 5.7) paraneter MJST be
included in the response. This paraneter specifies the regulatory
domai n and parameters applicable for that domain. The Database
MUST include the "authority" field that defines the regulatory
domain for the location specified in the INNT_REQ (Section 4.2.1)
nmessage.

dat abaseChange: The Dat abase MAY include a DbUpdat eSpec
(Section 5.8) paraneter to notify the Device of a change to the
Dat abase URI, providing one or nore alternate database URIs. The
Devi ce SHOULD use the information to update its list of
preconfi gured databases to replace (only) its entry for the
respondi ng dat abase with the list of alternate URIs.

other: Depending on the regulatory donain or database
i npl ement ation, the Database MAY include additional handshake
paraneters in the INIT_RESP (Section 4.2.2) nessage. The Master
Devi ce MUST ignore all paraneters it does not understand.

4.3. Device Registration

When a regul atory donmain requires registration of a Master Device,
the Device MJST send its registration information to the Database to
establish certain operational paraneters. FCC rules, for exanple,
require that a ' Fixed Device' MJIST register its owner and operator
contact information, its device identifier, its location, and its
ant enna hei ght.

The Dat abase MAY support device registration as a separate Device
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Regi strati on conponent, or as part of the Spectrum Availability
component. |f the Database does not support a separate Device

Regi stration request, it MJST return an error with the UN MPLEMENTED
(Table 1) code in the error-response nessage.

The Device Registration request procedure is depicted in Figure 3.

0 REG STRATI ON_REQ (Section 4.3.1) is the device-registration
request nessage

0 REG STRATI ON_RESP (Section 4.3.2) is the device-registration
response nessage

Figure 3
4.3.1. REGQ STRATI ON_REQ

The registration request nmessage contains the required registration
paraneters

oo e e e e e e e e e e e e e e mmee oo oo +
| REG STRATI ON_REQ [
B Fomm e e e o - +
| devi ceDesc: Devi ceDescriptor | required
| I ocati on: GeoLocati on | required
| devi ceOaner : Devi ceOnner | required
[ o [
| *ot her: any | depends |
B Fomm e e e o - +

Par anmet er s:
devi ceDesc: The Devi ceDescriptor (Section 5.2) for the Device is

REQUI RED.
| ocation: The GeolLocation (Section 5.1) for the Device is REQU RED.
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devi ceOmer: The Devi ceOmer (Section 5.6) information is REQU RED.

other: Regul atory domai ns and dat abase i npl ementati ons MAY require
additional registration paranmeters. To sinplify its registration
| ogic, the Device MAY send a union of the registration information
required by all supported regulatory donmains. The Database MJST
ignore all paraneters it does not understand. Consult the PAWS
Paraneters Registry (Section 9.1) for possible additiona
par amet er s

2. REG STRATI ON_RESP

The registration response nessage sinply acknow edges receipt of the
request and is otherwi se enpty. Future extensions may add paraneters
to this nessage

| dat abaseChange: DbUpdat eSpec | opti onal
[ o [ |

Par anet ers:

dat abaseChange: The Dat abase MAY incl ude a DbUpdat eSpec
(Section 5.8) paranmeter to notify the Device of a change to the
Dat abase URI, providing one or nore alternate database URIs. The
Devi ce SHOULD use the information to update its |ist of
preconfigured databases to replace (only) its entry for the
respondi ng database with the list of alternate URls.

other: Database inplenentations MAY return addtional paraneters in
the registration response. Consult the PAW Paraneters Registry
(Section 9.1) for possible additional paraneters and requirenents
they place on the Device.

Avai | abl e Spectrum Query

To obtain the avail able spectrum fromthe Database, a Master Device
sends a request that contains its geo-location and any paraneters
required by the regulatory rules (such as device identifier
capabilities, and characteristics). The Database returns a response
t hat describes which frequencies are available, at what permissible
operating power |levels, and a schedul e of when they are avail abl e.

The Avail abl e Spectrum Query procedure is depicted in Figure 4.
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0 AVAIL_SPECTRUM REQ (Section 4.4.1) is the avail abl e-spectrum
request nessage

0 AVAIL_SPECTRUM RESP (Section 4.4.2) is the avail abl e-spectrum
response nessage

0 AVAIL_SPECTRUM BATCH REQ (Section 4.4.3) is an OPTI ONAL batch
versi on of the avail abl e-spectrumrequest nessage that allows
multiple locations to be specified in the request

0 AVAIL_SPECTRUM BATCH RESP (Section 4.4.4) is the response nessage
for the batch version of the avail abl e-spectrum request that
contains avail able spectrumfor each |ocation

0 SPECTRUM USE NOTI FY (Section 4.4.5) is the spectrum usage
notification nmessage

0 SPECTRUM USE RESP (Section 4.4.6) is the spectrum usage
acknow edgnment message

| Master Device | | Spectrum Dat abase

I
| AVAI L_SPECTRUM REQ
| (AVAI L_SPECTRUM BATCH REQ

AVAI L_SPECTRUM RESP
(AVAI L_SPECTRUM BATCH_RESP)

Figure 4

1. First, the Master Device sends an avail abl e-spect rum r equest
message to the Dat abase.
2. The Dat abase MUST respond with an error using the NOI_REG STERED
(Table 1) code if:
* registration information is required, and
* the request does not include registration information, and
* the Device has not previously registered with the Database
3. If the location specified in the request is outside the
regul atory domain supported by the Database, the Database MJST
respond with an OUTSI DE COVERAGE (Table 1) error. [If sone
| ocations within a batch request are outside the regulatory
domai n supported by the Database, the Database MAY return an OK
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response with avail abl e spectrumfor only the valid | ocations;
otherwise, if all locations within a batch request are outside
the regul atory domai n, the Database MJST respond with an
QUTSI DE_COVERAGE error.

4. The Database MAY perform other validation of the request, (e.g.,

checking for missing required paraneters, authorizations). It
MUST return an error with appropriate error code (Table 1), if
validation fails. |If the request is m ssing required paraneters,

t he Dat abase MJUST respond with a REQUI RED (Table 1) error and
SHOULD include a list of the m ssing paraneters.

5. If the request is valid, the Database responds with an avail abl e-
spectrum response nessage. |If the regulatory donmain requires
that devices nust report anticipated spectrum usage, the Database
MUST indicate so in the response nessage.

6. |If the avail abl e-spectrum response indicates that the Master
Devi ce nmust send a spectruntrusage notification nessage, the
Mast er Device MJST send the notification nessage to the Database.

7. |If the Database receives a spectrumusage notification nessage,
it MJUST send a spectrum usage acknow edgnment nessage to the
Mast er Devi ce.

The procedure for asking for avail able spectrumon behalf of a Slave
Device is simlar, except that the process is initiated by the Slave
Device. The device identifier, capabilities, and characteristics
communi cated in the AVAI L_SPECTRUM REQ nmessage SHALL be those of the
Sl ave Device, but the location SHALL be that of the Master Device.
Al t hough the comunication and protocol between the Sl ave Device and
Master Device is outside the scope of this docunent, the expected
message sequence is shown in Figure 5.
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| Sl ave Devi ce| | Master Device | Spectrum Dat abase

I

I

I ................ >I I
| | AVAI L_SPECTRUM REQ |
I [---mmmmm s >I
| | AVAI L_SPECTRUM RESP |
I [ <mmmmmmmi e I
| AVAI L_SPEC RESP | |
I< ................ | I
| (SPECTRUM USE) | I
[ >  (SPECTRUM USE_NOTI FY) |
[=--mmmmm s >|

I

I

Figure 5
4.4.1. AVA L_SPECTRUM REQ

The request nessage for the Avail abl e Spectrum Query protocol MJST
i nclude the Device's geo-location. |If allowed by the regulatory
domai n, the location MAY be an anticipated | ocation

| devi ceDesc: Devi ceDescri pt or
| I ocati on: GeoLocati on required
| ant enna: Ant ennaChar acteri stics depends on regul atory domain

| optional |

I I

_ | in |

| owner : Devi ceOamner | depends on regul atory domain |
I I

I I

I I

| capabi lities: DeviceCapabilities optiona
| mast er Devi ceDesc: Devi ceDescri pt or optiona
| request Type: string optiona
[ [ |
| *ot her: any | depends |
s Fom e e e e e e e e e m o +

Par anet ers:
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devi ceDesc: The Devi ceDescriptor (Section 5.2) for the Device
requesting avail abl e spectrum Wen the request is nmade by a
Master Device on its own behalf, the descriptor is that of the
Master Device and it is REQU RED. Wen the request is nade on
behal f of a Slave Device, the descriptor is that of the Slave
Device, and it is REQURED if the "requestType" paraneter is not
specified. The deviceDesc parameter may be OPTI ONAL for sone
val ues of request Type.

| ocation: The GeolLocation (Section 5.1) for the Master Device is
REQUI RED. The | ocation SHOULD be the current |ocation of the
Devi ce, but nore precisely, the Iocation of the radiation center
of the Device's antenna. Wen the request is nmade by the Mster
Devi ce on behalf of a Slave Device, the location is that of the
Mast er Devi ce. Depending on the regul atory domain, the |ocation
MAY be an antici pated position of the Device to support nobile
devices. |If the location specifies a region, rather than a point,
the Dat abase MAY return an error with the UNI MPLEMENTED (Table 1)
code, if it does not support query by region

antenna: Depending on the device type and regul atory donain, the
Ant ennaChar acteristics (Section 5.3) MAY be required.

owner: Depending on the device type and regul atory domain, the
Devi ceOmer (Section 5.6) information MAY be included to register
the Device with the Database. This enables the Device to register
and get spectrumavailability information in a single request.

capabilities: The Master Device MAY include its DeviceCapabilities
(Section 5.5) to limt the avail abl e-spectrum response to the
spectrumthat is conpatible with its capabilities. The Database
SHOULD NOT return spectrumthat is not conpatible with the
specified capabilities.

mast er Devi ceDesc: Depending on regul atory rules, when the request is
made by the Master Device on behalf of a Slave Device, the Mster
Devi ce MAY be required to provide its own descriptor

request Type: The request type is an OPTI ONAL paraneter that may be
used to nodify the request, but its use depends on applicable
regulatory rules. The request type nay be used, for exanple, to
request generic Slave Device paraneters w thout having to specify
the device descriptor for a specific device. Wen the requestType
paraneter is mssing, the request is for a specific device (Master
or Slave), so the deviceDesc paraneter is REQU RED. See | ANA
Rul eset Registry, Initial Registry Contents (Section 9.2.2) for
regul atory specifics.

other: Regulatory donmi ns and dat abase i npl ementati ons MAY require
addi tional request paranmeters. The Database MJUST ignore all
paraneters it does not understand. Consult the PAWS Paraneters
Regi stry (Section 9.1) for possible additional paraneters.
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4.4.2. AVA L_SPECTRUM RESP

The response nessage for the Avail able Spectrum Query contains a
schedul e of avail able spectrumfor the Device.

oo e e e e e e e e e e e e e e mmee oo oo +

| AVAI L_SPECTRUM RESP [
B Fomm e e e o - +

| ti mestanp:string required

| devi ceDesc: Devi ceDescri pt or required

| spect runSchedul es: |i st required |------- +

|
|
| needsSpect r unReport: bool | optiona
I
I
|

I
| maxTot al BwHz: f | oat optional |
| maxCont i guousBwHz: f | oat optional |
| rul esetlnfo: Rul esetlnfo optional |
| I ocati on: GeoLocati on | optional |

I
| dat abaseChange: DbUpdat eSpec | opti onal
| *ot her: any | depends |

| time: Event Ti ne | required
| spectrum Spectrum | required

Par anet ers:

timestanp: Tinmestanp of the response of the form YYYY- MV
DDThh: mm ssZ, as defined by Date and Tine on the Internet:
Ti nestanps [ RFC3339]. This SHOULD be used by the Device as a
reference for the start and stop tines in the spectrum schedul es.

devi ceDesc: The Dat abase MUST include the DeviceDescri ptor
(Section 5.2) specified in the AVAI L_SPECTRUM REQ nmessage.

spect runtchedul es: The Spectruntchedul e (Section 5.12) list is
REQUI RED (though it MAY be enpty if no spectrumis avail able).
The Dat abase MAY return nore than one SpectrunSchedul e
(Section 6.8.12) to represent future changes to the avail abl e
spectrum How far in advance a schedul e may be provi ded depends
on the regul atory dormai n.

needsSpectrunReport: For regul atory domains that require a spectrum
usage report from devices, the Database MJIST return true for this
paraneter if spectrunSchedules list is non-enpty; otherw se, the
Dat abase MAY return false or onmt this paraneter altogether. |If
the spectrunSchedul es list is enpty, the Database SHOULD NOT
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return true. |If this paranmeter is present and its value is true,
the Device MJST send a SPECTRUM USE _NOTI FY (Section 4.4.5) nmessage
to the Dat abase; otherw se, the Device SHOULD NOT send the
SPECTRUM _USE_NOTI FY nessage.

maxTot al BmHz: The Database MAY return a constraint on the nmaxi num
total bandwidth (in Hertz) allowed, which nmay or rmay not be
contiguous. A regulatory domain MAY require the Database to
return this parameter. Wen present in the response, the Device
MUST apply this constraint to its spectrumselection logic to
ensure total bandw dth does not exceed this val ue.

maxCont i guousBwHz: The Dat abase MAY return a constraint on the
maxi mum conti guous bandwidth (in Hertz) allowed. A regulatory
domain MAY require this Database to return this paranmeter. Wen
present in the response, the Device MJST apply this constraint to
its spectrumselection logic to ensure no single block of spectrum
has bandwi dth that exceeds this val ue.

rul esetinfo: The Database SHOULD return the Rul esetlnfo
(Section 6.8.6) paraneter that identifies the applicable
regul atory authority and rule set for the response (see Ruleset ID
Regi stry (Section 9.2)). |If included, the Device MJST use the
corresponding rule set to interpret the response. Val ues provided
within this paraneter, such as maxLocati onChange, take precedence
over the values provided by the Initialization Procedure
(Section 4.2).

| ocation: The Database MAY copy other elenments fromthe request,
such as the GeolLocation (Section 5.1) of the Device. The Device
MUST i gnore any paraneters it does not understand.

dat abaseChange: The Dat abase MAY include a DbUpdat eSpec
(Section 5.8) paraneter to notify the Device of a change to the
Dat abase URI, providing one or nore alternate database URIs. The
Devi ce SHOULD use the information to update its list of
preconfi gured databases to replace (only) its entry for the
respondi ng dat abase with the list of alternate URIs.

other: Database inplenentations MAY return addtional paraneters in
the response. Consult the PAWS Paraneters Registry (Section 9.1)
for possible additional paraneters and requirenents they place on
t he Device

4.4.2.1. Update Requirenents

When the stop tine specified in the schedul e has been reached, the

Devi ce:

0 MJIST obtain a new spectrumavailability schedul e, either by using
the next one in the list (if provided) or naking another Avail able
Spectrum Query (Section 4.4)

o |If the new schedul e indicates the in-use spectrumis no |onger
avai l abl e, the Device MJST i medi ately cease use of that spectrum
under rul es for database-nanaged spectrum
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o If the Device is unable to contact the Database to obtain a new
schedul e, the Device MJST inmrei dately cease use of that spectrum
under rul es for database-nmanaged spectrum

When t he Devi ce noves beyond a threshol d di stance (established by

regul atory rules) away fromthe actual |ocation and all anticipated

| ocation(s) it reported in previous AVAI L_SPECTRUM REQ or

AVAI L_SPECTRUM BATCH REQ requests (see "nmaxLocationChange" in

Rul esetinfo (Section 5.7)), it:

0 MJST obtain a new spectrumavailability schedul e by naki ng anot her
Avai | abl e Spectrum Query (Section 4.4).

o |f the new response indicates the in-use spectrumis no |onger
avai l abl e, the Device MJST stop operation inmedi ately.

o |If the Device is unable to contact the Database to obtain a new
schedul e, depending on the regul atory domain, the Device MJST
i medi ately cease use of the spectrumunder rul es of database-
managed spectrum

NOTE: Regul atory rul es govern whether a device may request and use
spectrum at antici pated | ocations beyond the threashold di stance from
its current |ocation.

4.4.3. AVAI L_SPECTRUM BATCH REQ

The Dat abase MAY support the batch request that allows multiple

| ocations to be specified. This allows a portable Master Device to
get avail able spectrumfor a sequence of anticipated |ocations using
a single request. The Database MJST interpret each location in the
batch request as if it were an independent request and MJST return
results consistent with nmultiple individual AVAI L_SPECTRUM REQ
(Section 4.4.1) requests. The request nmessage for the batch
Avai | abl e Spectrum Query protocol MIST include at | east one
GeolLocation (Section 5.1). |If the Database does not support batch
requests, it MJST return a UNI MPLEMENTED (Table 1) error

Chen, et al. Expi res Decenber 21, 2013 [ Page 21]



Internet-Draft paws- pr ot ocol June 2013

T +
| AVAI L_SPECTRUM BATCH REQ [
o e e e e e e e e e e e e e e e e aa o - o mm e e e e e e e e e aa o n +
| devi ceDesc: Devi ceDescri pt or | optional [
|l ocations:|ist | required | --+
| ant enna: Ant ennaChar act eri stics | depends on regul atory domain | |
| owner : Devi ceOmner | depends on regulatory domain | |
| capabilities: DeviceCapabilities | optional |
| mast er Devi ceDesc: Devi ceDescri ptor| optional |
| request Type: string | optional |
o o + |
| *ot her: any | depends |
Y Yy~ +
I
1..*V
e e e - +
| GeoLocation |
S +

Par anet er s:

devi ceDesc: The Devi ceDescriptor (Section 5.2) for the Device
requesting avail abl e spectrum Wen the request is nade by a
Master Device on its own behalf, the descriptor is that of the
Master Device and it is REQU RED. \When the request is nade on
behal f of a Slave Device, the descriptor is that of the Slave
Device, and it is REQURED if the "requestType" paraneter is not
specified. The deviceDesc paraneter may be OPTI ONAL for sone
val ues of request Type.

| ocations: The GeolLocation (Section 5.1) list for the Master Device
is REQURED. This allows the Device to specify its actua
| ocation plus additional anticipated |Iocations, when all owed by
the regul atory domain. At |east one |ocation MIST be incl uded.
This specification places no upper limt on the nunber of
| ocations, but the Database MAY restrict the nunber of |ocations
it supports by returning a response with fewer |ocations than
specified in the request.

antenna: Depending on the device type and regul atory donain, the
Ant ennaChar acteristics (Section 5.3) MAY be required.

owner: Depending on the device type and regul atory domain, the
Devi ceOmer (Section 5.6) information MAY be included to register
the Device with the Database. This enables the Device to register
and get spectrumavailability information in a single request.

capabilities: The Master Device MAY include its DeviceCapabilities
(Section 5.5) to limt the avail abl e-spectrumresponse to the
spectrumthat is conpatible with its capabilities. The Database
SHOULD NOT return spectrumthat is not conpatible with the
specified capabilities.
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mast er Devi ceDesc: Depending on regul atory rules, when the request is

made by the Master Device on behalf of a Slave Device, the Mster
Devi ce MAY BE REQUIRED to provide its own descri ptor

request Type: The request type is an OPTI ONAL paraneter that may be

used to nodify the request, but its use depends on applicable
regulatory rules. The request type nay be used, for exanple, to
request generic Slave Device paraneters w thout having to specify
the device descriptor for a specific device. Wen the requestType
paraneter is mssing, the request is for a specific device (Master
or Slave), so the deviceDesc paraneter is REQU RED. See | ANA

Rul eset Registry, Initial Registry Contents (Section 9.2.2) for
regul atory specifics.

other: Regulatory domai ns and dat abase i npl ementati ons MAY require

4.4 4.

addi tional request parameters. The Database MJUST ignore all
paraneters it does not understand. Consult the PAWS Paraneters
Regi stry (Section 9.1) for possible additional paraneters.

AVAI L_SPECTRUM BATCH_RESP

The response nessage for the batch Avail abl e Spectrum Query cont ai ns
a schedul e of available spectrumfor the Device at nultiple

| ocati ons.
oo e e e e e e e e e e e e e e mmee oo oo +
| AVAI L_SPECTRUM BATCH RESP [
B Fomm e e e o - +
| ti mestanp:string | required
| devi ceDesc: Devi ceDescriptor | required
| geoSpect runtSchedul es: |i st | required |------- +
| needsSpect runReport : bool | optional | [
| maxTot al BwHz: f | oat | optional | [
| maxCont i guousBwHz: f | oat | optional | |
| rul esetlnfo: Rul esetlnfo | optional | |
...................................... [ [
| dat abaseChange: DbUpdat eSpec | optional | |
| *ot her: any | depends | |
R R + | O0..*
Y
o e e e e e e e e e e e e e e e e aa o - +
| GeoSpect r unschedul e [
oo e e e e e e oo [ SR +
| I ocati on: GeoLocation | required
| spectrunSchedul e:list | required
o e e e e e e e e e oo Fomm e e e o - +

Par anet ers:
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timestanp: Tinmestanp of the response of the form YYYY- MV
DDThh: mm ssZ, as defined by Date and Tine on the Internet:
Ti mestanps [ RFC3339]. This SHOULD be used by the Device as a
reference for the start and stop tinmes in the spectrum schedul es.

devi ceDesc: The Database MJST include the Devi ceDescri ptor
(Section 5.2) specified in the AVAI L_SPECTRUM REQ nmessage.

geoSpect runtchedul es:  The geoSpectruntchedul e (Section 5.13) list is
REQUI RED (though it MAY be enpty if spectrumis unavailable). For
each |l ocation, the Database MAY return nore than one
GeoSpect runSchedul e (Section 6.8.13) to represent future changes
to the avail able spectrum How far in advance a schedul e nay be
provi ded depends on the regulatory domain. The Database MAY
return avail able spectrumfor fewer |ocations than requested. The
Devi ce MJUST NOT make any assunptions on the order of the entries
in the list and MJST use the | ocation value in each
GeoSpectrunSchedul e entry to match avail able spectrumto a
| ocati on.

needsSpectrunReport: For regulatory domains that require a spectrum
usage report from devices, the Database MJST return true for this
paraneter if spectruntSchedules list is non-enpty; otherw se, the

Dat abase MAY return false or omt this paraneter altogether. |If
the spectruntSchedules list is enpty, the Database SHOULD NOT
return true. |If this parameter is present and its value is true,

the Device MJUST send a SPECTRUM USE NOTI FY (Section 4.4.5) nessage
to the Database; otherw se, the Device SHOULD NOT send the
SPECTRUM _USE_NOTI FY nessage.

maxTot al BaHz: The Dat abase MAY return a constraint on the maxi num
total bandwidth (in Hertz) allowed, which may or nmay not be
contiguous. A regulatory domain MAY require the Database to
return this paraneter. Wen present in the response, the Device
MUST apply this constraint to its spectrumselection logic to
ensure total bandwi dth does not exceed this val ue.

maxCont i guousBwHz: The Dat abase MAY return a constraint on the
maxi mum conti guous bandwidth (in Hertz) allowed. A regulatory
domai n MAY require this Database to return this paraneter. Wen
present in the response, the Device MJST apply this constraint to
its spectrumselection logic to ensure no single block of spectrum
has bandwi dth that exceeds this val ue.

rul esetinfo: The Database SHOULD return the Rul esetlnfo
(Section 6.8.6) paraneter that identifies the applicable
regul atory authority and rule set for the response (see Ruleset ID
Registry (Section 9.2)). |If included, the Device MJIST use the
corresponding rule set to interpret the response. Val ues provided
within this paraneter, such as maxLocati onChange, take precedence
over the values provided by the Initialization Procedure
(Section 4.2).
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MAY i ncl ude a DbUpdat eSpec
notify the Device of a change to the
The

Devi ce SHOULD use the information to update its |ist of

preconfi gured dat abases to

replace (only) its entry for the

respondi ng database with the list of alternate URls.

ot her:
the response. Consult the
for possible additional
t he Devi ce.

See Update Requirenments (Secti
update its available spectrum
4.4.5. SPECTRUM USE_NOTI FY

The spectruntuse notification

Dat abase i npl ementati ons MAY return addti onal

paraneters in
PAWS Paraneters Registry (Section 9.1)

paraneters and requirenents they place on

on 4.4.2.1) for when the Device nust
dat a.

message MJST contain the geo-location

of the Device and paraneters required by the regul atory donain.

| devi ceDesc: Devi ceDescri ptor |
| I ocati on: GeoLocati on [
| spectra:list |
[ o

| *ot her: any |

Par anet ers:

devi ceDesc:
REQUI RED.

| ocati on:
REQUI RED.

spectra:

The GeolLocation (Section 5.1) for the Master

The Spectrum (Section 5.10)
the spectrum anticipated to be used by the Device,
frequency ranges and maxi mum power | evels.
if the Device decides not to use any spectrum

required |
required |
required |

| bandwi dt h: f | oat |
| frequencyRanges: |ist |

required |
required |

The Devi ceDescriptor (Section 5.2) for the Device is

Device is
list is REQU RED, and specifies
whi ch i ncl udes

The list MAY be enpty,
For consi stency,

the "bandwi dt h" val ue SHOULD match that from one of the Spectrum
(Section 5.10) elenments in the correspondi ng AVAI L_SPECTRUM RESP
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message, and the maxi mum power | evels in the Spectrum el ement MJST
be expressed as total power (EIRP) conputed over the specified
"bandw dt h" val ue. The actual bandwi dth to be used (as conputed
fromthe start and stop frequencies) MAY be different fromthe
"bandwi dt h" value. As an exanple, when regul atory rul es express
maxi mum power spectral density in ternms of maxi nrum power over any
100 kHz band, then the "bandw dth" val ue shoul d be set to 100 kHz,
even though the actual bandw dth used can be 20 kHz.

other: Depending on the regul atory domain, other paraneters MAY be
required. To sinplify its logic, the Device MAY include the union
of all paraneters required by all supported regul atory donai ns.
The Dat abase MUST ignore all paraneters it does not understand.

4.4.6. SPECTRUM USE_RESP

The spectrumuse response nessage sinply acknow edges receipt of the
notification.

o e e e e meeeei—aoo-- +
| SPECTRUM USE_RESP

o e e eee e eeao o oo +
P Fomm e +

4.5. Device Validation

Typically, a Slave Device needs a Master Device to ask the Database
on its behalf for avail able spectrum Depending on the regul atory
domain, the Master Device also nust validate with the Database that
the Slave Device is permitted to operate. Wen regulatory rules

all ow a Master Device to "cache" the avail able spectrumfor a period
of time, the Master Device MAY use the sinpler Device Validation
component, instead of the full Avail abl e Spectrum Query conponent, to
val i date a Sl ave Device

When validating one or nore Slave Devices, the Master Device sends

t he Dat abase a request that includes the device identifier -- and any
other parameters required by the regulatory rules -- for each Slave
Devi ce. The Database MJST return a response that indicates whether
each device is permtted to use the spectrum

A typical sequence for using the Device Validation request is

illustrated in Figure 6, where the Master Device already has a valid

set of available spectrumfor Slave Devices. Note that the

communi cati on and protocol between the Sl ave Device and Master Device

is outside the scope of this docunent.

o0 DEV_VALID REQ (Section 4.5.1) is the device-validation request
nessage
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o0 DEV_VALID RESP (Section 4.5.2) is the device-validation response

nessage
Fom e e o + Fom e e e oo + S +
| Sl ave Devi ce| | Master Device | | Spectrum Dat abase |
TS + o e oo + e e e e oo +
I I
| AVAIL_SPEC REQ | [
[ >| [
I I I
| | DEV_VALI D_REQ I
| | g
[ [ DEV_VALI D_RESP [
| | <o |
| AVAI L_SPEC RESP | [
I S | I
| (SPECTRUM USE) | [
[ >| ( SPECTRUM _USE_NOTI FY) [
| A |
| | ( SPECTRUM _USE_RESP) |
| | <o |
Figure 6
4.5.1. DEV_VALID_REQ
oo m e e e e e e e e e e e eeaa o +
| DEV_VALI D_REQ [
Fo e e e e e e eam o Fomm e e e o - +
| devi ceDescs: | i st | required |----
o e e e e e e e oo Fom e o - + [
vVi.*
o e e e e e e aa oo +
| Devi ceDescri pt or
o e e e e e e e e e oo +

Par anet ers:

devi ceDescs: A DeviceDescriptor (Section 5.2) list is REQU RED,
whi ch specifies the list of Slave Devices that to be validated.
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4.5.2. DEV_VALI D_RESP

o mmm e e e e e e e e e e e e e e mm e e aa oo +

| DEV_VALI D_RESP [

o m e e e e e e e i [ SR +

| deviceValidities:|ist | required |----

| dat abaseChange: DbUpdat eSpac | optional | |

B S + |

vV 1.*

o m e e e e e e e e e e e e e e e e mo— oo +
| Devicevalidity |
o e e e e e e e i [ RS +
| devi ceDesc: Devi ceDescriptor | required
| i sVal i d: bool ean | required
o e e e e e e e e e e m o Fom e - +

Par anet ers:

devicevValidities: A DeviceValidities (Section 5.14) list is REQU RED
to report the list of Slave Devices and whether each |isted Device
is valid. The nunber of entries MJST match the number of
Devi ceDescriptors (Section 5.2) listed in the DEV_VALI D REQ
nmessage

dat abaseChange: The Dat abase MAY include a DbUpdat eSpec
(Section 5.8) paraneter to notify the Device of a change to the
Dat abase URI, providing one or nore alternate database URIs. The
Devi ce SHOULD use the information to update its |ist of
preconfi gured databases to replace (only) its entry for the
respondi ng database with the list of alternate URIs.

5. Protocol Paraneters
This section presents nore details of the paranmeters that nake up the
PAWS request and response nessages. It also includes a sub-section
defi ni ng response codes.

5.1. Ceolocation

This paranmeter is used to specify the geo-location of the Device. It
may be used to specify one of the foll ow ng:

0 Asingle point with optional uncertainty
0 A region described by a pol ygon

These are represented using geonetric shapes defined in Section 5 of
GEOPRI V Presence Information Data Fornmat Location Object [RFC5491],
wher e:
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0 A "point" with uncertainty is represented using the Ellipse shape
0 Aregion is represented using the Polygon shape

The coordi nates are expressed using the WS84 datum [ WGS-84], and
units are degrees or nmeters. The paraneter MAY al so include a
confidence |l evel, expressed as a percentage. The data nodel for

GeolLocation is illustrated bel ow
Fom e e e e e e e e e e ee oo +
| GeoLocat i on [
e S +
| point: Ellipse | optional [
| regi on: Pol ygon | optional [
| confi dence:int | depends |
Fom e e e e e Fom e e o +

Not e: point and pol ygon are nutual |y excl usive.

oo e e e e e e e ao oo - +

| Ell'i pse |

e m e e e e e e oo - Fom e - + o m e e e e e e e e e aa oo +

| cent er: Poi nt | required |--->|Point [

| semi Maj or Axi s: float | depends | LR EEEEE T +

| semi M nor Axi s: float | depends | |latitude:float | required

| orientation:float | optional | | 1 ongi tude: float | required

Fom e e e e e e e e oo Fomm e e e o - + B Fomm e e e o - +

o m e e e e e e e eeee oo n +

| Pol ygon |

Fom e e e e oo R T S +

| exterior:list | required |------ >| Poi nt |

B Fom e e e e - - + S Fom e - +
[latitude:float | required
| I ongi tude: float | required
o a oo [ RS +

Par anet er s:

point: If present, it indicates that the GeolLocation represents a

point. Paradoxically, a "point" is paraneterized using an

Elli pse, where the center represents the |location of the point and
the di stances al ong the najor and m nor axes represent the
uncertainty. The uncertainty val ues MAY be required, depending on
the regul atory domai n.
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5.

2

region: |If present, it indicates that the GeolLocation represents a
regi on. Database support for regions is OPTI ONAL.
center: The center refers to the location of a GeolLocation point and
is represented as the center of an ellipse. REQU RED
| atitude, longitude: Floating-point nunbers that express the
| atitude and | ongitude in degrees using the WES84 datum [ WGS- 84] .
REQUI RED.
sem Maj or Axis, semiMnorAxis: |If required by the regul atory domain,
the | ocation uncertainty, in neters, is paraneterized using
di stances along the major and ninor axes of the ellipse. Wen
uncertainty is optional, the default value of each is 0.
orientation: This defines the orientation of the ellipse, expressed
as the rotation, in degrees, of the sem -major axis fromNorth
towards the East. For exanple, when the uncertainty is greatest
al ong the North-South direction, orientation is O degrees;
conversely, if the uncertainty is greatest along the East-Wst
direction, orientation is 90 degrees. Wen orientation is not
present, the orientation SHALL be interpreted as O.
exterior: When GeolLocation describes a region, the "exterior" field
refers to a list of latitude/longitude points that represents the
vertices of a polygon. The first and | ast points MJST be the
same. Thus, a mninumof 4 points is required. The follow ng
pol ygon restrictions from [ RFC5491] apply:
* A connecting line SHALL NOT cross another connecting |ine of
t he same pol ygon.
The vertices MIST be defined in a counter-clockw se direction.
The edges of a polygon are defined by the shortest path between
two points in space (not a geodesic curve). Consequently, the
| ength between two adjacent vertices SHOULD be restricted to a
maxi mum of 130 km
Al'l vertices are assuned to be at the sanme altitude
Pol ygon shapes SHOULD be restricted to a maxi mum of 15 vertices
(16 points that includes the repeated vertex).
confidence: The location confidence |level, as an integer percentage,
MAY be required, depending on the regulatory donain. When the
paranmeter is optional and not provided, its value SHALL be
interpreted as 95. Valid values range fromO to 99, since, in
practice, 100-percent confidence is not achievable. The
confidence value is neani ngful only when GeolLocation refers to a
point with uncertainty.

Devi ceDescri ptor

The device descriptor contains paranmeters that identify the specific
device, such as its manufacturer serial nunmber, regulatory-specific
ID (e.g., FCC ID), and any other device characteristics required by
regul atory domai ns
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oo e e e e e e e e e e e e e e oo oo - +
| Devi ceDescri pt or |

e e e e e e e e o Fom e - +

| serial Nunber:string | required

| manuf acturerl d: string| optional

| model 1 d: string | optional | 1..*

| rul esetlds:list | optional |------ >string

| *ot her: any | |

Par anet ers:

serial Nunber: The manufacturer’s device serial nunber is REQU RED.
The I ength of the value SHALL NOT exceed 64 characters, conformn ng
to the X. 520 [I TUT. X520. 2008] recomendati ons.

manuf acturerld: The manufacturer’s I D nmay be REQUI RED, dependi ng on
the regul atory domain. This SHOULD represent the nanme of the
devi ce manufacturer, SHOULD be consistent across all devices from
the sane manufacturer, and SHOULD be distinct fromthat of other
manuf acturers. The string value SHALL NOT exceed 64 characters in
| engt h.

nodel 1d:  The device’'s nodel I D nmay be REQUI RED, depending on the

regul atory domain. The string value SHALL NOT exceed 64

characters in length

esetlds: The list of identifiers for rule sets supported by the

device (see Ruleset ID Registry (Section 9.2)). A Database NMAY

require that the device provides this |list before servicing the

device requests. |f the Database does not support any of the rule

sets specified in the list, the Database MAY refuse to service the

devi ce requests. See Section 5.7 for discussion on rul e-set

identifier. |If present, the list MJST contains at |east one

entry.

other: Depending on the regul atory donmain, other paraneters may be
required. The Database MJST ignore all paraneters in the nessage
it does not understand. See PAWS Paraneters Registry
(Section 9.1) for additional valid parameters and for the process
for extending the message with nore paraneters. Additionally, see
PAW5 Rul eset ID Registry (Section 9.2) for the valid set of
paraneters for each rul eset.

ru

Ant ennaChar acteristics

Antenna characteristics provide additional information, such as the
ant enna hei ght, antenna type, etc. Wether antenna characteristics
nmust be provided in a request depends on the device type and

regul atory donai n.
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o m e e e e e e oo +
| Ant ennaChar acteristics |
o e e e e e e e e oo o mm e e e e e e e e e aa o n +
| hei ght: fl oat | depends on regul atory domain |
| hei ght Type: enum | optional |
| hei ght Uncertainty:float | depends on regulatory donain |
[ [ |
| *characteristics: | depends on regul atory domain |
| vari ous | |
o m e e e e e oo oo o mm e e e e e e e e e m oo oo +

Par anet ers:

hei ght: The antenna height in neters. Whether the antenna height is
requi red depends on the device type and the regul atory domain.
Note that the height nmay be negative.

hei ght Type: If the height is required, then heightType is also
REQUI RED. Valid val ues are:
AG. Above ground |l evel (default)
AVMSL Above mean sea | evel

hei ght Uncertainty: The height uncertainty in neters. Wether this
is required depends on the regul atory donain.

Dependi ng on the regulatory authority, additional antenna
characteristics my be required, such as:

0 antenna direction

0 antenna radiation pattern

0 antenna gain

0 antenna polarization

Fr equencyRange

The FrequencyRange paraneter specifies the maxi mum perm ssible power
|l evel s within a frequency range.

o e e e e e e ee oo +
| FrequencyRange |
) Fomm e oo - +
| start Hz: f | oat | required
| st opHz: f | oat | required

| maxPower DBm f | oat | opti onal
| channel I d: string | optional |

Par anet er s:
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startHz: The inclusive start of the frequency range (in Hertz) is

REQUI RED.

stopHz: The exclusive end of the frequency range (in Hertz) is
REQUI RED.

maxPower DBm  The naxi mumtotal power |level (EIRP) -- conputed over
the correspondi ng operating bandwidth -- that is permitted within

the frequency range. Depending on the context in which the
FrequencyRange el enent appears, maxPower DBm may be REQUI RED. For
exanple, it is REQURED in the AVAI L_SPECTRUM RESP
(Section 4.4.2), AVAI L_SPECTRUM BATCH RESP (Section 4.4.4), and
SPECTRUM USE_NOTI FY (Section 4.4.5) nessages, but it SHOULD NOT be
present (it is not applicable) when the FrequencyRange el enent
appears in Device Capabilities (Section 5.5).

channel 1d: The server MAY include a channel identifier, when
applicable. Wen it is included, the Master Device SHOULD treat
it as informative. The length of the identifier SHALL NOT exceed
16.

NOTE: (maxPower DBm / bandwi dt h) defines the nmaxi mum pernitted El RP
spectral density.

5.5. DeviceCapabilities

Devi ce capabilities provide additional information that MAY be used
by the Device to provide additional information to the Database that
may help it to determ ne avail able spectrum If the Database does
not support device capabilities it MJST ignore the paraneter

al t oget her.
oo e e e e e e eeee oo - +
| Devi ceCapabilities [
o [ + S +
| frequencyRanges:list |optional |------ >| Fr equencyRange |
T E S + 0..% - mm e oo - E S +
| start Hz: fl oat | required
| st opHz: f | oat | required

| maxPower DBm f | oat | unused
| channel 1 d: string |optional |

Par anet ers:

frequencyRanges: Optional FrequencyRange (Section 5.4) list. Each
FrequencyRange el enent MUST contain start and stop frequencies,
and optionally, channel IDs, in which the Device can operate.
When specified, the Database SHOULD NOT return avail abl e spectrum
that falls outside these ranges (or channel |Ds).
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5.6. Devi ceOnner

Thi s parameter contains device-owner information required as part of
device registration. Regulatory domains MAY require additiona
paraneters

o +
| Devi ceOnner |
Fom e e e e e Fom e - +
| owner: vcard | required
| operator:vcard | optional
o e e e o - [ RS +

Par anet er s:

owner: The vCard contact information for the individual or business
that owns the Device is REQU RED

operator: The vCard contact information for the device operator is
OPTI ONAL, but nmay be required by specific regul atory domains

NOTE: Dependi ng on the regul atory domain, the Database MAY be
required to validate the device-owner information. |In these cases
t he Dat abase MJUST respond with an error if validation fails.

Al'l contact information MJUST be expressed using the structure defined
by the vCard Format Specification [RFC6350]. Only the contact fields
of vCard are supported:

fn Full nane of an individua
org Nanme of the organization
adr Address fields

tel Tel ephone numnbers

emi | Emai | addresses

Note that the vCard specification defines nmaxi mumlengths for each
field, conform ng to X. 520 [I TUT. X520. 2008] reconmendati ons.

5.7. Rulesetlnfo
This contains paraneters for the rule set of a regulatory domain that

is communi cated using the Initialization conponent (Section 4.2) and
Avai | abl e Spectrum Query (Section 4.4) conponents.
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| authority:string | required
| maxLocat i onChange: fl oat | opti onal
I
I

| maxPol | i ngSecs: i nt opti onal

| rul esetlds: Iist optional |
[ o [
| *ot her: any | depends |
o e e e e e e e o oo Fom e o - +

Par anet er s:

authority: A string that indicates the regulatory domain to which
the rule set applies is REQURED. It MJST be a 2-letter country
code defined by Country Codes - |SO 3166 [|SC3166-1]. The Device
SHOULD use this to deternine additional device behavior required
by the associated regul atory donain.

maxLocat i onChange: The nmaxi num | ocation change in neters is REQU RED
for Initialization Response (Section 4.2.2), but OPTI ONAL
otherwi se. Wen the Device changes | ocation by nore than this
specified distance, it MJST contact the Database to get the
avai |l abl e spectrumfor the new location. |f the Device is using
spectrumthat is no | onger available, it MJST i mediately cease
use of the spectrumunder rules for database-managed spectrum |f
this value is provided within the context of an Avail able Spectrum
Response (Section 4.4.2), it takes precedence over the val ue
within the Initialization Response.

maxPol | i ngSecs: The maxi num duration, in seconds, between requests

for available spectrumis REQU RED for the Initialization Response

(Section 4.2.2), but OPTIONAL ot herwi se. The Device MJST contact

t he Dat abase to get avail able spectrumno | ess frequently than

this duration. |If the new spectruminformation indicates that the

Device is using spectrumthat is no |longer available, it MJST

i medi atel y cease use of those frequencies under rules for

dat abase- nanaged spectrum If this value is provided within the

context of an Avail abl e Spectrum Response (Section 4.4.2), it

takes precedence over the value within the Initialization

Response.

esetlds: Wthin the context of the Initialization Response

(Section 4.2.2), the Database SHOULD i nclude the identifier of one

or nore applicable rule sets (see Ruleset |ID Registry

(Section 9.2)) it supports for the device's location. The Device

MAY use the rule-set identifiers to determ ne parameters to

i nclude in subsequent requests. Wthin the context of the

Avai | abl e Spectrum (Section 4.4.2) responses, the Database SHOULD

include the identifier of the rule set that it used to determ ne

the avail abl e-spectrum response. |If included, the Device MJST use

the specified rule set to interpret the response. |f the Device

ru
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does not support the indicated rule set, it MJST NOT operate in

the spectrum governed by the rule set.

other: This nmessage is intended to be extensible with other

5.8.

r egul

atory-specific paraneters. Devices MJIST ignore all

paraneters in the nmessage it does not understand.

DbUpd

at eSpec

This message is provided by the Database to notify devices of an
upcom ng change to the Database URL.

oo e e e e e e e ao oo - +

| DbUpdat eSpec |

e e e e e e e e o Fomm e o + o e e e e e e e e e +

| dat abases: | i st |[required |------ >| Dat abaseSpec [

oo TS + R [ SR +
| name: string | required
[uri:string | required |
B Fomm e e e o - +

Par anet ers:

dat abases:

5.9.

Li st of one or nore DatabaseSpec (Section 5.9) entries.

A Device SHOULD update its preconfigured list of databases to
repl ace (only) the database that provided the response with the
specified entries.

Dat abaseSpec

Thi s nessage contains the name and URI of a database.

o e e e e e e e e e +
| Dat abaseSpec [
o e oo [ SR +
| name: string | required

[uri:string | required |
B Fomm e e e o - +

Par anet ers:

nane: The display nanme for a database.
uri: The correspondi ng URI of the database.
5.10. Spectrum

Avai |l abl e spectrum can be logically characterized by a |ist of
frequency ranges and perm ssi bl e power |evels for each range.

Chen,

et al.
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e +
| Spect rum |
e e e e e e e e o Fomm e o +
| bandwi dt h: f | oat [required | R T +
| frequencyRanges:list |required |------ >| Fr equencyRange |
e L e + 0% e R +
| start Hz: f 1l oat | required
| stopHz: f | oat | required

| maxPower DBm f | oat | opti onal |
| channel I d: string | optional |

Par anet ers:

bandwi dth: This parameter is REQU RED to define the operating
bandwi dth (in Hertz) for which perm ssible power levels is to be
specified. For exanple, FCC regul ation would require only one
spectrum specification at 6MHz bandw dth, but O com regul ation
woul d require 2 specifications, at 0.1MHz and 8MHz. This
paraneter MAY be enpty if there is no avail able spectrum

f requencyRanges: A FrequencyRange (Section 5.4) list is REQURED to
speci fy frequency ranges and perm ssible power levels. The list
MAY be enpty if there is no avail abl e spectrum

5.11. EventTine
The EventTine el ement specifies the start and stop tinmes of an

"event". This is used to indicate the time period for which a
Spectrum (Section 5.10) is valid.

|startTine:string |required |
| stopTinme:string |required
Par anet er s:

startTime: The inclusive start of the event is REQU RED.
stopTine: The exclusive end of the event is REQU RED.

Both times are expressed using the format, YYYY-MM DDThh: mm ssZ, as
defined by Date and Tine on the Internet: Timestanps [ RFC3339]. The
ti mes MJUST be expressed using UTC

A device that does not have access to the current date and tine MJST
use the tinestanp at the top-level of the response nessage as a
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substitute for the current time (see Avail abl e Spectrum Response

(Section 4.4.2) and Avail abl e Spectrum Batch Response

(Section 4.4.4)). E.g.,

0 (startTine - tinestanp) gives the duration that a device nust wait
before the event becones "active". |If the value is zero or
negative, the event is already active.

o If the event is already active, (stopTime - timestanp) is the
duration that the event remains active. |If the value is zero or
negative, the event is no | onger active and MJST be ignored.

5.12. SpectruntSchedul e

The Spectruntchedul e el ement conbines Event Tine with Spectrumto
define a time period in which the spectrumis valid.

Fom e e e e e e e e e m oo oo +
| Spect runSchedul e |
. Fommmmeas +
| event Ti me: Event Tine | required | R +
| spectra:list | required |------- >| Spectrum |
e m e e e e e e oo - Fom e - + R +

Par anet er s:

event Time: The EventTime (Section 5.11) is REQU RED to express
"when" this specification is valid.

spectra: Spectrum (Section 5.10) list is REQU RED to specify the
avai | abl e spectrum and permi ssi bl e power |evels, one per
bandwi dth. The list MAY be enpty when there is no avail able
spect rum

5.13. GeoSpectruntSchedul e

The GeoSpectruntSchedul e el enent encapsul ates the schedul e of
avai |l abl e spectrumat a location
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oo e e e e e e e e e e +
| GeoSpect runtchedul e |
o e e e e e e e e e e e oo n Fom e - +
| I ocati on: GeoLocati on | required
| spectrunSchedul es:list | required |---------- +
. Fomm e + |
| 0..*
Y
o m e e e e e e e e e e +
| Spect runtSchedul e [
o e e o - [ SR +
| time: Event Ti me | required
| spectrum Spectrum | required
s Fomm e e e o - +

Par anet ers:

| ocation: The GeoLocation (Section 5.1) is REQURED to identify the
| ocation at which the spectrum schedul e appli es.

spect runtchedul es: The Spectruntchedul e (Section 5.12) list is
REQUI RED. At |east one schedul e MIST be included (though it MAY
be enpty if there is no avail able spectrun). Mre than one
schedul e MAY be included to represent future changes to the
avai | abl e spectrum

5.14. DeviceValidity

The DeviceValidity elenment is used to indicate whether a device is
valid. See Section 4.5.2.

oo e e e e e e e e e e e e e e e e oo oo +
| DeviceValidity |
o e e e e e e e e e e m o Fom e - +
| devi ceDesc: Devi ceDescriptor | required

| i svVal i d: bool ean | required

| reason: string | optional |
o [ R +

Par anet er s:

devi ceDesc: The Devi ceDescriptor (Section 5.2) that was used to
check for validity is REQU RED.

isvValid: A REQU RED bool ean val ue that indicates whether the Device
is valid.
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reason: |If the device identifier is not valid, the Database MAY
i nclude a reason. The reason MAY be in any | anguage. The length
of the value SHALL NOT exceed 128 characters.

5.15. Error El enent

If the Database responds to a PAWS request nmessage with an error, it
MJST include an Error el enent.

o m e e e e e e e oo oo oo +
| Error |
. Fommmmeas +
| code: i nt | required

| message: string | optional

| dat a: any | optional |
e e e e Fom e o - +

Par anet ers:

code: An integer code that indicates the error type

message: A description of the error. It MAY be in any | anguage
The | ength of the value SHALL NOT exceed 128 characters.

data: The Database MAY include additional data. For some errors,
additional data may be required. The Device MJST ignore any data
paraneters it does not understand.

The following table defines valid error codes. They are |oosely
grouped into the followi ng categories:

-100s: Indicates conpatibility issues, e.g., version msmatch,
unsupported or uninpl enented features.

-200s: Indicates that the Device request contains an error that
needs to be nodified before naking anot her request.

-300s: Indicates authorization-related issues.
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-100 (reserved)
-101 VERSI ON

-102 UNSUPPORTED

-103 UNI MPLEMENTED

paws- pr ot ocol June 2013

Descri ption

The Dat abase does not support the specified
versi on of the nessage.

The Dat abase does not support the Device. For
exanple, it does not support the regulatory
domai n specified in the request.

The Dat abase does not inpl enent the optional
request or optional feature.

-104 OUTSI DE_COVERAGE The specified geo-location is outside the

- 105 DATABASE_CHANGE

-200 (reserved)
- 201 REQUI RED

-202 | NVALI D_VALUE
-300 (reserved)

-301 UNAUTHORI ZED

-302 NOT_REG STERED

Chen, et al.

coverage area of the Database. The Database
MAY include a list of alternate databases that
m ght be appropriate for the requested

| ocation. See OUTSI DE_COVERAGE Error

(Section 5.15.1).

The Dat abase has changed its URI. The Dat abase
MAY i ncl ude a DbUpdat eSpec (Section 5.38)
paraneter in the error response to provide
devices with one or nore alternate database
URIs. The Device SHOULD use the information to
update its list of preconfigured databases to
replace (only) its entry for the respondi ng

Dat abase with the |list of alternate database
URIs. See DATABASE_CHANGE Error

(Section 5.15.2).

A required paraneter is mssing. The Database
MUST include a list of the required paraneter
nanes. The Database MAY include only nanmes of
paranmeters that are missing, but MAY include a
full list. Including the full list of mssing
paraneters may reduce the nunber of re-queries
fromthe Device. See REQU RED Error

(Section 5.15.3).

A paranmeter value is invalid in some way. The
Dat abase SHOULD i ncl ude a nessage indicating
whi ch paraneter and why its value is invalid.

The Device is not authorized to used the

Dat abase. Authorization may be determ ned by
regul atory rul es or be dependent on prior
arrangenent between the Device and Dat abase.
Devi ce registration required, but the Device is
not registered.

Table 1: Error Codes
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5.15.1. QUTSI DE_COVERAGE Error

When the error code is OUTSI DE COVERAGE, the Database MAY include an
ErrorData elenent within its Error response as the "data" field, and,
if present, the ErrorData MAY include a |list of DatabaseSpec
(Section 5.9) entries that might be appropriate for the requested

| ocati on.

o m e e e e e e e e e aa oo +

| Error [

S I +

| code: i nt | required |

| message:string | optional | S L E e R R +

| data: ErrorData | optional |--->|ErrorData |

S Fom e - + Fom e e e e e Fom e - +
| dat abases: | i st | optional |
e . +

5.15.2. DATABASE_CHANGE Error

When the error code is DATABASE CHANGE, the Database MAY include an
ErrorData elenent within its Error response as the "data" field, and,
if present, the ErrorData MJST include a DbUpdat eSpec (Section 5.8)
el ement that provides a |list of alternate databases.

B +

| Error |

e e e e Fom e o - +

| code: i nt | required |

| message:string | optional | e LR e +

| data: ErrorData | optional |--->|ErrorData |

B Fomm e e e o - + s Fomm e e e o - +
| spec: DbUpdat eSpec | required |
e e e e oo oo Fom e o - +

5.15.3. REQUI RED Error

When the error code is REQUI RED, the Database MJST include an
ErrorData elenent within its Error response as the "data" field, and
the ErrorData el ement MJST include a |ist of the missing required
paraneters and MAY include the list of all required paraneters.
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e e e meeeeieeeeaeeeas +
| Error |
S Fom e - +
| code: i nt | required
| message: string | optional | S R T T +
|data: ErrorData | required |--->| ErrorData |
S N I T + S e + 1..*
| paraneters:list | required |--+
S S +
%
string

Par anet ers:

paraneters: List of one or nore paraneter names (strings). The nane
of a paraneter SHOULD be expressed using dotted notation, when
appropriate, e.g., "deviceDesc. serial Nunber".

6. Message Encoding

The PAWS protocol is encoded using JSON-RPC [ JSON-RPC] (see al so
JavaScript Object Notation (JSON) [ RFC4627]). Each conponent
described in Protocol Functionalities (Section 4) corresponds to one
or nmore JSON-RPC nethods. This section provides the JSON schema for
each of the protocol nessages and paraneters defined in sections
Protocol Functionalities (Section 4) and Protocol Paraneters

(Section 5). JSON schemas are presented in accordance with A JSON
Medi a Type for Describing the Structure and Meani ng of JSON Docunents
[1-D.zyp-j son-schena] .

NOTE: In general, all nessages defined in this section are extensible
by addi ng additional properties to support regul atory-specific and
dat abase-specific requirenments. 1In all cases, the Device or Database
MUST i gnore any paraneter it does not understand.

6.1. JSON RPC Bi ndi ng

The JSON- RPC [ JSON- RPC] protocol consists of two basic objects,

Request and Response:

0 The JSON- RPC Request object encapsul ates a PAWS functionality
(operation) and the request nessage

0 The JSON RPC Response object encapsul ates a PAWS response nessage
and Error el enent

The Dat abase and Devi ce MUST support JSON-RPC 2.0 encodi ng.

The JSON- RPC Request for PAWS has the following the follow ng forns:
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{
"jsonrpc": "2.0",
"met hod": string,
"parans": <PAWS_ REQ>,
"id": string

}

where "nmethod" is the nane of a PAWS functionality (operation), and
<PAWS_REQ> represents one of the PAWS request objects associated with
the met hod. Method nanmes are defined with the prefix,

"spectrum paws. ".

The non-error JSON-RPC Response for PAWS has the follow ng forns:
{

"jsonrpc": "2.0",
"result": <PAWS RESP>,
"id": string

}

where <PAWS_RESP> represents one of the PAWS response objects
associ ated with the nethod.

The error JSON- RPC Response for PAWS has the follow ng form

{
"jsonrpc": "2.0",
"error": {
"code": integer,
"message": string,
"data": object,
"id": string
}

where the Error object and error codes are described by Error El enent
(Section 5.15).

Dependi ng on prior arrangenent between a Database and Device, the

Request and Response objects MAY contain additional paraneters. The

Dat abase or Device MJST ignore all paraneters it does not understand.
6.2. init Method

This section describes the encoding for the JSON-RPC

"spectrumpaws.init" nmethod that represents the Initialization
functionality (Section 4.2).
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6.2.1. |INT_REQ Parameters

The JSON encoding of the Initialization request nessage I N T_REQ
(Section 4.2.1) is described by the foll owing schenma

"nanme": "IN T_REQ',
"type": "object",
"properties": {

"type": "IN T_REQ',

"version": {

"type": "string",
"required": true
’
"devi ceDesc": {
"type": "DeviceDescriptor",
"required": true
}
"l ocation": {

"type": "GeolLocation",

"description": "The location SHOULD be the current |ocation " +
"of the Device’'s antenna. Depending on the regulatory " +
"domai n, the location MAY be the anticipated position of " +
"the Device.",

"required": true

Exanple "init" JSON RPC request:

"met hod": "spectrumpaws.init",
"parans": {

"type": "IN T_REQ',

"version": "1.0",

"devi ceDesc": {
"seri al Nunber": " XXX"
"fceld": "YYY",

1
"l ocation": {
"point": {
"center": {"latitude": 37.0, "longitude": -101.3}
}
}
}

id"r T XXXXXX"
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}
6.2.2. |INT_RESP Paraneters

The JSON encoding of the Initialization response nessage | NI T_RESP
(Section 4.2.2) is described by the foll owi ng schena:

{
"name": "IN T_RESP",

"type": "object",
"properties": {
"type": "IN T_RESP",
"version": {
"type": "string",
"required": true

}

ul esetlnfo": {

"type": "Rul esetlnfo",

"description": "Indicates the active regulatory domain and " +
"attributes that define the applicable rule set that " +
"govern the device",

"required": true

}

at abaseChange": {

"type": "DbUpdat eSpec",

"description": "Indicates that the Database URI will be " +
"changi ng. Devi ces need to update their configurations”

"required": false
}

}
}

Example "init" JSON RPC response

"result": {

"type": "IN T_RESP",
"version": "1.0",
"rul esetlInfo": {

}
}

id"r M XXXXXX"

}
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6.3. register Method

This section describes the encoding for the JSON-RPC
"spectrum paws.register” nmethod that represents Device Registration
functionality (Section 4.3).

6.3.1. REG STRATI ON_REQ Par aneters

The JSON encodi ng of the Registration request message
REQ STRATI ON_REQ (Section 4.3.1) is described by the follow ng
schena:

{
"name": "REGQ STRATI ON_REQ',

"type": "object",
"properties": {
"type": "REG STRATI ON_REQ'
"version": {
"type": "string",
"required": true

}

evi ceDesc": {

"type": "DeviceDescriptor",
"required": true

1
"devi ceOmner": {

"type": "DeviceOaner",
"required": true

}

"l ocation": {

"type": "GeolLocation",

"description": "The location SHOULD be the current |ocation " +
"of the Device's antenna. Depending on the regulatory " +
"domai n, the location MAY be the anticipated position of
"t he Device.",

"required": true

"4

}

ntenna": {

"type": "AntennaCharacteristics”

"description": "Antenna characteristics, including its " +
"hei ght and hei ght type",

"required": fal se
}

}
}

Exanpl e "register"” JSON RPC request:
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"met hod": "spectrum paws.register",
"paranms": {
"type": "REG STRATI ON_REQ',
"version": "1.0",
"devi ceDesc": {
"serial Number": " XXX",
"fccld": "YYY",

}1
"devi ceOmer": {
"owner": {
"fn": "John A Smth",
"org": {
"text": "ACME"
}

"adr": {
"street": "1234 A Street",
"locality": "San Jose",
"region": "CA",
"code": "94423",
"country": "US"
I
"tel": {
"uri": "tel:+1-333-555-1212"
}

"email " {
"text": "j.smth@nail.conf

}
}

, ocation": {

"point": {
"center": {"latitude": 37.0, "longitude": -101.3}
}

b . .

"antenna": {"height": 10.2, "heightType": "AG"}

"d"r T XXXXXX"

}
6.3.2. REG STRATI ON_RESP Par aneters

}

The JSON encodi ng of the Registration response nessage
REQ STRATI ON_RESP (Section 4.3.2) is described by the foll ow ng
schema:
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{
"name": "REG STRATI ON_RESP",
"type": "object",
"properties": {
"type": "REG STRATI ON_RESP",
"version": {
"type": "string",
"required": true
}
"dat abaseChange": ({
"type": "DbUpdateSpec",
"description": "Indicates that the Database URI will be " +
"changi ng. Devices need to update their configurations"
"required": false
}
}
}

Exanpl e "regi ster"” JSON RPC response

"result": {
"type": "REQ STRATI ON_RESP",
"version": "1.0"

"d"r M XXXXXX"

}
6. 4. get Spectrum Mt hod

This section describes the encoding for the JSON-RPC
"spectrum paws. get Spect runt’ met hod that represents the single-

| ocation query of the Avail able Spectrum Query functionality
(Section 4.4) that enables a Device to obtain a set of available
spectrum from t he Dat abase.

6.4.1. AVA L_SPECTRUM REQ Par aneters

The JSON encodi ng of the Avail abl e Spectrum request nessage
AVAI L_SPECTRUM REQ (Section 4.4.1) is described by the follow ng
schema:

"name": "AVAI L_SPECTRUM REQ'
"type": "object",
"properties": {
"type": "AVAI L_SPECTRUM REQ',
"version": {
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Chen,

"type": "string",
"required": true

}
"devi ceDesc": {

"type": "DeviceDescriptor",

"description": "Descriptor of the device for which to " +
"determ ne avail abl e spectrum",

"required":fal se

"l ocation": {

"type": "GeolLocation",

"description": "The location SHOULD be the current |ocation " +
"of the Device's antenna. Depending on the regulatory " +
"domai n, the location MAY be the anticipated position of " +
"the Device.",

"required": false

},
"antenna": {

"type": "AntennaCharacteristics",

"description": "Antenna characteristics, including its " +
"hei ght and hei ght type. May required depending on " +
"device type and regul atory donai n",

"required": fal se

}
"owner": {

"type": "DeviceOaner",

"description": "May be required if the Device is not yet " +
"registered or if the DB does not inplenent a separate " +
"device-regi stration request. Al so depends on device type " +
"and regul atory domai n",

"required": false

}

"capabilities": {

"type": "DeviceCapabilities",

"description": "The Database SHOULD NOT return spectrumthat " +
"is inconpatible with the specified capabilities."

"required": false

}
"mast er Devi ceDesc": {
"type": "DeviceDescriptor",
"description": "Wien the request is nmake by a Master Device " +
"on behalf of a Slave Device, this is the descriptor of " +
"the Master Device.",
"required":true
}

’equestType": {
"type": "string",
"description": "Optional value that nodifies the request. " +
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"Valid val ues depends on regul atory donain.",
"required": false

}
}

Exanpl e "get Spectrum' JSON- RPC request:

"met hod": "spectrum paws. get Spectrunt,
"parans": {

“type": "AVAI L_SPECTRUM REQ',
"version": "1.0",

"devi ceDesc": {
"serial Number": " XXX"
"fceld": "YYY",

},
"l ocation": {
"point": {
"center": {"latitude": 37.0, "longitude": -101.3}
}
) | |
"antenna": {"height": 10.2, "heightType": "AG"}
"id"r " XXxxxx",

}
6.4.2. AVAIL_SPECTRUM RESP Par aneters

The JSON encodi ng of the Avail abl e Spectrum response nessage
AVAI L_SPECTRUM RESP (Section 4.4.2) is described by the follow ng
schema:

"name": "AVAI L_SPECTRUM RESP",
"type": "object",
"properties":
"type": "AVAIL_SPECTRUM RESP",
"version": {
"type": "string",
"required": true

} il
"timestamp": {
"type": "string",
"description": "Tinestanp of the response, using " +

"YYYY- MM DDThh: nm ssZ RFC3339 format. This SHOULD be used " +
"by the Device as a reference for the start and stop times " +
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"in the spectrum schedul e",
"format": "date-tinme",
"required": true

},
"devi ceDesc": {
"type": "DeviceDescriptor",
"required": true
’
"spect runtchedul es": {

"type": "array",

"description": "The Database MAY return nore than one " +
"schedul e to represent future changes to the available " +
"spectrum This array MAY be enpty if no spectrumis " +
"is available.",

"items": "Spectruntchedul e",

"required": true

I
"needsSpectrunReport": {
"type": "bool ean",
"description": "For regulatory domains that require a " +
"spectrumusage report from devices, the Database MJST " +

"return true for this paraneter.",

"default": fal se,
"required": false

}1
"maxTot al BaHz": {
"type": "nunmber",
"description": "Constraint on total bandwi dth allowed, " +
"sumed across all bl ocks of spectrum™”,

"required": false

1
"maxCont i guousBwHz": {
"type": "nunmber",
"description": "Constraint on bandwi dth allowed for " +
"any single block of spectrum?™,
"required": fal se
1
"rul esetInfo": {

"type": "Rul esetlnfo",
"description": "Indicates the active regulatory domain and " +

"attributes that define the applicable rule set that " +
"govern the device",
"required": false
}
"dat abaseChange": {
"type": "DbUpdat eSpec",
"description": "Indicates that the Database URI will be " +
"changi ng. Devices need to update their configurations",
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"required": false

}
}
}
Exanpl e "get Spectrunt JSON- RPC response
{
"result":
"type": "AVAI L_SPECTRUM RESP",
"version": "1.0",
"timestanp": "2013-03-02T14: 30: 212"
"devi ceDesc": {
"serial Nunmber": " XXX"
"fccld": "YYY",
},
"spectruntchedul es": |
{
"event Ti ne":
"startTime": "2013-03-02T14: 30: 21Z2"
"stopTime": "2013-03-02T20: 00: 00Z",
},
"spectra": |

"bandwi dt h": 6e6,

"frequencyRanges": [
{"startHz":5.18e8, "stopHz":5.36e8,
{"startHz":5.36e8, "stopHz":5.42e8,

]

b
{

"bandwi dt h": 1e5,

"frequencyRanges": |
{"startHz":5.18e8, "stopHz":5.36e8,
{"startHz":5.36e8, "stopHz":5.42e8,

]

}
]
1
{

"event Time": {
"startTime": "2013-03-02T22: 00: 00Z"
"stopTime": "2013-03-03T14: 30: 217"

}

,pectra": [

June 2013

" maxPower DBni' : 30. 0},
" maxPower DBni': 36. 0},

"maxPower DBni': 27. 0},
" maxPower DBn' : 33. 0},
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-
}

,eedsSpectrunREport": fal se

]

}

}
6.5. getSpectrunBatch Mt hod

id": " Xxxxxx"

This section describes the encoding for the JSON-RPC
"spectrum paws. get Spect runBat ch" nethod that represents the multiple-
| ocation query of the Avail able Spectrum Query functionality
(Section 4.4) that enables a Device to obtain a set of avail able
spectrum for nmultiple |ocations fromthe Database.

6.5.1. AVA L_SPECTRUM BATCH REQ Paraneters

The JSON encodi ng of the Batch Avail abl e Spectrum request
AVAI L_SPECTRUM BATCH REQ (Section 4.4.3) is described by the
followi ng schema. This an OPTIONAL feature of the Database

"nanme": "AVAI L_SPECTRUM BATCH REQ',
"type": "object",
"properties”:
"type": "AVAI L_SPECTRUM BATCH REQ',
"version": {
"type": "string",
"required": true
1
"devi ceDesc": {
"type": "DeviceDescriptor",
"description": "Descriptor of the device for which to " +
"determ ne avail abl e spectrum™",
"required": true

ocations": {
"type": "array",

"description": "At |east one device location is required. " +
"Addi tional (anticipated) |ocations can also be included, " +
"as pernmitted by regulatory donain,",
"items": "GeolLocation",
"required": true
},
"antenna": {

"type": "AntennaCharacteristics",
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"description": "Antenna characteristics, including its " +
"hei ght and hei ght type. May required depending on " +
"device type and regul atory domai n", " Ant ennaChar acteri stics",

"required": false

},
"owner": {

"type": "DeviceOmer",

"description": "May be required if the Device is not yet " +
"registered or if the DB does not inplenent a separate " +
"device-regi stration request. Al so depends on device type " +
"and regul atory donai n",

"required": fal se

"capabilities": {
"type": "DeviceCapabilities",
"description": "The Database SHOULD NOT return spectrumthat " +
"is inconpatible with the specified capabilities.",
"required": fal se

1
"mast er Devi ceDesc": {
"type": "DeviceDescriptor",
"description": "Wien the request is nake by a Master Device " +
"on behalf of a Slave Device, this is the descriptor of " +
"the Master Device.",
"required":true
}

equest Type": {
"type": "string",
"description": "Optional value that nodifies the request. " +
"Valid val ues depends on regul atory donain.",
"required": false
}
}

Exanpl e "get Spect runBat ch" JSON- RPC request :
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"met hod": "spectrum paws. get Spect r unBat ch"

"paranms": {

"type": "AVAI L_SPECTRUM BATCH REQ',
"version": "1.0",
"devi ceDesc": {
"serial Number":
"fccld": "YYY",

y,
"l ocations": |
{
"point": {
"center":
}
¥
{

"point": {
"center":
}

b

1,
"antenna": {"height": 10.

" XXX" ,

{"latitude": 37.0,

{"latitude": 37.0005,

2, "height Type":

}
" i dll :
}

6.5. 2.

"XXXXXX",

AVAI L_SPECTRUM BATCH _RESP Par aneters

"l ongi t ude"

"l ongi t ude":

: -101. 3}

"ACL"}

The JSON encodi ng of the Batch Avail abl e Spectrum response

AVAI L_SPECTRUM BATCH RESP (Section 4.4.4)
foll owi ng schema:

"name": "AVAI L_SPECTRUM BATCH RESP",
"type": "object",
"properties":
"type": "AVAI L_SPECTRUM BATCH RESP",
"version": {
"type": "string",
"required": true
}
"timestamp": {
"type": "string",
"description": "Tinestanp of the response,
"YYYY- MM DDThh: mm ssZ RFC3339 fornmat.

using " +
Thi s SHOULD be

-101. 3005}

June 2013

i s described by the

used " +

"by the Device as a reference for the start and stop times " +
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"in the spectrum schedul e",
"format": "date-tinme",
"required": true

}1
"devi ceDesc": {
"type": "DeviceDescriptor",
"required": true
}l
"geoSpect runtSchedul es”: {

“type': "array",
"description": "For each location, the Database MAY return " +

"nore than one schedule to represent future changes " +
"to the avail abl e spectrum This array MAY be empty if " +
"there is no avail abl e spectrum?™,

"itenms": "GeoSpectruntchedul e",

"required": true

I
"needsSpectrunReport": {
"type": "bool ean",
"description": "For regulatory domains that require a " +
"spectrumusage report from devices, the Database MJST " +

"return true for this paraneter.",

"default": fal se,
"required": false

}1
"maxTot al BaHz": {
"type": "nunmber",
"description": "Constraint on total bandwi dth allowed, " +

"sumed across all bl ocks of spectrum™”,
"required": false

1
"maxCont i guousBwHz": {
"type": "nunmber",
"description": "Constraint on bandwi dth allowed for " +
"any single block of spectrum?™,
"required": fal se
1
"rul esetInfo": {

"type": "Rul esetlnfo",
"description": "Indicates the active regulatory domain and " +

"attributes that define the applicable rule set that " +
"govern the device",
"required": false
}
"dat abaseChange": {
"type": "DbUpdat eSpec",
"description": "Indicates that the Database URI will be " +
"changi ng. Devices need to update their configurations",
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"required": false

}
}
}
Exanpl e "get Spect runBat ch" JSON- RPC response
{
"result":

"type": "AVAI L_SPECTRUM BATCH RESP',
"version": "1.0",
"tinmestanp": "2013-03-02T14: 30: 212"
"devi ceDesc": {

"seri al Nunber": " XXX"

"fceld": "YYY",
I
"geoSpect runtchedul es": |

{

"l ocation": {
"point": {
"center": {"latitude": 37.0, "longitude":
}
}

,pectrunﬁchedules": [

"event Ti me":
“startTinme": "2013-03-02T14: 30: 212"
"stopTime": "2013-03-02T20: 00: 002",

}

,pectra": [
"bandw dt h": 6e6,
"frequencyRanges": |

{"startHz":5.18e8, "stopHz":5.36e8,
{"startHz":5.36e8, "stopHz":5.42e8,

]
}
{

"bandwi dt h": 1e5,

"frequencyRanges": |
{"startHz":5.18e8, "stopHz":5.36e8,
{"startHz":5.36e8, "stopHz":5.42e8,

Chen, et al. Expi res Decenber 21, 2013

-101. 3}

" maxPower DBni' :
" max Power DBni' :

" maxPower DBni' :
" maxPower DBni' :

June 2013

30. 0},
36. 0},
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}
{

"event Time": {
“startTinme": "2013-03-02T22: 00: 002"
"stopTime": "2013-03-03T14: 30: 212"

}

,pectra": [

.

}
1,
H
{
"l ocation": {
"point": {
"center": {"latitude": 37.0005, "longitude": -101.3005}
}
’
"spectruntchedul es": |
]
}

]

,eedsSpectrunReport": fal se

"d"r M XXXXXX"

6.6. notifySpectrunmse Met hod

This section describes the encoding for the JSON-RPC
"spectrum paws. noti fySpectrumnse" method that represents the
Spectrum usage notification of Available Spectrum Query functionality
(Section 4.4.5) for notifying the Database of anticipated spectrum
usage.

6.6.1. SPECTRUM USE_NOTI FY Par aneters
The JSON encodi ng of the Spectrum Notification nessage

SPECTRUM USE_NOTI FY (Section 4.4.5) is described by the follow ng
schema:
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{
"nanme": " SPECTRUM USE_NOTI FY"
"type": "object",
"properties": {
"type": "SPECTRUM USE_NOTI FY",
"version": {
"type": "string",
"required": true

}

evi ceDesc": {
"type": "DeviceDescriptor",
"required": true

}

"l ocation": {
"type": "GeolLocation",
"required": true

}

pectra": {

"type": "array",

"description": "The spectrum anticipated to be used by " +
"the Device.",

"itens": "Spectrunt,

"required": true
}

}
}

Exanpl e "noti fySpectrunise"” JSON-RPC notification
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"met hod": "spectrum paws. noti fySpectruniJse",
"paranms": {
"type": "SPECTRUM USE_NOTI FY",
"version": "1.0",
"devi ceDesc": {
"serial Nunmber": " XXX"
"fccld": "YYY",

y,
"l ocation": {

"point": {

"center": {"latitude": 37.0005, "longitude": -101.3005}
}

’pectra": [

}

{
"bandwi dt h": 6e6,
"frequencyRanges": [
{"startHz":5.18e8, "stopHz":5.24e8, "nmaxPower DB : 30. 0}

id"r M XXXXXX"

}
6.6.2. SPECTRUM USE_RESP Par aneters

The JSON encodi ng of the Spectrum usage response SPECTRUM USE RESP
(Section 4.4.6) is described by the foll owi ng schena:

{
"name": " SPECTRUM USE_RESP",

"type": "object",
"properties": {
"type": "SPECTRUM USE_RESP',
"version": {
"type": "string",
"required": true
}
}
}

Exanpl e "noti fySpectrunse” JSON RPC response:
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{
"result":
"type": "SPECTRUM USE_RESP",
"version": "1.0"
} il
id"r T XXXXXX"
}

6.7. verifyDevice Method

This section describes the encoding for the JSON- RPC
"spectrum paws. veri fyDevi ce" nmethod that represents the Device
Validation functionality (Section 4.5). This is used by a Master
Device to validate Sl ave Devices.

6.7.1. DEV_VALID _REQ Paraneters

The JSON encodi ng of the Device Validation request DEV_VALI D_REQ
(Section 4.5.1) is described by the foll owi ng schena:

{
"name": "DEV_VALI D_REQ',
"type": "object",
"properties":
"type": "DEV_VALID REQ',
"version": {
"type": "string",
"required": true

}

evi ceDescs": {
"type": "array",
"description": "List of Slave Devices to be validated",
"items": "DeviceDescriptor",
"required": true
}

}

}

Exanpl e "verifyDevi ce” JSON RPC request:
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{
"met hod": "spectrum paws. veri fyDevice"
"paranms": {
"type": "DEV_VALI D _REQ',
"version": "1.0",
"devi ceDescs": [
"serial Nunmber": " XXX"
"fccld": "YYY",
}1
i,
"serial Nunber": " XXX3"
"fccld": "YYy2",
}1
]
),
id"r T XXXXXX"
}
6.7.2. DEV_VALID RESP Paraneters

June 2013

The JSON encodi ng of the Device Validation response DEV_VALI D_RESP

(Section 4.5.2)
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is described by the followi ng schema:
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"name": "DEV_VALI D RESP",
"type": "object",
"properties": {
"type": "DEV_VALI D _RESP",
"version": {
"type": "string",
"required": true

}

"deviceValidities": {

"type": "array",

"description": "List of DeviceValidity objects that shows the " +
"validity of each device included in the original Device " +
"Validity Request nessage.",

"itenms": "DeviceValidity",

"required": true

}

at abaseChange": {
"type": "DbUpdat eSpec",
"description": "Indicates that the Database URI will be " +
"changi ng. Devi ces need to update their configurations”
"required": false
}
}

Exanpl e "verifyDevi ce” JSON RPC response
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"result": {

"type": "DEV_VALI D RESP",
"version": "1.0",
"deviceValidities": [

"devi ceDesc": {
"seri al Nunber": " XXX"
"fceld": "YYY",

}

}
{

"devi ceDesc": {
"seri al Nunber": " XXX3"
"fcecld": "YYY2",

isvalid": true

b
"isValid": fal se,
"reason": "Not authorized"
}
]
b
id"r M XXXXXX"
}

6.8. Sub-nessage Schenas

This section defines the schema for Protocol Paraneters (Section 5)
enbedded i n PAWS request and response nessages.

6.8.1. Geolocation

This parameter is used to specify the GeoLocation (Section 5.1) of
the Device. The geonetric shapes represent the JSON encodi ng shapes
defined in GEOPRIV Presence Informati on Data Fornat Location Object
[ RFC5491] .

{

"name": "CeolLocation",

"type": "object",

"properties": {

"point": {
"description": "A single location, with optional " +
"uncertainty neasures",

"type": "Ellipse",
"required": fal se

Chen, et al. Expi res Decenber 21, 2013 [ Page 65]



Internet-Draft paws- pr ot ocol June 2013

}

"region": {

"description": "A region described by a pol ygon",
"type": "Pol ygon",

"required": fal se

"bonfidence": {

"description": "Confidence interval when |ocation " +
"is a point with uncertainty. 0 to 100."
"type": "integer",

"required": fal se
"default": 95
}
}

"name": "Point",

"type": "object",

"properties": {

"latitude": {
"description": "Doubl e-precision floating-point degrees. " +
"WGS84 datum ",

"type": "number",
"required": true

"l ongi tude": {
"type": "nunmber",
"description": "Doubl e-precision floating-point degree. " +
"WGS84 datum ",
"required": true

"name": "Ellipse",
"type": "object",
"properties": {
"center": {
"type": "Point",
"required": true
},
"sem Maj or Axi s": {
"description": "Floating-point nmeters that describe " +
"l ocation uncertainty along the major axis of " +
"the ellipse.",
"type": "nunber",
"required": false
"default": O
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}

em M nor Axi s":

"description": "Floating-point meters that describe " +
"l ocation uncertainty along the mnor axis of " +
"the ellipse.",

"type": "nunmber",

"required": false

"default": O

}

rientation": {
"description": "Orientation of the ellipse, as rotation " +
"of the major axis from North towards East. Degrees."
"type": "nunmber",
"required": false
"default”: O
}
}
}
{
"name": " Pol ygon",
"type": "object",
"properties": {
"exterior": {
"description": "List of Points in counter-clockwi se " +
"order. They MJUST forma loop with no edges that " +
"cross each other. First and last points MJST be " +
"the same. M nimum of 4 points.”
"type": "array",
"itens": "Point",
"required": true
}
}
}

6.8.2. DeviceDescriptor

The Devi ceDescriptor (Section 5.2) contains paraneters that identify
the specific device, such as its manufacturer serial nunber,

regul atory-specific ID (e.g., FCC ID), and any other device
characteristics required by regulatory domains, such as device-type
classification. See Initial PAWS Paraneters Registry Contents
(Section 9.1.2) for additional valid paraneters, e.g., "fccld"

"et si EnDevi ceType", etc.
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"name": "DeviceDescriptor",

"type": "object",
"properties": {
"serial Nunber": {
"type": "string",
"required": true
’
"manuf acturerld": {
"type": "string",
"required": fal se
}
"nmodel 1d": {
"type": "string",
"required": false
}

,ulesetlds": {
"type": "array",

"description": "List of

"by the device",
"itenms": "string",
"required": false
}
}
}

6.8.3. AntennaCharacteristics

Ant ennaCharacteristics (Section 5.3) provide additiona

such as the antenna height,

ant enna type,

etc.
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6. 8. 4.

"name": "AntennaCharacteristics"
"type": "object",
"properties": {
"hei ght": {
"description": "Height of the antenna, in neters”
"type": "nunmber",
"required": false

"heightType": {

"description": "Reference type for height: " +
"Above Ground Level (AQ), or Above Mean Sea " +
"Level (AMBL).",

"type": "string",

"enunt: "["AGL","AwMSL"]",

"defaul t": "AGQ",
"required": fal se

} il
"hei ght Uncertainty": {
"description": "Uncertainty of the height nmeasurement, " +
"in nmeters.",

"type": "nunber",
"required": fal se
}
}
}

Devi ceCapabi lities

Devi ce capabilities (Section 5.5) provide additional information that
MAY be used by the Device to provide additional information to the

Dat abase to hel p the Database deternine avail able spectrum |f the
Dat abase does not support device capabilities, it MJST ignore the
par anet er .
{
"name": "DeviceCapabilities"
"type": "object",
"description": "Device capabilities to help DB determne " +

Chen,

"avail abl e spectrum The DB SHOULD NOT return available " +
"spectrumthat falls outside the given frequency ranges.",
"properties": {
"frequencyRanges": {
"type": "array",
"itenms": "FrequencyRange",
"required": false
}
}
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}
6. 8. 5. Devi ceOwner

The Devi ceOwner (Section 5.6) paraneter contains devi ce-owner
informati on required as part of device registration. Regulatory
domai ns MAY require additional paraneters. JSON encoding of vCard is
described in A JavaScript Object Notation (JSON) Representation for
vCard [I-D. bhat -vcarddav-j son].

{

"nane": "Devi ceOmer",

"type": "object",

"description": "Device-owner information required as part of " +
"Device registration. Regulatory domains MAY require " +
"additional paraneters.",

"properties": {

"owner": {
"type": "vCard",
"description":"Contact information for the individual " +

"or business that owns the device."

"required": true

I

"operator": {
"type": "vCard",
"description":"Contact information for the device operator.",
"required": false

}

}
}
Exanpl e:
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{
"devi ceOmner": {
"owner": {
"org": {
"text": "Racafrax, Inc."
}
"operator": {
"fn": "John Frax",
"adr": {
"street": "100 Main Street",
"locality": "Summersville",
"region": "CA",
"code": "90034",
“country": "USA"
b
"tel": {
"uri": "tel:+1-213-555-1212"
I
"emai | " {
"text": "j.frax@ ackafrax. cont
}
}
}
}

6. 8. 6. Rul eset|I nfo

June 2013

Rul esetlnfo (Section 5.7) contains paraneters for the rule set of a
regul atory domain that is conmmunicated using the Initialization

component (Section 4.2).
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{

"nane": "Rul esetl nfo"

"type": "object",

"description": "The rule set of a regulatory donmain that is " +
"comuni cated to Devices in the Initialization Response " +
"message. ",

"properties": {

"authority": {
"type": "string",
"description": "The regulatory domain at the specified " +
"location. It is a 2-letter country codes defined by " +
"1 S0B8166-1. ",
"required": true
"maxLocati onChange": {
"type": "nunber",
"description": "Maximum |l ocation change in neters.",
"required": fal se
"maxPol I i ngSecs": {
"type": "integer",
"description": "Maxi mum duration, in seconds, between " +
"requests for available spectrum™”,
"required": fal se
"rulesetlds": {
"type": "array",
"description": "The identifier of one or nore applicable " +
"rul e sets",
"itenl: "string",
"required": false
}
}
}
6.8.7. DbUpdat eSpec
DbUpdat eSpec (Section 5.8) contains one or nore database
specifications. It is used to indicate a change to the Database URI.
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"nanme": " DbUpdat eSpec”
"type": "object",
"description": "Specification for updates to a Database UR ",
"properties": {
"dat abases": {
"type": "array",
"description": "The specification of one or nore databases"”,
"iteni: "DatabaseSpec",
"required": true
}
}
}

6. 8.8. Dat abaseSpec

Dat abaseSpec (Section 5.9) specifies the nane and URI of a database.

{

"nanme": " DatabaseSpec"
"type": "object",
"description": "Specification for a database",
"properties": {
"name": {
"type": "string",
"description": "The display nane of a databases",
"required": true
} 1
"uri": |
"type": "string",
"description": "The URI of a databases",
"required": true
}
}
}

6.8.9. Spectrum

Avai |l abl e Spectrum (Section 5.10) can logically be characterized by a
list of frequency ranges and permi ssible power |evels for each range.

Chen, et al. Expi res Decenber 21, 2013 [ Page 73]



Internet-Draft paws- pr ot ocol June 2013

{

"name": "Spectruni,

"type": "object",

"description": "A per-bandwi dth |ist of frequency ranges with " +
"pernissible power |evels. For exanple, In US, In US, FCC" +
"requires only one spectrum specification at 6Miz " +
"bandwi dth; in UK, Ofcomrequires two (at 0.1MHz and " +
"8MHz) . ",

"properties": {

"bandwi dt h": {
"type": "nunber",
"description": "Operating bandwi dth (Hz) for which " +
"perm ssible power |evels are applicable."”,
"required": true
},
"frequencyRanges": {
"type": "array",
"description": "List of FrequencyRange objects to specify " +
"frequency ranges and perni ssi bl e power levels for " +
"a given bandwi dth. The list MAY be enpty when there " +
"is no avail abl e spectrum™”,
"itens": "FrequencyRange",
"required": true
}
}
}

6.8.10. FrequencyRange

The FrequencyRange (Section 5.4) elenent describes a frequency range
and pernissible power level within the specified range.
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nanme": "FrequencyRange",
type": "object",
properties": {

"startHz": {
"type": "nunmber",
"description": "The inclusive start of the frequency range.",
"required": true
}
"stopHz": {
"type": "nunber",
"description": "The exclusive end of the frequency range.",

"required": true

"maxPower DBnt':  {
"type": "nunber",
"description": "The maxi numtotal power |evel (EIRP), " +
"conput ed over the correspondi ng operating bandw dth, " +
"that is pernitted within the frequency range. This " +
"field is optional when specifying device " +
"capabilities, but is otherwi se required.”
"required": false
I
"channel I d": {
"type": "string",
"required": false

}

Event Ti ne

The EventTine (Section 5.11) el enent specifies the start and stop
times of an "event." It is used to indicate the tinme period for
which a Spectrum (Section 5.10) is valid.
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{
"nanme": "EventTi ne",
"type": "object",
"properties": {
"startTinme": {
"type": "string",
"description": "YYYY- MW DDThh: nm ssZ RFC3339 format."
"format": "date-tinme",
"required": false
},
"stopTime": {
"type": "string",
"description": "YYYY- MW DDThh: nm ssZ RFC3339 format."
"format": "date-tinme",
"required": false
}
}
}

6.8.12. Spectruntchedul e

The SpectruntSchedul e (Section 5.12) el ement conbines EventTinme with
Spectrumto define a tine period during which the spectrumis valid.

"name": " SpectrunSchedul e",

"type": "object",

"description": "The SpectrunSchedul e el enent conbi nes EventTine " +
"with Spectrumto define a tinme period during which spectrum" +
"is valid.",

"properties": {
"event Time": {
"type": "EventTine",
"description": "Period when the spectra is valid.",
"required": true

}
"spectra": {
"type": "array",
"description": "List of available spectra and perm ssible " +
"power | evels; one spectrum object per bandwi dth. The " +
"l'i st MAY be enpty when there is no avail able spectrum",
"itens": "Spectrunt,
"required": true
}

}
}
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6.8.13. CeoSpectruntchedul e

The GeoSpectruntSchedul e (Section 5.13) el enent encapsul ates the
schedul e of avail able spectrumat a | ocation

{
"name": " GeoSpectrunSchedul e",
"type": "object",
"description": "The GeoSpectruntSchedul e el enent encapsul ates " +

"the schedul e of available spectrumat a |ocation.”

"properties": {
"l ocation": {

"type": "GeolLocation",

"description": "The location at which the spectrum" +
"schedul e applies.",

"required": true

},
"spect runtchedul es": {

"type": "array",

"description": "At |east one schedul e MUST be included " +
"(though it MAY be enpty if there is no available " +
"spectrum Mbdre than one schedul e MAY be included " +
"to represent future changes to the avail able spectrum",

"itens": "SpectruntSchedul e",

"required": true

}
}
}

6.8.14. DevicevValidity

The DeviceValidity (Section 5.14) elenent is used to indicate whether
a device is valid. See Section 4.5.2.
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"name": "DeviceValidity",

"type": "object",

"description": "The GeoSpectrunSchedul e el enent encapsul ates " +
"the schedul e of available spectrumat a |ocation.”

"properties": {

"devi ceDesc": {

"type": "DeviceDescriptor",
"required": true

1
"isvalid": {
"type": "bool ean",
"description": "Boolean that indicates if the Device is " +
"valid",
"required": true

}

eason": {

"type": "string",

"description": "If the device identifier is not valid, " +
"t he Dat abase MAY include a reason. The reason MAY be " +
"in any | anguage.",

"required": false
}

}
}

6.8.15. Additional Properties

Note that A JSON Medi a Type for Describing the Structure and Meani ng
of JSON [I-D. zyp-json-schema] allows, as default behavior, the

i nclusion of additional properties by instances that are not
explicitly defined in the JSON schena that the instance inplenents.
The schema el aborated in this docunent adopts this default behavior
Hence, the instance MAY provide additional properties and associ ated
val ues (which may be "any" JSON type) not explicitly listed in this
schema. Further note that the Database and Device MJST ignore any
such additional properties and their associated values that it does
not under st and.

7. HTTPS Bi ndi ng

This section describes the use of HTTP over TLS (HTTPS) HITP Over TLS
[ RFC2818] as the transport mechani smfor the PAWS protocol. TLS
provi des nmessage integrity and confidentiality between the Mster

Devi ce and the Database. The Master Device MJIST inpl enment server

aut hentication, as described in Section 3.1 of HITP Over TLS

[ RFC2818]. The Device uses the URI determ ned (either statically
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configured or dynamically discovered) to authenticate the server
The Device SHOULD fail a request if server authentication fails.

Dependi ng on prior relationship between a database and device, the
server MAY require client authentication, as described in the
Transport Layer Security (TLS) Protocol [RFC5246], to authenticate
t he device

To enabl e databases to handl e | arge nunbers of requests fromlarge
nunbers of devices, the Database MAY support and Devi ces SHOULD
support Statel ess TLS Sessi on Resunption [ RFC5077].

A PAWS request nessage is carried in the body of an HTTP POST
request. A PAWS response message is carried in the body of an HITP
response. A PAWS response SHOULD i nclude a Content-Length header

The POST nethod is the only nethod REQUI RED for PAWS. |f a database
chooses to support GET, it MJST be an escaped URL, but the encoding
of the URL is outside the scope of this document. The database MAY
refuse to support the GET request by returning an HTTP error code,
such as 404 (not found).

The Dat abase MAY redirect a PAWS request by returning a HTTP 3xx
response (as defined by HTTP/ 1.1 [ RFC2616]). The Dat abase MJUST
provide the redirect URI in the Location header of the 3xx response,
and the Device MJST handl e redirects by using the Location header
provi ded by the Database. When redirecting, the Device MIST observe
the delay indicated by the Retry-After header. The Device MJST

aut henticate the Database that returns the redirect response before
following the redirect. Al so, the Device MIST authenticate the

Dat abase indicated in the redirect. Since the Device may conmuni cate
with a Database (which it authenticated) w thout user interaction,
when the response code is 301 (Moved Permanently), the Device NMAY
redirect without asking a user for confirmation (note that this
represents an exception to the HITP/ 1.1 [ RFC2616] requirenents for
HTTP PCST net hods).

The Dat abase SHOULD use HTTP status code "307 Tenporary Redirect" to
i ndi cate that the Device SHOULD resubmt the same request to an
alternate URL. The Device MAY revert to the original URL for the
very next request, or MAY continue to use the alternate URL for a
period of time, e.g.,:

o For the remainder of its session, or

o For a fixed period of tine, or
o Until power cycled, or
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o Until it receives another redirect
However, it SHOULD NOT nodify its stored list of URLs.

The Dat abase SHOULD use HTTP status code "301 Moved Permanently" to

i ndi cate that the Device SHOULD resubnit this request, and all future
rerequests, to an alternate URL. |If the Device maintains a |ist of
avai l abl e URLs, it SHOULD replace only the current URL with the

al ternal URL.

8. Extensibility
8.1. Defining New Message Paramneters

New request or response paraneters for use with the PAW protocol are
defined and registered in the paraneters registry follow ng the
procedure in Section 9. 1.

Par armet er names MUST conformto the param nane ABNF and paraneter
val ues syntax MJST be wel |l -defined (e.g., using ABNF, or a reference
to the syntax of an existing parameter).

param nanme = l*nane-char
nane-char = ALPHA/ DA T / " "

The paraneter nane SHOULD be | ower Canel Case. The name SHALL NOT
exceed 64 characters.

Unr egi st ered vendor-specific paraneter extensions that are not
commonly applicable, and are specific to the inplenentation details
of the Database where they are used SHOULD use a vendor-specific
prefix that is not likely to conflict with other registered val ues
(e.g., begin with ’'conmpanynane’).

8.2. Defining Ruleset ldentifiers

A rule set represents a set of device-side requirenents for which the
device has been certified. It typically corresponds to, but is not
limted to, a set of rules that govern a specific set of radio
spectrum for a regul atory donain.

Rul e-set identifiers are defined and registered in the Ruleset ID
Registry followi ng the procedure in Section 9.2. Ruleset |ID val ues
MUST conformto the ruleset-id ABNF. |If the Ruleset ID requires
addi ti onal parameters, they MJST be registered in the PAWS Paraneters
Regi stry, as described by Section 9.1.

ruleset-id = 1*rul eset-char
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rul eset-char = ALPHA/ D@E@T / " " [ "."

The formof a Ruleset ID value SHOULD be gui ded by the foll ow ng:

0 The val ue SHOULD describe the set of rules that allow a device to
operate within one or nore regulatory donmains. For exanple, it
MAY i nclude the nane of a regulatory body or a certification
process

0 The value SHOULD include version information, such as a year
and/ or version nunber

0 The value SHALL NOT exceed 64 characters

8.3. Defining Additional Error Codes

Addi tional error codes MAY be defined to extend the set listed in
Section 5.15. Additional error codes MJST be registered, follow ng
the procedures in Section 9.3. |If the error code requires additiona
response paraneters, they MJIST be registered in the PAWS Paraneters
Regi stry, as described by Section 9.1.

By convention, the error code SHOULD be a negative integer val ue,
usi ng one of the range of values defined in Error Codes

(Section 5.15). If an appropriate category does not exist, it MAY
use values in a different range.

9. | ANA Consi derations
9.1. PAWS Paraneters Registry
This specification establishes the PAWS Paraneters Registry.

Addi tional paranmeters for inclusion in the PAW protocol requests,
responses, or sub-nmessages are registered through the Specification
Required [ RFC5226] process, after a two-week review period on the
[TBD) @etf.org nailing list, on the advice of one or nore Designated
Experts. To allow for the allocation of values prior to publication,
the Designated Expert(s) may approve registration once they are
satisfied that such a specification will be published.

Regi stration requests nust be sent to the [TBDj@etf.org mailing |ist
for review and comrent, with an appropriate subject (e.g., "Request
for paraneter: exanple"). [[ Editor’'s Note: The nane of the mailing
list should be determined in consultation with the | ESG and | ANA
Suggest ed nanme: paws-ext-review ]]

Wthin the review period, the Designated Expert(s) will either

approve or deny the registration request, communicating this decision
to the review list and | ANA. Denials should include an expl anation
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and, if applicable, suggestions as to how to nake the request
successf ul

I ANA nust only accept registry updates fromthe Designated Expert(s),
and should direct all requests for registration to the review mailing
list.

9.1.1. Registration Tenpl ate

Par aneter nane: The nane of the paranmeter (e.g., "exanple").

Par anet er usage |l ocation: The |ocation(s) where the paraneter can be
used. The possible |ocations are the nanmed requests, responses,
and nmessages defined in Protocol Functionalities (Section 4) and
Prot ocol Paraneters (Section 5).

Speci fication docunent(s): Reference to the docunent that specifies
the paraneter, preferably including a URI that can be used to
retrieve a copy of the docunent. An indication of the rel evant
sections al so may be included, but is not required.

9.1.2. Initial Registry Contents

The PAWS Paraneters Registry enabl es protocol extensibility to
support any regulatory donain and rule set. The initial contents of
the registry, however, include only FCC-specific and ETSI-specific
entries, because, as of this witing, it is the only regulatory
domain that has finalized rules. There is no intent to restrict the
protocol to FCC rules.

The PAWS Paraneters Registry's initial contents are |isted bel ow
FCC ID

Par anet er nane: fccld

Par anet er usage | ocation: DeviceDescriptor (Section 5.2)

Speci fication docunent(s): |[[ this docunment ]] Specifies the
device's FCC certification identifier. The value is an identifier
string whose length SHALL NOT exceed 32 characters. Note that, in
practice, a valid FCCID may be limted to 19 characters, as
proposed in FCC Admi nistration Topics Review [ FCC Revi ew 2012- 10] .

FCC Devi ce Type

Par armet er name: fccTvbdDevi ceType
Par amet er usage | ocation: DeviceDescriptor (Section 5.2)

Chen, et al. Expi res Decenber 21, 2013 [ Page 82]



Internet-Draft paws- pr ot ocol June 2013

Speci fication docunent(s): [[ this docunent ]] Specifies the TV Band
Wi te Space device type, as defined by the FCC. Valid values are
"FI XED', "MODE_1", "MODE 2".

ETSI Device Type

Par armet er name: et si EnDevi ceType

Par amet er usage | ocation: DeviceDescriptor (Section 5.2)

Speci fication docunment(s): Specifies the Wiite Space Device device
type, as defined by the ETSI Harnonised Standard
[ ETSI - EN-301-598]. Valid values are single-letter strings, such
as "A'", "B", etc. Consult the docunmentation for details about the
devi ce types

ETSI Device Em ssions C ass

Par anet er nane: etsi EnDevi ceEni ssi onsd ass

Par anet er usage |ocation: DeviceDescriptor (Section 5.2)

Speci fication docunent(s): Specifies the Wiite Space Devi ce device
em ssions class, as defined by the ETSI Harnonised Standard
[ ETSI - EN- 301-598], that characterises the out-of-block em ssions
of the device. The values are represented by nuneric strings,
such as "1", "2", etc. Consult the docunentation for details
about enissions cl asses

ETSI Technol ogy ldentifier

Par anet er nane: etsi EnTechnol ogyld

Par anet er usage | ocation: DeviceDescriptor (Section 5.2)

Speci fication docunent(s): Specifies the Wite Space Device
technol ogy identifier, as defined by the ETSI Harnoni sed Standard
[ ETSI - EN-301-598]. The string value SHALL NOT exceed 64
characters in length. Consult the documentation for valid val ues.

ETSI Device Category

Par anet er nane: etsi EnDevi ceCategory

Par amet er usage | ocation: DeviceDescriptor (Section 5.2)

Speci fication docunment(s): Specifies the Wiite Space Device device
category, as defined by the ETSI Harnoni sed Standard
[ETSI - EN-301-598]. Valid values are the strings, "master" and
"slave". It is case insensitive

9.2. PAWS Rul eset ID Registry
This specification establishes the PAWS Rul eset ID Registry.

Rul eset type names for inclusion in the PAWS protocol messages are
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regi stered through the Specification Required [ RFC5226] process,
after a two-week review period on the [TBDj@etf.org mailing list, on
the advice of one or nore Designated Experts. To allow for the

al | ocation of values prior to publication, the Designated Expert(s)
may approve registration once they are satisfied that such a
specification will be published.

Regi stration requests nmust be sent to the [TBDj@etf.org mailing list
for review and comment, with an appropriate subject (e.g., "Request
for paraneter: exanple"). [[ Editor’s Note: The nane of the mailing
list should be deternmined in consultation with the | ESG and | ANA
Suggest ed nane: paws-ext-review. ]]

Wthin the review period, the Designated Expert(s) will either
approve or deny the registration request, comunicating this decision
to the review list and | ANA. Denials should include an expl anati on
and, if applicable, suggestions as to how to nake the request
successf ul

I ANA nust only accept registry updates fromthe Designated Expert(s),
and should direct all requests for registration to the review mailing
list.

9.2.1. Registration Tenpl ate

Rul eset nane: The nane of the rule set. The length of the string
SHALL NOT exceed 64 characters.

Addi tional nessage paraneters: Additional paraneters to associate
with the rulesetld paraneter. New paraneters MJST be registered
separately in the PAWS Paraneters Registry, as described by
Section 8. 1.

Speci fication Docunment(s): Reference to the document that specifies
the paraneter, preferably including a URI that can be used to
retrieve a copy of the docunent. An indication of the relevant
sections also may be included, but is not required.

9.2.2. Initial Registry Contents

The PAWS Rul eset 1D Registry enables protocol extensibility to
support any regulatory domain and rule set. The initial contents of
the registry, however, include only FCC-specific and ETSI-specific
entries, because, as of this witing, it is the only regulatory
domain that has finalized rules. There is no intent to restrict the
protocol to FCC rul es.

The initial contents of the PAWS Rul eset I D Registry are |listed
bel ow
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9.2.2.1. Federal Conmunications Conmi ssion (FCC)

For the additional paraneters that start with the "fcc" prefix, see
PAWS Paraneters Registry Initial Contents (Section 9.1.2) for nore

i nformati on.

Rul eset name: FccTvBandWwhiteSpace-2010

Addi ti onal nessage paraneters:
devi ceDesc: The Devi ceDescriptor (Section 5.2) paraneter is

REQUI RED for Avail abl e Spectrum Request (Section 4.4.1) and
Avai | abl e Spectrum Batch Request (Section 4.4.3).
fccld: Specifies a device’'s FCC certification ID. It is a
requi red paraneter in DeviceDescriptor (Section 5.2).
fccTvbdDevi ceType: Specifies the type of TV-band Wite Space
device, as defined by the FCCrules. It is a required
paraneter in DeviceDescriptor (Section 5.2).

Speci fication docunent(s): |[[ this docunent ]] This rule set refers
to the FCC rules for TV-band Wiite Space operations established in
the Code of Federal Regulations (CFR), Title 47, Part 15, Subpart
H [ FCC- CFR47- 15H] .

9.2.2.2. European Tel econmuni cations Standards Institute (ETSI)

For the additional paraneters that start with the "etsi" prefix, see
PAWS Paranmeters Registry Initial Contents (Section 9.1.2) for nore
i nformati on.

Rul eset nanme: TBD
Addi tional nessage paraneters

manuf acturerld: Specifies a device's manufacturer’s identifier
It is a REQU RED paraneter in DeviceDescriptor (Section 5.2).

nmodel 1d: Specifies a device's nodel identifier. It is a REQJ RED
paraneter in DeviceDescriptor (Section 5.2).

et si EnDevi ceType: Specifies the device's ETSI device type. It is
a REQUI RED paraneter in DeviceDescriptor (Section 5.2).

et si EnDevi ceEni ssi onsC ass: Specifies the device's ETSI device
em ssions class. It is a REQU RED parameter in
Devi ceDescriptor (Section 5.2).

et si EnTechnol ogyl d: Specifies the device' s ETSI technol ogy |D.
It is a REQUI RED paraneter in DeviceDescriptor (Section 5.2).

et si EnDevi ceCat egory: Specifies the device's ETSI device
category. It is a REQU RED paraneter in DeviceDescriptor
(Section 5.2).

request Type: Modifies the avail abl e-spectrumrequest type. It is
an OPTIONAL paraneter in the AVAIL_SPECTRUM REQ (Section 4.4.1)
and AVAI L_SPECTRUM BATCH REQ (Section 4.4.3) nessages. |If
specified, the only valid value is, "Ceneric Slave", and the
Dat abase MUST respond with generic operating paraneters for any
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Sl ave Devi ce.
needsSpectrunReport Depending on the regul atory domain, the
Dat abase MAY be required to set this value to true in the
AVAI L_SPECTRUM RESP (Section 4.4.2) and
AVAI L_SPECTRUM BATCH RESP (Section 4.4.4) nessages.
maxTot al BmHz: Specifies a constraint on total allowed bandwi dth.
It is a REQU RED parameter in AVAI L_SPECTRUM RESP
(Section 4.4.2) and AVAI L_SPECTRUM BATCH RESP (Section 4.4.4).
maxCont i guousBwHz: Specifies a constraint on total allowed
contiguous bandwidth. It is a REQJ RED paraneter in
AVAI L_SPECTRUM RESP (Section 4.4.2) and
AVAI L_SPECTRUM BATCH RESP (Section 4.4.4).
maxLocat i onChange: Specifies a constraint on nmaxi mum | ocation
changes. It is a REQUI RED parameter in AVAI L_SPECTRUM RESP
(Section 4.4.2) and AVAI L_SPECTRUM BATCH RESP (Section 4.4.4).
Speci fication docunent(s): This rule set refers to the ETSI
Har noni sed Standard [ ETSI - EN- 301-598] established by ETSI.

9.3. PAWS Error Code Registry
This specification establishes the PAWS Error Code Registry.

Addi tional error codes for inclusion in the PAWS protocol error
message are registered through the Specification Required [ RFC5226]
process, after a two-week review period on the [TBD @etf.org nailing
list, on the advice of one or nore Designated Experts. To allow for
the allocation of values prior to publication, the Designated
Expert(s) may approve registration once they are satisfied that such
a specification will be published.

Regi stration requests nmust be sent to the [TBDj@etf.org mailing |ist
for review and commrent, with an appropriate subject (e.g., "Request
for paraneter: exanple"). [[ Editor’s Note: The nane of the mailing
list should be determined in consultation with the | ESG and | ANA.
Suggest ed nane: paws-ext-review. ]]

Wthin the review period, the Designated Expert(s) will either
approve or deny the registration request, comunicating this decision
to the review list and 1 ANA. Denials should include an expl anati on
and, if applicable, suggestions as to how to nake the request
successful.

| ANA nust only accept registry updates fromthe Designated Expert(s),

and should direct all requests for registration to the review mailing
list.
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9. 3.

9. 3.

10.

1. Registration Tenplate

Code: Integer value of the error code.

Nanme: Nanme of the error.

Addi tional paraneters: Additional paraneters that are returned in
the data portion of the error (See Section 5.15). New paraneters
MUST be registered separately in the PAWS Paranmeters Registry, as
descri bed by Section 9. 1.

Description: Description of the error and its associ ated paraneters,
i f any.

2. Initial Registry Contents

Initial registry contents are defined in the Table of Error Codes
(Table 1).

Security Considerations

PAW5 i s a protocol whereby a Master Device requests a schedul e of
avail abl e spectrumat its location (or location of its Slave Devices)
before it (they) can operate using those frequencies. Wereas the

i nformati on provided by the Database nust be accurate and conformto
applicable regulatory rules, the Database cannot enforce, through the
protocol, that a client device uses only the spectrumit provided.

In other words, devices can put energy in the air and cause
interference w thout asking the Database. Hence, PAWS security

consi derations do not include protection against nalicious use of the
White Space spectrum For nore detailed information on specific
requi renents and security considerations associ ated with PAWS, see
Protocol to Access Wite Space database: PAWS Use Cases and

Requi rement s [ RFC6953] .

By using the PAWS protocol, the Master Device and t he Database expose

t hensel ves to the follow ng risks:

0 Accuracy: The Master Device receives incorrect spectrum
avai l ability information.

o Privacy: An unauthorized entity intercepts identifying data for
the Master Device or its Slave Devices, such as serial nunber and
| ocati on.

Protection fromthese risks depends on the success of the follow ng
st eps:

1. The Master Device nust determ ne the address of a proper
dat abase
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2. The Master Device must connect to the proper database.

3. The Database nust determ ne or conpute accurate spectrum
availability information.

4. PAWS nessages nmust be transmitted unnodified between the Database
and the Master Device.

5. PAWS nessages nust be encrypted between the Database and the
Master Device to prevent exposing private information.

6. For a Slave Device, the spectrumavailability information al so
must be transmitted unnodi fied and secure between the Mster
Devi ce and the Sl ave Devi ce.

O these, only steps 1, 2, 4, and 5 are within the scope of this

docunent. This docunment addresses Step 1 by allow ng static

provi sioning of one or nore trusted Databases; dynani c provisioning

is out of scope. Step 3 dependent on specific database

i npl ementations and regulatory rules and is outside the scope of this

docunent. Step 6 requires a protocol between master and sl ave

devices and is thus outside the scope of this docunent.

10.1. Assurance of Proper Database

Thi s docunment assumes that the Database is contacted using a domain
nane or an | P address. Using HTTP over TLS HITP Over TLS [ RFC2818],
the Dat abase authenticates its identity, either as a donmain nane or

| P address, to the Master Device by presenting a certificate
containing that identifier as a "subjectAltName" (i.e., as a dNSNanme
or |P address). |If the Master Device has external information as to
the expected identity or credentials of the proper database (e.g., a
certificate fingerprint), these checks MAY be omitted. Note that in
order for the presented certificate to be valid at the client, the
client nmust be able to validate the certificate. |In particular, the
validation path of the certificate nust end in one of the client’s
trust anchors, even if that trust anchor is the Database certificate
itself. A Master Device should allow for the fact that a Database
can change its certificate authorities (CAs) over tine.

10.2. Protection Against Mdification
To prevent a PAWS response nessage from being nodified en route,
messages nust be transmitted over an integrity-protected channel
Usi ng HTTP over TLS, the channel will be protected by appropriate
cypher suites.

10. 3. Protection Agai nst Eavesdroppi ng
Usi ng HTTP over TLS, nessages protected by appropriate cypher suites

are also protected from eavesdroppi ng or otherw se access by
unaut hori zed parties en route.
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10.4. dient Authentication Considerations

11.

Al t hough t he Dat abase can inform a device of available spectrumit
can use, the Database cannot enforce that the Master Device uses any/
only those frequencies. Indeed, a nualicious device can operate

wi t hout ever contacting a database. Consequently, client

aut hentication is not required for the core PAW protocol (although
it may be required by specific regulators). Depending on a prior

rel ati onshi p between a Dat abase and Master Device, the Database MAY
require client authentication. TLS provides client authentication
but there are some considerations:

0 As indicated in Section 3.2 of HITP Over TLS [RFC2818], the TLS
client authentication procedure only determ nes that the device
has a certificate chain rooted in an appropriate CA (or a self-
signed certificate). The database would not know what the client
identity ought to be, unless it has sone external source of
information. Distribution and nmanagenent of such information,

i ncluding revocation lists, are outside the scope of this
docunent .

0 Authentication schenes are secure only to the extent that secrets
or certificates are kept secure. Wen there are a vast nunber of
depl oyed devi ces using PAWS, the possibility that device keys wll
not | eak becomes small. Inplenentations should consider how to
manage the systemin the eventuality that there is a |eak.
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Appendi x A.  Changes / Aut hor Notes.

Changes from 05:
0 Renove requirenent for JSON-RPC 1.0
o Mre typo fixes and clarifications

Changes from 04:

0 Add "nmasterDeviceDesc" paraneter to the avail abl e-spectrum
requests to allow both Master and Sl ave devi ce descriptors when
the Master is naking the request on behalf of a Slave.

0 Add "request Type" paranmeter to the avail abl e-spectrumrequests to
support requesting generic operating paraneters for any Sl ave
Devi ce.

0 Add DbUpdat eSpec as optional parameter to all response nessages
and to the error response to allow a Device to detect a database
change at any stage of the control flow

o For the QOUTSI DE COVERAGE error, added ability to return a |ist of
al ternat e dat abases

o Explicitly allow JSON-RPC v2.0 and v1.0 encodi ngs

0 Relaxed | anguage that state, "MJST stop operation"” to "MJST cease
use of spectrum under rules for database-nanaged spectrunt. |[.e.,
the device nay have other fallback strategies all owed by
regul at ors.

Changes from 03:
0 Expanded t he Database Discovery nechanismto describe in nore

detail pre-configuration with URI's of databases and dat abase-
listing services, including nechanisns for updating the
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o

O O0OO0Oo

configurations when things change

* Add dat abase-change field to Avail abl e Spectrum Response
(Section 4.4.2)

Added fields that are anticipated to be needed by the ETS

har noni zed standard for Wite Space Devices

* Added bandwi dth constraints to the Avail abl e Spectrum Response
(Section 4.4.2)

* Updated Avail able Spectrum Response to return Rul esetl nfo,
rather than just a rule-set identifier

* Added optional device-nmanufacturer and device-nodel IDs to the
Devi ceDescri ptor (Section 5.2). nmessage. Also noved fccld from
this message to the | ANA section.

* Expanded | ANA (Section 9) sections

Clarified restrictions on the specification of the vertices of a

Pol ygon.

Changed default confidence level to 95%for a point with

uncertainty

Clarified how devices without absolute time source can use the

ti mestanps in the response nessages

Change nethod nanmes to start with "spectrum paws.'

Added maxi mum string | engths

Updat ed author contact info

More typo fixes

prefix

Changes from 02

(0]

Added tinestanp to the AVAIL_SPECTRUM RESP (Section 4.4.2) and
AVAI L_SPECTRUM BATCH RESP (Section 4.4.4) data nodels to serve as
a reference for the event tinmes in the response. This was
accidentally omtted (but was specified in their JSON encodi ngs
(Section 6)).

Fi xed typos throughout the JSON encodi ng (Section 6) sections,
typically addi ng m ssing conmas.

Changed from 01

(0]

(0]

o

Added a description of nmessage sequences to support nultiple rule
sets and nultiple jurisdictions Section 3.1

Modi fi ed Devi ceDescriptor (Section 5.2) to add rul esetlds

par anet er

Modi fi ed Rul esetlnfo (Section 5.7), Avail abl eSpectrunResponse
(Section 4.4.2) to add rul esetld paraneter.

Add Extensibility (Section 8) section.

Filled in | ANA (Section 9) section.

Renoved bl ank Exanpl e Messages section

Changes from 00:
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0 Add JSON encodi ng

0 Adopt RFC5491 for CGeolLocation

0 Adopt vCard for contact information

0 Add Response Code section and update text referencing the defined
response codes

0 Change Deviceldentifier to be DeviceDescriptor, allow ng

identifiers and devi ce-characteristic fields to be included.
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