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Abst ract

The Real - Ti ne Conmuni cation in WEB-browsers (RTCWAb) working group is
charged to provide protocol support for direct interactive rich
communi cati on using audi o, video, and data between two peers’ web-
browsers. This docunent specifies the non-nedia data transport
aspects of the RTCWeb framework. It provides an architectural

overvi ew of how the Stream Control Transm ssion Protocol (SCTP) is
used in the RTCWb context as a generic transport service allow ng
VEEB- br owsers to exchange generic data from peer to peer.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 24, 2014.

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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Non-nedi a data types in the context of RTCWb are handl ed by using

SCTP [ RFC4960] encapsul ated in DTLS [ RFC6347].
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The encapsul ati on of SCTP over DTLS (see
[I-D.ietf-tsvwg-sctp-dtls-encaps]) over |ICE UDP (see [ RFC5245])
provides a NAT traversal solution together with confidentiality,
source authentication, and integrity protected transfers. This data
transport service operates in parallel to the nedia transports, and
all of themcan eventually share a single transport-Ilayer port
number .

SCTP as specified in [RFC4960] with the partial reliability extension
defined in [ RFC3758] provides nultiple streans natively with
reliable, and partially-reliable delivery nodes for user nessages.
Using the reconfiguration extension defined in [ RFC6525] allows to

i ncrease the nunber of streans during the lifetinme of an SCTP
association and to reset individual SCTP streans.

The renmai nder of this docunent is organized as follows: Section 3 and
Section 4 provide use cases and requirenents for both unreliable and
reliable peer to peer data channels; Section 5 argunents SCTP over
DTLS over UDP; Section 6 provides the specification of how SCTP
shoul d be used by the RTCWb protocol framework for transporting non-
medi a data between VEB- browsers.

2. Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Use Cases

This section defined use cases specific to data channels. For
general use cases see [|-D.ietf-rtcweb-use-cases-and-requirenments].

3.1. Use Cases for Unreliable Data Channel s

UC1: Areal-tine game where position and object state information
is sent via one or nore unreliable data channels. Note that at
any tinme there may be no nedia channels, or all nedia channels may
be inactive, and that there nmay al so be reliable data channels in
use.

U C 2: Providing non-critical information to a user about the reason
for a state update in a video chat or conference, such as nute
state.

3.2. Use Cases for Reliable Data Channel s
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UC3: Areal-time game where critical state information needs to be
transferred, such as control information. Such a game may have no
medi a channel s, or they may be inactive at any given tinme, or may
only be added due to in-gane actions.

UC4: Non-realtine file transfers between people chatting. Note
that this may involve a | arge nunber of files to transfer
sequentially or in parallel, such as when sharing a fol der of
images or a directory of files.

UC5 Realtine text chat during an audi o and/or video call with an
i ndividual or with nmultiple people in a conference.

U C 6: Renegotiation of the set of nedia streans in the
Peer Connecti on.

U C 7: Proxy browsing, where a browser uses data channels of a
Peer Connection to send and receive HTTP/ HTTPS requests and dat a,
for exanple to avoid local internet filtering or nonitoring.

4. Requirenents

This section lists the requirenments for P2P data channel s between two
br owsers.

Req. 1: Mul tipl e simultaneous data channels MJST be support ed.
Note that there may O or nore nedia streans in parallel with the
data channel s, and the nunber and state (active/inactive) of the
medi a streans nmay change at any tine.

Req. 2: Both reliable and unreliable data channel s MJST be
support ed.
Req. 3: Dat a channel s MJUST be congestion controll ed; either

individually, as a class, or in conjunction with the nedia
streams, to ensure that data channels don’t cause congestion

probl ens for the nedia streans, and that the RTCWb Peer Connection
as a whole is fair with conpeting traffic such as TCP

Req. 4: The applicati on SHOULD be able to provide gui dance as to
the relative priority of each data channel relative to each other
and relative to the nedia streans. [ TBD:. how this is encoded and
what the inpact of this is. ] This will interact with the
congestion control algorithns.
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Reqg. 5: Dat a channel s MJUST be secured; allow ng for
confidentiality, integrity and source authentication. See
[I-D.ietf-rtcweb-security] and [I-D.ietf-rtcweb-security-arch] for
detail ed info.

Req. 6: Dat a channel s MJUST provi de nmessage fragnentation support
such that | P-layer fragmentation can be avoided no natter how
| arge a message the JavaScript application passes to be sent. It

al so MUST ensure that |arge data channel transfers don’t unduly
delay traffic on other data channels.

Req. 7: The data channel transport protocol MJST NOT encode | oca
| P addresses inside its protocol fields; doing so reveals
potentially private information, and leads to failure if the
address is depended upon

Req. 8: The data channel transport protocol SHOULD support
unbounded- | ength "nmessages" (i.e., a virtual socket strean) at the
application layer, for such things as inmage-file-transfer
I mpl enent ati ons ni ght enforce a reasonabl e nmessage size linit.

Req. 9: The data channel transport protocol SHOULD avoid IP
fragmentation. It MJST support PMIU (Path MrU) di scovery and MJST
NOT rely on |CMP or | CMPv6 bei ng generated or being passed back
especially for PMIU di scovery.

Req. 10: It MJST be possible to inplenment the protocol stack in the
user application space.

5. SCTP over DTLS over UDP Consi derations
The inportant features of SCTP in the RTCWb context are:
0 Usage of a TCP-friendly congestion control

0 The congestion control is nodifiable for integration with nedia
st ream congestion contr ol

0 Support of nultiple unidirectional streans, each providing its own
noti on of ordered nessage delivery.

0 Support of ordered and out-of-order message delivery.

0 Supporting arbitrary |arge user nessage by providing fragnmentation
and reassenbly.

0 Support of PMIU-di scovery.
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0 Support of reliable or partially reliable nessage transport.

SCTP multi hom ng will not be used in RTCWb. The SCTP | ayer will
simply act as if it were running on a single-honmed host, since that
is the abstraction that the |ower |ayer (a connection oriented,
unrel i abl e datagram servi ce) exposes.

The encapsul ati on of SCTP over DTLS defined in
[I-D.ietf-tsvwg-sctp-dtls-encaps] provides confidentiality, source
authenticated, and integrity protected transfers. Using DTLS over
UDP in conbination with | CE enabl es NAT traversal in |Pv4 based
networks. SCTP as specified in [ RFC4960] MJST be used in conbination
with the extension defined in [ RFC3758] and provides the follow ng
interesting features for transporting non-nedi a data between

br owsers:

0 Support of nultiple unidirectional streans.

0 Odered and unordered delivery of user nessages.

0 Reliable and partial-reliable transport of user nmessages.

Each SCTP user nessage contains a so called Payl oad Protoco
Identifier (PPID) that is passed to SCTP by its upper |ayer and sent
toits peer. This value can be used to nultiplex nultiple protocols
over a single SCTP association. The sender provides for each
protocol a specific PPID and the receiver can denultiplex the
messages based on the received PPID

The encapsul ati on of SCTP over DTLS, together with the SCTP features
listed above satisfies all the requirenents listed in Section 4.

The | ayering of protocols for WebRTC is shown in the follow ng Figure
2
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Figure 2: WebRTC protocol |ayers

This stack (especially in contrast to DTLS over SCTP [ RFC6083] in
conbi nation with SCTP over UDP [ RFC6951]) has been chosen because it

0 supports the transmi ssion of arbitrary |arge user nessages.
0 shares the DITLS connection with the nmedi a channels.
0 provides privacy for the SCTP control infornation.

Consi dering the protocol stack of Figure 2 the usage of DILS over UDP
is specified in [RFC6347], while the usage of SCTP on top of DILS is
specified in [I-D.ietf-tsvwg-sctp-dtls-encaps].

Since DILS is typically inplenented in user-land, the SCTP stack al so
needs to be a user-land stack

When using DILS as the | ower |ayer, only single honed SCTP
associ ati ons MJST be used, since DILS does not expose any address
managenent to its upper layer. The ICE/UDP |ayer can handle IP
address changes during a session w thout needing to notify the DTLS
and SCTP | ayers, though it would be advantageous to retest Path MU
on an | P address change.

DTLS i mpl enent ati ons used for this stack SHOULD support controlling
fields of the IP layer like the Don't Fragnent (DF)-bit in case of
IPv4 and the Differentiated Services Code Point (DSCP) field required
for supporting [I-D.ietf-rtcweb-qos]. Being able to set the (DF)-bit
in case of IPv4 is required for perform ng path MIU di scovery. The
DTLS i npl enent ati on SHOULD al so support sendi ng user nessages
exceedi ng the Path MIU

Incoming |CVWP or | CMPv6 nessages can’'t be processed by the SCTP
| ayer, since there is no way to identify the correspondi ng
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associ ation. Therefore SCTP MJST support perforning Path MU

di scovery without relying on ICMP or | CMPv6 as specified in [ RFC4821]
usi ng probing nessages specified in [ RFC4820]. The initial Path MU
at the IP layer MJUST NOT exceed 1200 bytes for |Pv4 and 1280 for

| Pv6. Taking an overhead of 20 bytes for |1Pv4, 40 bytes for |Pv6, 8
bytes for UDP, 13 + X for DTLS and 28 bytes for SCTP into account,
this results in an SCTP payl oad of 1131 - X when | Pv4 is used and
1192 - X bytes when I Pv6 is used.

In general, the lower layer interface of an SCTP i npl enentati on
SHOULD be adapted to address the differences between | Pvd and | Pv6
(bei ng connection-less) or DILS (being connection-oriented).

When protocol stack of Figure 2 is used, DTLS protects the conplete
SCTP packet, so it provides confidentiality, integrity and source
aut hentication of the conplete SCTP packet.

This protocol stack MJST support the usage of multiple SCTP streans.
A user nessage can be sent ordered or unordered and with partial or
full reliability. The partial reliability extension MJST support
policies to limt

o0 the transnission and retransni ssion by tine.
o the nunber of retransni ssions.

Limting the nunber of retransm ssions to zero conbined with
unordered delivery provides a UDP-1i ke service where each user
message i s sent exactly once and delivered in the order received.

SCTP provi des congestion control on a per-association base. This
means that all SCTP streans within a single SCTP associ ation share
the sane congestion window. Traffic not being sent over SCITP is not
covered by the SCTP congestion control. Using a congestion contro
different fromthe standard one m ght inprove the inpact on the
paral l el SRTP nmedia streans. Since SCTP does not support the
negoti ati on of a congestion control algorithm alternate congestion
controls SHOULD only require a different sender side behavior using
existing information carried in the association.

6. The Usage of SCTP in the RTCWb Cont ext
6.1. SCTP Protocol Considerations

The DTLS encapsul ati on of SCTP packets as described in
[I-D.ietf-tsvwg-sctp-dtls-encaps] MJIST be used.

The foll owi ng SCTP protocol extensions are required:
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0 The streamreset extension defined in [ RFC6525] MJUST be support ed.
It is used for closing channels.

0 The dynami c address reconfiguration extension defined in [ RFC5061]
MUST be used to signal the support of the streamreset extension
defined in [ RFC6525], other features of [RFC5061] MJUST NOT be
used.

o0 The partial reliability extension defined in [ RFC3758] MJST be
supported. In addition to the tinmed reliability PR SCTP policy
defined in [RFC3758], the limted retransni ssion policy defined in
[1-D. tuexen-tsvwg-sctp-prpolicies] MIST be support ed.

Once support for nessage interleaving as currently being discussed in
[1-D.stewart-tsvwg-sctp-ndata] is available, it SHOULD be supported.

6.2. Association Setup

The SCTP association will be set up when the two endpoints of the
WebRTC Peer Connecti on agree on opening it, as negotiated by JSEP
(typically an exchange of SDP) [I-D.ietf-rtcweb-jsep]. Additionally,
the negotiati on SHOULD i ncl ude sone type of congestion contro
selection. It will use the DTLS connection selected via SDP
typically this will be shared via BUNDLE or equival ent with DILS
connections used to key the DTLS-  SRTP nedia streans.

The application SHOULD i ndicate the initial nunber of streans

requi red when opening the association, and if no value is supplied,
the inplenmentati on SHOULD provi de an appropriate default. |If nore
si mul t aneous streans are needed, [RFC6525] allows adding additiona
(but not renoving) streams to an existing association. Note there
can be up to 65536 SCTP streans per SCTP association in each
direction.

6.3. SCTP Streans

SCTP defines a streamas a unidirectional |ogical channel existing

wi thin an SCTP association one to another SCTP endpoint. The streans
are used to provide the notion of in-sequence delivery and for

mul ti pl exi ng. Each user nessage is sent on a particular stream
either order or unordered. Odering is preserved only for ordered
nmessages sent on the sane stream
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6.4. Channel Definition

The WBC has consensus on defining the application APl for WbRTC

Dat aChannel s to be bidirectional. They also consider the notions of
i n-sequence, out-of-sequence, reliable and unreliable as properties
of Channels. One strong wish is for the application-level APl to be
close to the APl for WbSockets, which inplies bidirectional streans
of data and waiting for onopen to fire before sending, a textua

| abel used to identify the nmeaning of the stream anong ot her things.
Each data channel also has a priority. These priorities MJST NOT be
strict priorities.

The realization of a bidirectional Data Channel is a pair of one
i ncom ng stream and one out goi ng SCTP stream

Note that there’'s no requirenent for the SCTP streans used to create
a bidirectional channel have the sanme nunber in each direction. How
stream val ues are selected is protocol and inplenentati on dependent.

6.5. Opening a Channe

Dat a channel s can be opened by using internal or externa
negotiation. The details are out of scope of this docunent.

A sinmple protocol for internal negotiation is specified in
[I-D.ietf-rtcweb-data-protocol] and MJST be support ed.

When one side wants to open a channel using external negotiation, it
picks a Stream This can be based on the DTLS role (the client picks
even streamidentifiers, the server odd streamidentifiers) or done
in a different way. However, the application is responsible for
avoiding collisions with existing Streanms. If it attenpts to re-use
a Streamwhich is part of an existing Channel, the addition SHOULD
fail. In addition to choosing a Stream the application SHOULD al so
informthe protocol of the options to use for sending nessages. The
application MJUST ensure in an application-specific nanner that the
other side will also informthe protocol that the selected Streamis
to be used, and the paraneters for sending data fromthat side.

6.6. Transferring User Data on a Channe
Al'l data sent on a Channel in both directions MJUST be sent over the
underlying Streamusing the reliability defined when the Channel was
opened unl ess the options are changed, or per-nessage options are
specified by a higher |evel

No nore than one nessage should be put into an SCTP user nessage.
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The SCTP Payl oad Protocol Identifiers (PPIDs) are used to signal the
interpretation of the "Payl oad data". For identifying a JavaScri pt
string the PPID "DOVString Last” MJST be used, for JavaScript binary
data (ArrayBuffer or Blob) the PPID "Binary Data Last" MJST be used
(see Section 8).

The SCTP base protocol specified in [ RFC4960] does not support the
i nterl eaving of user messages. Therefore sending a | arge user
message can nonopolize the SCTP association. To overcone this
limtation, [I-D. stewart-tsvwg-sctp-ndata] defines an extension to
support nessage interleaving. Once such an extension is avail able,
it SHOULD be used.

As | ong as nessage interleaving is not supported, the sending
application SHOULD fragment | arge user nessages for reliable and
ordered data channels. For sending | arge JavaScript strings, it uses
the PPID "DOVString Partial" for all but the |ast fragnents and the
PPID "DOVBString Last" for the last one. For JavaScript binary data
the PPIDs "Binary Data Partial" and "Binary Data Last" are used. The
reassenbly based on the PPID MJST be supported. For data channe

whi ch are not reliable and ordered, the sender MAY limt the nmaximum
message size to avoid nonopoli zation.

It is recomended that nessage size be kept within certain size
bounds (TBD) as applications will not be able to support arbitrarily-
| arge single nmessages.

The sender MAY disable the Nagle algorithmto mnimze the | atency.
6.7. dosing a Channe

Closing of a Data Channel MJST be signaled by resetting the
correspondi ng outgoi ng streams [RFC6525]. Resetting a stream set the
St ream Sequence Nunbers (SSNs) of the streamback to "zero with a
corresponding notification to the application |ayer that the reset
has been perforned. Streans are available to reuse after a reset has
been perf or nmed.

[ RFC6525] al so guarantees that all the messages are delivered (or
abandoned) before resetting the stream

7. Security Considerations
Thi s docunment does not add any additional considerations to the ones

given in [I-D.ietf-rtcweb-security] and
[I-D.ietf-rtcweb-security-arch].
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8. | ANA Consi derati ons
[ NOTE to RFC- Editor:

"RFCXXXX" is to be replaced by the RFC nunber you assign this
docunent .

]

Thi s docunent uses four already registered SCTP Payl oad Protoco
Identifiers (PPIDs). [RFC4960] creates the registry "SCTP Payl oad
Protocol ldentifiers" fromwhich these identifiers were assigned

| ANA is requested to update the reference of these four assignments
to point to this docunent. Therefore these four assignnents shoul d
be updated to read:

oo R R +
| Val ue | SCTP PPID | Reference |
Fom e e e oo R R +
| DOMGtring Last | 51 | [ RFCXXXX] |
| Binary Data Partial | 52 | [ RFCXXXX] |
| Binary Data Last | 53 | [ RFCXXXX] |
| DOVBtring Parti al | 54 | [ RFCXXXX] |
o e e e Fom e e oo - Fom e e oo - +
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