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Abst ract

The Web Real - Ti me Communi cati on (WebRTC) working group is charged to
provi de protocols to support for direct interactive rich

communi cati on using audi o, video, and data between two peers’ web-
browsers. This docunent specifies a sinple protocol for establishing
symretric data channel s between the peers. It uses a two way
handshake and all ows sending of user data w thout waiting for the
handshake to conpl ete.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 24, 2014.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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I ntroduction

The data channel protocol is designed to provide, in the WbRTC data
channel context [I-D.ietf-rtcweb-data-channel], a sinple in-band

met hod to open symetric data channels. As discussed in
[I-D.ietf-rtcweb-data-channel], the protocol uses the Stream Control
Transm ssi on Protocol (SCTP) [ RFC4960] encapsul ated in the Datagram
Transport Layer Security (DTLS) [RFC6347] as described in
[I-Dietf-tsvwg-sctp-dtls-encaps] to benefit fromtheir already
standardi zed transport and security features.

Conventi ons

The key words "MJST', "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Ter m nol ogy

Thi s docunment uses the follow ng terns:
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Associ ation: An SCTP associ ation

Stream A unidirectional stream of an SCTP association. It is
uniquely identified by a streamidentifier (0-65534). Note:
streamidentifier 65535 is reserved due to SCTP Init nessages
al | owi ng a maxi mum of 65535 streans to be negotiated (0-65534).

Channel: Two Streans with the sanme identifier, one in each
direction, which are managed toget her

4. Protocol Overview
This protocol is a sinple, |owoverhead way to establish
bi di recti onal Channel s over an SCTP associ ation with a consi stent set

of properties.

The set of consistent properties includes

o whether the nmessages are transmitted reliable or unreliable. In
case of unreliable transm ssions, the sane |level of unreliability
i s used.

o whether the nmessages are delivered in-order or out-of order
o an optional |abel for the Channel

o an optional protocol for the Channel

o the outgoing SCTP stream

The data channel protocol uses a two way handshake to open a data
channel . The side wanting to open a data channel selects an unused
Stream and sends a DATA CHANNEL_OPEN nessage. The peer responds wth
a DATA CHANNEL_ ACK nessage. Then the data channel is open. Please
note that the opening side can send user nessages before the

DATA CHANNEL_ACK i s received. These data channel nessages are sent
on the sane Stream as the user nmessages belonging to the data
channel . The demultiplexing is based on the SCTP payl oad protoco
identifier.

To avoid glare in opening Channels, each side MJST use either even or
odd Streams when sendi ng a DATA CHANNEL_OPEN nessage. The net hod
used to determi ne which side uses odd or even is based on the
under|yi ng DTLS connection role when used in RTCWb, with the side
acting as the DTLS client using even streamidentifiers.
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Note: There is no attenpt to resolve label glare; if both sides open
a Channel |abeled "x" at the sanme time, there will be two Channels
| abel ed "x" - one on an even Stream pair, one on an odd pair.

The protocol field is to ease cross-application interoperation
("federation") by identifying the data being passed with an | ANA-
regi stered string, and may be useful for honbgenous applications
whi ch may create nore than one type of Channel.

5. Message Formats

Every data channel protocol nessage starts with a one byte field
call ed "Message Type" which indicates the type of the nessage. The
correspondi ng val ues are nanaged by | ANA (see Section 8.2).

5.1. DATA CHANNEL_OPEN Message

This nmessage is sent initially on the streamused for user nessages
usi ng the channel .

0 1 2 3
01234567890123456789012345678901
i i s S e e T S R ek ik i SR SR SR S
Message Type | Channel Type | Priority |
e e L L e e e T e e el o o i R TR SRR R S
Reliability Paraneter |
B T s T S i S S S i (T S I S S S o S i
Label Length [ Prot ocol Length [
i i S S e e e s s o i SR S SR S

Label
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Message Type: 1 byte (unsigned integer)

This field holds the | ANA defined nessage type for the the

DATA_CHANNEL_OPEN nessage. The suggested value of this field for

| ANA is 0x03.

Channel Type: 1 byte (unsigned integer)

This field specifies the type of the channel to be opened and the
val ues are nanaged by | ANA (see Section 8.3):
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DATA_CHANNEL_RELI ABLE (0x00): The channel provides a reliable in-
order bi-directional comuni cati on channel

DATA CHANNEL RELI ABLE_UNORDERED (0x80): The channel provides a
reliabl e unordered bi-directional comrunicati on channel

DATA_CHANNEL_PARTI AL_RELI ABLE REXM T (0x01): The channel provides
a partially-reliable in-order bi-directional Comunication
channel . User messages will not be retransmitted nore tines
than specified in the Reliability Paraneter.

DATA CHANNEL_ PARTI AL_RELI ABLE REXM T_UNORDERED (0x81): The
channel provides a partial reliable unordered bi-directiona

Conmruni cati on channel. User messages will not be
retransmtted nore times than specified in the Reliability
Par anet er .

DATA_CHANNEL_PARTI AL_RELI ABLE_TI MED (0x02): The channel provides
a partial reliable in-order bi-directional Comrunication
channel . User messages might not be transmitted or
retransmtted after a specified life-time given in mlli-
seconds in the Reliability Paraneter. This life-time starts
when provi ding the user nessage to the Javascript engine.

DATA_CHANNEL_PARTI AL_RELI ABLE_TI MED_UNORDERED (0x82): The channe
provides a partial reliable unordered bi-directiona

Conmuni cati on channel. User messages m ght not be
transmitted or retransnmtted after a specified life-tine
given in mlli-seconds in the Reliability Paraneter. This

life-tine starts when providing the user nessage to the
Javascri pt engine.

Priority: 2 bytes (integer)
The priority of the channel
Reliability Paraneter: 4 bytes (unsigned integer)

This field is ignored if a reliable channel is used.

If a partial reliable channel with limted nunber of

retransm ssions is used, this field specifies the nunber of
retransmssions. |If a partial reliable channel with linted
lifetime is used, this field specifies the maximumlifetine in
nmlliseconds.

Label Length: 2 bytes (unsigned integer)
The length of the label field in bytes.

Protocol Length: 2 bytes (unsigned integer)
The length of the protocol field in bytes.
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Label : Variable Length (sequence of characters)
The nane of the channel. This may be an enpty string.

Protocol : Variable Length (sequence of characters)
The protocol for the channel. This may be an enpty string. |If
used, it is an | ANA-registered protocol (see Section 8.4).

5.2. DATA _CHANNEL_ACK Message

This nessage is sent in response to an DATA CHANNEL OPEN RESPONSE
message on the stream used for user nessages using the channel
Reception of this nessage tells the opener that the channel setup
handshake is conplete.

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
| Message Type |
+o e e e e e e -+

Message Type: 1 byte (unsigned integer)
This field holds the | ANA defined nessage type for the the
DATA_CHANNEL_ACK message. The suggested value of this field for
| ANA is 0x02.

6. Pr ocedur es

Al'l data channel protocol nessages MJST be sent requesting ordered
delivery and using reliable transm ssion. They MJST be sent on the
same out goi ng SCTP stream as the user nessages bel onging to the
correspondi ng data channel. Miltiplexing and denul tiplexing is done
by using the SCTP payl oad protocol identifier (PPID). Therefore data
channel protocol nessage MUST be sent with the assigned PPID for the
data channel protocol (see Section 8.1). Oher nessage MJUST NOT be
sent using this PPID.

If one sides wants to open a data channel, it chooses a free outgoing
SCTP stream |If the side is the DILS client, it MJST choose an even

streamidentifier, if the side is the DTLS server, it MJST choose an

odd one. It fills in the paraneters of the DATA CHANNEL OPEN nessage
and sends it on the chosen SCTP stream

After the DATA CHANNEL OPEN nessage has been sent, the sender of it
can start sendi ng messages containing user data wi thout waiting for
the reception of the correspondi ng DATA CHANNEL ACK nessage.

However, before the DATA CHANNEL ACK nmessage or any other nessage has
been received on the data channel, all other messages containing user
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data and bel onging to the data channel MJST be sent ordered, not
matter whether the data channel is ordered or not. After the

DATA CHANNEL_ACK or any ot her nessage has been received on the data
channel , nessages contai ning user data MJST be send ordered on
ordered data channel s and MJST be sent unordered on unordered data
channel s. Therefore receiving a nessage containing user data on an
unused SCTP streamindicates an error. The correspondi ng out goi ng
SCTP stream MJST be reset using [ RFC6525].

If a DATA CHANNEL_ OPEN nessage is received on an unused stream the
streamidentifier corresponds to the role of the peer and all
paranmeters in the DATA CHANNEL_OPEN nmessage are valid, then a
correspondi ng DATA CHANNEL_ACK nessage is sent on the streamw th the
same streamidentifier as the one the DATA CHANNEL_ OPEN nessage was
recei ved on.

I f a DATA CHANNEL_OPEN nessage is received on an already used SCTP
streamor there are any problens with paraneters within the
DATA_CHANNEL_OPEN nessage or the DATA CHANNEL_OPEN nessage itself is
not well-forned, the receiver MIST reset the correspondi ng out goi ng
SCTP stream usi ng [ RFC6525] and MUST NOT send a DATA CHANNEL_ ACK
message in response to the received nessage. Therefore, receiving an
SCTP streamreset request for a stream on which no DATA CHANNEL ACK
message has been received indicates to the sender of the

correspondi ng DATA_CHANNEL_OPEN nessage the failure of the data
channel setup procedure.

7. Security Considerations
Thi s docunent does not add any additional considerations to the ones
given in [I-D.ietf-rtcweb-security] and
[I-D.ietf-rtcweb-security-arch].

8. | ANA Consi derations
[ NOTE to RFC- Editor:

"RFCXXXX" is to be replaced by the RFC nunber you assign this
docunent .

]

| ANA i s asked to update the reference of an already existing SCTP
PPI D assignnment and to create three new registries for the data
channel protocol.

8.1. SCTP Payl oad Protocol Ildentifier

Jesup, et al. Expires April 24, 2014 [ Page 7]



Internet-Draft RTCWeb Dat a Channel Protocol Cct ober 2013

Thi s docunent uses one al ready regi stered SCTP Payl oad Protocol
Identifier (PPID). [RFC4960] creates the registry "SCTP Payl oad
Protocol ldentifiers" fromwhich this identifier was assigned. |ANA
is requested to update the reference of this assignnent to point to
this docunent. Therefore this assignnent should be updated to read:

T Fommemeeeas Fommemeeeas +
| Val ue | SCTP PPID | Reference |
S Fom e e e e - - Fom e e e e - - +
| WebRTC Control | 50 | [ RFCXXXX] |
S N N +

8.2. New Message Type Registry
IANA is requested to create a new registration table "Mssage Type
Regi stry" for the data channel protocol to nanage the one byte
"Message Type" field in data channel nessages (see Section 5).
The assignnment of new nessage types is done through an RFC required
action, as defined in [ RFC5226]. Docunentation of the new nessage
type MJUST contain the follow ng infornmation:
1. A nane for the new nessage type;

2. A detailed procedural description of the use of nmessages with the
new type within the operation of the data channel protocol.

Initially the follow ng values need to be registered:

T Fommemeeeas Fommemeeeas +
| Nare | Type | Reference |
B Fom e e e e - - Fom e e e e - - +
| Reserved | 0x00 | [RFCXXXX] |
| Reserved | Ox01 | [ RFCXXXX] |
| DATA CHANNEL ACK | 0x02 | [ RFCXXXX] |
| DATA CHANNEL_OPEN | 0x03 | [RFCXXXX] |
| Unassigned | Ox04-0xfe | |
| Reserved | Oxff | [ RFCXXXX] |
S [ S [ S +

8.3. New Channel Type Registry
IANA is requested to create a new registration table "Channel Type

Regi stry" for the data channel protocol to nanage the one byte
"Channel Type" field in DATA CHANNEL OPEN nessages (see Section 5.1).
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The assignment of new nessage types is done through an RFC required
action, as defined in [ RFC5226]. Docunentation of the new channel
type MJIST contain the follow ng information:

1. A nane for the new channel type;

2. A detailed procedural description of the user nmessage handling
for data channels using this new channel type.

Pl ease note that if new channel types support ordered and unordered
message delivery, the high order bit SHOULD be used to indicated
whet her the nessage delivery is unordered or not.

Initially the follow ng values need to be registered:

o mm o e e e e e e e e e e e e e e e e e e e e e e me oo Homm - - - [ S +
| Nare | Type | Reference |
o o m e e e e e e e e e e e e e e e e e e meee o Fom e e Fom e e oo - +
| DATA CHANNEL_RELI ABLE | 0x00 | [RFCXXXX] |
| DATA CHANNEL_RELI ABLE_UNORDERED | 0x80 | [RFCXXXX] |
| DATA CHANNEL_PARTI AL_RELI ABLE_REXM T | 0x01 | [ RFCXXXX] |
| DATA_CHANNEL_PARTI AL_RELI ABLE_REXM T_UNORDERED | 0x81 | [ RFCXXXX] |
| DATA_CHANNEL_PARTI AL_RELI ABLE_TI MED | 0x02 | [ RFCXXXX] |
| DATA CHANNEL PARTI AL_RELI ABLE_TI MED UNORDERED | 0x82 | [RFCXXXX] |
| Reserved | Ox7f | [RFCXXXX] |
| Reserved | Oxff | [RFCXXXX] |
| Unassigned | rest | |
o mm o e e e e e e e e e e e e e e e e e e e e e e me oo Homm - - - [ S +

New Protocol Registry

I ANA is requested to create a new registration table "Protocol

Regi stry" for the data channel protocol to nanage the "Protocol"
field of type string in DATA CHANNEL OPEN nessages (see Section 5.1).
The assignment of new nmessage types is done through an First Cone
First Served action, as defined in [RFC5226]. Docunentation of the
new protocol MJST contain the follow ng information:

1. A nane for the protocol;

2. Areference for the protocol indicated by the registered string.
Initially this registry is enpty.
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