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Abstract

Thi s docunent describes the data transport protocols used by RTCVWEB
i ncluding the protocols used for interaction with internedi ate boxes
such as firewalls, relays and NAT boxes.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on March 7, 2014.
Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

The 1 ETF RTCWEB effort, part of the WDRTC effort carried out in
cooperation between the IETF and the WBC, is ainmed at specifying a
protocol suite that is useful for real tine nultinedia exchange
bet ween browsers.

The overall effort is described in the RTCWEB overvi ew docunent,
[I-D.ietf-rtcweb-overview]. This docunent focuses on the data
transport protocos that are used by conform ng inpl enentations.

This protocol suite is designed for WbRTC, and intends to satisfy
the security considerations described in the WbRTC security
docunents, [I-D.ietf-rtcweb-security] and
[I-D.ietf-rtcweb-security-arch].

Transport and M ddl ebox specification
1. Systemprovided interfaces

The protocol specifications used here assune that the follow ng
protocols are available to the inplenentations of the RTCVEB
protocol s:

o UDP. This is the protocol assumed by nost protocol elenents
descri bed.

o TCP. This is used for HITP/ WebSockets, as well as for TURN SSL
and | CE- TCP

For both protocols, this specification assunmes the ability to set the
DSCP code point of the sockets opened on a per-packet basis, in order
to achieve the prioritizations described in [I-D.ietf-rtcweb-qos].

It does not assunme that the DSCP codepoints will be honored, and does
assune that they nay be zeroed or changed, since this is a loca
configuration issue.

I f DSCP code points can only be set on a per-socket basis, not per-
packet, one |loses the ability to have the network discrimnate
reliably between classes of traffic sent over the sane transport, but
this does not prevent conmunication

This specification does not assune that the inplenmentation will have
access to I CVP or raw | P.
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2.2. Mddle box related functions

The primary mechanismto deal with nmiddl e boxes is ICE, which is an
appropriate way to deal with NAT boxes and firewalls that accept
traffic fromthe inside, but only fromthe outside if it's in
response to inside traffic (sinple stateful firewalls).

In order to deal with situations where both parties are behind NATs
whi ch perform endpoi nt - dependent mapping (as defined in [ RFC5128]
section 2.4), TURN [ RFC5766] MJST be support ed.

In order to deal with firewalls that block all UDP traffic, TURN
usi ng TCP between the client and the server MJST be supported, and
TURN using TLS between the client and the server MJST be supported.

| CE TCP candi dates [ RFC6062] MAY be supported; this may all ow
applications to achi eve peer-to-peer comunication across UDP-

bl ocking firewalls, but this also requires use of the SRTP/ AVPF/ TCP
profile of RTP.

The follow ng specifications MIST be support ed:

0 | CE [RFC5245]

0 TURN, including TURN over TCP[RFC5766] .

TURN over TLS over TCP MAY be supported. (QUESTION: SHOULD? MJST?)

For referring to STUN and TURN servers, this specification depends on
the STUN URI, [I-D. nandakumar-rtcweb-stun-uri].

Furt her discussion of the interaction of RTCWEB with firewalls is
contained in [I-D. hutton-rtcweb-nat-firewall-considerations]. This
docunent nakes no requirenents on interacting with HITP proxies or
HTTP proxy configuration nethods.

2.3. Transport protocol s inpl enented
For data transport over the RTCWEB data channe
[I-D.ietf-rtcweb-data-channel], RTCWEB i nplenentations support SCTP
over DTLS over ICE. This is specified in
[I-D.ietf-tsvwg-sctp-dtls-encaps]. Negotiation of this transport in
SCTP is defined in [I-D.ietf-music-sctp-sdp].

The setup protocol for RTCWEB data channels is described in
[1-D.jesup-rtcweb-data-protocol].

For transport of nedia, secure RTP is used. The details of the
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6.

profile of RTP used are described in "RTP Usage"
[I-D.ietf-rtcweb-rtp-usage].

RTCVEB i npl emrent ati ons MUST support nultiplexing of DILS and RTP over
the sane port pair, as described in the DILS SRTP specification

[ RFC5764], section 5.1.2. Further separation of the DTLS traffic
into SCTP and "other" is described in <need reference>.

| ANA Consi derations
Thi s docunment nakes no request of | ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

Security Considerations

Security considerations are enunerated in [I-D.ietf-rtcweb-security].

Acknowl edgenent s
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from many RTCWEB WG nenber s.
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Appendi x A. Change | og
A.1. Changes from-00 to -01
o Carified DSCP requirenents, with reference to -qos-

o Carified "symmetric NAT" -> "NATs whi ch perform endpoi nt -
dependent mappi ng"

0 Made support of TURN over TCP mandatory
0 Made support of TURN over TLS a MAY, and added open question
0 Added an informative reference to -firewall s-

0 Called out that we don’t make requirenents on HITP proxy
i nteraction (yet)
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