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Abst ract

The Performance and Di agnostic Metrics (PDM Destination Options
Header (DOH) for |1Pv6 defines nmetrics which are critical for tinely
end-to-end probl emresolution, wthout inpacting an operational
production network. These nmetrics and their derivations can be used
for network diagnostics. The base netrics are: packet sequence nunber
and packet tinmestanp. The tinmestanp fields require tinme

synchroni zation at the two end points. This docunent provides

i npl ement ati on gui delines for inplenenting Network Tinme Protocol

(NTP) to provide such synchronizati on.

Status of this Meno

This Internet-Draft is submtted to | ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm
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Copyri ght and License Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1 Background

The Performance and Di agnostic Metrics (PDM Destination Options
Header (DOH) for |Pv6 [RFC2460] defines netrics which are critica
for tinely end-to-end problemresolution, wthout inpacting an
operational production network. These netrics and their derivations
can be used for network diagnostics. The base netrics are: packet
sequence nunmber and packet timestanp. The timestanp fields require
time synchronization at the two end points.

Thi s docunment provides inplenentation guidelines for inplenenting
Net work Tine Protocol (NTP) [RFC5905] to provide such

synchroni zation. |f these guidelines are followed, accuracies at a
m ni mum of 100 mi|liseconds, or better, should be achievable

t hr oughout the networKk.

For background, please see draft-el kins-6man-i pv6-pdm dest-option-02
[ ELKPDM, draft-el kins-v6ops-ipv6-packet-sequence-needed-01 [ ELKPSN],
draft - el ki ns-v6ops-i pv6- pdm r ecommended- usage- 01 [ ELKUSE], draft-

el ki ns-v6ops-i pv6-end-to-end-rt-needed-01 [ ELKRSP] and draft-elkins-
i ppm pdm netrics-00 [ ELKIPPM . These drafts are conpanions to this
docunent .

1.1 General Inplenentation Cuidelines

This recommendati on provi des technical requirements, guidelines and
paraneters that, if followed, will enable organizations to inplenent
a NTP environnent successfully. Each entity should choose and

i mpl ement the products, architecture, protocols and configurations
that best address their specific requirenents and environment, while
achi eving the m ni mumrequirements as outlined.

In general, this will require a clocking hub with accuracies of 10

m | liseconds or better. \Were possible, subordinate servers and

wor kst ati ons shoul d operate at stratum4 or better (e.g., 3, 2 or 1).
Servers shoul d define at |east three clock reference sources (if
possi ble) at the same or better stratumfor maxi mum availability,

di versity and redundancy.

Each cl ocki ng hub should include at |least three stratum1 (prinmary)
or stratum 2 (secondary) servers as clock reference sources. A
primary server is synchronized to an external tining source (e.g., a
GPS receiver, WWB radi o, NI ST nodem service). A secondary server is
synchroni zed to one or nore primary servers (e.g., internal server

I nternet server).

Each primary and secondary server defined in the clocking hub shoul d
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have at |l east three timng paths to other servers with preference in
order of: (a) on the local intranet; (b) the Internet at l|large; or
(c) on another entity network. This order of preference is based on
performance, stability and security. At |east one of these paths
shoul d be to a server outside the local network. This will provide
di versity and redundancy, which is critical in a successful NTP

i mpl enent ati on.

NTP i npl ement ati ons shoul d be version 4 where possible, practical and
supported by the pertinent platformvendor. Version 3
i npl ementations are consi dered acceptable at this tine.

The preferred NTP operating software is the standard NTP code, which
is publicly available. The standard code is natively provided in
nmost Uni x operating systens (e.g., Solaris, AlIX). The Wndows
operating systemnatively provides proprietary NTP software, which
operates acceptably, but the nore effective nethod is to downl oad the
standard NTP code and install/operate it on the required Wndows
platform(s). |If a Wndows platformis acting as a clocking hub for
non- W ndows devices, it is highly recomended that the standard NTP
code be used on the Wndows platformacting as the hub

By default, Wndows servers and workstations will use proprietary
protocols to receive clock fromthe controlling AD server. |If the
controlling AD server is using NTP to clock to primary or secondary
NTP servers, the overall configuration should be operating
acceptably. Therefore, a viable alternative at the present time is
to use the current Wndows synchroni zation architecture with the AD
server(s), synchronizing to nultiple primary or secondary NTP

servers. |t should be recognized that the crafted nitigation
algorithnms used in NTP may not be available in native W ndows
sof tware

1.2 NTP and | PPM

RFC2330, Framework for | P Performance Metrics, [RFC2330] discusses a
nunber of issues with clocking and NTP including drift, skew,
resolution, etc. W will not repeat these here but will refer the
reader to that RFC for background.

1.3 Hierarchy

Each entity should have a cl ocking hub that receives its clock froma
Stratum one or better source. This received clock should then be
made available to every platformin the network, either directly or
indirectly. Indirectly involves multiple |evels of the hierarchy as
depicted in the generic NTP architecture diagram (2.1). The clock is
transported via NTP sessions which are Client/Server in nature. Note
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that for every additional hierarchal |evel, the received Stratum
| evel (accuracy of the clock), is reduced, which neans that the
received clock is slightly |l ess accurate.

NTP Client/Server Sessions can be connected in three basic fashions:

1. Broadcast,
2. Server,
3. Peer.

Qur reconmendation is to utilize server connections in nbst cases.
Broadcast is considered | ess stable, accurate and secure, but is
still a viable option which requires |ess paraneter definition at the
client level. Peer sessions are a good solution when platforns are
truly peer in the inplenmented hierarchy (e.g. dual Router C ocking
Hubs) .

1.4 Architectural Principles

Most of the architectural principals and objectives are described in
section 1.1. Several of the salient concepts include:

- Servers should define at |east three clock reference sources (if
possi ble) at the sanme or better stratumfor nmaxi mum availability,

diversity and redundancy.- DNS should be used at all levels. In sone
situations Round Robin to achieve | oad bal anci ng and
redundancy. Redundancy should be used at all levels if possible. This

may not be necessary with workstations.- Sessions between NTP Cients
and NTP Servers will usually be point to point but can also be

br oadcast . The recomendation of this docunment is to utilize point
to point, because it is nore stable, accurate and nore secure. - NIP
sessions between the Cient and the Server can be defined to run in
"Aut henti cat ed Mode". Utilizing NTP in Authenticated Mbde allows a
connected entity to assure that the NTP Server that clock is being
received fromthe intended NTP Server and not an | P inposter.

"Shared Secret" keys, hashed using MD5, are used to authenticate the
NTP sessions requested by NTP clients.
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2 NTP Architectures
Fol l owi ng are sanpl e diagranms of a generic NIP architecture and a
suggest ed schene which will achi eve the required synchroni zation for
t he PDM

2.1 Generic NTP Architecture

The following is a sanple generic NTP architecture:

( ) ( Internet )
( I'nternal ) ( Time )
( Network ) ( Sources )
(. ) (. )
VAN VAN
I I
I I
o e e e e + Fommm oo +
| | | I'nternal |
| Cl ocki ng Hub Rout er | <---| Router |
I I I I
o e e m e e e e e e e e oo + Fom e o - +
VAN VAN
I I
I I
Fomm e - - + Fomm e e e o - +
| Unix | | Wndows |
| Server | | Server [
| Hub | | Hub |
Fomee oo + Fommm oo +

( ) ( )
( Unix ) ( Servers & )
( Servers ) ( Workstations )
( ) ( )

2.2 Reconmended NTP Architecture
This diagramrepresents an exanple of what a successful NTP
i mpl ementation could | ook Iike, including the recormended |evels of
redundancy, diversity, load sharing, accuracy, and DNS usage.

3 Security Considerations
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There are no security considerations.

4 | ANA Consi derati ons

There are no | ANA consi derati ons.
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