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Abstract

The Stream Control Transni ssion Protocol (SCTP) is a nessage oriented
transport protocol supporting arbitrary |arge user nessages.

However, the sender can not interleave different user nmessages which
whi ch causes head of |ine blocking at the sender side. To overcone
this limtation, this docunent adds a new data chunk to SCTP
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I nt roducti on
1. Overview

When SCTP [ RFC4960] was initially designed it was nainly envisioned
for transport of small signaling nessages. Late in the design stage
it was decided to add support for fragnentation and reassenbly of

| arger nessages with the thought that someday Session Initiation
Protocol (SIP) [RFC3261] style signaling nessages may al so need to
use SCTP and a single MIU sized nessage woul d be too snall
Unfortunately this design decision, though valid at the tine, did not
account for other applications which mght send very | arge nessages
over SCTP. When such | arge nmessages are now sent over SCTP a form of
sender side head of |ine blocking becones created within the
protocol. This head of line blocking is caused by the use of the
Transm ssi on Sequence Nunber (TSN) for two di fferent purposes:

1. As an identifier for DATA chunks to provide a reliable transfer.

2. As an identifier for the sequence of fragnments to all ow
reassenbl y.

The protocol requires all fragnments of a user nessage to have
consecutive TSNs. Therefore the sender can not interleave different
nessages.

Thi s docunment describes a new Data chunk called N-DATA. This chunk
incorporates all the flags and properties of the current SCTP Data
chunk but also adds a new field in its chunk header, the Fragnent
Sequence Nunber (FSN). Then the FSN is only used for reassenbly and

Stewart, et al. Expires April 23, 2014 [ Page 2]



Internet-Draft SCTP N- DATA Chunk Cct ober 2013

the TSN only for the reliability. Therefore, the head of line
bl ocki ng caused by the original design is avoided.

1.2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. N DATA Chunk
The following Figure 1 shows the new data chunk N- DATA.

0 1 2 3

01234567890123456789012345678901
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Fi gure 1: N-DATA chunk format

The only differences between the N-DATA chunk in Figure 1 and the
DATA chunk defined in [RFC4960] and

[I-D.ietf-tsvwg-sctp-sack-i mediately] is the addition of the new
Message ldentifier (MD) and Fragnment Sequence Nunber (FSN).

Message ldentifier (MD): 32 bits (unsigned integer)
The Message ldentifier . Please note that the MDis in "network
byte order", a.k.a. Big Endian.

Fragnment Sequence Number (FSN): 32 bits (unsigned integer)
Identifies the fragment nunber of this piece of a nmessage. FSN s
are unsi gned nunber, the first fragnent MJST start at 0 and MJST
have the "B bit set. The last fragnent of a nessage MJUST have
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3.

3.

3.

1.

2

the "E bit set. Note that the FSN may wap conpletely multiple
times allowing arbitrary |arge nmessages. Please note that the FSN
is in "network byte order”, a.k.a. Big Endian.

Pr ocedur es
Sender Si de Consi derations

A sender MJST NOT send a N-DATA chunk unl ess the peer has indicated
its support of the N-DATA chunk type within the Supported Extensions
Par aneter as defined in [ RFC5061].

A sender MJST NOT use the N-DATA chunk unl ess the user has requested
that use via the socket APl (see Section 4). This constraint is nmade
since usage of this chunk requires that the application be willing to
i nterl eave nessages upon reception within an association. This is
not the default choice within the socket APl (see [RFC6458]) thus the
user MJST indicate support to the protocol of the reception of
completely interl eaved nmessages. Note that for stacks that do not

i mpl ement [ RFC6458] they may use other nmethods to indicate

i nterl eaved nessage support and thus enabl e the usage of the N-DATA
chunk, the key is that the the stack MJST know the application has
indicated its choice in wanting to use the extension

Sender side usage of the N-Data chunk is quite sinple. Instead of
using the TSN for fragnmentation purposes, the sender uses the new FSN
field to indicate which fragnment nunber is being sent. The first
fragment MJUST have the "B bit set. The last fragnent MJST have the
"E' bit set. Al other fragnents MJST NOT have the "B or 'E bit
set. If the 'I’ bit is set the "E bit MJST al so be set, i.e. the
"I’ bit may only be set on the |ast fragnent of a nmessage. All other
properties of the existing SCTP DATA chunk also apply to the N-DATA
chunk, i.e. congestion control as well as receiver w ndow conditions
MUST be observed as defined in [ RFC4960].

Note that the usage of this chunk should also inply late binding of
the actual TSN to any chunk being sent. This way other nessages from
other streams may be interleaved with the fragnented nessage

The sender MUST NOT have nore than one ordered fragnented nessage
bei ng produced in any one stream The sender MJUST NOT have nore than
one un-ordered fragnented nessage being produced in any one stream
The sender MAY have one ordered and one unordered fragmented nessage
bei ng produced within a single stream At any tine nultiple streans
MAY be producing an ordered or unordered fragnmented nessage.

Recei ver Si de Consi derations
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Upon reception of an SCTP packet containing a N DATA chunk if the
message needs to be reassenbl ed, then the receiver MJST use the FSN
for reassenbly of the message and not the TSN. Note that a non-
fragmented nessages is indicated by the fact that both the "E and
"B’ bits are set. An ordered or unordered fragnmented nessage is thus
identified with any nessage not having both bits set.

4. Socket APl Considerations
This section describes how the socket APl defined in [ RFC6458] is
extended to allow applications to use the extension described in this
docunent .

Pl ease note that this section is informational only.

4.1. Socket Options

e e e e oo oo e e e ia oo - +--- - - +--- - - +
| option name | data type | get | set

) Fo e e e e e e eam o +----- +----- +
| SCTP_NDATA ENABLE | int | X | X |
| SCTP_PLUGGABLE_SS | struct sctp_assoc_value | X | X |
| SCTP_SS VALUE | struct sctp_streamvalue | X | X |
e e e e oo oo e e e ia oo - +--- - - +--- - - +

4.1.1. Enable or Disable the Interleaving Capability
( SCTP_NDATA_ENABLE)

A new socket option to turn on/off the usage of the N DATA chunk.
Turning this option on only effect future associations, and MJST be
turned on for the protocol stack to indicate support of the N DATA
chunk to the peer during association setup. Turning this option off,
will prevent the N-DATA chunk from being indicated supported in
future associations, and will also prevent current associations from
produci ng N-DATA chunks for future large fragmented nessages. Note
that this does not stop the peer from sendi ng N-DATA chunks.

An N-DATA chunk aware application should al so set the fragnent
interleave level to 2. This allows the reception fromnultiple
streans sinultaneously. Failure to set this option can possibly |ead
to application deadl ock.
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4.1.2. Get or Set the Stream Schedul er (SCTP_PLUGGABLE SS)

A stream schedul er can be selected with the SCTP_PLUGGABLE_SS option
for setsockopt(). The struct sctp_assoc _value is used to specify the
associ ation for which the schedul er should be changed and the val ue
of the desired al gorithm

The definition of struct sctp_assoc_value is the same as in
[ RFC6458] :

struct sctp_assoc_val ue {
sctp_assoc_t assoc_id;
ui nt 32_t assoc_val ue;

H

assoc_id: Holds the identifier for the association of which the
schedul er shoul d be changed. The specia
SCTP_{ FUTURE| CURRENT| ALL} ASSCC can al so be used. This paraneter
is ignored for one-to-one style sockets.

assoc_value: This specifies which scheduler is used. The follow ng
constants can be used:

SCTP_SS DEFAULT: The default schedul er used by the SCTP
i mpl ementation. Typical values are SCTP_SS ROUND ROBI N or
SCTP_SS_FI RST_COME.

SCTP_SS ROUND ROBIN: This schedul er provides a fair scheduling
based on the nunber of user nmessages by cycling around non-
enpty stream queues

SCTP_SS ROUND ROBI N PACKET: This is a round-robin schedul er but
only bundl es user nessages of the sane streamin one packet.
This mnimzes head-of-1ine bl ocking when a packet is |ost
because only a single streamis affected.

SCTP_SS PRICRITY: Scheduling with different priorities is used.
Streans having a higher priority will be scheduled first and
when multiple streans have the sane priority, the default
schedul i ng shoul d be used for them The priority can be
assigned with the sctp_streamvalue struct. The higher the
assigned value, the lower the priority, that is the default
value 0 is the highest priority and therefore the default
scheduling will be used if no priorities have been assi gned.

SCTP_SS FAIR BANDW TH: A fair bandwi dth distribution between the
streans can be activated using this value. This schedul er
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considers the |l engths of the nmessages of each stream and
schedules themin a certain way to maintain an equa
bandwi dth for all streans.

SCTP_SS FIRST _COME: The sinple first-cone, first-serve algorithm
is selected by using this value. It just passes through the
nmessages in the order in which they have been delivered by
the application. No nodification of the order is done at
all.

4.1.3. Get or Set the Stream Schedul er Paraneter (SCTP_SS VALUE)

Some schedul ers require additional information to be set for single
streans as shown in the follow ng table:

Fom e e e e oo S +
| nare | per streaminfo

o e e e e e e aa oo o e e e oo - +
| SCTP_SS_DEFAULT | no |
| SCTP_SS RR | no |
| SCTP_SS RR | NTER | no |
| SCTP_SS _RR _PKT | no |
| SCTP_SS _RR PKT_I NTER | no [
| SCTP_SS PRI O | yes |
| SCTP_SS PRI O I NTER | yes |
| SCTP_SS FB | no |
| SCTP_SS FB_| NTER | no |
| SCTP_SS_FCFS | no |
oo e e e e e e oo o e e e e o - +

This is achieved with the SCTP_SS VALUE option and the correspondi ng
struct sctp_streamvalue. The definition of struct sctp_streamval ue
is as follows:

struct sctp_streamval ue {
sctp_assoc_t assoc_id;
uintl16_ t stream.i d;
uint16_t stream val ue;

};

assoc_id: Holds the identifier for the association of which the
schedul er shoul d be changed. The specia
SCTP_{ FUTURE| CURRENT| ALL} _ASSCC can al so be used. This paraneter
is ignored for one-to-one style sockets.

Stewart, et al. Expires April 23, 2014 [ Page 7]



Internet-Draft SCTP N- DATA Chunk Cct ober 2013
streamid: Holds the streamid for the streamfor which additional
i nformati on has to be provided.
stream val ue: The neaning of this field depends on the schedul er
specified. 1t is ignored when the schedul er does not need
addi tional information.
5. | ANA Consi derations
[ NOTE to RFC- Editor:

"RFCXXXX" is to be replaced by the RFC nunber you assign this
docunent .

]
[ NOTE to RFC-Editor:

The suggested val ues for the chunk type and the chunk flags are
tentative and to be confirmed by | ANA

]

Thi s docunent (RFCXXXX) is the reference for all registrations
described in this section.

A new chunk type has to be assigned by I ANA. | ANA should assign this
value fromthe pool of chunks with the upper two bits set to '00'.

This requires an additional line in the "Chunk Types" registry for
SCTP:

Fomm e e e o - B B +

| I'D Value | Chunk Type | Reference |

Fom e o - o m e e e e e oo oo [ S +

| 17 | New DATA chunk (N-DATA) | [ RFCXXXX] |

[ RS oo e e e e aao oo s Fom e e oo - +

The registration table as defined in [ RFC6096] for the chunk flags of
this chunk type is initially given by the follow ng table:

o e e e o - o e e e oo - Fom e e oo - +
| Chunk Flag Value | Chunk Flag Name | Reference |
s ) B +
| Ox01 | E bit | [ RFCXXXX] |
| 0x02 | B bit | [ RFCXXXX] |
| O0x04 | U bit | [ RFCXXXX] |
| 0x08 | | bit | [ RFCXXXX] |
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| O0x10 | Unassigned | [
| 0x20 | Unassigned | |
| 0x40 | Unassigned | |
| 0x80 | Unassi gned [ [
e S N +

6. Security Considerations

Thi s docunent does not add any additional security considerations in
addition to the ones given in [ RFC4960] and [ RFC6458].
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