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Overview 

Problem Statement:  

• Find boundaries 

• Establish trust to permit self-configuration 

– Devices need to know whether they are part of the homenet 

 

Change from -00:  

• Explained the approach in much more detail 
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Approach:  

1) Defining a Trust Anchor 

• Pair smart phone with a 

homenet device 

– As today 

• Tell homenet device: 

“You’re the trust 

anchor” 

– This enables a CA/RA 

function 

– Assign domain cert to 

smart phone 

– (Alternative: auto-select 

to be a trust anchor) 

 

CA 

http://www.google.com/aclk?sa=l&ai=CxDsAfI2ZUOCHDI6ghgfMz4HwBNTt4YkDpJDWsUWMrNHkkwEIBRAEKAVQl4DNL2DJBqAB99uJ_wPIAQeqBCVP0Ja7M7SyBu1PqQQdbRFXQlKvZajNsjYCkZBW03qG3woFdGAgwAUFoAYm4BKjz6Do77ur-OcB&sig=AOD64_304mpJ3SvLVm9P6FiaKIKc0ovxDg&ctype=5&ved=0CFIQwg8&adurl=http://www.qvc.com/scripts/reference.pl?item%3DE257892%26ref%3DGAS%26tpl%3Ddetail%26cm_ven%3DGOOGLESHOPPINGFEED%26cm_cat%3DElectronics%26cm_pla%3DPhones%26cm_ite%3DE257892-000-000%26adtype%3Dpla&rct=j&frm=1&q=samsung+smart+phone
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Approach:  

2) Neighbor Discovery 

• A homenet device 

sends discovery 

messages on all links 

– If it has a domain cert: 

Send this 

– If it doesn’t, send a 

device ID  

 

CA 

http://www.google.com/aclk?sa=l&ai=CxDsAfI2ZUOCHDI6ghgfMz4HwBNTt4YkDpJDWsUWMrNHkkwEIBRAEKAVQl4DNL2DJBqAB99uJ_wPIAQeqBCVP0Ja7M7SyBu1PqQQdbRFXQlKvZajNsjYCkZBW03qG3woFdGAgwAUFoAYm4BKjz6Do77ur-OcB&sig=AOD64_304mpJ3SvLVm9P6FiaKIKc0ovxDg&ctype=5&ved=0CFIQwg8&adurl=http://www.qvc.com/scripts/reference.pl?item%3DE257892%26ref%3DGAS%26tpl%3Ddetail%26cm_ven%3DGOOGLESHOPPINGFEED%26cm_cat%3DElectronics%26cm_pla%3DPhones%26cm_ite%3DE257892-000-000%26adtype%3Dpla&rct=j&frm=1&q=samsung+smart+phone


5 IETF 88, 7 Nov 2013 draft-behringer-homenet-trust-bootstrap-01.txt 

Approach:  

3) Domain Join 

• Device with domain cert 

invites device without 

domain cert 

• Can validate on smart 

phone (optional) 

• If new device accepted, 

it can enrol for a 

domain cert 

• Result: All homenet 

devices have a domain 

cert 

CA 

http://www.google.com/aclk?sa=l&ai=CxDsAfI2ZUOCHDI6ghgfMz4HwBNTt4YkDpJDWsUWMrNHkkwEIBRAEKAVQl4DNL2DJBqAB99uJ_wPIAQeqBCVP0Ja7M7SyBu1PqQQdbRFXQlKvZajNsjYCkZBW03qG3woFdGAgwAUFoAYm4BKjz6Do77ur-OcB&sig=AOD64_304mpJ3SvLVm9P6FiaKIKc0ovxDg&ctype=5&ved=0CFIQwg8&adurl=http://www.qvc.com/scripts/reference.pl?item%3DE257892%26ref%3DGAS%26tpl%3Ddetail%26cm_ven%3DGOOGLESHOPPINGFEED%26cm_cat%3DElectronics%26cm_pla%3DPhones%26cm_ite%3DE257892-000-000%26adtype%3Dpla&rct=j&frm=1&q=samsung+smart+phone
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Approach:  

3a) Validation using Vendor Cert 

• Devices may have 

802.1ar IDevID  

(vendor cert) 

• Use vendor cloud 

service to validate 

IDevID 

• Accept device into 

domain if correct 

– Can exclude fake devices 

Vendor CA 

1. “I am IDevID” 

2. “Is this 

my device 

(IDevID)?” 

3. Validation 

(IDevID) 

4. “yes” 

5. “accept” 

http://www.google.com/aclk?sa=l&ai=CxDsAfI2ZUOCHDI6ghgfMz4HwBNTt4YkDpJDWsUWMrNHkkwEIBRAEKAVQl4DNL2DJBqAB99uJ_wPIAQeqBCVP0Ja7M7SyBu1PqQQdbRFXQlKvZajNsjYCkZBW03qG3woFdGAgwAUFoAYm4BKjz6Do77ur-OcB&sig=AOD64_304mpJ3SvLVm9P6FiaKIKc0ovxDg&ctype=5&ved=0CFIQwg8&adurl=http://www.qvc.com/scripts/reference.pl?item%3DE257892%26ref%3DGAS%26tpl%3Ddetail%26cm_ven%3DGOOGLESHOPPINGFEED%26cm_cat%3DElectronics%26cm_pla%3DPhones%26cm_ite%3DE257892-000-000%26adtype%3Dpla&rct=j&frm=1&q=samsung+smart+phone
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Result 

• User experience:  

– Plug in a device 

– “Ack” it on a user interface 

– done 

• Benefits:  

– Boundary detection:  

• Peer doesn’t respond to my 

messages, or 

• Peer is in a different domain 

– Trust for self-

configuration: 

• Routing 

• Addressing 

• … 

CA 

http://www.google.com/aclk?sa=l&ai=CxDsAfI2ZUOCHDI6ghgfMz4HwBNTt4YkDpJDWsUWMrNHkkwEIBRAEKAVQl4DNL2DJBqAB99uJ_wPIAQeqBCVP0Ja7M7SyBu1PqQQdbRFXQlKvZajNsjYCkZBW03qG3woFdGAgwAUFoAYm4BKjz6Do77ur-OcB&sig=AOD64_304mpJ3SvLVm9P6FiaKIKc0ovxDg&ctype=5&ved=0CFIQwg8&adurl=http://www.qvc.com/scripts/reference.pl?item%3DE257892%26ref%3DGAS%26tpl%3Ddetail%26cm_ven%3DGOOGLESHOPPINGFEED%26cm_cat%3DElectronics%26cm_pla%3DPhones%26cm_ite%3DE257892-000-000%26adtype%3Dpla&rct=j&frm=1&q=samsung+smart+phone

